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Abstract  
 

This chapter addresses current issues of the Fourth Industrial Revolution (4IR) in the situation of pan-
demic COVID-19 declining after necessary lockdowns that have been extremely burdensome for society 
and business in many countries. Valuable experiences have been gained at the national and interna-
tional levels how to effectively fight pandemic and what to do in post-pandemic world to achieve new 
objectives. These issues are discussed in the context of the Great Deal and New Deal as well as New 
Green Deal proposed for realisation in the European Union. There are significant challenges concern-
ing the societal and economic prosperity, business development, ecology, and quality of life of citizens. 
The recovery funds created in the European Union to be distributed among its members regarding 
some rules should effectively support the business rebuilding within a sustainable development strate-
gy. It is postulated to shape properly the future of 4IR to offer advanced technologies supporting effec-
tively required changes in post-pandemic world.  
 
1. Introduction  
 

Fourth industrial revolution (4IR) is happening 
right now. Its beginning is dated in 2012, when 
a final report of the Science Union on “Industrie 
4.0” was published in Germany. Most of us are 
just experiencing presently results of this revolu-
tion and its scale and magnitude in coming years 
is not yet fully known (Schwab, 2016). 
The cyber-physical systems (CPS) and advanced 
controlling of smart machines and manufacturing 
systems form the basis of the Industry 4.0. New 
concepts of software-intensive systems have 
been lately developed and using widely the In-
ternet for communication make it possible to 
apply more effectively the IoT (Internet of 
Things) technology. There are numerous benefits 
expected when the Industry 4.0 technologies will 
be successfully applied in practice, especially 
those supporting the business management ad-
vanced concepts in coming the New Deal situa-
tion.  
Special attention is paid in this chapter to the 

safety and security of the information technology 
(IT) and operational technology (OT). These 
technologies require appropriate convergence for 
carrying out effectively the business processes 
and controlling manufacturing processes regard-
ing the quality, dependability, safety and security 
aspects.  
This chapter addresses selected technological 
issues related to 4IR in the situation of COVID-19 
pandemic and new challenges in post-pandemic 
world. The role of the automation and industrial 
control systems, and innovative technologies is 
emphasised.  
The background of 4IR and semantics of word 
revolution is discussed in the context of new 
technological trends. RAMI 4.0 reference model 
is outlined to explain the levels in technological 
and management processes in manufacturing 
systems. The ISA95 reference model of the in-
dustrial control system is recommended for deal-
ing with the functional safety and cybersecurity 
of the systems and networks of critical infra-
structure.  
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Observed and potential impacts of the COVID-19 
pandemic on critical infrastructure objects and 
systems is also discussed. Recommendations for 
dealing with the pandemic situation that have 
been proposed in United States and Europe are 
characterised. New technological developments 
are also discussed, some of them are evidently 
accelerated by the COVID-19 pandemic. In the 
final part of this chapter the issue of a general 
resilience is raised that requires more attention of 
researchers and practitioners.  
 
2. Background of fourth industrial revolution 
 

2.1. Industrial revolutions 
 

Revolution and revolt have a shared origin, both 
ultimately going back to the Latin revolvere “to 
revolve, roll back”. According to the Merriam-
Webster dictionary, when revolution first ap-
peared in English in the 14th century, it referred 
to the movement of a celestial body in orbit. 
Then, that sense was extended to “a progressive 
motion of the body around an axis,” and “com-
pletion of a course”.  
At virtually the same time, using of this word 
was extended to a different meaning, namely, 
“a complete change” apparently in reverse direc-
tion, implicit in the Latin verb revolt, which ini-
tially meant “to renounce allegiance”. So, seman-
tics behind the word revolution is intricated. Cur-
rently revolution is defined (see Merriam Web-
ster Dictionary) also as: 
• a sudden, radical, or complete change, 
• activity or movement initiated to effect fun-

damental changes in a socio-economic sys-
tem,  

• a fundamental change in the way of thinking 
about or visualizing something, also a change 
of paradigm, e.g., the Copernican revolution,  

• a changeover in use or preference, especially 
in technology. 

Revolutions have occurred throughout history of 
regions and states when novel ways of perceiv-
ing the world trigger profound changes in social 
structures and economic systems directed to-
wards developing more effective technologies to 
meet the needs of increasing population.  
Lately, there is a significant interest in research 
concerning industrial revolutions that follow to 
get deeper understanding of the processes behind 
those changes, their causes, and effects. Four 
industrial revolutions have been till now distin-

guished and characterised by well known domain 
researchers (Schwab, 2016; Schwab & Davis, 
2018).  
Industry 1.0. The first industrial revolution (1IR, 
dated in 1765 in some publications) followed the 
proto-industrialization period, i.e., between feu-
dalism and capitalism. It started before the end of 
the 18th century to the beginning of the 19th. 
The biggest changes came in the industries in the 
form of mechanization using water and steam as 
energy sources. Mechanization was the reason 
why agriculture started to be replaced by the in-
dustry as the backbone of the societal economy.  
At that time people witnessed increasing extrac-
tion of coal along with an important invention of 
the steam engine to be used soon in the industry 
and transportation. It enabled speed up the manu-
facturing and development of railroads for more 
efficient transportation of people and goods, thus 
accelerating the economy in the situation of in-
tensive population growth. 
Industry 2.0. The second industrial revolution 
(2IR, dated in 1870 in some publications), so 
began almost a century later than Industry 1.0. It 
started at the turn of 19th century, with massive 
technological advancements in the field of indus-
tries that helped the emergence of new sources of 
energy, i.e., oil, gas, and electricity. The result of 
this revolution was the creation of an internal 
combustion engine that started soon to reach its 
full potential. Other important points of this 
revolution were the development for steel de-
mand, chemical synthesis, and new methods of 
communication such as the telegraph and tele-
phone. Finally, the inventions of automobile, and 
the plane in the beginning of 20th century were 
the reason why 2IR is considered by some re-
searchers as the most important one. There are 
opinions that it provided a basis for modern and 
dynamic socio- economic development.  
Industry 3.0.  
The third industrial revolution (3IR, dated in 
1969 in some publications) began in the second 
half of 20th century, when the emergence of yet 
another source of untapped energy, i.e., nuclear 
energy for commercial producing electrical ener-
gy in nuclear power plants, on a large scale, be-
come economically justified. This revolution 
brought forth the rise of electronics, telecommu-
nications, and computers used widely in the in-
dustry for automation of processes and control-
ling of distributed systems.  
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Through the new technologies 3IR opened the 
doors to space expeditions, and advanced re-
search including nanotechnology and biotech-
nology. In the industrial applications, two major 
inventions, namely: programmable logic control-
lers (PLCs) and robots helped giving rise to a 
new era of high-level automation and supervising 
the production processes in industry. 
Industry 4.0. The fourth industrial revolution 
(4IR) is happening right now. In Figure 1 this 
revolution is dated in 2012, when a final report 
of the Science Union on “Industrie 4.0” was pub-
lished in Germany. Most of us are just experienc-
ing it presently and its dynamics and magnitude 
in time is not yet fully known. The 4IR revolu-
tion began in the dawn of the third millennium 
with common worldwide using the Internet and 
development of new technologies, for instance, 
the internet of things (IoT), autonomous vehicles, 
3D printing, materials science, nanotechnology, 
biotechnology, energy storage, quantum compu-
ting, etc.  
 

 

Fourth Industrial Revolution (4IR)  
IoT, IIoT, Cyber Physical Systems, 
convergence of IT and OT systems 
Final Report of the Science Union on 
Industrie 4.0 (Germany) 

Third Industrial Revolution (3IR) 
Computers and area networks (AN): 
local (LAN), metropolitan (MAN), 
wide (WAN), Internet, PLCs, Robots, 
extensive automation 

Second Industrial Revolution (2IR) 
 
Electricity and many manufacturing 
inventions – assembly lines, mass 
production, limited automation  

First Industrial Revolution (1IR) 
Water and steam power, steam 
machines, transformation of society 
with trains, mechanization, and 
manufacturing 

Next Industrial Revolution (?IR) 
AI, Big Data, CT, Advanced robotics, 
IA (Intelligent Automation) 
Great Reset concept -> New Deal -> 
New Green Deal in European Union 

1765

2012

2020

1969

1870

 
 
Figure 1. Consecutive industrial revolutions.  
 
According to German “plattform Industrie 4.0” 
(https://www.plattform-i40.de; Fourth IR, 2021) 
the Industry 4.0 concept refers to an intelligent 
networking of machines and processes for indus-
try with the help of information and communica-

tion technology.  
Advanced wired and wireless technologies for 
information transmission have been developed 
for using worldwide advanced ICT (information 
and telecommunication technology) systems, 
based on distributed computer systems and data 
networks. The technology of cyber-physical sys-
tems (Lietão et al., 2016) is just under dynamic 
development and advanced implementations in 
distributed and interrelated industrial systems 
and networks.  
Due to increasing ecological awareness of people 
worldwide, some crucial decisions have been 
undertaken at the international, regional, and 
national levels to react immediately to global 
warming and limit in coming years the emissions 
of warming gasses, mainly CO2, mainly from the 
industrial and transportation sources. It will 
make revolutionary changes in energy systems to 
increase the role of renewable energy sources 
and shutting down in years to come the fossil-
fuel power stations, especially the hard and 
brown coal-fired power plants.  
The European Commission announced lately 
(EC, 2019) the European Green Deal for the 
European Union (EU) and its citizens. It resets 
the Commission’s commitment to tackling cli-
mate and environmental-related challenges that 
is treated as generation’s defining task. It is nec-
essary due to observed already increasing climate 
changes with each passing year. One million of 
the eight million species on the planet are at risk 
of being lost. It is because the forests, seas, and 
oceans are menacingly polluted and destroyed.  
The global problems are really challenging. The 
European Green Deal proposal is responding to 
current challenges. It is a new growth strategy 
that aims to transform the EU into a fair and 
prosperous society, with a modern, resource-
efficient, and competitive economy promoting 
sustainable development and fulfilling an ambi-
tious goal of net-zero emissions of greenhouse 
gases in 2050. There are increasing expectations 
that the EU recovery funds to be distributed, and 
innovative 4IR technologies will enable reaching 
these ambitious objectives. 
It will surely lead to the revolutionary or at least 
dynamic evolutionary changes in manufacturing 
systems and other supporting systems to recover 
the socio-economic situation in the EU countries 
after lockdowns due to the COVID-19 pandemic. 
Therefore, in Figure 1 above the 4IR block an 
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additional block is placed symbolizing a next 
stage “?IR”. How to name this block it is an open 
question if one come back to the semantic issues 
outlined at the beginning of this section, i.e., evo-
lution or revolution? It is discussed in conclu-
sions to this chapter.  
 
2.2. Dynamic changes and uncertainties 
 

As it has been outlined by Schwab (Schwab, 
2016) in his widely known book The Fourth In-
dustrial Revolution, based on works and opinions 
of experts from a think tank of the World Eco-
nomic Forum (acquiring knowledge, and elabo-
rating conclusions), we are witnessing profound 
shifts across society, economy, and all industrial 
sectors. New business models are emerging that 
reshape the production, and influence the con-
sumption expectations, transportation systems, 
and the delivery chains. On the societal front, a 
paradigm shift is underway in how people work 
and communicate, as well as how they express 
expectations and opinions, communicate, and 
entertain themself.  
Also, many institutions are being reshaped, as 
the systems of education, healthcare, transporta-
tion etc. New ways of applying new technologies 
to change the systems for manufacturing and 
production, distribution, and consumption, offer 
significant potential for the regeneration and 
preservation of natural environment. The chang-
es are historic in terms of their size, dynamic, 
and scope (Rasmussen & Svedung, 2000). 
While significant uncertainty is surrounding the 
development and adoption of emerging technol-
ogies, we do not yet know how the transfor-
mations driven by industrial revolution will un-
fold. Their flexibility, usefulness and intercon-
nectedness across sectors imply that all stake-
holders of global society – governments, busi-
ness, academia, and civil society – have an op-
portunity ns responsibility to work together to 
better understand possibilities of emerging trends 
(Schwab & Davis, 2018) and influence them to 
increase social profits and reduce risks.  
Shared understanding is particularly critical if we 
want to shape a good collective future that re-
flects common objectives and values. We should 
have a comprehensive and globally shared view 
on how technology is changing our lives and 
those of future generations, and how it can re-
shape positively the economic, social, cultural, 

and human context in which we live.  
Mentioned above trends have potentially a dra-
matic effect on the necessary approach to model 
and understand systemic behaviour in some fun-
damental respects, and they rise the problems of 
modelling by structural decomposition versus 
functional abstraction and the problem of cross-
disciplinary research versus multi-disciplinary 
co-operation (Rasmussen & Svedung, 2000).  
We need more studies on the interactions among 
levels to be distinguished and evaluated in 
a socio-technical system with reference to the 
nature of the technological hazard they are as-
sumed to control in the context of potential eco-
logical consequences for some deteriorating phe-
nomena and the risk of major accidents.  
 
2.3. Industry 4.0 concept and technologies  
 

As it was mentioned the Industry 4.0 concept is 
used interchangeably with the fourth industrial 
revolution (4IR) and represents a new stage in 
the organization development and manufacturing 
control in an industrial company.  
The 4IR has been also perceived as current trend 
of automation and data exchange in manufactur-
ing technologies using the cyber-physical sys-
tems, the Industrial Internet of Things (IIoT), 
cloud computing and cognitive computing for 
creating the smart manufacturing system/factory 
(Felser, et al., 2019; Kosmowski, et al., 2019).  
The goal is to support autonomous decision-
making processes, monitor assets and processes 
in real-time, and enabling operation of value cre-
ation networks through early involvement of 
stakeholders, and vertical and horizontal integra-
tion (Li et al., 2017; Fourth IR, 2021).  
In an initial report ‘Industrie 4.0’ elaborated by 
a workgroup and published in 2013, some basic 
principles and foundations are specified that in-
clude: 
• horizontal integration across value-added 

networks, 
• vertical integration and networked/connected 

production systems, 
• the technologies for CPPS (cyber-physical 

production systems), 
• the consistency of engineering across the en-

tire value chain, 
• the new social infrastructures of labour/work. 
Mentioned above integrations of systems and 
processes can be characterised as follows:  
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• a vertical integration of the systems in the 
traditional automation pyramid: from a field 
level and control level to production level, 
operations level, and an enterprise planning 
level, 

• a horizontal integration which concerns men-
tioned end-to-end value chain: from supplier 
and the processes, information flows and IT 
systems in the product development and pro-
duction stage to logistics, distribution and ul-
timately to the customer. 

Two original concepts of the architectural 
frameworks have been initially proposed for fur-
ther developing of advanced communication and 
control technologies (Fourth IR, 2021):  
• Industrial Internet Reference Architecture 

(IIRA) proposed by the Industrial Internet 
Consortium, and then  

• Reference Architectural Model Industrie 4.0 

(RAMI 4.0) developed by German “Plattform 
Industrie 4.0”. 

The 3-dimensional RAMI 4.0 model emphasises 
that the production object must be tracked across 
its entire life cycle. This model describes the key 
elements of manufacturing system based upon 
the use of structured layers with distinguishing 
three axes (Fourth IR, 2021):  
• architecture axis (layers in Figure 2) of six 

different layers indicating the information de-
pending on the view to the asset, 

• process axis (value stream) for including the 
various stages within the life of an asset and 
the value creation process based on the IEC 
62890 standard, 

• hierarchy axis (hierarchy levels) for assigning 
the functional models to individual levels 
based on IEC 62264 and IEC 61512. 
 

 

Life Cycle & Value Stream 
IEC 62890 

Business 

Communication 

Layers 

Functional 
Information 

Integration 
Asset Control Device 

Enterprise 
Work Centers 

Station 

Field Device Product 

Connected World 

Hierarchy Levels
IEC 62264 / IEC 61512

Development 
M/U 

Production 
Maintenance/Usage 

Type Instance 

M/U 

 

 
Figure 2. A reference architecture model RAMI 4.0, based on (Fourth IR, 2021). 
 
The security related aspects should be carefully 
considered for these levels, value stream, and 
hierarchy levels as follows:  
• layers – security related aspects apply to all 

different levels; the risk evaluation must be 
considered for the object / asset as a whole, 

• value stream – the owner of the object must 
consider security across the entire life cycle, 

• hierarchy levels – all objects / assets are sub-
jected to security considerations (risk analy-
sis) and need to possess or provide relevant 
security characteristics for fulfilling their 
tasks (providing protection). 

As it is shown in Figure 2 the hierarchy dimen-
sion consists of 7 aggregation levels:  
• the connected world,  
• the enterprise,  
• work centres,  
• stations (or machines),  
• control devices,  
• field devices (sensor and actuators), and  
• products. 
It is worth a note that while traditionally these 
levels are seen as a “real hierarchy” and depicted 
as a pyramid, in Industry 4.0 they are more con-
ceived and depicted as a mesh within a reality of 
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ubiquitous connectivity of everything, including 
processes, devices, products, organizations, eco-
systems and so forth (Fourth IR, 2021). The life 
cycle and value stream dimension cover some 
data mapping stages across relevant life cycles in 
RAMI 4.0 and across the entire value chain and 
the various processes, and stakeholders. 
The third dimension, the architecture layers, con-
sists of 6 components: business, functional, in-
formation, communication, integration, and as-
set. In fact, we should consider:  
• the enterprise and its business processes,  
• functions of assets,  
• required data,  
• communication as access to information,  
• integration as, quote, transition from real to 

digital world, and  
• assets as physical things in the real world. 
Considering described above three dimensions 
together we obtain a three-dimensional (3D) pro-
duction and service-oriented architecture. 
Industry 4.0 refers to the convergence and appli-
cation of following digital industrial technologies 
(Felser et al., 2019; Kosmowski, et al., 2019, 
Fourth IR, 2021): 
• advanced robotics (cooperating industrial ro-

bots, integrated sensors, and interfaces), 
• additive manufacturing (3D printing, e.g., for 

spare parts and decentralized facilities to re-
duce transport distances and inventory), 

• augmented reality (for maintenance, logistics, 
and verifying all kinds of SOP – standard op-
erating procedures), 

• simulation / digital twins (for simulation of 
value networks, and optimisation based on re-
al time data from intelligent systems),  

• horizontal and vertical integration (cross 
company data integration, precondition for 
fully automated value chain from supplier to 
customer), 

• industrial IoT (network of machines and 
products, multidirectional communication be-
tween networked objects), 

• CT – cloud technology (management of huge 
data volumes in open systems, real time 
communication for production systems), 

• cybersecurity (operation in networks and open 
systems, advanced networking between intel-
ligent machines and systems), 

• dependability and safety (OT dependability,  
 

functional safety of safety-related ICS – in-
dustrial control system, process safety), 

• AI&ML – artificial intelligence and machine 
learning (value creation using smarter infor-
mation for limited evidence or knowledge, 
improving machine-to-machine interaction, 
diagnostics of systems and processes, enhanc-
ing attack resilience and increasing cybersecu-
rity of IT and OT), 

•  big data & analytics (evaluation of available 
data, e.g., from MES, ERP, SCM – supply 
chain management, and CRM – customer re-
lationship management), data mining, 

• block chaining (for growing list of rec-
ords / blocks of data linked together with 
cryptography, e.g., for marketing and logis-
tics, historical data processing to support deci-
sion making, SCM in time, audits and change 
management, insurance related data records in 
life cycle). 

There is increasing interest in using advanced 
methods of bigdata analysis (BDA), and the arti-
ficial intelligence (AI) methods for supporting 
on-line and off-line decision-making. In business 
related activities and decision making in time the 
blockchain method and relevant software is now-
adays of special interest for secure handling in 
time of interrelated blocks of data using ad-
vanced cryptography methods.  
All of that require advanced knowledge and 
skills of managers and personnel to be consistent 
with the technological developments and chang-
ing conditions. Therefore, the expectations con-
cerning effective training programs and practical 
exercises using relevant methods and supporting 
tools are increasing.  
 
2.4. Hierarchical model of industrial control 

systems 
 

The 4IR concept is based upon data models and 
data mapping across the mentioned end-to-end 
product life cycle and value stream. All the tech-
nologies in Industry 4.0 need to be seen in that 
perspective whereby integration is a key.  
A first integration concerns convergence of the 
information technology (IT) and operational 
technology (OT) as illustrated in Figure 3. The 
hierarchy levels proposed are compatible with 
ISA95 reference model (IACS Security, 2020; 
Kosmowski et al., 2019). A cloud technology 
(CT) is increasingly used to support the business 
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management regarding distributed data gathered 
and coordinated systemic control of installations 
and processes including optimisation, diagnostics 
ana maintenance.  
It is worth a note that ISA95 model is more suit-
able for dealing with safety and security aspects 
of hazardous industrial installations, and the crit-
ical infrastructure systems and objects (ENISA, 
2016). In such model usually five levels are 
specified, numbered in Figure 3 from 1 to 5: 
1) field level (installations, sensors, actuators, 

EUC – equipment under control, drives, auxil-
iary equipment, etc.), 

2) control level (I / O – input / output devices, 
PLC – programmable logic controllers, ICS – 
industrial control systems for control and pro-
tection, HMI – human machine interface; CC 
– continuous control, DC – discrete control, 
BC – batch control), 

3) production control (DCS / SCADA / HSI – 
distributed control system / supervisory con-
trol and data acquisition / human system inter-
face, AS – alarm system, DSS – decision sup-
port system), 

4) operations level (MES – manufacturing exe-
cution system, QM –quality management, EN 
– environmental management, MOM – manu-
facturing operation monitoring, CME – cur-
rent maintenance execution), 

5) enterprise planning level (ERP – enterprise 
resource planning, BCM – business continuity 
management, CMP – computerized mainte-
nance planning). 

The information technology (IT) includes levels 
4 and 5, whereas the operational technology 
(OT) encompasses levels 1, 2 and 3. Within OT 
the safety functions (SF) are defined to be im-
plemented in a safety-related system (SRS). 
They are subjected to periodical testing (T) to 
diagnose potential danger failures within SRS 
(Kosmowski, 2013; IEC 61508, 2016) regarding 
a preventive maintenance (PM) strategy devel-
oped. The RAMSS (reliability, availability, 
maintainability, safety, and security) methodolo-
gy is often useful to integrate the dependability, 
safety, and security analyses of OT (Kosmowski, 
2021). 
Historically, the standards concerning OT have 
been elaborated by the International Electrical 
Commission (IEC). The IT, on the other hand, is 
rather the domain of the International Telecom-
munication Union (ITU) and International 

Standardization Organization (ISO), which takes 
over most of the standards in the communication 
field from IEEE Standard group 802. The con-
vergence of OT and IT, e.g., on an Ethernet net-
work, with time sensitive networking (TSN) is an 
example of technology for real-time applications 
in manufacturing installations (Felser et al., 
2019).  
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Figure 3. Reference model for operational manage-
ment and control of an industrial manufacturing sys-
tem, based on ISA95. 
 
The safety functions must be defined and imple-
mented in a safety-related ICS to limit risk of 
death or injuries during operation of machinery 
or accidents in the process industry installations. 
The architecture of these systems is designed 
regarding a functional safety concept for deter-
mined safety integrity level (SIL) based on the 
risk evaluation results (IEC 61511, 2016; IEC 
62061, 2005).  
The Industrial Automation and Control System 
(IACS) plays an important role in a process 
plant. It is designed and operated regarding the 
security-related principles (IEC 62443, 2018) 
specified for given domain regarding the security 
level (SL) and defined security assurance level 
(SAL). These aspects are discussed in detail in 
the publication (Kosmowski, 2020). It was pro-
posed to integrate the safety and security-related 
analyses (Kosmowski, 2021).  
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In Figure 3 the IACS is represented using the 
distributed control system (DCS), and the super-
visory control and data acquisition (SCADA) 
system with relevant interfaces: a human system 
interface (HSI) and human machine interface 
(HMI) at the lower level of IACS hierarchy 
(ENISA, 2016).  
Lately, applying of an industrial protocol concept 
OPC UA (open platform communications, uni-
fied architecture) is of increasing interest to pro-
vide advanced communication from the factory 
automation and control systems to the CT infra-
structure. This issue is related to the Automa-
tionML concept implementation in the 4IR solu-
tions (Kosmowski et al., 2019).  
A concept of intelligent automation (IA) has 
been lately developed. The IA is a combination 
of artificial intelligence (AI), machine learning, 
and process automation that are used to create 
smart business processes and workflows that can 
learn and adapt to specific situation. The IA is 
also considered as advanced combination of the 
robotic process automation (RPA) and artificial 
intelligence (AI) technologies (Lee et al., 2018) 
that together empower rapid end-to-end business 
process automation and accelerate digital trans-
formation processes. 
 
2.5. Industry 4.0 benefits and performance 

indicators before pandemic era 
 

There are numerous benefits expected when the 
Industry 4.0 technologies will be successfully 
applied, also those at the development stage to be 
soon implemented in industrial practice. They 
stem from achieving in near future following 
objectives (Fourth IR, 2021): 
• productivity (thanks to advanced control and 

automation reducing production time, better 
asset utilisation and inventory management), 

• flexibility (using a set of machines and robots 
for various products), 

• quality (using sensors and actuators that 
monitor current production in real time that 
enable quickly intervening in case of errors 
and inadequacies), 

• speed (from prototype to final product 
through consistent data and / or simulation).  

These depend on the site manufacturing condi-
tions and can improve: 
• dependability of equipment thanks to the use 

of advanced protections,  

• security of industrial computer systems and 
networks, 

• safety through advanced automation and using 
safety-related ICS (industrial control systems) 
i.e., implementing verified and validated func-
tional safety solutions, 

• innovative capability (through applying new 
technological possibilities in manufacturing / 
production), 

• environmental protection (through optimized 
use of resources and reducing energy con-
sumption for processes and drives of machin-
ery, and reducing risk of accidents), 

• working conditions (through ergonomically 
optimised stands, workstations, and advanced 
HMI / HIS interfaces), 

• training and collaboration (through acquiring 
knowledge and advanced design of production 
systems, and availability of consistent data).  

As it was mentioned the horizontal integration in 
Industry 4.0 solutions refers to the integration of 
IT systems for and across the various production 
and business planning processes, from supplier 
to consumer, end-to-end integration of IT and 
OT systems, and the information flows and ana-
lytics of available data. The life cycle and value 
stream dimension of RAMI 4.0 is of interest for 
planning early data collection and provisioning. 
The entire internal development, production, and 
business processes, from suppliers to consumers, 
can be characterized as follows (Fourth IR, 
2021). 
Development: 
• market analysis, design, proof of concept,  
• prototyping, pre-production, market launch. 
Production: 
• production planning, operation assets, 
• materials, procurement, staff, 
• manufacturing parts, automation, 
• production performance, assembly, 
• quality control. 
Logistics: 
• warehouse management, transporting and 

packing, preparation for shipping, 
• reception of goods, planning of demand.  
Distribution: 
• (demand management, processing of quotes, 

processing of orders, 
• delivery / shipping, tracking, return manage-

ment.  
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It is expected that horizontal integration will help 
with horizontal coordination, collaboration, cost 
savings, value creation, speed (as an enabler of 
smooth service and operations but also of faster 
time to market and worker’s efficiency) and 
some possibilities to create horizontal ecosys-
tems of value, based on knowledge and infor-
mation available. 
In a wite paper prepared for the World Economic 
Forum three key technology megatrends trans-
forming production are indicated (WEF, 2019): 
• connectivity (creates links between network 

nodes, increasing visibility), 
• intelligence (automates event recognition and 

translation for decision-making), and 
• flexible automation (incorporates response 

mechanisms, automation, and remote move-
ment).  

The Industry 4.0 companies differ in practical 
approach to business and applying innovative 
technological solutions from the continuous im-
provement efforts that have characterized facto-
ries for decades. It is expected to be not purely 
incremental but involves rather a step-by-step 
change in resetting benchmarks. So called com-
panies-lighthouses employ different use-cases to 
transform their operations (WEF, 2019). 
Table 1 consists of selected key performance 
indicators (KPIs) that present the impact of the 
4IR solutions in the lighthouse factories. For 
instance, in some factories a high productivity 
increase was observed (up to 160%), and time to 
market was reduced (up to 90%).  
 
Table 1. Impact of 4IR solutions on selected KPIs in 
lighthouse factories (WEF, 2019). 
 

Aspect KPI evaluated Impact range 
observed 

Productivity 

Factory output increase 10-200% 
Productivity increase 5-160% 
OEE increase 3-50% 
Quality cost reduction 5-90% 
Product cost reduction 5-40% 

Agility 

Energy efficiency 2-50% 
Inventory reduction 10-90% 
Lead time reduction 10-90% 
Time to market reduction 30-90% 
Change-over shortening 30-70% 

Customization Lot size reduction 50-90% 
 
Adoption of 4IR technologies at suitable scale 
can have a radical impact upon companies. 
A close look at mentioned three megatrends 

makes it clear just how powerful the effects can 
be. An analysis McKinsey Global Institute pro-
jects a remarkable gap between companies that 
adopt and absorb artificial intelligence (AI) with-
in the first five to seven years and those that fol-
lowed later or lag. The analysis suggests that AI 
adoption in “front runners” can anticipate up to a 
cumulative 122% cash-flow change, while “fol-
lowers” will see a significantly lower impact of 
only 10% cash-flow change (WEF, 2019). 
It shows the importance of early adoption of new 
technologies, since companies that postpone im-
portant decisions may risk missing a large share 
of the benefits. Company leaders who move to 
the implementations earlier, rather than waiting 
for decreased technology and related transition 
costs, will realize the greatest benefit. 
 
3. Infrastructure and human factors 
 

3.1. COVID-19 pandemic impact on critical 
infrastructure objects and systems  

 

The COVID-19 pandemic impacted remarkably 
some important systems of the critical infrastruc-
ture. Figure 4 illustrates average daily total load 
of the electric grid in selected European coun-
tries across peak hours (2020 as % of 2019) from 
2nd of March to 3rd of April 2020.  
 

 
 
Figure 4. Daily electrical energy load drops in some 
European countries during pandemic (Uzelac et al., 
2020). 
 
As it can be seen in Figure 4 at the beginning of 
April 2020 the electric grid load drop was to the 
level of about 90% in Poland, 80% in Germany, 
and about 70% in Italy. It indicates significant 
lowering of the industrial production in that peri-
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od due to lockdowns in some sectors because the 
production output in most countries is almost 
proportional to the electric grid load.  
Most industrial facilities throughout the world 
have had to make substantial adjustments to their 
operations due to the COVID-19 pandemic. They 
faced problems due to: 
• reducing staff involved in certain operations, 

for a few weeks and sometimes much longer, 
• shut down their site installations completely 

for weeks or months during national, regional, 
or local lockdowns, 

• re-organizing operations to ensure proper so-
cial distancing, enforce mask-wearing, etc. 

• experiencing dramatic economic impacts, 
such as lower earnings because of the produc-
tion shortage, or  

• substantially exhausting activity because of 
increased demand due to the pandemic. 

Therefore, it is justified to obtain an overview of 
good risk management practice and to gain in-
sights on: 
• how industrial sectors have been coping with 

these changes? 
• how competent authorities have tried to sup-

port them? 
• how competent authorities perceived that the 

pandemic has influenced risk at hazardous 
sites? 

The OECD Working Group on Chemical Acci-
dents (WGCA) approached following the fatal 
accident in India in May 2020 and asked if 
a response information could be provided. The 
Bureau of the WGCA agreed to write a note ad-
dressing this accident and issues related to start-
up following lockdown. The EU JRC (Joint Re-
search Center) Major Accident Hazards Bureau 
agreed to publish the content, as this was the 
fastest way to bring attention to the issue (Wood 
et al., 2021). Finally, two accidents in India and 
Italy have been analyzed.  
Visakhapatnam, India, 7th-8th May 2020 
Leak of hazardous gas from a polymer plant, 
Visakhapatnam, Andhra Pradesh India of 7th-8th 
May 2020. A leak of hazardous gas led to the 
death of at least 11 people and injuries to hun-
dreds more. The authorities have reported that a 
release of gas from styrene tanks occurred in the 
early hours of the morning (around 3 am) on 7th 
May 2020. The polymer plant was restarting fol-
lowing shutdown due to the COVID-19 pandemic. 

Media reports and the official investigation re-
port suggested that the styrene had been stored 
for a long time (Wood et al., 2021).  
Ottaviano, Italy, 5th May 2020 
An explosion at a plastics factory killed one per-
son and injured two others and resulted in shel-
ter-in-place of residents in vicinity. The factory 
reopened on 4th May after the government eased 
the lockdown following the coronavirus pandem-
ic. 
Typical process safety advice given by authori-
ties during the COVID-19 pandemic are as follows 
(Wood et al., 2021). 
Staffing issues: 
• operators must assure minimum workers are 

present to keep the site running safely, 
• operations should be stopped if not enough 

staff, 
• maintenance activities (e.g., continuity, staff-

ing), 
• availability of professional competences for 

specialized tasks, 
• managing fatigue should be monitored and 

managed, 
• companies should plan for shut down and 

startup, 
• specific guidance on planning turnarounds, 
• batch process recommended to reduce disrup-

tion. 
Compliance and enforcement: 
• legislative requirements still should be re-

spected, 
• discretionary enforcement and compliance 

guidelines (e.g., administrative requirement 
delays, equipment certification), 

• operators must notify the authorities when 
restarting. 

Safety management system issues: 
• change management processes for reduced 

staff were followed, 
• SMS was adapted to reflect new arrange-

ments, 
• measures in place for also resuming normal 

operations post-COVID-19, 
• sites should plan for possible delays in obtain-

ing safety critical components and spare parts, 
• several respondents noted that reduced staff-

ing levels should already have been part of the 
SMS (e.g., in case of worker strike), 

• template for evaluating the site’s pandemic 
response and lessons learned,  
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• site must confirm that “all necessary 
measures” have been taken to prevent inci-
dents.  

There are challenges and recommended priorities 
for high hazard site inspections due to the COVID-
19 pandemic. Everyone’s top priority should be 
to maintain high levels of protection on site 
while reducing exposure of personnel and in-
spectors to the risk of contracting the virus 
(Wood et al., 2021). Some challenges were spec-
ified as follows: 
• re-organizing and adapting inspections, 
• maintaining morale of the inspection staff 

when they could not do their jobs, 
• supporting sites that were critical to the nor-

mal functioning of society and ensuring that 
their critical staff could keep working 
(healthcare, childcare, etc.), 

• testing the internal and external contingency 
plans in a pandemic context, 

• limited inspection of the physical site, 
• varying ability of some sites to correspond 

effectively in digital mode. 
There are some important lessons to be learned 
for the risk management of chemical accidents 
concerning: 
• management of organizational change and its 

importance to maintaining site safety in tran-
sition times, 

• management of staff changes, working with 
staff turnover, staff reductions, and other con-
straints, 

• the automation contribution and limitations 
for the foreseeable future, because it is now 
still very fragmented and only suitable for cer-
tain operations, 

• the importance of the IT systems for commu-
nication and OT systems including protections 
for safe and secure operations,  

• the issue when required onsite inspections can 
be replaced with remote inspections, and pri-
orities for onsite inspections,  

• how the remote inspection methods can make 
inspections better, and on which aspects they 
should be focused? 

 
3.2. Shaping human and organisational  

factors in socio-technical systems 
 

It is well known that human and organisational 
factors significantly impact the dependability, 
safety, and security of any technical system 

(Kosmowski, 2003, 2013, 2021). When this im-
pact is crucial, it is justified to examine a socio-
technical system. An interesting monograph was 
published by Rasmussen and Svedung (Rasmus-
sen & Svedung, 2000) devoted to the proactive 
risk management in a dynamic society in relation 
to technical systems. Several nested levels and 
factors were considered that potentially influence 
the decision making within risk management. In 
any hazardous process installation some catego-
ries of factors, called environmental stressors, 
can be identified with relevant domains or disci-
plines specified as follows: 
• work (mechanical, chemical, and electrical 

engineering), 
• staff / personnel (psychology, human-machine 

interaction / interface (HMI), work conditions, 
human factors, ergonomics), 

• decisions and controls (planning of produc-
tion, control of processes, quality criteria, 
proactive maintenance), 

• company management (company policy and 
economics regarding the decision theory, or-
ganisational sociology; key performance indi-
cators – KPIs; management processes and 
procedures, etc.), 

• regulators (regulations and standards concern-
ing inspections and maintenance; environ-
mental and site requirements; safety and secu-
rity criteria), 

• state governance (law and ordinance, stand-
ardization and legal procedures for the design 
and operation).  

In the Formal Safety Analysis (FSA) methodolo-
gy of the International Maritime Organisation 
(IMO) (FSA, 1993), several levels of factors 
influencing relevant risks, including the human 
and organisational factors, are specified. For in-
surance purposes following two levels with rele-
vant influence factors have been considered de-
pending on the risk evaluation objectives (Kos-
mowski & Gołębiewski, 2019). 
Direct level: 
• human (competences, training, experience, 

motivation, HMI, etc.), 
• technology and software (quality of materials, 

aging properties, construction, systems archi-
tecture, HIS, network / software functionality, 
safety, and security-related technologies), 

• environment and infrastructure (environmen-
tal conditions, potential influence of neigh-
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bouring installations, availability of media 
source, etc.), 

Organizational level: 
• management processes and procedures (qual-

ity & updates, strategy for business continui-
ty management – BCM including inspections 
and testing of protections),  

• emergency procedures (internal and external 
communication, training, exercises, sources 
of information), 

• organisational culture (leadership, , safety & 
security culture, awareness and staff in-
volvement),  

• management of changes (formal description, 
frequency, and audits, etc.), 

• maintenance and diagnostics (preventive 
maintenance, supporting tools, spare parts, 
administrative control, and inspections), 

• competences & communication (personnel 
training programmes, certification, etc.).  

Relevant factors for a site considered can be 
placed in hierarchical influence diagram (HID) 
as shown in Figure 5 that potentially impact 
a scenario of interest in the risk evaluation for 
specific industrial plant and environmental con-
ditions (Kosmowski, 2003).  

 

Direct Level 

Organisational Level 

FAILURES / ACCIDENTS 

Environment Technology & Software Man 

Factor D1 Factor D2 
 

Factor D3 Factor D4 

Factor O1 Factor O3 Factor O2 

Failure influences 

 

 
Figure 5. Influence diagram for including human and organisational factors in technical system evaluation. 
 
The number of levels in a plant specific HID can 
be assumed depending on the purpose of evalua-
tion in the probabilistic modelling and infor-
mation available, including expert opinions. Ag-
gregating of qualitative and quantitative infor-
mation used in the HID is based on normalized 
ratings (r) and weights (w) of relevant factors to 
be aggregated at consecutive levels (Kosmowski, 
2003).  
Such formal representation of relations between 
relevant factors is useful in the probabilistic 
modelling and the risk evaluation, similarly, how 
it is done in the FSA methodology (FSA, 1993). 
Some vectors of the influencing factors with spe-
cific rates and weights can be modified for some 
environmental conditions, e.g., for pandemic 
situation.  
It seems to be justified to postulate that the pan-
demic in relation to a socio-technical system can 
contribute to a macro common cause failure 
(CCF). Thus, it can significantly increase the risk 
of a forced industrial installation outage or an 
accident with major consequences.  

In the publication of Solarz and Waliszewski 
(Solarz & Waliszewski, 2020) a holistic frame-
work is proposed in which pandemic COVID-19 is 
treated as a systemic risk. Some researchers 
(Sasangohar et. al, 2020) propose a concept of 
the disaster ergonomics for dealing with human 
factors in the COVID-19 pandemic situation for 
emergency management.  
These issues require further research in the con-
text of a generic system modelling of defined 
category, and then evaluation of specific system 
to be treated as the socio-technical system when 
justified. Its safety and security properties in the 
context of proposed interfaces and protection 
functions needs to be carefully considered.  
 
3.3. Critical infrastructure sectors and  

recommendations for pandemic situations 
in United States and Europe 

 

The issue of pandemic COVID-19 activities to 
limit risk of potential consequences will be dis-
cussed on examples of United States and Europe. 
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There are differences in various countries in de-
fining the critical infrastructure and indicating 
responsible institutions for their developing and 
current operation.  
For instance, in the United States the Centre for 
Disease Control and Prevention (CDC) defers to 
the Cybersecurity and Infrastructure Security 
Agency (CISA), which is considered as the na-
tion’s risk advisor, responsible also for defining 
critical infrastructure sectors (Krebs, 2020).  
These are organizations whose assets, systems, 
and networks – whether physical or virtual – are 
considered so vital to the United States that their 
incapacitation or destruction would have 
a debilitating effect on national public health or 
safety. CISA 3.0 and the CDC define a critical 
infrastructure worker as a worker employed in 
the following sectors: 
• healthcare and public health, 
• law enforcement, public safety, and other first 

responders, 
• food and agriculture, 
• energy, 
• water and wastewater, 
• transportation and logistics, 
• public works and infrastructure support ser-

vices, 
• communications and information technology, 
• other essential functions, 
• critical manufacturing, 
• hazardous materials, 
• financial services, 
• chemical, 
• defense industrial base, 
• commercial facilities, 
• residential shelter facilities and services, 
• hygiene products and services.  
In CISA’s latest guidance (the 4.0 memo issued 
on August 18, 2020) the education workers are 
added as critical infrastructure workers, and the 
organizations that provide transportation, opera-
tional, and administrative support for education 
facilities. 
Specified above CISA categories are then broken 
down into descriptions of workers and the tasks 
they perform in the critical infrastructure objects 
and systems. To determine whether business 
considered belong to the critical infrastructure 
regarding the CISA and CDC guidance, its em-
ployee must perform one of the tasks described 
in each category (Krebs, 2020).  

Some examples of the categories, tasks, and 
business or professions that would be considered 
as the critical infrastructure are following. 
Healthcare and public health: 
• researchers (i.e., in laboratories), 
• healthcare providers (i.e., physicians, dentists, 

nurses, pharmacists, and their assistants and 
aids, administrative professionals, and similar 
workers), and 

• healthcare support services (i.e., third-party 
transportation services for healthcare, laundry 
services, billing, IT, childcare services, manu-
facturers, and healthcare vendors and suppli-
ers). 

Food and agriculture and energy / water: 
• sellers of food or beverages (i.e., grocery 

stores, restaurants, convenience stores and 
other retail that sells food, whether human or 
pet, online ordering services), 

• manufacturing and distribution (i.e., manufac-
turers or energy providers, and their suppliers, 
vendors, farmers, and supply chains and the 
support services for those supply chains, secu-
rity), and 

• manufacturing and maintenance of equipment 
or services (i.e., machine shops, repair shops, 
parts vendors, supply vendors). 

Public works and infrastructure support ser-
vices / communication and technology / other 
essential functions / critical manufacturing: 
• these categories are broad, and include nearly 

any business that supports the response to the 
COVID-19 pandemic, or  

• supports other categories of critical infrastruc-
ture with logistics, personnel, IT, transporta-
tion, manufacturing, or any other services that 
critical infrastructure businesses need to per-
form their functions as required. 

Addressing confirmed COVID-19 cases and expo-
sure to COVID-19 in critical infrastructure will be 
an issue for the foreseeable future, and one 
should review and update the COVID-19 mitiga-
tion and contact tracing policies to comply with 
the latest CDC guidelines.  
To ensure that response is consistent with current 
guidance, if there is any doubt as to whether 
business is classified as critical infrastructure by 
CISA, or before continuing to operate in one of 
the states that do not defer to CISA’s guidance, 
one should seek the advice of counsellor.  
Challenges and priorities for operators due to the 
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COVID-19 pandemic have been specified also in 
Europe (European Commission) for three follow-
ing issues (Wood, 2021). 
Managing safety: 
• ensuring adequate supervision on site, 
• handling maintenance activities, risk-based 

decisions (postpone or go ahead?), 
• shutdown and start-up, having backup plans 

for critical infrastructures, 
• adapting the SMS, management of change, 

e.g., to changes in staff, emergency planning, 
maintenance, IT security, etc. 

Managing staff: 
• protecting staff from exposure to the virus, 

ensuring that sick employees stay at home, 
• managing labour shortages and surpluses, and 

employees working from home, 
• having access to specialized competences and 

certifications. 
Survival: 
• keeping the sites open, especially sites im-

portant to society, despite reduced staff, 
• kaintaining the installations with respect to 

input and output of raw material, energy, 
products and waste, spare parts, 

• financial and economic survival.  
Almost all operators have made enormous efforts 
to adapt quickly to the new situation and to take 
the necessary measures, presumably without 
postponement of maintenance activities. No inci-
dents so far were caused due to using the pan-
demic measures (Wood, 2021). Some examples 
of good practices have been noticed including: 
• good communication with authorities, and 

sites in similar situation, 
• agreements between neighbouring Seveso 

sites on exchanging experience and support 
during similar incidents, 

• development of quality guidelines and proce-
dures for the COVID-19 situation and the post 
covid strategy in one establishment, 

• creation of safe operating programs due to 
deferred maintenance turnaround, informing 
about cases of successful turnarounds, 

• execution of high-level management of 
change evaluations, stopping of production 
lines to review risks, etc., 

• systematic approach to maintenance including 
expert consultation to determine which to 
postpone,  

• continue strict enforcement of pandemic 
measures, rapid adaptation of workspaces and 
schedules. 

 
4. Fourth industrial revolution  

and post-pandemic challenges 
 

4.1. Great reset and new deal 
 

Schwab and Malleret (Schwab & Malleret 2020) 
in their monograph The Great Rest began with 
the statement that the macro reset would occur in 
the context of the three prevailing secular forces 
that shape our world today: interdependence, 
velocity, and complexity. They claim that this 
trio exerts its force, to a lesser or greater degree, 
on us all, whoever or wherever we may be.  
Such world can be a world of deep systemic 
connectivity, in which all hazards and threats, 
and related risks affect each other through a web 
of complex interactions. In such conditions, the 
assertion that an economic risk will be confined 
to the economic sphere or that an environmental 
risk will not have repercussions on risks of dif-
ferent nature (economic, geopolitical, and so on) 
is illusory and no longer tenable. 
Lately, a European Green Deal for the European 
Union members and their citizens was an-
nounced. It resets the Commission’s commitment 
to tackle climate and environmental challenges. 
The atmosphere is warming, and the climate is 
changing with each passing year. One million of 
the eight million species on the planet are at risk 
of being lost. Forests and oceans are being pol-
luted and partly destroyed.  
The European Green Deal is a response to these 
challenges. It is a new growth strategy that aims 
to transform the EU into a fair and prosperous 
society, with a modern, resource-efficient, and 
competitive economy where there are no net 
emissions of greenhouse gases in 2050 and 
where economic growth is decoupled from con-
ventional energy sources.  
It also aims to protect, conserve, and enhance the 
EU's natural capital, and protect the health and 
well-being of citizens from environment-related 
impacts and risks. It must put people first, and 
pay attention to the regions, industries and work-
ers who will face the greatest challenges.  
Since it will bring substantial change, active pub-
lic participation and confidence in the transition 
is paramount if policies are acceptable and work-
able. A new pact is needed to bring together citi-
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zens in all their diversity, with regional, local, 
and state authorities as well as civil society and 
industry of distributed ownership. 
The Green Deal is considered as an integral part 
of Commission’s strategy to implement the Unit-
ed Nation’s 2030 Agenda and the sustainable 
development goals with priorities to be an-
nounced. The objective is to put sustainability 
and the well-being of citizens at the centre of 
economic policy. 
It is almost inevitable that the pandemic will 
prompt many societies around the world to re-
consider and redefine the terms of their social 
contract. We are just witnessing the fact that 
COVID-19 has acted as an amplifier of pre-
existing conditions, bringing to the fore long-
standing issues that resulted from deep structural 
frailties that had never been properly addressed 
before (Schwab & Malleret, 2020).  
 
4.2. Post-pandemic recovery and challenges 
 

The social expectations are still high in many 
countries, partly due irresponsible promises dur-
ing elections. Opinions are expressed (Klaus & 
Malleret, 2020) that in the post-pandemic era, 
according to current projections, the new eco-
nomic “normal” may be characterized by much 
lower growth than in past decades. As the recov-
ery begins, quarter-to-quarter GDP (Gross Do-
mestic Product) growth may look impressive 
(because it will start from an exceptionally low 
basis), but it may take years before the overall 
size of most nations’ economy returns to their 
pre-pandemic level.  
In Figure 6 some global economic prospects are 
expressed in terms of the GDP in OECD coun-
tries. As it can be noticed the prognosed econom-
ic situation in these countries is expected to be 
slightly improving in coming years, but contin-
ued divergence is expected across countries 
(OECD, 2020). This is also because the severity 
of an economic shock inflicted by the corona-
virus will conflate with a long-term trend: declin-
ing populations in some countries and ageing 
(demographics is a crucial driver of GDP 
growth). Under such conditions, when lower 
economic growth seems almost certain, many 
people may wonder whether “obsessing” about 
growth is even useful, concluding that it does not 
make sense to chase ambitious target of ever-
higher GDP growth (Schwab & Malleret, 2020). 

 
 
Figure 6. Global economic prospects expressed in 
terms of GDP (index 2019Q4 = 100) in OECD coun-
tries (OECD, 2021). 
 
Nevertheless, the situation concerning business 
seems to be rather optimistic in some countries in 
near future if expressed using the global or local 
composite PMI (Purchasing Managers' Index). 
This index treated as an economic indicator, is 
being derived from monthly surveys of mainly 
private sector companies. PMI data are presented 
in the form of a diffusion index. If PMI index is 
equal 50.0 it means that the business situation is 
unchanged, a number over 50.0 indicates an im-
provement, while anything below 50.0 suggests a 
decline. 
In Figure 7 two curves of the global composite 
PMI are presented for the input prices and output 
prices in 2020 with a projection to 2021. As it 
can be seen the business situation was improving 
in a second half of 2020, but then due to next 
lockdown the situation was worsening.  
 

 
 
Figure 7. Global composite PMI during pandemic 
(OECD, 2021). 
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In second quarter of 2021 the business situation 
started to be rather optimistic. The IHS Markit 
Poland Manufacturing PMI rose sharply to 57.2 
in May of 2021 from 53.7 in April, well above 
market expectations of 54 and the highest level 
registered since the survey began in 1998 (see 
Poland’s Manufacturing PMI on the Internet for 
Trading Economics). 
The difficulties tend to be greater for small busi-
nesses that, on average, operate on smaller cash 
reserves and thinner profit margins than large 
companies. Moving forward, most of them will 
be dealing with cost–revenue ratios that put them 
at a disadvantage compared to bigger companies. 
But, as it is known, being small can offer some 
advantages in today’s world where flexibility and 
celerity can make all the difference in terms of 
adaptation.  
The COVID-19 crisis has laid bare the inadequate 
state of most national health systems, both in 
terms of treatment costs of patients and shortages 
of the medical staff including nurses, doctors, 
and supporting paramedics. In some countries, 
where tax-funded health services have suffered 
for a long time from a lack of resources, e.g., in 
the UK and Poland, due to political concerns 
about rising taxes, calls for more spending (and 
therefore higher taxes) will get louder. It be-
comes evident that postulated “efficient man-
agement” cannot compensate the investment 
shortages and necessary treatment and rehabilita-
tion expenditures, including COVID-19 health 
consequences.  
Another aspect that can be critical for social con-
tracts in Western democracies pertains to guaran-
tee of liberties and freedom. There is currently 
growing concern that the fight against the COVID-
19 pandemic (and potential future one) will lead 
to the creation of societies subjected to perma-
nent surveillance.  
Some political theorists emphasize that extraor-
dinary powers require authorization from the 
people through the democratically elected par-
liament and must be limited in time and propor-
tion. This issue requires special attention during 
realization of Great Reset activities in the EU 
countries regarding the recovery funds foreseen 
for New Deal including those for the technologi-
cal and infrastructural development and local 
expectations.  
An important issue is honest accessibility to the 
European recovery funds to be gradually spend 

and supervised in coming years in a democratic 
way. Member States have prepared the national 
recovery plans pledging to the reform of their 
economies and to unlock allocated share of fund-
ing, which will be distributed from 2021 to 2023. 
An access to sufficient financial resources from 
external and internal sources, and effective fund-
ing of many projects is at present a key issue in 
many European countries. 
The European Green Deal accepted and unprec-
edented crisis triggered by COVID-19 require 
enormous funds to make realistic revitalizing 
economies of the EU members. European leaders 
agreed on 21 July 2020 on a package worth 
€1,824 billion. It combines the EU’s 2021-2027 
budget amounting to €1,074 billion and an addi-
tional package for Next Generation EU recovery 
plan of €750 billion.  
The Next Generation EU recovery plan “aims to 
address the damage caused by the pandemic and 
invest in a green, digital, social and more resili-
ent EU”, as well as reducing risks of further EU 
fragmentation. EU’s Recovery and Resilience 
Facility (RRF) is considered as “the key recovery 
instrument at the heart of the Next Generation 
EU which will help the EU emerge stronger and 
more resilient from the current crisis”. 
We are still in early days of the post-pandemic 
era, but new or accelerating trends have been 
already initiated. For some industries, these will 
prove to be a boon, but for others a major chal-
lenge. However, across all sectors, it will be up 
to each company to make the most of these new 
trends by adapting with celerity and decisive-
ness. The businesses that prove the most agile 
and flexible will be those that emerge stronger 
for the future (Schwab & Davis, 2018). 
Like other crises, COVID-19 has revealed both the 
shortcomings of the EU’s capacity to respond to 
the crisis posed by the pandemic and subsequent 
economic collapse. Now the resilience of the EU 
countries and their economies are becoming key 
issues to be build up regarding the experiences 
gained during pandemic. A solidarity policy and 
lessons learned on how to make the budgetary 
and financial rules more flexible should be prof-
itable. So, the crisis due to COVID-19 pandemic 
and coordinated counteractions undertaken can 
be also treated as an opportunity. 
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4.3. Towards effectiveness and resilience 
 

The COVID-19 pandemic has also an impact on 
the way the EU and its members think about the 
security issues. Published recently document 
outlines the EU’s approach to security. The EU 
Security Union Strategy gives a lot of attention 
to COVID-19. This document states that the 
COVID-19 crisis has reshaped the notion of safety 
and security threats and corresponding policies. 
It highlights the need to guarantee security in 
both the physical and the digital environments 
and underlines the importance of strategic auton-
omy for supply chains in terms of critical prod-
ucts, services, infrastructures, and technologies. 
Resilient supply chains are also crucial from the 
Industry 4.0 point of view. The very nature of 
global supply chains and their innate fragility 
means that arguments about shortening them are 
becoming crucial now to create effective solu-
tions in international trade. They are also diffi-
cult to monitor in terms of compliance with envi-
ronmental standards and labour laws, potentially 
exposing companies to reputation risk and dam-
age to their brands.  
In the post-pandemic era, it is necessary to make 
“end-to-end value optimization”. Such idea in-
cludes both resilience and efficiency alongside 
related costs that will undoubtedly prevail. It can 
be epitomized rather in a new formula that “just-
in-case” will eventually replace “just-in-time” 
(Schwab & Malleret, 2020).  
Another problem is related to the governments 
and relation of the business processes in public 
and private sectors. The COVID-19 pandemic has 
rewritten many (of not fully known) rules of the 
game between the public and private sectors. In 
the post-pandemic era, business will be subject to 
much greater government interference than in the 
past. Possible greater intrusion of governments in 
the activities of companies and conducting of 
their business are country and industry sector 
dependent, therefore can take many different 
guises. There are three notable forms of impact 
that will emerge with force in the early months 
of the post-pandemic period including: (1) condi-
tional bailouts, (2) public procurement, and (3) 
labour market regulations. They should be su-
pervised and controlled to achieve short- and 
long-term profits in a country development 
(Schwab & Malleret, 2020).  
There are statements concerning 4IR that tech-

nology and digitization will revolutionize almost 
everything, making new solutions more effective 
for people, states, and international society re-
specting ecological constraints. Technological 
innovations will support expected changes 
throughout the world. The experiences till now 
are optimistic as the technological progress has 
moved impressively fast.  
AI is now all around us, from drones and voice 
recognition to virtual assistants and translation 
software. Our mobile devices have become 
a permanent and integral part of our personal and 
professional lives, helping us on many different 
fronts, and anticipating our needs. Automation 
and robots are reconfiguring the way businesses 
operate with staggering speed and returns on 
scale inconceivable just a few years ago (Schwab 
& Malleret, 2020). 
An interesting view concerning waves of innova-
tions through industrial history was published 
recently by Newman (2020). His insights are 
illustrated in Figure 8. The 6th wave was trig-
gered by the COVID-19 pandemic, and it was 
named in short, the renewable energy.  
Thus, new opportunities and emerging develop-
ments are foreseen, some of them being acceler-
ated by the COVID-19 pandemic. Below some 
examples are specified: 
• spread out of distance meeting and learning. 
• massive home office, 
• the growing popularity of e-shopping, 
• intensifying the data transmissions using 5G, 
• intelligent towns and rural districts for smart 

co-operation, 
• smart control of renewable energy sources, 
• remote health monitoring, advanced diagnos-

tics for computer-aided treatment, 
• intelligent traffic control for conventional and 

autonomous vehicles, 
• advanced manufacturing based on secure IoT 

and IIoT technologies, 
• remote 3D construction technologies, 
• applications of safe and secure drones in vari-

ous industrial sectors and transportation,  
• setting up post- COVID-19 supply chains, 
• application of AI methods (Lee et al., 2018), 

big data analytics, data mining, machine 
learning, and AI for decision making, 

• integration of WAN, MAN, CT, and Internet 
for creating advanced technologies of CPS  
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Figure 8. Waves of innovation through industrial history and into the future (Newman 2020, wileyonlineli-
brary.com) 
 

(Cyber physical systems) including smart and 
secure interfaces based on cognitive methods,  

• advanced automation (AutomationML based 
on secure OPC UA protocol), and intelligent 
automation (IA) technologies. 

Thus, it is expected that the automation and con-
trol systems will play increasing role the post-
pandemic world together with advanced monitor-
ing and management systems. Evaluation of in-
creased costs concerning some 4IT technologies 
are presented in Table 2.  
 
Table 2. Estimation of increased cost of technologies 
used in 4IR, based on (Lawrence, 2020) 
 

Technology and related activities Increased costs 
Automation and control systems 54% 
Monitoring/management systems 54% 
Infrastructure and networks security 43% 
Staff salaries (overtime & bonuses) 34% 
Additional cloud capacity 31% 
Disaster recovery services 29% 
Additional operations personnel 21% 
R&D (safety & security) 20% 
Training & certification of personnel 25% 

 
Three areas will be of special interest for people 
and decision makers in the post-pandemic era: 
high tech, health, and wellness. The banking, 

insurance and automotive sectors are three dif-
ferent examples of industries that should imme-
diately build greater resilience to pass through 
the deep and prolonged recession caused by the 
health crisis due to COVID-19 pandemic.  
The key issue in post-pandemic world will be 
resilience that can be perceived in various di-
mensions including people, individuals, business, 
economics, constructions, technologies, safety, 
and security. The functional safety and cyber 
security issues of the industrial automation and 
control systems (IACS) that require integrated 
evaluations are discussed in the report (CISA, 
2020) and publications (Kosmowski, 2020, 
2021) regarding relevant international standards 
(IEC 61508; IEC 63074; IEC 62443; ISO / DIS 
22301; ISO / IEC 24762; ISO / IEC 27001; 
ISO / IEC 27005; NIST SP 800-82r2). 
It is emphasised often (OECD, 2014, 2020) that 
the security and especially digital security is 
a borderless issue, requiring a combination of the 
inter- and intra- sector and country collaboration. 
The private and public sectors partnership is 
needed to effectively address threats. A strategic 
approach is required to move collaboration be-
yond the law enforcement, intelligence agency 
and information security ‘circles of trust’ that 
exist today, which focus mainly on operational 
and tactical threat information sharing. 
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5. Conclusion  
 

A deep crisis provoked by the COVID-19 pandem-
ic has given us plenty of opportunities to reflect 
on how our economies and societies work and 
some ways for improvements. Will the experi-
ence gained during pandemic and lockdowns 
open the door to a better future? Resetting is an 
ambitious task, perhaps too ambitious, but we 
should try our utmost to make it. As it was em-
phasized by Schwab & Malleret (2020) there are 
new challenges to create the world less divisive, 
less polluting, less destructive, more inclusive, 
more equitable and fairer than we left it in the 
pre-pandemic era.  
This chapter addresses selected issues of the 4IR 
in the situation of COVID-19 pandemic declining 
after lockdowns that have been extremely bur-
densome for society and business in many coun-
tries. Valuable experiences have been gained at 
the national and international levels how to ef-
fectively fight pandemic and what to do in post-
pandemic world to achieve in coming years cor-
rected socio-economic objectives.  
These issues are discussed in the context of the 
Great Deal and New Deal as well as New Green 
Deal proposed for realization in the European 
Union countries. There are significant challenges 
concerning the economic prosperity, business, 
ecology, and quality of life of citizens. The re-
covery funds created in the European Union and 
already distributed in its member states should 
effectively support required changes.  
It is postulated to shape properly the future of 
4IR to offer innovative technologies supporting 
effectively necessary changes in post-pandemic 
world. Special attention is paid in this chapter to 
the safety and security of industrial automation 
and distributed control system.  
The background of Fourth Industrial Revolution 
and semantics of word revolution is discussed in 
the context of new technological trends. The 
RAMI 4.0 is outlined to explain the levels in 
technological and management processes of 
manufacturing systems. The ISA95 reference 
model of the industrial control system is recom-
mended for dealing with the functional safety 
and cybersecurity of the critical infrastructure 
systems and networks.  
It seems to be justified to write an acronym 5IR 
(Fifth Industrial Revolution) in an upper block in 
Figure 1 that means a next “revolution” to be 

aimed at sustainable development (SD) regarding 
socio-economic and ecological (SEE) aspects. It 
can be considered locally or regionally (in some 
countries, e.g., the EU members).  
There are many hot topics behind of global and 
geo-political nature including natural and drink-
ing water resources, social well-being, and social 
justice to be discussed at international levels and 
shaped in interested countries regarding local 
situation and accepted values.  
Observed impact of COVID-19 pandemic on criti-
cal infrastructure objects and systems is also dis-
cussed. Recommendations for dealing with pan-
demic situation that have been proposed in Unit-
ed States and Europe are characterized. General 
resilience problem is raised that requires more 
attention of researchers and practitioners.  
There are still many substantial problems to be 
gradually solved at the international and national 
level, for instance to successfully shift Poland to 
net-zero economy (Bukowski et al., 2019). It 
requires more active involvement of scientific 
community in verifying proposed climate policy 
in cooperation with experts representing relevant 
international organizations.  
Next necessary step is to undertake research 
aimed at acquiring multidisciplinary knowledge 
concerning COVID-19 pandemic to be useful for 
decision making in the process of implementing 
advanced technologies in practice (Gajewski & 
Paprocki, Ed. 2020). The Industry 4.0 technolo-
gies discussed in this chapter have significant 
potential to help in gradual solving of many ex-
isting and emerging problems.  
 
Acknowledgment 
 

The chapter presents some results developed 
within individual research activity, and research 
support of the Polish Safety and Reliability As-
sociation as organiser of the SSARS 2021 con-
ference, as well as the Gdańsk University of 
Technology, Faculty of Electrical and Control 
Engineering, under statutory activity. 
 
References  
 

Bukowski, M. (Ed.) 2019. A New Chapter. Shift-
ing Poland Towards Net-Zero Economy. 
WiseEuropa – Warsaw Institute for Economic 
and European Studies, Warsaw. 



 
Kosmowski Kazimierz T. 

290 
 

CISA. 2020. Assessments: Cyber Resilience Re-
view, us-cert.gov/resources/assessments (ac-
cessed 12 Feb 2020). 

EC. 2019. The European Green Deal. COM 
(2019) 640 final, Brussels.  

ENISA. 2016. Communication Network Depend-
encies for ICS / SCADA Systems. European Un-
ion Agency for Network and Information Secu-
rity. 

Felser, M., Rentschler, M. & Kleinberg, O. 2019. 
Coexistence standardisation of operational 
technology and information technology. Pro-
ceedings of the IEEE 107(6), 962–976. 

Fourth IR. 2021. Industry 4.0: the Fourth Indus-
trial Revolution – Guide to Industrie 4.0. 
www.i-scoop.eu/industry-4-0/ (accessed 10 
May 2021). 

FSA. 1993. Formal Safety Assessment. IMO 
(MSC 62/24/3), London.  

Gajewski, J. & Paprocki, W. (Ed.) 2020. Climate 
Policy and its Realization in First Half of XXI 
Century (in Polish). A publication of the Euro-
pean Financial Congress. CMS, Sopot.  

IACS Security. 2020. Security of Industrial Au-
tomation and Control Systems, Quick Start 
Guide: an Overview of ISA / IEC 62443 Stand-
ards. June 2020. www.isa.org/ISAGCA (ac-
cessed 10 May 2021).  

IEC 61508. 2016. Functional Safety of Electrical 
/ Electronic / Programmable Electronic Safety-
Related Systems. Parts 1–7. International Elec-
trotechnical Commission, Geneva. 

IEC 61511. 2016. Functional Safety: Safety In-
strumented Systems for the Process Industry 
Sector. Parts 1-3. International Electrotech-
nical Commission, Geneva. 

IEC 62061. 2005. Safety of machinery – Func-
tional Safety of Safety-Related Electrical, Elec-
tronic, and Programmable Electronic Control 
Systems. International Electrotechnical Com-
mission, Geneva. 

IEC 63074. 2017. Security Aspects Related to 
Functional Safety of Safety-Related Control 
Systems. International Electrotechnical Com-
mission, Geneva. 

IEC 62443. 2018. Security for Industrial Auto-
mation and Control Systems. Parts 1–14 (some 
parts in preparation). International Electro-
technical Commission, Geneva. 

ISO / DIS 22301. 2019. Security and Resilience 
– Business Continuity Management Systems – 
Requirements.  

ISO / IEC 24762. 2008. Information Technology 
– Security Techniques – Guidelines for Infor-
mation and Communications Technology Dis-
aster Recovery Services.  

ISO / IEC 27001. 2013. Information Technology 
– Security Techniques – Information Security 
Management Systems – Requirements. Geneva. 

ISO / IEC 27005. 2018. Information Technology 
– Security Techniques – Information Security 
Risk Management. Geneva. 

Kosmowski, K.T. 2003. Methodology for Risk 
Analysis in Management of Reliability and 
Safety of Nuclear Power Plants (in Polish). 
Monograph 33. Gdańsk University of Technol-
ogy Publishers. 

Kosmowski, K.T. 2013. Functional Safety and 
Reliability Analysis Methodology for Hazard-
ous Industrial Plants. Gdańsk University of 
Technology Publishers. 

Kosmowski, K.T. & Gołębiewski, D. 2019. 
Functional safety and cyber security analysis 
for life cycle management of industrial control 
systems in hazardous plants and oil port critical 
infrastructure including insurance. Journal of 
Polish Safety and Reliability Association, 
Summer Safety and Reliability Seminars 10(1) 
99–126. 

Kosmowski, K.T., Śliwiński, M. & Piesik, J. 
2019. Integrated functional safety and cyberse-
curity analysis method for smart manufacturing 
systems. TASK Quarterly 23(2) 1–31. 

Kosmowski, K.T. 2020. Systems engineering 
approach to functional safety and cyber securi-
ty of industrial critical installations. K. Kołow-
rocki et al. (Eds.). Safety and Reliability of Sys-
tems and Processes, Summer Safety and Relia-
bility Seminar 2020. Gdynia Maritime Univer-
sity, Gdynia, 135–151.  

Kosmowski, K.T. 2021. Functional safety and 
cybersecurity analysis and management in 
smart manufacturing systems. Handbook of 
Advanced Performability Engineering, Chapter 
3. Springer Nature, Switzerland AG.  

Krebs, C.C, 2020. Advisory Memorandum on 
Identification of Essential Critical Infrastruc-
ture Workers During COVID-19 Response. Cy-
bersecurity and Infrastructure Security Agency 
(CISA).  

Lawrence, A. 2020. Post Pandemic Data Cen-
ters. UI Intelligence Report. UII-39v1.0.  

Lee, J., Davari, H, Singh, J. & Pandhare, V. 
2018. Industrial Artificial Intelligence for  



  
Fourth industrial revolution and new challenges in post-pandemic world 

 
291 

 

Industry 4.0-based manufacturing systems.  
Manufacturing Letters 18, 20–23. 

Leitão, P., Colombo, A.W. & Karnouskos, S. 
2016. Industrial automation based on cyber-
physical systems technologies: prototype im-
plementations and challenges. Computers in 
Industry 81, 11–25. 

Li, S.W., Murphy B., Clauer E., Loewen U., 
Neubert R. Bachmann G., Pai M. & Hankel M. 
2017. Architecture Alignment and Interopera-
bility, An Industrial Internet Consortium and 
Platform Industry 4.0, IIC:WHT:IN3:V1.0:PB: 
20171205. 

NIST SP 800-82r2. 2015. Guide to Industrial 
Control Systems (ICS) Security.  

OECD. 2014. OECD Guidelines for Resilience 
Systems Analysis. How to Analyse Risk and 
Build a Roadmap to Resilience. OECD Pub-
lishing.  

OECD. 2020. Business at OECD Policy Brief: 
COVID-19 and Digital Security. Business at 
OECD (BIAC), Paris.  

OECD. 2021. OECD Economic Outlook. Prelim-
inary version. 2021(1): preliminary version, 
No. 109, OECD Publishing, Paris. 

Rasmussen, J. & Svedung, I. 2000. Proactive 
Risk Management in a Dynamic Society. Swe-
dish Rescue Services Agency, Karlstad, 
Räddningsverket. 

Sasangohar, F. Moats, J., Mehta, R. & Peres, 
S.C. 2020. Disaster ergonomics: human factors 
in COVID-19 pandemic emergency manage-
ment. The Journal of the Human Factors and 
Ergonomics Society 62, 1061–1068. 
https://journals.sagepub.com/doi/full/10.1177/0
018720820939428 (accessed 10 May 2021). 

Schwab, K. 2016. The Fourth Industrial Revolu-
tion. World Economic Forum. 

Schwab, K. & Davis, N. 2018. Shaping the Fu-
ture of the Fourth Industrial Revolution. A 
Guide to Building a Better World. Penguin, 
Random House, UK. 

Schwab, K. & Malleret, T. 2020. COVID-19: the 
great reset. Forum Publishing. 

Solarz J. K., Waliszewski, K. 2020. Holistic 
framework for COVID-19 pandemic as systemic 
risk. European Research Studies Journal 
ΧΧΙΙΙ(2), 340–351. 

Uzelac, N., Richter, F., Carvalho, A., le Roux, 
R., Novak, P. & Amon J. 2020. Impact of 
COVID-19 to system operators and electrical 

equipment manufacturers. Cigre Science & 
Engineering 19, October. 

WEF. 2019. Fourth Industrial Revolution, Bea-
cons of Technology, and Innovation in Manu-
facturing. A White Paper. World Economic Fo-
rum in collaboration with McKinsey & Com-
pany. 

Wood, M.H. 2021. COVID-19 Pandemic 
Measures and Chemical Accident Risk – 
MAHB Contributions. European Commission, 
Joint Research Centre,  
minerva.jrc.ec.europa.eu/en/ (accessed 10 May 
2021). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Kosmowski Kazimierz T. 

292 
 

 
 
 
 
 
 
 
 
 
 
 


