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Abstract:

The article describes standard safety-protection layers
according to EN 61511 standard. Their aim is to reduce
risk, thus to decrease the frequency of occurrence of
threatening incidents and/or consequences of such inci-
dents. The aim of the article was to present currently
developed means of increasing process safety, which are
not included in the standards. There are described: advi-
sory diagnostic systems, fault tolerant control systems,
process simulators for operators training and IT systems
supporting safety. Such components can be treated as
additional layers of process protection. A simple example
comparing the operation of alarm and diagnostic sys-
tems as well as the example of the fault tolerant control
system of the level in the drum boiler in sugar factory are
given.

Keywords: risk reduction, layers of protection, real-
time diagnostic systems, fault tolerant control systems,
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1. Introduction

Technical safety is considered in two ways, safety
as a problem of prevention against serious industri-
al accidents caused by unreliability of components
of technological installation, such as pipeline breaks,
faults of the elements of control systems and human
errors; another aspect is security understood as an
issue of protection against intentional, unfriendly ex-
ternal attacks, e.g. hacker attacks on control systems
[11, 2, 13], and internal sabotage actions [17]. This
paper analyses only the first aspect of safety.

The risk of serious industrial accidents is at the
moment one of the most important threats occurring
in highly developed countries [35, 33, 23, 21].
A significant element of preventing such accidents
is an issue of early detection and elimination of
the sources of potential risks. For all installations
posing a risk to human life or health, as well as to the
environment and property, existing legal regulations
and technical standards introduce arequirement of
ensuring appropriate level of safety, i.e. reducing the
risk to the acceptable level [17, 22, 14, 27, 31]. Direct
impulse for developing and adopting directives on
preventing serious industrial accidents was a Seveso

disaster, which in consequence led to developing 3
other directives on risk control and reduction.

An important element of technical safety is
functional safety referring to all actions in the
operating cycle of systems made of electric and/
or electronic and/or electronically programmed
components. International action standards aimed
at ensuring safety are defined through the following
standards, as regards: general rules of functional
safety - EN 61508 [38], industrial processes - EN
61511 [39], machines - EN 62061 [40] and nuclear
power - EN 61513 [41].

The aim of this paper is a brief characteristics of
currently developed measures increasing safety of
the processes, which are not included in the above-
mentioned standards. We presented diagnostic
expert systems, fault tolerant control systems,
process simulators for operators training and
computer systems supporting safety. These elements
can be treated as additional layers of protection for
the processes.

2. Standard Layers of Protection

The aim of safety systems is risk reduction, thus
minimizing the frequency of risk posing incidents
and/or the reduction of their consequences. The
structure of the used safety systems is layered (Fig. 1).
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Fig. 1. Typical layers of protection

The firstlayer is process installation, which should
be resistant to internal and external interferences.
The second layer is a Basic Process Control System,
such as DCS (Distributed Control Systems), where
control and monitoring is integrated, or system
made of SCADA (Supervisory Control and Data
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Acquisition) and Programmable Logic Controllers or
Programmable Automation Controllers. Third layer is
a separate system of critical alarms and interventions
of process operators. Safety Instrumented Systems
(SIS) constitute afourth layer. These four layers
are responsible for preventing the occurrence of
accidents. Fifth layer is engineering safety systems,
such as safety valves, curtains, safety barriers, housing
etc., which are supposed to limit the consequences
of the accidents. The higher layers are internal and
external procedures and technical means aimed at
minimizing human and material losses.

2.1. Process Installation

The firstlayer is process installation, which should
be resistant to internal and external interferences.
When designing technical installations one should aim
to eliminate or reduce possible emergency scenarios.
The object should be characterized by intrinsic safety
[4], i.e. embedded in its construction. As an example,
there are efforts to introduce new technologies of
nuclear reactors, which will provide maximum work
safety and minimize the effects of possible accident.
Their aim is to eliminate an opportunity of a core
melt-down and the release of nuclear fission products
outside the reactor. Unfortunately, in most cases it is
not possible to design an installation in such a way to
eliminate all potential risks, thus the other layers of
protection are necessary.

2.2. Basic Process Control System

Second layer is Basic Process Control System in the
form of DCS (Distributed Control Systems), where the
control and monitoring is integrated [15, 30, 32], or
system made of SCADA (Supervisory Control and Data
Acquisition) and Programmable Logic Controllers or
Programmable Automation Controllers. Their aim is
sustaining the process in a normal condition in all
their stages - start, normal exploitation and stopping.
Stabilization of pressures, flows, levels, temperatures
etc. usually doesn’t lower the risk, because the set
values of regulation systems are selected in the area
of safety states. In the case of optimal control the
risk usually increases due to the fact of conducting
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Fig. 2. The operation areas of PID and optimization
algorithms

processes close to safety limitations, where optimal
operating points are usually located.

However, it should be emphasized that regulation
systems are not resistant to the faults of drivers,
measuring devices and actuators. Redundancy is
mostly used for drivers, which are damaged least
often. If we consider only accidents caused by
control systems, then, according to the data from
ABB and Emerson companies and ASM (Abnormal
Situation Management) consortium, about 50% of
them is caused by the damage to the actuators, 40%
to measuring devices and only 10% to control units.
Damages to the actuators, as well as measuring circuits
were the reason of serious industrial accidents, e.g.
in Buncefield in England in December 2005 [43].
Breakdown of level sensor in oil storage facility
caused overflow, and then an explosion. This was the
biggest fire in Europe, 40 people were injured and
material losses were estimated at 5 billion pounds.

We have to stress one more feature of regulation
systems, the operation of negative feedback loop
results in masking the symptoms of faults. As an
example, a leak of toxic substance from the tank with
an active regulation system of afixed value level
may not be detected by the alarm system due to the
increase of inflow of medium to the tank through
aregulator [15]. The situation is presented in Fig. 6.

2.3. Alarm Systems and Operators Action

In SCADA and DCS systems, as well as in SIS,
alarm system (AS) is used for detecting abnormal and
emergency states. Basic method of fault detection used
in AS is limitation control [9, 16, 15, 18]. With the use
of this method, exceeding of the absolute and relative
(referring to the set point) limitations are detected by
process variables. Limitations concern the value, and
also the allowed speed of signal changes.

In awell-designed AS, every alarm should be
useful and significant for the operator, i.e. it should
warn, inform and indicate appropriate reaction. In
practice, this requirement is hardly ever fulfilled.
The basic disadvantage of AS is an excess of the
generated alarms. From the data gathered by EEMUA
[7] it turns out that an average daily number of
alarms in petrochemical industry is 1.500 and in the
power industry - 2.000, whereas, according to the
recommendations, it shouldn’t be higher than 144.

The causes of such situation are [1, 7, 42]:

e easiness of defining alarms in the design stage
with simultaneous problems with removing them
(experts arrangements required),

e the occurrence of a large number of alarms in
a short period of time in states with serious faults,

¢ alarge number of alarms resulting from a common,
single cause (even over 500 alarms),

e repeated alarms (process variables fluctuating
close to the alarm threshold),

¢ lack of proper mechanisms of alarm filtration in
the system.

Other disadvantages of AS are long delays in the
detection, signalled earlier masking of the symptoms
by regulation systems and the lack of automatic fault
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location. Process operators are then responsible for
this task.

Interpretation of a huge number of alarms arising
in a short time is a serious problem for the operators,
even more that the occurrence of each of the alarms
may be caused by various reasons. Here we deal
with a phenomenon of information overload, and as
aresult - stress. In such conditions operators are not
able to formulate proper diagnosis, i.e. to recognize
the existing risks. It increases the probability of
improper protective reactions, the consequences of
which, together with previous faults, result in serious
accidents. The mechanism of such unfavourable
positive feedback was the cause of numerous severe
accidents in nuclear and conventional power stations
or chemical plants.

The excess of alarms was a cause of accident in
Texaco Milford Haven in 1994. During 11 minutes
preceding the explosion, 2 operators had to recognize,
confirm and properly react to 275 alarms [44].

Nowadays, alarm systems are developed in order
to reduce their defects. First of all, they provide
mechanisms allowing for the reduction of the number
of alarms, such as: filtering the alarms, alarm hiding,
alarm shelving and grouping the alarms caused by
acommon reason. Different algorithms of alarm
analysis are also introduced. However, all of these
solutions are not able to eliminate all inconveniences
resulting from the use of the simplest, but highly
deficient method of fault detection, namely limitation
control.

2.4. Safety Instrumented Systems (SIS)

SIS is used for implementation of adequate
functions of process safety, what allows for achieving
proper level of safety integrity [36, 37]. [t implements
locking and automatic protection algorithms, the
aim of which is bringing the process to a safe state.
These signals may, for example, cut off power supply
or materials inflow, block actuators in a safe position,
activate cut-off valves, set safe state of operation of
engines, pumps, ventilators etc. Usually, SIS operation
is connected with stopping the whole process or
a part of it, what results in economic losses.

As regards measurements and control influence,
as well as control, SIS should be functionally
independent from BPCS control system. This means
that security features are realized with the use of

Fig. 3. Separation of BPCS and SIS systems

devices (usually operating in redundant structure)
other than control tasks (Fig. 3). Integration of control
and safety systems is permitted at the level of process
visualization and configuration tools.

In SIS we often use a high redundancy level (2003,
2004D) allowing for achieving appropriate SIL level.

2.5. Higher Layers

These 4 above-mentioned layers aim at preventing
accidents. Fifth layer is systems of engineering
protection, such as discharge valve, curtains, safety
barriers etc., which are only supposed to limit the
consequences of the emergencies. The higher layers
are protection measures minimizing the results of
releases (dikes, security housing), as well as internal
and external procedures and technical means, the aim
of which is minimizing human and material losses
[17].

3. Non-Standard Layers of Protection

Alarm systems due to their faults are not an
effective tool for early detection of emergency states.
This impedes undertaking effective protective actions
by the operators. On the other hand, SIS operation
is connected with stopping of the whole process or
a part of it leading to economic losses. That is why
it is advisable to apply solutions which guarantee
elimination of risks in their initial stages and do
not allow for SIS activity and emergency system
shutdown. The methods of risk reduction, that do not
cause stopping of the process are:

e expert real-time diagnostic systems,

e FTCS - Fault Tolerant Control Systems,

e operators training, especially with the use of
process simulators, which can run emergency
scenarios,

e computer systems for supporting safety -
preventing accidents.

These methods are a subject of scientific research
and pilot implementation and at this stage are not
covered by international regulations.

3.1. Expert Diagnostic Systems

Deficiency of alarm systems is acause of
development of diagnostic systems (DS) for industrial
processes. The aim of DS is early detection and
recognition of faults (understood as all types of
incidentsinfluencingthe processina destructive way),
including mainly faults of technological installation
components, measuring devices and actuators [6, 12,
15, 16, 18, 29, 28, 24, 25]. Such systems may realize
the following functions: faults detection and location,
archiving data describing faults, generating diagnostic
reports, visualization and justification of diagnoses,
supporting operators decisions in emergency states.

In DS intended for industrial processes, the
methods of detection using partial models are of
basic significance, while these are models designed
for a normal state of the process. In Fig. 4 we present



Journal of Automation, Mobile Robotics and Intelligent Systems

VOLUME 13, N°1 2019

Faults
U Y
— Process —>
Y

R

Evaluation

of residuals
—

Process
models

Partial models
analytical,

neuronal,

fuzzy Rules
aboutfaults

S

1
/_‘;\
|:> Fault

isolation

f

Fig. 4. Diagram of diagnosis with the use of partial
model of the process

a diagram of diagnosis with the use of the process
models. On the basis of the signals measured and
calculated from the model, residues are generated
carrying information on the symptoms of the faults
(value of the residues diverging from 0) or the lack of
them (value of the residues fluctuating around 0). As
aresult of the residue values assessment, diagnostic
signals arise (binary or multiple-valued, crisp or
fuzzy), which are the input of an algorithm of fault
location. Detection methods based on the models
allow for early detection of small faults before their
negative consequences appear. Different types of
object models can be applied: analytical, neural, fuzzy,
statistical [4...15, 18, 28, 6].

Fault location is conducted on the basis of
diagnostic signals generated by detection algorithms.
The result of location is diagnosis, i.e. hypothesis
on the observed fault (faults). For fault location it is
necessary to know relation between the values of
diagnostic signals S and faults F.

Among the methods of fault location we can
distinguish classification methods and automatic
inference methods [20]. In fact, in industrial
processes there are practically no measurement data
for the states of faults. This restricts the possibility
of application of classification methods requiring
teaching data for particular states of the process. Fault
location should then be conducted on the basis of
automatic inference and the knowledge on the faults -
symptoms relation should be determined on the basis
of expert knowledge. The choice of fault detection and
location methods is significant for reliable functioning
of diagnostic system.

Automatic implementation of diagnostic actions
in the course of system operation considerably
reduces the time of detection and location of an
accident in comparison to diagnostics realized by
the alarm system and operator. Diagnoses precisely
indicate the observed faults. On this basis, the
system is able to additionally advise the personnel
by giving instructions to be followed in abnormal and
emergency states. Due to that, they can undertake
quick and effective protective actions. They should
bring the process to a normal state (Fig. 5). As a result,

SIS system is not activated and neither the whole
technological process nor its part is stopped. Thus we
avoid considerable economic losses.
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Fig. 5. Courses of the process in the system with and
without diagnostics

The beneficial influence of the diagnostics
performed in real time on the reliability and security of
the system may be proved by analysing the indicators
characterizing these properties. For correctable
systems it is common to use availability factor of the
system. It is expressed by the following formula:

T, _MTTF

- - ¢))
T,+T, MTBF

where:
¢ MTTF - Mean Time To Failure - T,,
¢ Mean Time Between Failures - MTBF = MTTF +
MTTR.
e MTTR - Mean Time To Repair, i.e. mean time from
the moment of diagnosing failure to the moment
of repairing the damaged equipment - T,
¢ Mean Time To Diagnose - T,
¢ Mean Time to Renewal, i.e. repairing the damaged
equipment or replacing it with a suitable one
together with reconstruction of the system after
the repair/replacement - Ty,
Mean Time To Repair is the sum of Mean Times To
Diagnose and Replacement of the device:
T,=T,+ Ty (2)
Shortening diagnostic times reduces the time T,
(MTTR), thus increasing the value of availability factor
of the system (1). In practice, the time of diagnosis
realized automatically is close to 0: T, = 0.
Intensity of the damages is the reverse of the mean
time to the fault:

h=o 3)

A

The total intensity (probability) of the faults 4 is
the total of the intensities of dangerous detectable
faults A,, dangerous undetectable faults 4,, safe
detectable faults A,; and safe undetectable faults A,
[36]:

A=Ay + Ay + A+ Ag, (€))

Safety Integrity Level (SIL) specified in EN 61508
norm [36] depends on: the mean probability of not
fulfilling the security function (PDFy) - for security
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systems operating for call or mean probability of
adangerous fault per hour (PFHg,) - for security
systems operating in acontinuous manner. The
values of these probabilities depend, inter alia, on DC
diagnostic coverage, which is formulated as follows:

o

A’DD + A’DU (5)
Formula (5) shows that covering all dangerous
faults by current diagnostics allows for increasing
diagnostic coverage factor to the value of 1. This will
reduce the risk, i.e. limit PDFy,; lub PFHgy.
Another factor exemplifying the influence of
diagnostics is SFF (Safe Failure Fraction) factor
determining contribution of the safe faults:

)’SD + Z’su + )'DD — A— )'DU
Agp + Agy + App + Ay A
The more faults is detected the higher the value of
this factor, and with full detectability it is equal to 1.
This factor is of crucial importance for SIL verification

of E/E/PE system made on the basis of data on the
tolerance of the equipment faults.

SFF =

(6)

Example 1. Comparison of the operation of alarm and
diagnostic systems

Below can be found an example of alarm and
diagnostic system for a simple installation of buffer
tank of atoxic substance. Diagram of the object, as
well as the system of level regulation, is presented in
Fig. 6.
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Fig. 6. Diagram of the object — buffer tank of toxic
substance and level control system

In the alarm system, alarms L, L1y, Loy Lonp Lio
are detected. On the basis of the exceeded values of
limiting the bottom of medium in the tank with the
normal value of the F flow, operator may infer that the
f; fault has occurred - leak in a tank and leak of toxic
medium. Inference algorithm is as follows:

If(LlLo AL, /\—|FL0)Then fi (7

Diagnostic system for the analysed object performs
the following four tests:

dL
r=F-a,S\2gL, —Ad—tl, (8)
dL
r,=F-a,,S\29L, —Ad—tz, 9
r,=F-F=F—f(CV) (10)
r,=L —L,. (11)

Test 1 and test 2 detects faults on the basis of non-
compliance of the balance in the tank. Test 3 controls
the compatibility of the measured flow and flow calcu-
lated from the model of the control valve F = f(CV) .
The model of water flow through the control valve has
only one input - the CV signal from the controller. In
the general case, such flow is also dependent on the
pressure difference on the valve. However in this case
it can be concluded that such drop is approximately
constant. Well-adjusted pump should ensure the sta-
bility of pressure in front of the valve in the whole
range of flow changes, whereas behind the valve the
liquid flows out freely and at the end of the pipeline
pressure is equal to atmospheric pressure. Therefore,
the difference in pressures at the valves is constant.
Test 4 verifies the compatibility of redundancy mea-
surements of the medium level in the tank. Table 1
summarizes the possible faults.

Tab. 1. List of faults

Symbol Fault
fi leak of a toxic substance
f damage to the control valve
f damage to F measurement chain
fi damage to L1 measurement chain
fs damage to L2 measurement chain

The sensitivity of the particular tests on faults is
given in binary diagnostic matrix (Tab. 2).

Tab. 2. Binary diagnostic matrix for buffer tank

S/F h fa f fi fs
S 1 1 1
S, 1 1 1
S5 1 1
S, 1 1

According to binary diagnostic matrix, all faults
are detectable in the designed diagnostic system.
Leak of toxic substance is detected on the basis of the
following principle:

A(s,=0)Then f, (12)
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Comparing the operation of the alarm system with

a diagnostic system one can state that:

e in the alarm system the leak may stay undetected
due to masking effect of the control circuit -
detection is uncertain,

e inferring on the causes of the alarm, according to
dependency (7) is conducted by the operator, what
may cause additional delays. Delays in inferring
may also depend on the difference between the
value of medium level in the moment of a failure
and lower limit LO LIMIT;

e time to recognize the toxic substance is definitely
faster in the case of diagnostic system. It depends
on the accepted residue limitations (they can be
sharp or fuzzy), but automatic recognition of the
fault is fast and reliable.

3.2. Fault Tolerant Control System

Diagnostics realized in a real time is also the basis
for realization of Fault Tolerant Control (FTC) systems
[4, 9, 16, 18, 34, 10, 3]. FTC systems are currently
one of the most important directions of research and
development as regards automatic control. First works
from this range concerned aviation industry. However,
nowadays, in addition to applications in aircraft, FTC
systems are designed in industrial processes.

The idea of active FTC systems design consists in
the realization of current diagnostics and real-time re-
configuration of the equipment or program structure
of the system in the states with faults. Instead of
operator intervention, restoring the ability of the
system functioning is automatic. Therefore, these are
systems of variable structure. The general diagram of
Fault Tolerant Control system is presented in Fig. 7.
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Fig. 7. The diagram of FTC system (u - control signals,
y — outputs, f — faults)

The concept of FTC systems itself coincides with
the structure of dynamic redundancy. Specific nature
of FTC systems is the use of program redundancy
instead of equipment redundancy. When designing
FTC systems, mainly measurement and actuator
devices’ faults are taken into consideration. To
recognize faults of the elements of the control system,
diagnostic methods are applied based on the process
models.

In complex control systems, even with no
equipment redundancy, there are usually possible re-
configurations of automatic systems in such a way to
eliminate or reduce the unfavourable influence of the
damages to the measuring circuits on the functioning

of the process. In order to reproduce the values of
the signals, which measuring circuits are damaged
we usually use virtual sensors, which calculate the
value of the signal on the basis of the model, using
other measurement signals. Dynamic substitution of
signal values from the damaged measuring circuits by
equivalent signals is also possible.

Much more difficult is to design systems resistant
to faults of actuators. In the case of multidimensional
objects with numerous control inputs, the inability
to change the value of one of the inputs may be in
some cases neutralized by appropriate setting of the
remaining inputs. As an example, damage to the single
engine in a plane may be compensated by changes
of flying qualities, deflecting flaps and skilful power
dispense of other engines. However, in most cases
redundancy of these devices is indispensable.

Developing Fault Tolerant Control system requires
designing for each of the faults an algorithm of
automatic system functioning in the state of this fault
and the procedure of non-impact switching from the
normal state control to reserve control. The condition
for making such changes is however adequately quick
detection and unambiguous location of the faults.

Research works in the field of FTC systems are
focused on the advanced control systems, while more
than 90% of all applications are the systems with
PID controllers [26]. This is the cause of delays of the
current state of the art in relation to the progress in
scientific research. The current control systems only
marginally allow for designing systems tolerant of
faults, as they are not equipped with the appropriate
diagnostic and re-configuration software. FTC
systems’ applications have the character of research
and pilot implementations.

Example 2. Level control system of the boiler drum
in sugar-refinery tolerating faults of measurement
chains

Control of the water level in aboiler drum of
sugar-refinery is led in a cascade structure, when the
main value of control is the level and supporting role
is given to the inflow of supplying water and steam
outflow. Tolerating faults of the L,, F;, F, measurement
chains is realized with the use of virtual sensors of
these physical quantities executed in the technique
of neural networks. Virtual sensor of the water level
of a L,=f(F,,F,,P,) structure is only required to
provide reliable fault diagnosis of the faults of L,
and L, equipment chains. When L, chain is damaged
switching into redundancy L, equipment chain is
performed, provided that it is fit. When diagnostic
system detects fault in measurement chain of Fj,
F, water or steam flow, appropriate virtual sensor
is used: F,=f(Y,,P,P,) lub F,=f(P,RY,). To
detection and localization of faults, diagnostic systems
use all three aforementioned models and other simple
relations between process variables.

In faults tolerated by control systems, both, time
of diagnostics realized automatically is close to
zero: T, =~ 0, and time of automatically executed re-
configuration is reduced to zero Ty = 0. This increases
system'’s availability A ~ 1.
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Fig. 8. The structure of the level control system in boiler
drum in sugar-refinery tolerating faults of measurement
chains. Symbols: L;, L, — measurements of the water
level in boiler drum, F, —inflow of water supplying boiler,
F, — steam outflow, P;- pressure of supplying water,
P, — pressure in boiler drum, P, — steam pressure at the
outlet (behind control valve), Y, — location of the piston
rod on the water inflow, Y, — location of the piston rod
on the steam outflow

PFHg, probability for the entire FTC control
system is determined by the following formula:

PFHqys = PFH, + PFH, + PFH, (13)

where particular elements correspond to the mean
probability of dangerous fault per hour for the mea-
surements of a controller and actuator. Due to the
fact of tolerating faults of all measurement chains,
PFH, =~ 0 and thus the value of PFHg, for the entire
system decreases.

The above mentioned example shows that imple-
mentation of the control systems tolerating faults sig-
nificantly contributes to the improvement of security
and reliability of control systems and controlled pro-
cesses.

3.3. Process Simulators

Statistical information on the causes of all types
of damages from different sources are rather similar
and indicate human errors as the most frequent cause
(about 40%). The basic method of human errors re-
duction is training. Process operators perform par-
ticularly significant role. They analyse the alarms and
make crucial decisions on the way of conducting the
process in abnormal states.

Requirements concerning adequate preparation
of operators is particularly difficult to fulfil, since we
notice that together with the increase of the level of
automation and reliability of the process installation,
operators qualifications in the area of undertaking
proper actions in unusual and emergency situations
are getting worse. They rarely conduct the process in
the mode of manual control and thus they don’t feel
its dynamics. Moreover, training of operators at real
and operating installation is ineffective mainly due to
the inability to train reactions in abnormal and emer-
gency states. Even during the longest period of train-
ing all possible states of installation operation hardly
ever happen, what sooner or later result in a situation
when an operator will have to work in conditions he
was not prepared to work (as an example, fault which
didn’t occur during the training).

Avoiding all mentioned inconveniences is possible
due to the application of program simulators of pro-
cesses coupled with the real control system. Simula-
tors are realized on the basis of equations describing
physical phenomena occurring in the object. Differen-
tial equations describing the object are in many cases
very complex, there can occur highly non-linear rela-
tions with distributed parameters etc. Solving such
set of equations with the use of numerical methods
requires high computational costs and does not guar-
antee the realization of calculations in areal time.
That is why we commonly use approximation models
for building simulators, which has to reproduce the
functioning of a real object with proper accuracy [15].

Requirements placed for process simulators are
very strict. They have to, among others:

e reproduce different states of the process,
particularly: different points of operation, load
changes, start and withdrawal,

e ensure a possibility of simulating emergency
states,

e ensure a possibility of tuning parameters in order
to obtain satisfactory compliance with the real
process,

e cooperate with physical control system or emulate
this system with its protection system.

Simulator of the process developed for the pur-
poses of operators training may be later used for pro-
cess diagnostics, testing new strategies of control and
optimization of the object operation.

3.4. Security Support Systems — Preventing Accidents

Significant element of supporting security in the
facilities of increased or high risk may be computer
systems preventing accidents. Their aim is to gather
in a database documentation concerning safety, as
well as monitoring and supervising actions connected
with counteracting threats. The need of their realiza-
tion results from legal regulations imposing a num-
ber of obligations on the industrial plants, as well as
on the supervisory bodies. These are: Environmen-
tal Protection Law and the Directive 2012/18/EU of
the European Parliament and Council on the control
of major accident hazards involving dangerous sub-
stances. According to these regulations, one of the
most important procedures of the system of counter-
acting serious accidents is a system of safety manage-
ment (SSM), which implements a program of accident
prevention (PAP) in the facility. Exemplary solution of
such system is presented in Chapter 4.

4. Intelligent Accident Prevention System
IAPS

Developing this system was undertook by the In-
stitute of Automatic Control and Robotics of Warsaw
University of Technology. The aim of the project is
realization of IAPS - Intelligent Accident Prevention
System. This is a computer system supporting intro-
duction and monitoring of safety systems in facili-
ties posing a risk of serious industrial accident. The
operation of the system consists in gathering digital
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documentation connected with safety in the plant,
monitoring and supervising tasks connected with
implementation and realization of SSM and PAP, as
well as supporting making and gathering of data in
the field of risk analysis, including HAZOP (Hazard
and Operability Study). The system enables gather-
ing in digital version and providing to the authorized
people in a plant, as well as external entities, such as
State Fire Service units, Chief Environmental Protec-
tion Inspectorate, Office of Technical Inspection, any
data and documentation concerning safety in a plant,
among others - alist of hazardous substances that
can be found in a plant, the results of risk and emer-
gency situations analyses, operational and rescue
plans etc. The use of the system means introducing
anew generation of tools supporting safety systems
in facilities posing arisk of serious industrial acci-
dents. Such solution should contribute to the increase
of safety and competitiveness of all companies which
will implement the system. It will be an additional se-
curity layer, the aim of which is prevention activities,
securing against the occurrence of serious industrial
accident. Such actions are of organizational character
and include gathering and clearing the documenta-
tion connected with safety in a plant, as well as mon-
itoring the current tasks concerning counteracting
serious industrial accidents. The system enables also
remote supervision of the plant by the authorized in-
stitutions.

5. Conclusion

The paper points out that not only the SIS influ-
ences the safety of the process, but the risk reduction
may also be achieved by the use of:

e the system of current diagnostics of process and
object devices

e fault tolerant control systems

e process simulators for the purposes of operators
training

e computer systems of accident prevention

Diagnostic systems together with the operators
interventions, as well as FTC systems may constitute
additional layer of protection for the process [19]. It
reduces process risk by eliminating threats in their
early stage. At the same time it reduces economic
losses in the states of fault, because it does not lead to
stopping of the process and thus - production.

Diagnostic systems for industrial processes, as
well as fault tolerant control systems are not suf-
ficiently widespread in industry, but they are in the
stage of pilot research and first implementations. We
can expect that in a short time there will be an intense
development of control systems equipped with soft-
ware for process diagnostics and realization of FTC
systems, as well as an increase in the number of in-
dustrial applications in this area. A certain obstacle
impeding industrial applications is the lack of special-
ists in this field. However, at the moment at many uni-
versities these issues are included in the curriculum
and young engineers will get prepared to the realiza-
tion of innovative solutions of control systems. Addi-
tional argument supporting its application is striving

for the reduction of economic losses connected with
the faults and the ability to reduce the insurance costs
of technological installation.

Simulators are commonly used for the training of
pilots, captains and operators in nuclear power sta-
tions. They are more and more frequently used also
in conventional power sector and petrochemical and
chemical industry. We may expect a rapid growth of
their applications, despite high costs of their con-
struction. Increasing number of companies offer sim-
ulators dedicated to specific processes. There are also
program packages which are the basis for realization
of the simulators. Introducing training on the simula-
tors will result in significant increase of safety of the
process and reduction of economic losses caused by
the operators errors.

Computer systems of accident prevention have
a significant impact on the organizational part in the
facilities of increased or high risk. Gathering and or-
ganizing the documentation connected with safety
in a plant in a digital form and monitoring of current
tasks concerning counteracting serious industrial ac-
cidents significantly influences the quality of organi-
zational activities, human competences and increase
of safety culture. Such system also allows for manual
supervision of the plant by the authorized institutions.
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