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Abstract

The paper presents an approach to dependabiliyssmaof Web based systems. The analyzed system
consists of tasks that use data, obtained in ictierawith other tasks, to produce responses. Qusystem
exploitation, various incidents can occur due titveare defects or security attacks. Also the systéaments

has to fulfill performance parameters (for examjegive answers within given time limits). A softea
simulation software was developed based on the ERHE8F framework. It allows to calculate dependabili
metrics: average user response time for differgatesn configuration and different input load (numbé
users accessing the system at the same time). yBbens simulation takes into account the consumpaion
computational resources (host processing powecpsk study with exemplar simulation results aremiv

1. Introduction system. Therefore, we consider dependability of a

The Web systems are currently becoming the coréN eb system as a property of the system to reliable

infrastructure of almost all business activitiebey process user tasks._ In other words th_e tasks fave t
belong to the class of complex systems as a rebult perform not only without faults but with demanded
the large number of components and theirperformance parameters. Therefore, we need a tool

complicated interactions. As more and more Webthat will allow us to calculate the response tinfe o
he Web system to a user request.

systems are being designed and implemented it' 0 do it, we propose a common approach [3] based
vital to have means for predicting the behaviomaof » WE Propos . pp .
given system and ways of selecting the bes®" modelling and simulation. The aim of modelling
(according to some criteria) configuration of the IS 10 des_cr_lbe the system at a given level of teta .
system components. allow efficient system simulation. Whereas, the aim

Avizienis, Laprie and Randell introduced the idéa of simulation s to calculate some performance,

service dependability to provide a uniform approachavalI‘r’lblllty and rehaplllty metrics Wh'.Ch should
to analyzing all aspects of providing a reliable allow to compare different configuration of the

. system. They could also be a base for economic
service: hardware faults, software errors, human d)écisions follgwin ideas presented in [5]. Howwev
mistakes and even deliberate user misbehavior ’ 9 P )

Dependability is defined as the capability of syste this economic analysis is out of the scope of this

to deliver service that can justifiably be trusféd '?'zge:‘ﬁain decision taken into account during an
The visibility of faults is characterized by the g any

concept of fault — error — failure trichotomy. DTS, AT B 0, S ees the Simutaton
Mentioned authors described [1] basic set of 9 y

dependability attributes:  availability, reliability Eﬁfﬁ?};ﬂﬁ' at‘]fje;egsr ed#lfmbt; Of”r‘ee u|$§31p:1::x)er]t§r
safety, confidentiality, integrity and maintaindyil plexity g d P

This is a base of defining different dependability \r%aggzﬁiao t::?)Sllt\j/enn()'tca)ﬂ()tvr\]/et:trr(]ei:)?o?rr‘g'Srggzzgil
metrics used in dependability analysis of computer 9 9

system metric calculation.
systems and networks.
In this paper we focus on functional based metrics:/r\]/grt:efosﬁttirg rr?(;(sat (k:)ssw?gor?r; T(r:OF:(I:E igigtzgzlsonaengf
which could be used by the operator of the Web . PP . . .
event driven computer network simulations, like
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OPNET, NS-2, QualNet, OMNeT++ or It could be noticed that, the user request prongssi
SSFNet/PRIME SSF[10] for simulating Web time is equal to time for communication between
systems. Our approach is different and justified inhosts and the time of each task processing.
section 4. We will ignore the TCP/IP aspects andTherefore, for the above example of choreography
focus on a process of a user request executior{assuming some allocation of tasks) the user réques
Which is understood as a sequence of task realiseprocessing time is equal to:

on technical infrastructure provided by the Web

system. urpt(cl) =

The organisation of the paper is as follows. Wet sta
with the Web system model. Next, in section 3, delay(hy, ;) + pt(task_)+dela)(hl,h2)

remarks on simulation techniques are given. It is + pt(task2)+ dela}(hz,hl)+de|a)(hl’h3),
followed by the network transmission time

calculation technique (section 4) and the resource * pt(taslg)+de|a)(h3,hl)+dela)(hl,ho)
consumption model (sections 5) description. Sactio

6 describes the case study system used in numericalhere delaylh,h;) is the time of transmitting the
experiments. Next section presents the depengabili
analysis based on three of the attributes o
dependability:  performance, availability and
reliability. We conclude with a short summary and
plans for future works.

(1)

tJ'equests from host to hy, andpt(task is the time of
processing a requests on a given host (on a host on
which a task is allocated).

The task processing time in Web systems depends on
the type of a task (its computational complexity),
type of a host (its computational performance) and

2. Simulation model of Web systems number of the other tasks being executed in paralle

Since the key feature during simulation process is 'S number is changing in a time during system

calculation of the user response time we need tdi€time. Therefore, itis hard to use analytic hroet
model it. to calculate formula (1). That is way simulation

The user initiate the communication requesting soméPProach was proposed.

tasks on a host, it could require a request tohamot

host or hosts, after the task execution a hosoretsp 3. Web system task level simulator
to requesting server, and finally the user recethies Oh

final R ¢ q > ht nce a simulation model is developed, it is exetute
Ihal TESpoNse. ReqUESLS and responses of each lagg computer. It is done by a computer program

give a sequence of a user task execution — SOOICaIIeiNhich steps through time. One way of doing it is so
choreography. Assume, that the choreography fo(:alled event-simulation. It is based on an idea of

some usec is given as a sequence of requests [13]: event. An event is described by time of event

occurring, a type of an event (for example task
choregraply(c,) = (C(taSK;l),C(taSKz),---,C(taSKn)) request) and an element or a set of elements of the
system on which an event has influence. The
simulation is done by analyzing a queue of events
_ (sorted by time of event occurring) while updating
a response from a given task (). the states of the system elements according ts rule
Tasks are the lowest level observable entitiesén t [glated to a given type of event.

Web system (at least for the model presented here). The event-simulation program could be written in
can be seen as a request and response from OR@y general purpose programming language (like
system component to another. Each task is describe@++), in any fast prototyping environment (like

by its name and task processing time parametefiatlab) or in a special purpose discrete-event
(parameter that describes computational complexitysimulation kernels.

a task). Some tasks require execution of otheistask one of such kernels, is the Scalable Simulation

Therefore, optionally, the task could also beprramework (SSF) [10] which is a used for the
described by a sequence of requests, i.e. lilstst6  SSF.Net [10] computer network simulator. The SSF

wherec(task, ) could be a requestt) to task, or

to be called. ~is an object-oriented API - a collection of class
For example, some choreography could be writtepterfaces with prototype implementations. For a
as: purpose of simulation of Web systems we have used
Parallel Real-time Immersive Modeling Environment

choregraplg(c,) =c, = task = task, (PRIME) [7] implementation of SSF. It has much

0 task =task O task O ¢, better documentation then available for originaFSS
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and additional methods of synchronization betweerb. Resour ce consumption model
processes.

The main advantages of SSF in case of simulatin
Web systems is its process oriented approach. Th

process in SSF could be seen as an independe ; : )
threads of control. It can be blocked waiting for a consumption of computational resources (mainly
host processing power). Therefore we call it the

event to arrive or for a given period of simulation ; :
time. Since the real Web servers are built as€SOurce consumption model (RCM). In this chapter,

multithreaded applications processes available inve consider three d|ffere_nt types of RCMs: queue
SSF net simplify Web server implementation in the models_, processor sharing models and function
simulator. Moreover, the implementation of approximation.

processes in SSF is very efficient, much fastem tha

usage of general purpose multithreading librarkes. 5.1. Function approximation

small test done by authors comparing Java thremds tThe simplest approach to RCM is to measure real
SSF processes showed that process context switchingisk processing time. Example results for IBM DB2
(which happen frequently in event simulation — atserver are presented figure 1 Such data could be
least once per one event) in SSF is more than 1@tored for further usage during simulation or an
times shorter. approximation model could be used to represent real
date by fewer number of parameters (for example: a

4. Network transmission time polynomial approximation).

One of key element of the formula (1) which allows | 00
to calculate the user request processing timeds th| | ...... 2 cores, 0.5 GHz
time of transmission the task data over the network
As it was mentioned in the introduction there is a
large number of event driven computer network
simulations which are focused on modeling and
simulation of network traffic.

TCP/IP packets level simulation results in a large
number of events during simulation and therefore in
a long simulation time. Experiments performed by
the authors using modified SSF.Net simulator[15]
showed that more than 90% of events (and therefor
more than 90% of simulation time) are connected 0 200 400 600 800 1000
with simulating TCP/IP packets. Only remaining Number of concurrent tasks

10% with a simulation of task processing.
Therefore, we have proposed the approach[8][12figure 1 Processing time of an example task on
based on assumption that task network transmissiofBM DB2 server in a function of concurrent task
time could be modelled by independent randomnumber for different types of hosts

values:

uring simulation process is the calculation of the

ﬁs it was stated in section three, the key feature
msk processing time. It has to take into accooet

%))
o
o

= = 2cores, 1 GHz

= - 1 core, 2GHz

=]
=]

=7 cores, 2 Ghz

=
o

.. Progessing time [EJ
=)
o

Such approach is simple, however requires large
de|a)(hi h; ) =TNorma(meanmear0.1), number of practical experiments. Each analyzed task
.__has to be tested against a large number of reqoests
w_he_re T_Norma() denotes the truncated GaUSSIa‘ndifferent machines (or one could use VMware server
distribution (bounded below 0). . to change the number of cores and processor
We assume, that the I(_)cal networ_k throughout ISfrequency). Moreover, the results are not genesc,
high enough so there is no relation between thqhey do not allow to estimate the processing time

number of tasks being processed in the system é}n\g/hen different types of tasks are executed on the

the network delay. We think that this assumption ISsame host. Therafore. more generic approaches has
acceptable since in almost all modern information,[0 be considered '

systems high speed local networks are used. In a

resu!t, for a Ia_rge number of Web systems (exce_:p[s'zl Queue models

media streaming ones) the local network traffic

influence on the whole system performance isA common model of computer system is the queue

negligible. based one, especially in the area of computer
performance[6]. Usually, authors take into
consideration the processor, hard disk and memory
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(for example [12]). We propose to simplify the Let 7,,7,,..be time moments when some tasks are
model and take only processor into account. ItI®SU  gtarting their processing on a given hasat each of

in the model presented Figure 2 \When processor time events the algorithm updates the processing
is being busy while there are some other tasksgbeintime of all currently running task and finds tashat
processed, then the task will queue. After proaessofinished their execution, i.e. a sum of all all@zht
has finished a task execution, it will fetch a qogu  {ime slots is larger than the execution time
task, using first in first out rule (FIFO). parameter. Next, the algorithm predicts the time of
finishing the task. It is based on an assumptiat th
there will be no new tasks meanwhile. The shortest
( ] finishing time is selected as a time of a new eveat
possible finish of some task execution. The algarit
Task Processor is presented below.

Queue

1.1

2. T =current time
3. If new task is coming (with index i)

Figure 2 Host queue model =T

previous

Therefore, the processing time is equal to the tine
task queuing and being executed on the processor. ef(task ) =0
This time depends on the host type described by a nymbeth)+ =1
performance parameter pgrformancg)) and a
execution time parameterexecutiontime() of a erformane(h)
given task. The execution time of a task is given i et(taski )+ = (r -7 revious) P

seconds. It is a time of processing a task P numbech)
measured on a reference host (host with &5. For all tasks being processed
performance parameter equal to 1). The time of g et(task; ) > executionme(task; )
executing a task on a single processor is givea by
simple formula:

4. For all tasks being processed

finish execution of task j
numbe(h)— =1

execution’tne(task‘. ) 7. Else (estimate the finish time of tagk

(2)
performane(h) =T+ (executiorirne(taskj ) - et(task )

: o . numbech)
The SSF allows simple and effective implementation
of queues. Moreover, the extension of the model to performane(h)
multi-core hosts could be done is a simple way by
adding a new processes to queue model presented i8. Add new event at time equal to minimal value of
Figure 2 The main drawback of the queue model is re
the fact that it not follows rules how real taske a )
processed in Web applications, i.e. the time sgari 9+ Goto 1

The average processing time from a queue model is , _
realistic but a single value is not. Algorithm 1 Processor sharing RCM

pt(task ) =

The above algorithm could be easily extended tb dea
with multi-core processors just by replacement of
Most of Web servers works in a multithread numbe¢h) parameter in formulas in steps 4 and 6 by:
environment. Generally speaking, it occurs by time _

division multiplexing. In case of a single procasio [numbech)/n], wheren is a number of processor
is achieved by switching the processor betweercores.

different threads. The above algorithm generates large number of
For a case, when only one task is executed onemgiv events when a large number of tasks is being
host the processing time is constant and equal to executed on a single task at the same time. Itiés d
value given if formula (2). to the fact that each new task changes the estimate
The algorithm for more than one task being executedime of finishing for all tasks being executed laist

at the same time is more complicated. It is based omoment. Therefore, we have introduced a simple if
the idea of eventtime and processed basedtatement in step 8 of the above algorithm that
simulation. prevents the generation of a new event if the

5.3. Processor sharing
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previous one (for the same host) was close enougbach client is on a different course or level o th
(the time difference is smaller than a given course, each is oblige to log in and log out after
threshold). his/her lesson or level. [9]

The processer sharing RCM gives in the average

similar values to the queue based RCM but is more7, Dependability analysis

realistic in prediction of a single task executione.

7.1. Performance

6. Case study system .
For the purpose of performance analysis, we

As an exemplary case study for our solution, weproposed in [14] to use two metrics which could

propose a Web-based e-learning system [9]. The cas@llow to compare different configuration of
study system is built of client network that jnformation system.

represents clients hosts for two different intaoarct First metric is an average user response time:
scenarios and server farm that includes six hosts
EURP= E(urpt(c)) . ©)

|t:|ienl_1 | | WWW ‘ | AUTH ‘ | DBL ‘

! This metric is intended to be a numerical
i representation of client's perception of particular
| system quality.

i The results, the average user response time in a

function of number of users per second, are
presented irFigure 4 Two different configurations

request(gatdatal) . were considered (hosts with different functional
! response(gatiata1) ] parameters). It is import to state that due to a
rpsponse(lesson ) !

response(login

uest(lesson

! probabilistic character of this metric (and nexesn

i the Monte-Carlo [4] technique was used.

! ﬁu | The performance of any Web system has a big
[Ij' " 3 influence on the Web system business service
. ! quality. It has been shown[11] that if user willtno
receive answer from the system in less than 10
seconds he/she will probably resign from active
interaction with the system and will be distractsd
other ones.

|
|
reguest({logout, |
|

getlLesson2

|Dhent_3 | |WWW2 ‘ ‘ AUTH | ‘ DBL |
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Figure 3 Case study choreographies [9] Figure 4 The average user response time for case
study system for two configurations

Figure 3 presents the choreographies of this systeml_h ¢ th q q tric |
(two lessons). Each lesson is taken form the servic eretore, the second proposed metric IS a user
cceptance ratio. It is defined as a probabilitgt th

using authentication component to login, databasé ¢ ing ti il be | h .
component to get the lesson to be learned and agafﬁser request processing ime will be 1ess thaivengl

authorization component to log out. Assuming thatme limit (t,.,,):
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their results since they will be discussed in tle&tn
UAR(,.. ) =P(urpt(c) <t,.,). section. Therefore, there are two sources of not
correctly handled requests: timeouts and services
It measures the probability that the user will not concurrent task limits. The communication protocols

resign from active interaction with the Web system@S Well as Web services (for example PHP) have
due to a long response time. The achieved refeults PUilt-in timeouts. If any request is not finishedthin

the case study system for time limit set to 10es ar @ given time limit (in most cases it could be set b
given inFigure 5. configuration parameters) is assumed as failede Th

other reason of not correctly handled requests is a
limit to a number of tasks handled by a Web server
at the same time. It could be also set by confitgpma

1 parameters of any Web server. Since most of the use
\ tasks consist of a sequence of requests (refer to
0.8 section 2), if one from the sequence fails the whol
\ user task is assumed to be not correctly handled.
0.6
z N
) 0.4 r‘nnﬁgl v
Config Il
0.2 10
] | | | | 8 /
0 20 40 60 80

6 /
1/
1/

number of users per second [Hz]

Figure 5 User acceptance ratio for the case study

average user response time [s)

system /
7.2. Availability 0

0 20 40 60 80
The system availability is usually defined as the number of users per second [Hz]

probability that the system is operational (proside
correct responses) at a specific time. It is shdvet ~ Figure 6 The average user response time with a
availability is asymptotically equal to the ratid o presence of not correctly handled requests

total system uptimg,, to the operation timg i.e.

ot
A=lim==.
to oo t

[uey

J

Assuming a uniform rate of requests, the asymptotic
assessment of availabilty may be further
transformed to average over simulations:

| \
N\
AN

A= E[Nﬁﬂ : (4) o2 \

availability
(=)
[

. 0 20 40 60 80
where Nok is the number of requests correctly
handled by the system exposed to a streanN of

requests. Figure 7. Availability for the case study system
The definition (4) raises the question what means g y 4

not correctly handled requests. Up till now we have|o example results for the case study system with
assumed that all requests were correctly handfed. Iya_outs set to 20 s and concurrent task limittset
case of real Web servers there could be d|fferent200 are presented Figure 6and7.

reasons of not correctly handled requests. We will, ihe contrary to results presentedrigure 4 the
omit here the hardware and software failures andaverage user response time presentedigare 6 is

number of users per second [Hz]
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not raising for larger number of users per secdind. h — is the host on which the failure will happen,

is caused by the fact that the average respomse ti there could be several failures assigned to one
metric (3) is calculated only for correctly handled host;
user requests. The effect is more understandablpd — is a numerical value from <0,1> range; it
looking in Figure 7, which presents the availability represents the downgrade of host performance
in a function of number of users. The mentioned caused by the failure; 1 means that the host is
before time-outs and a maximum number of tasks down, and therefore all requests send to it are
results in dropping some of requests and therefore assumed as failed; values smaller than 1
decrease of the availability parameter. downgrade the host performance, so enlarge
the task processing time; therefore such type of
7.3. Reliability failures (withpd <1) could cause the failure of

some requests due to timeout parameter
introduced in the previous section;
is mean value of truncated normal distribution

Reliability is mostly understood as the ability af
system to perform its required functions for a
specified period of time. It's is mostly defined as

probability that a system will perform its function (with standard deviation equal to 0.1 of the
during a given period of time [2]. For a stationary mean value) which models the repair time, ie.
systems one could calculate stationary reliabgisy the time after which the failure will be
the asymptotic value of reliability. The typical repaired and the host will come back to normal
method for reliability analysis is to define system operation;

operational states. Next, calculate the probabdity A- is the intensity of exponential distribution,
the system being in a given state, assess the which models the time between failures.
reliability states as operational or failed anctolite ~ Summarizing, the proposed fault model takes into
the reliability as expected value of the systermgpei account different types of faults, like: viruseshost,
operational. The main problem to use such approacRperating system failures. The occurrence of failur
for Web systems is to assign some of operationais described by a random process. The time to
states to 0perati0na| or fail status. Assume, Wt failure is modeled by the exponential distribution.
have a system with load balancers [12] and one ofn simulation experiments performed on presented
load balancing service is not operating, the wholebefore case study system we consider two types of
system will still be in Operating system, howeusr i failures for each host: with 1.0 and 0.95 downgrade
performance will drop. To overcome such problemsof host performance. The first one, represengs th
the availability defined by (4) is the most commyponl results of host or system operation failure. Since,
used reliability measure of Web based systemstoday’s computer devices to not failing very often,
which could be calculated using proposed herethe intensity was set to one year per year. Thergec
simulation approach. types of faults (with 0.95 downgrade parameter) are
The previous section introduced failures as a tegul modeling any virus or malware occurrence. They are
system functionality, i.e. result of time-outs and more probable then a host failure, especially for
maximum number of requests. We propose to extengystems that are exposed to attacks. Web system are
failures to represents Web system faults which occudefinitely in this group. Therefore, in our studgam

in a random way. Of course, there are numeroudntensity of virus occurrence is set to 2 per pear.
sources of faults in complex Web systems. Thesel he mean time of host fault repair is equal to Greo
encompass hardware malfunctions (transient an(yvhereas for viruses 3 hours. Threats like viruses
persistent), software bugs, human mistakes, viruse®ccupy large number of a central processor unit
exploitation of software vulnerabilities, malware (CPU). Therefore, in case of a virus occurrency onl
proliferation, drainage type attacks on systemigmd 5% of host CPU is available for user requests
infrastructure (such as ping flooding, DDOS). We executions.

propose to model all of them from the point of view The case study system, with the average of 3 régjues
of resulting failure. We assume, that system fagu Per second, was simulated for 3 years. The
could be modeled as a set of failures. Each faiire Simulation was repeated 100 times giving in result
assigned to one of hosts and represents a separadgailability (4) equal to 0.99069 [9].

working-failure stochastic process, i.e.:

failure =< h, pd,,u'/] >, 8. Conclusion

We have presented a dependability analysis of Web
where: systems based on modeling and simulation. The Web

system was modeled as a sequence of tasks that use

data, obtained in interaction with other tasks, to
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produce responses. The aim of simulation is toaallo [5] Kaplon, K., Mazurkiewicz, J. & Walkowiak, T.
calculation of dependability metrics. Performance
(average user response time and user acceptance SystemsRisk Decision and Poli¢y8, 179-190.

ratio) and availability metric were considered.c®in [6] Lavenberg,

they are defined in a probabilistic way the simiolat

uses the Monte-Carlo technique.

The key element of simulation is the task procegsin[7]

time calculation. Three methods were presented:
and

function approximation, queue models

processor sharing. The last method was implemented

inside the developed simulator. The simulation

tool

allows to compare (using implemented metrics)
different system configurations. Changes in any8]

system functional parameters (like choreography,
host performance, intensity of client requests) or

reliability parameters (like intensity of failuresr
virus occurrence) could be easily verified.
The main drawback of the availability calculat

ion

method in a presence of failures (section 7.3) is (@]
time required for simulation. To achieve a numédrica
stability of results a large number of simulation

repetitions is required.
We plan to use a different approach which will

be

based on a two level simulation. On one (reliafilit [10]

level, the probability of each of reliability statevill

be estimated. Next for the most probable states
the functional

representing more than 99.99%,
simulation will be performed.

The presented work is still in progress. We are now

[11]

working on verification of the achieved by12]
simulation performance metric with the real Web

system performance results.
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