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Abstract  Due to the open nature of wireless channels and
sensor node resource constraints, it is challenging to secure the
communication in wireless sensor networks (WSNs) while simul-
taneously protecting the privacy of node location data. There-
fore, a significant amount of research focusing on source location
privacy (SLP) protocols has been conducted. The amount of re-
search on SLP reliability, meanwhile, is insignificant. This study
explores the operational features of various privacy-preserving
phantom routing protocols and simulates WSNs with varied net-
work configurations to investigate how different routing strate-
gies affect SLP reliability. Safety period and capture ratio metrics
are used to compute SLP reliability. Simulation results show that
integration of phantom routing with fake packet distribution
mechanisms adversely impacts SLP reliability. SLP reliability
decreases also as the number of fake packet sources increases.
Research proves that a protocol with many fake packet sources
achieves SLP reliability for a mission duration of 940 rounds,
while a protocol with no fake packet sources achieves SLP relia-
bility for 1658 rounds.

Keywords  phantom routing, privacy preservation, reliability,
source location privacy, wireless sensor network

1. Introduction

Wireless sensor networks (WSNs) employ multi-hop wire-
less communication mechanisms. Due to the open nature of
wireless channels and limited resources available in sensor
nodes, they also pose a number of challenges related to the
application of WSNs [1]–[4]. For example, due to the ab-
sence of a secure infrastructure, it is challenging to preserve

Privacy in WSNs

Content-orientated privacy Context-oriented privacy

Location privacy Temporal privacy

Source location privacy Sink location privacy

Fig. 1. Classification of privacy in WSNs.

the locations privacy of critical sensor nodes, such as source
nodes [2], [5], [6].

To address this challenge, much research has been conducted
on the topics of security and privacy in WSNs. This study
focuses on source location privacy (SLP) in WSNs – an is-
sue that is a specific aspect of context-oriented privacy [7].
As shown in Fig. 1, privacy in WSNs is classified into that
of content-oriented and context-oriented categories. While
content-oriented privacy ensures non-repudiation and confi-
dentiality of data, context-oriented privacy is concerned with
temporal and location privacy [8].

SLP is important when WSNs are deployed in safety-critical
applications [3], [5], [9]. For example, in tactical military
applications, SLP guarantees security and reduces the number
of fatalities or victims on a battlefield. In healthcare, SLP
mechanisms are employed in patient monitoring systems to
ensure patient data are not disclosed to unauthorized users [5].
In wildlife monitoring, SLP techniques are employed to ensure
that information on the location of endangered animal species
is not exposed to illegal hunters [2], [3], [10]. SLP techniques
are also important in underwater Internet of Things (UIoT)
infrastructures, where WSNs are deployed for underwater
exploration activities to ensure economic growth based the
concept of Blue Economy [11], [12].

SLP routing protocols are used to provide SLP protection in
WSNs [3], [9], [13]–[15]. In the existing literature, extensive
projects on SLP routing protocols and their performance may
be found. However, only a handful of papers focus on SLP
reliability.

The study described in [16] reported that a lot of the exist-
ing literature focuses on analyzing connectivity-oriented and
flow-oriented reliability. For example, the recent studies on
reliability, as presented in [17]–[20], did not analyze SLP re-
liability. Although the authors of [20] studied privacy issues,
their reliability evaluations focused mainly on data transmis-
sion reliability. SLP reliability was determined for the first
time in [9].

To address this gap, this study analyzes SLP reliability and
evaluates the energy efficiency of protocols, as inefficient
use of energy in WSNs affects SLP reliability [9]. Moreover,
to ensure higher operational efficiency of WSNs and SLP
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protocols, it is important to balance energy distribution inside
the WSN [21]–[23].
Three representative SLP protocols are considered: tree-
based SLP protocol (TRP) [24], probabilistic SLP protocol
(PRP) [25], and ring-based SLP protocol (RNP) [26]. The
selection of TRP, PRP, and RNP protocols is based on the fact
that TRP, PRP, and RNP employ phantom routing techniques.
However, each protocol involves different routing strategies,
as shown in Tab. 1. Therefore, it is interesting to observe the
effects that each routing strategy has on privacy preservation
and SLP reliability. Performance-related gains and limitations
of each routing strategy are investigated as well.
The contribution of this study is summarized as follows:
• the paper explores operational features of various privacy-

preserving phantom routing protocols and identifies the
key similarities and differences in the routing strategies of
TRP, PRP, and RNP,
• performance of TRP, PRP, and RNP is evaluated against an

estimating adversary that uses the hidden Markov model,
• the impact of the routing strategies in TRP, PRP, and RNP

on SLP reliability is investigated and energy efficiency for
different network configurations is analyzed to identify the
SLP protocol with superior performance features.

2. Related Work
Ozturk et al. introduced, in [27], a phantom routing strategy
for SLP. Many other studies have explored phantom rout-
ing techniques for SLP, including those presented in [22],
[26], [28]–[33]. Operational features of the phantom routing
protocols are presented below.
The phantom routing protocol described in [32] is based on
multiple sinks and a dynamic multipath routing strategy. It
is designed to provide SLP protection for Internet of Things
systems. The protocol generates a candidate area and se-
lects phantom nodes to ensure the consumption of energy is
Tab. 1. Summary of the key similarities and differences in the
techniques of TRP, PRP, and RNP.

Routing technique
Protocol

TRP PRP RNP

Phantom routing ✓ ✓ ✓

Two-level phantom routing × × ✓

Fake packet distribution ✓ ✓ ×
Distributes fake packets in the

vicinity of phantom node ✓ × ×

Distributes fake packet traffic in
the sink node region × ✓ ×

Generates multiple sources of
fake packets ✓ × ×

Isolates fake sources from real
source nodes × ✓ ×

Long fake packet routing paths ✓ × ×

more significant in the non-hotspot regions. Then, to increase
dissemination randomness during the transmission, the pro-
tocol employs a packet segmentation technique to ensure the
packets are segmented into many portions. The portions are
transmitted through multiple dynamic paths. Furthermore, the
protocol forms a closed-loop from the sink node to improve
SLP protection.
The protocol presented in [29] uses phantom nodes, rings,
and fake paths. It is useful in networks that deploy multiple
source or sink nodes. Fake packets are employed to mimic
the behavior of real packets and perplex the adversary. The
protocol transmits packets in four phases. In phase 1, the
source node detects an event and generates real packets. The
real packets are conveyed to the phantom node. In phase 2, the
phantom node relays the real packets to the circular region.
In phase 3, the real packets are conveyed clockwise in the
circular region and arrive at the sink proxy node. The fourth
phase involves the sink proxy node transmission process,
where real packets are transmitted to the destination sink
node.
The backbone-based protocol [26] relies on a routing tech-
nique to address the challenges faced by protocols that broad-
cast heavy traffic. The protocol introduces multiple levels
of adversary confusion. It also employs a random backbone
route between the sink node and the neighboring node of
the phantom nodes, and packets are routed using a directed
random-walk routing strategy.
It was highlighted in [28] that many of the existing phantom
routing protocols are characterized by a high communication
overhead and high energy consumption during the process of
selecting the phantom node. Consequently, SLP protection
and network lifetime are affected. To address this challenge,
grid-based protocols [28] use powerful sink nodes to select
phantom nodes. When the phantom nodes are selected by sink
nodes, the energy of the ordinary sensor nodes is conserved.
The phantom walkabouts protocol described in [31] is a more
general version of the phantom routing approach and presents
phantom routes of variable lengths. It is different from the
traditional phantom routing protocols, in which nodes have
two sets of neighboring nodes. Here, the phantom walkabouts
protocol divides each node’s neighbors into four sets in dif-
ferent directions and creates a long random walk to generate
a safeguarding distance between the phantom nodes and the
real source node. As a result, the protocol achieves high lev-
els of SLP protection and outperforms the baseline phantom
routing protocol.
The phantom with angle protocol from [22] preserves the
SLP and guarantees energy efficiency by regulating the traf-
fic load in the network. The protocol locates phantom nodes
at a safeguarded distance, away from the source nodes. Fur-
thermore, it allocates multiple unique regions for phantom
node selection. All the regions are assigned equal probabil-
ity of selection. To ensure a new phantom node is selected
for each successive packet, the protocol assigns a phantom
selection factor.
This study evaluates SLP reliability of phantom routing pro-
tocols that were proposed in [24]– [26]. To route packets,
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the TRP protocol proposed in [24] establishes a backbone
route from the sink node to the boundaries of the network.
Then, it establishes many redundant diversionary routes, serv-
ing as branch routes of the backbone route. Fake packets are
distributed throughout the diversionary routes, while source
nodes send packets to the sink node through the phantom
nodes. To ensure strong SLP, TRP safeguards the location of
phantom nodes located at a certain distance from the source
nodes.
The PRP protocol [25] considers exposed regions and employs
the directed random walk technique to ensure that selected
phantom nodes are at a safe distance away from the source
nodes. However, unlike in the case of TRP, PRP generates
fake packet sources in the vicinity of the sink node and allows
only one node to act as a fake source, for a fixed period of
time. Also, PRP employs dynamic packet routes that vary
based on source-sink distance and transmits both real and
fake packets simultaneously. Real packets are routed through
the selected phantom nodes. Fake packets are routed through
rings and arcs facing different directions.
The RNP protocol presented in [26] does not broadcast fake
packets. To ensure strong SLP, RNP relies on highly ran-
domized packet routing paths that are less predictable to the
adversaries. To achieve that goal, RNP constructs two levels
of phantom nodes that provide strong adversary obfuscation
effects.

3. Models
3.1. Network Model

Here, a WSN with numerous sensor nodes and a sink node
is considered. The sink node is located at the center of the
WSN. The sensor nodes are set to detect events. Once a sensor
node detects an event within its sensing range, it becomes
the source node and starts sending packets to the sink node
using the multi-hop communication technique. If a sensor
node fails to detect an event, it follows the sleeping pattern.
All sensor nodes are static and are characterized by the same
memory capacity, initial energy, and computing ability. Neigh-
boring sensor nodes are within each other’s communication
range and are able to communicate and exchange data. Fig-
ure 2 shows the structure of such a WSN. More details of this
network model are presented in [8], [25].

Internet connection

User

Sink node
Sensor node

Adversary

Event location

SN – source nodeSN

SN

Fig. 2. Structure of the considered WSN.

3.2. Adversary Model

The adversary model uses an estimating adversary that eaves-
drops on the communication between sensor nodes. It ana-
lyzes the packet traffic and checks the packet type by scanning
the header of each packet. Thereafter, it employs the hid-
den Markov model (HMM) to estimate the likely state of the
source nodes at a particular time.
The use of HMM is advantageous to the adversary because it
helps make more precise estimations of the source state and
predictions of the source location. Additional details of the
adversary model are presented in [25].

4. Performance Evaluation

4.1. Simulation Environment

With the use of Matlab simulation software, a WSN was
simulated with randomly distributed sensor nodes. The net-
work configuration was adopted from [34]. Table 2 shows
a summary of the network simulation parameters.

4.2. Performance Metrics

The performance of TRP, PRP, and RNP protocols was eval-
uated in terms of energy efficiency, SLP protection, and
SLP reliability. The baseline phantom single-path protocol
(PHP) [35] was used as a reference solution, for comparison
purposes. The following metrics were used to analyze the
performance:
• the energy ratio (ER) metric was used to measure energy

efficiency,
• node utilization ratio (NUR) and sensor node residual

energy metrics were used to evaluate energy distribution
in the WSN,
• safety period (SP) and capture ratio (CR) metrics were

used to determine the level of SLP preservation,
• safety period reliability (SPR) and capture ratio reliability

(CRR) metrics were used to assess SLP reliability.

Tab. 2. Parameters used for network simulations.

Parameter Value

Network side length 2000 m
Number of sensor nodes 3000
Number of sink nodes 1

Sensor node communication
range 40 m

Adversary hearing range 40 m

Adversary attack strategy Traffic analysing with
HMM

Packet size 1024 bits

Source packet rate Varied between 1 and
4 packet/s

Sensor node initial energy 0.5 J

90
JOURNAL OF TELECOMMUNICATIONS
AND INFORMATION TECHNOLOGY 3/2024



Achieving Reliability of Privacy-preserving Phantom Routing Protocols in Multi-hop Wireless Sensor Networks

ER, NUR, SP, SPR, CR, and CRR were computed using the
following equations:

ER =
E600
Et
, (1)

where E600 is the energy used in 600 rounds and Et is total
energy.

NUR =
SN600
Nsn

, (2)

whereSN600 defines the number of sensor nodes participating
in data transmission for 600 rounds and Nsn stands for total
number of sensor nodes.

SP = Nhops , (3)

where Nhops is the number of hops during the adversary
backtracing attack.

CR =
Ne
Te
, (4)

Here, Ne is the number of experiments where the adversary
ends in locating the source node while Te is the total number
of experiments.

SPR =

{
1 if e∆SP ­ 1

0 otherwise
, (5)

CRR =

{
1 if e∆CR ­ 1

0 otherwise
. (6)

The relationship between ER and energy efficiency is that
high ER correlates with low energy efficiency. Also, the
relationship between SP, CR, and SLP preservation is that
long SP corresponds to high levels of SLP preservation, while
low CR corresponds to high levels of SLP preservation [36].
In Eq. (5), ∆SP is the difference between the achieved SP
and the application-specific required SP . When e∆SP ­ 1,
SPR becomes 1 to indicate that SLP reliability is guaranteed.
Otherwise, SPR becomes 0 to indicate that SLP reliability is
not guaranteed [9]. Same principles apply to compute CRR,
as shown in Eq. (6).

5. Results and Discussions
5.1. Energy Efficiency

Energy efficiency determines the reliability of routing pro-
tocols in WSNs [21], [37]– [42]. The ER metric was used
to measure energy efficiency. The relationship between ER
and energy efficiency is that high ER correlates with low en-
ergy efficiency. The energy consumption model presented
in [2], [9], [21], [25], [43]–[45] was used.
Figure 3 shows the ER of specific protocols at varied source
packet rates. It shows that the ER of TRP is significantly
higher than the ER of PRP and RNP. The baseline PHP incurs
the lowest ER. TRP and PRP distribute fake packet traffic that
increases the energy consumption and ER. Moreover, TRP
generates multiple fake packet sources. In the transmission of
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Fig. 3. Energy efficiency of the protocols.

every real packet, TRP distributes many fake packets, resulting
in an increased ER.
PRP generates a single fake packet source at a time. Therefore,
the ER of PRP is significantly lower than the ER of TRP.
RNP does not distribute fake packet traffic. As a result, the
ER in RNP is lower than in TRP and PRP. However, despite
the fact that RNP does not distribute fake packet traffic, the
ER of RNP is close to the ER of PRP. This is because RNP
employs a two-level phantom routing strategy which creates
long routing paths. Long routing paths increase the ER.
The results shown in Fig. 3 suggest that the energy efficiency
of TRP is significantly lower. Thus, PRP and RNP outperform
TRP in terms of energy efficiency.

5.2. Energy Distribution

The use of multi-hop packet routing technique results in
unbalanced energy distribution (ED) in the WSN domain
[46], [47]. Unbalanced ED affects the operation of WSNs and
results in short-term SLP protection [3]. In systems requiring
reliable data transmission or in which as many sensor nodes as
possible are required to operate simultaneously, unbalanced
ED results in a system failure [48].
To effectively measure the ED of TRP, PRP, and RNP, NUR
and residual sensor node energy levels were analyzed. NUR
increases along with an increase in randomness and length
of the routing paths [32]. Additionally, NUR increases with
the grooving number of routing paths and the amount of
packet traffic. The relationship between NUR and ED is that
if different regions in the WSN incur different levels of NUR,
the ED is affected as well. Thus, an area with a high NUR
depletes the sensor node’s residual energy at a fast rate and
uneven distribution of sensor node energy occurs.
In the experiments, NUR and ED were observed in different
regions of the WSN: hotspot (HT) regions where the hop
distance between a sensor node and the sink node was ¬ 20
hops, and non-hotspot (NHT) regions where the hop distance
was > 20.
Figure 4 shows that with the exception of TRP, all the other
protocols achieve higher NUR in HT regions due to the
increased amount of packet traffic. The unbalanced packet
traffic causes unbalanced ED. The NUR of TRP in NHT is
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Fig. 4. Node utilization ratio of the protocols.

very high, because TRP generates multiple fake packet sources
in NHT regions and for every real source node packet TRP
distributes many fake packets. Consequently, many routing
paths are created to route packet traffic in NHT regions and
a high NUR value is incurred.
It is also shown in Fig. 4 that the NUR of PRP is significantly
higher in HT regions. This is because PRP distributes fake
packet traffic only in HT regions. Therefore, PRP creates
a large number of routing paths in HT regions, which results
in high NUR.
RNP creates few routing paths in the regions. As a result, in
HT regions, the NUR of RNP is lower than the NUR of PRP.
On the other hand, in HT regions, RNP creates longer routing
paths and incurs higher NUR than TRP. In NHT regions, the
NUR of RNP and PRP is comparable, because RNP and PRP
employ similar routing techniques for source nodes in NHT
regions. The results of experiments conducted indicate that
RNP achieves an improved ED, outperforming TRP and PRP.
Figure 5 shows the residual energy of 100 randomly selected
sensor nodes at the mission duration of 900 rounds. Sensor
nodes number 1 to 50 were located in HT regions, while
sensor nodes number 51 to 100 were located in NHT regions.
It is shown in Fig. 5 that for TRP, the residual energy of many
sensor nodes in HT regions is above 0.25 J. However, in NHT
regions, many of the sensor nodes have depleted their energy.
These results confirm that TRP suffers from exhaustive energy
consumption in NHT regions. Thus, TRP incurs unbalanced
ED.
On the other hand, there is a smaller difference in the residual
energy of RNP for HT and NHT regions. The results confirm
that RNP outperforms TRP and PRP in terms of ED.

5.3. Safety Period

Figure 6 shows that TRP achieves the longest safety period
(SP), while PRP achieves the shortest SP. The results indicate
that the privacy preservation in TRP is the strongest. Figure 7
shows the SP of the protocols, as the number of sensor nodes
increases. In the experiments, the source nodes were assumed
to be at a source-sink distance of 30 hops. The packet rate was
fixed at 1 packet/s. This shows that the SP of RNP increases
more rapidly than the SP of the remaining protocols.
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Fig. 5. Energy distribution of the protocols under consideration.
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The rapid increase in SP of RNP is caused by the fact that when
the number of nodes in the network is growing, the number of
neighboring nodes and candidate phantom nodes increases as
well. Consequently, a larger set of phantom nodes is generated
and the path diversity increases. Also, RNP employs a bias
random number to ensure a dynamic phantom node selection
process. The use of the bias random number guarantees that
for each successive packet, the second level phantom node is
selected from different regions of the WSN domain.
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Moreover, RNP selects a new phantom node for each source
node packet transmission. Therefore, when a larger set of
phantom nodes is available, the path diversity and adversary
obfuscation effects become more significant, resulting in
longer SP.

5.4. Safety Period Reliability

Experiments were performed to observe safety period relia-
bility (SPR) for a mission duration of 2100 rounds. Source
nodes were located at a source-sink distance of 40 hops. The
source packet generation rate was 1 packet/s. Similarly to [9],
the minimum required SP was assumed to be 140 hops.
Figure 8 shows that PHP and PRP do not ensure SPR. This is
because PHP and PRP are not able to achieve the required SP.
On the other hand, TRP and RNP ensure SPR because they
are able to achieve the required SP. However, the SPR of TRP
is of the short-term variety. TRP is not capable of ensuring
SPR beyond 950 rounds, because it is energy inefficient, as
shown in Fig. 3. Only RNP is capable of providing SPR at
1500 rounds.
The results shown in Fig. 8 suggest that RNP provides long-
term SPR to outperform TRP. RNP achieves better perfor-
mance, as it is more energy efficient and achieves better ED
than TRP.
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Fig. 10. CRR reliability of the protocols.

5.5. Capture Ratio

Figure 9 shows the capture ratio (CR) when the number and
location of source nodes is varying. In the experiments, two
scenarios were considered: “scenario east of the sink node”
(SES) and “scenario all directions” (SAD). Four source nodes
were deployed. In SES, the source nodes were randomly
distributed on the east side of the sink node, at a source-sink
distance of 25 hops. The distance between the source nodes
was between 3 and 6 hops. In SAD, one source node was
positioned at a source-sink distance of 25 hops, on the north
side of the sink node.
Similarly, one source node was deployed east, west, and south
of the sink node. Source packet generation rate was 1 packet/s.
It is shown in Fig. 9 that for all the protocols, CR in SES is
higher than in SAD. This is because in SES, the generated
source packet traffic is concentrated on one side of the network
domain. Therefore, the adversary performs a more focused
attack and improves its CR. On the other hand, when the
source nodes are distributed in SAD, the packet traffic arrives
at the sink node from all directions. Consequently, the traffic
analyzing attack becomes more complex and CR is reduced.
Figure 9 also shows the differences in the level of CR in SES
and SAD. For TRP, the difference is small. This is because
TRP distributes fake packet traffic between long diversionary
routes. Therefore, it is able to effectively obfuscate the adver-
sary in both SES and SAD. Furthermore, TRP distributes fake
packet traffic in the vicinity of the phantom nodes. There-
fore, even when the adversary is able to locate the phantom
nodes, the success of its attack is hindered and CR improves
at a slow rate.
The difference in the level of CR in SES and SAD for PRP
is high, because unlike TRP, PRP employs short fake packet
routes and it does not distribute fake packet traffic in the
vicinity of the phantom nodes. Therefore, when the adversary
performs a more focused attack in SES, it is able to improve
CR.
The difference in the level of CR in SES and SAD for RNP is
lower than for PRP, because RNP is characterized by high
path diversity. The use of a dynamic two-level phantom node
selection process ensures that packets arrive at the sink node
through highly randomized packet routes, both in SES and
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Tab. 3. Summary of the observations.

Routing strategy Impact on the performance of the protocols

Two-level phantom routing – Increases the path diversity and adversary obfuscation effect in RNP to improve
SLP preservation

Fake packet distribution
– Increases the adversary obfuscation effect in TRP to improve SLP preservation
– Reduces energy efficiency, which results in short-term SLP protection and

reduced SLP reliability

Distributes fake packet traffic
in the vicinity of phantom node

– Increases the adversary obfuscation effect in TRP and improves SLP preservation
– Reduces energy efficiency, which results in short-term SLP protection and

reduced SLP reliability
Distributes fake packet traffic
in the vicinity of sink node

– Reduces energy efficiency
– Insignificant effect on SLP preservation for PRP

Generates multiple fake packet
sources at a time period

– Increases the adversary obfuscation effect in TRP to improve SLP preservation
– Reduces energy efficiency, which results in short-term SLP protection and

reduced SLP reliability
– Unbalanced energy distribution in TRP

Isolates fake source nodes
from real source nodes

– Reduces SLP preservation in PRP

Long fake packet routes
– Increases the adversary obfuscation effect in TRP to improve SLP preservation
– Reduces energy efficiency, which results in short-term SLP reliability

in SAD. Therefore, the adversary obfuscation effect remains
high, even in SES. The routing paths of the baseline PHP are
less random. Therefore, CR is significantly higher when the
adversary performs a more focused attack in SES.
In addition, Fig. 9 shows that CR in SES and SAD increases at
higher source packet rates. This is because at higher data rates
the adversary captures an increased number of packets and
makes, within a short period of time, significant progress in its
attacks. Consequently, CR increases. In particular, when the
packet rate is high in SES, the region where the source nodes
are located becomes an obvious hotspot region. Therefore,
the attack becomes less complex and the adversary improves
its CR. In SES, at the rate of 2 packets/s, CR for both PRP
and PHP is 100%.

5.6. Capture Ratio Reliability

In the experiments aiming to compute capture ratio reliability
(CRR), the value of the parameter was measured for a mission
duration of 2100 rounds. A single source node was deployed.
The maximum required CR equaled 0.35. Figure 10 shows
that PHP and PRP do not ensure the CRR. This is because
PHP and PRP are not capable of achieving a CR below 0.35.
On the other hand, TRP and RNP ensure CRR, because they
are able to achieve the required CR. However, the CRR of TRP
is of the short-term variety, because TRP is energy inefficient
and it causes the sensor nodes to deplete their battery power
at a fast rate. These results indicate that RNP outperforms
TRP and PRP in terms of long-term CRR.
Table 3 summarizes the observations from the experiments.
Based on the observations, it is established that RNP offer su-

perior performance. RNP achieves long-term SLP reliability,
outperforming TRP and PRP protocols.

6. Conclusion

There are key similarities and differences in the routing strate-
gies of privacy-preserving phantom routing protocols, namely
TRP, PRP, and RNP. The routing strategies exert different
impacts on SLP reliability, energy distribution, and energy
efficiency of the protocols under investigation. Protocols that
integrate phantom and fake packet routing strategies improve
SLP performance. However, distribution of fake packet traffic
degrades the performance of the protocols in terms of SLP
reliability and energy efficiency.
The TRP protocol is based on phantom and fake packet routing
strategies that achieve short-term SLP reliability. The PRP
protocol is more energy efficient than TRP, but it achieves low
levels of SLP protection and reliability. On the other hand,
RNP is based on a ring distribution of phantom nodes and
evades the broadcasting of fake packets. As a result, RNP
achieves improved SLP reliability, outperforming TRP and
PRP protocols.
As part of future work, SLP protocols for underwater sensor
networks (USNs) will be investigated, as previous studies
have shown that SLP preservation still remains a challenge in
USNs. Studies focusing on SLP are necessary due to the fact
that USNs and UIoT systems have become rather powerful
and may potentially support various applications, such as
maritime security, natural disaster prediction and control, oil
and gas exploration, and marine life observation.
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