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Abstract

In the paper, there are presented the methods for identification of the critical infrastructure operation process on
the basis of statistical data coming from this process realizations related to the critical infrastructure operating
environment threats. These are the methods and procedures for estimating the unknown basic parameters of the
critical infrastructure operation process semi-Markov model and identifying the distributions of the critical
infrastructure operation process conditional critical infrastructure operation process sojourn times at the particular
operation states. There are given the formulae estimating the probabilities of the critical infrastructure operation
process straying at the particular operation states at the initial moment, the probabilities of the critical
infrastructure operation process transitions between the operation states. Moreover, there are given formulae for
the estimator of unknown parameters of the distributions suitable and typical for the description of the critical
infrastructure operation process conditional sojourn times at the operation states. Namely, the parameters of the
uniform distribution, the triangular distribution, the double trapezium distribution, the quasi-trapezium
distribution, the exponential distribution, the Weibull’s distribution and the chimney distribution are estimated
using the statistical methods such as the method of moments and the maximum likelihood method. The chi-square
goodness-of-fit test is described and proposed to be applied to verifying the hypotheses about these distributions
choice validity. The procedure of statistical data sets uniformity analysis based on Kolmogorov-Smirnov test is
proposed to be applied to the empirical conditional sojourn times at the operation states coming from different
realizations of the same critical infrastructure operation process.

1. Introduction critical infrastructure operation process at the
particular operation states should be identified [11]-
[12]. It is also necessary to have the methods of testing
the hypotheses concerned with the conditional sojourn
times of the critical infrastructure operation process at
CIRCLE Report D2.1-GMU2, 2016]. the operation states and the procedures of testing the

To be .able to app.ly.this model 'pract_ically in the uniformity of their realizations coming from different
evaluation and prediction of real critical infrastructure sets of empirical data [11]-[12].

operation process it is necessary to have the statistical
methods concerned with determining the unknown
parameters of the proposed model [12]. Particularly, . . - .
concerning the critical infrastructure operation operation process including operating

process, the probabilities of the critical infrastructure environment threats
operation process staying at the operation states at the We assume, as in [1] and [3], that the critical
initial moment, the probabilities of the critical infrastructure during its operating operation including

infrastructure operation process transitions between environment threats, at the fixed moment t, may be
the critical infrastructure operation states and the at one of v, veN, different operations states 7', ,

distributions of the conditional sojourn times of the

The general model of the critical infrastructure
operation process, both without and with including its
operating environment threats is proposed in [EU-

2. ldentification of critical infrastructure
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b=12,....v'. Next, we mark by Z'(t), t e< 0,4+ >, the
critical infrastructure operation process related to its
operating environment threats, that is a function of a
continuous variable t, taking discrete values in the set

{z',,7,,..,7', } of the critical infrastructure operation

states defined in [3]. We assume a semi-Markov
model [10]-[16] of the critical infrastructure

operation process Z’(t) and we mark by 6, its random
conditional sojourn times at the operation states z',

when its next operation state is z',, b,1=12,...,V',
b=l

Under these assumption, the operation process
may be described by the wvector [p', (0)],. Of

probabilities of the critical infrastructure operation
process staying at the particular operations states at
the initial moment t =0, the matrix [p', (t)],,. Of the

probabilities of the critical infrastructure operation
process transitions between the operation states and
the matrix [H',, (t)],.. of the distribution functions of

the conditional sojourn times &', of the critical

infrastructure operation process at the operation states
or equivalently by the matrix [h', (t)],,, of the

density functions of the conditional sojourn times &',
, b, 1=12...Vv', b=l of the critical infrastructure

operation process at the operation states. These all
parameters of the critical infrastructure operation
process are unknown and before their use to the
prognosis of this process characteristics have to be
estimated on the basis of statistical data coming from
this operation process realizations.

3. Defining unknown parameters of critical
infrastructure operation process and data
collection including operating environment
threats

To make the estimation of the unknown parameters of
the critical infrastructure operations process, the
experiment delivering the necessary statistical data
should be precisely planned.
First, before the experiment, we should perform the
following preliminary steps:
i) to analyze the critical infrastructure operation
process;
i) to fix or to define the critical infrastructure
operation process following general parameters:
- the number of the operation states of the
critical infrastructure operation process v',
- the operation states of the critical
infrastructure operation process z',, z',, ...,

A

v
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iii) to fix the possible transitions between the critical
infrastructure operation states;

Iv) to fix the set of the unknown parameters of the
critical infrastructure operation process semi-Markov
model.

Next, to estimate the unknown parameters of the
critical infrastructure operation process, based on the
experiment, we should collect necessary statistical
data performing the following steps:

1) to fix and to collect the following statistical data
necessary to evaluating the probabilities p, (0) of the
critical infrastructure operation process staying at the
operation states at the initial moment t =0:

- the duration time of the experiment ®',

- the number of the investigated (observed)
realizations of the critical infrastructure operation
process n'(0),

- the vector of the realizationsn', (0), b=12,...,v', of
the numbers of staying of the operation process
respectively at the operation states z',, z',, ..., Z',., at
the initial moments t=0 of all n'(0) observed
realizations of the critical infrastructure operation
process

[, O1=[n"; (0),n", (0),...,n",. (0)],
where
n', (0) + n', (0)+ n',. (0) = n'(0);

ii) to fix and to collect the following statistical data
necessary to evaluating the probabilities p',, of the
critical infrastructure operation process transitions
between the critical infrastructure operation states:

- the matrix of the realizations of the numbers n',, , b,
| = 1,2,...v°, bz |, of the transitions of the critical
infrastructure operation process from the operation
state z', into the operation state z', at all observed
realizations of the critical infrastructure operation
process

11n12"'n1v

[nubl]: nZanZ"‘nZv ,

n

nv'lnv'Z"'

)
2%

n

where
n',=0forb=12,..V,

- the vector of the realizations of the numbers n', , b
=1,2,...,v’, of departures of the critical infrastructure
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operation process from the operation states z', (the
sum of the numbers of the b-th row of matrix [n',, ]) n'(0) = in'b (0),
b=1

[ ]=[n". e 1, is the number of the realizations of the critical

infrastructure operation process starting at the initial
where moment t = 0;

ii) to determine the matrix
n,=n,+n',+..+n",.,

N, =N+, +..+0,, Py Py Pl
”v':“v'1+nv-z+---+nvvv-; [p-bl]: p21 p22-..p2v' ,
iii) to fix and to collect the following statistical data Pyt Pz Pl

necessary to evaluating the unknown parameters of
the distributions H',, (t) of the conditional sojourn of the realizations of the probabilities p',,

times @', of the critical infrastructure operation b,1 =12,...,v'", of the critical infrastructure operation

process at the particular operation states: process transitions from the operation state z, to the
- the numbers n'y, b, I = 1,2,...v, bzl, of  operation state z, according to the formula
realizations of the conditional sojourn times &', b, | .o, . _

= 12,..v, b=l, of the critical infrastructure Po :n_-b for b,1=12...v',b#, p,, =0

operation process at the operation state z', when the for b=12,..."

next transition is to the operation state z', during the

observation time @ , where

- the realizations 6%,k = 12, ..., n\,,of the y

conditional sojourn times @', of the critical Wy =21y b=12,..,

infrastructure operation process at the operation state

z', when the next transition is to the operation state s the realization of the total number of the critical
z', during the observation time ®' for each b, | = infrastructure operation process departures from the
1.2,.V', b=l operation state z', during the experiment time ©".

4. Estimating basic parameters of critical 5. Estimating parameters of distributions of
infrastructure operation process including critical infrastructure operation process
operating environment threats conditional sojourn times at operation states

After collecting the statistical data, it is possible to including environment threats

estimate the unknown parameters of the critical Prior to estimating the parameters of the distributions
infrastructure operation process performing the of the conditional sojourn times of the critical
following steps: infrastructure operation process at the particular
i) to determine the vector operation states, we have to determine the following
empirical characteristics of the realizations of the
[p'(0)]=[p,(0), p',(0),..., p',. (O)], conditional sojourn time of the critical infrastructure
operation process at the particular operation states:
of the realizations of the probabilities p', (0), - the realizations of the empirical mean values 6',, of
b=12,...',0f the critical infrastructure operation the conditional sojourn times &', of the critical
process staying at the operation states at the initial infrastructure operation process at the operation state
moment t=0, according to the formula z', when the next transition is to the operation state

z',, according to the formula

Py (0)= nr;?(g) for b=12,...,
glblz_:.l %Q'E“ b,1=12,...,v, bl,
n,, k=t

where bl
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- the number T, of the disjoint intervals
I' =<a},,b}), =121, that the
realizations %, k=12,.,n\,,of the conditional
sojourn times @', at the operation state z', when the
next transition is to the operation state z',, according

to the formula

include

LI 1

r VAL
- the length d', of the intervals I',=<a},b}),
j=12,.,1',, according to the formula

d 'bl — _.R bl ,

r,-1

where

D' _ k H ik

Ry _Egg).;am Krll'nnblam |
- the ends a,, by, of the intervals 1',=<a’},b%)),

j=12,..,1',, according to the formulae

. d'
1l 1k _ bl
a bl — max{grpglpm 9 bl 2 ’ 0}’

b =af+jd,, j=12,.,F,

1oy
bl 1 J_

a'gl :b 213--'1r'b| ’

in such a way that

1 1 1 _ il 1|
Iol,u. ol =<ay,by')

and

I'\nl',=@forall i=j,i,jefl2,.. T}

- the numbers n'), of the realizations @ in the

=<a,,b}), i=12,..,'r,, according to

intervals I’ b

the formula
ny=t#k:05el’ ke{l2..,m,}}, j=12....F,

ol .
where Y.n'=n',,
j=
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whereas the symbol # means the number of elements
of the set;

To estimate the parameters of the distributions of the
conditional sojourn times of the critical infrastructure
operation process at the particular operation states
distinguished in [2], we proceed respectively in the
following way:

- for the uniform distribution the estimates of the
unknown parameters are:

il =1 [
Xg = ay, yblszl+rbldbl’

- for the triangular distribution the estimates of the
unknown parameters are:

il =1 1 I o.
Xg =8y, ybI:XbI+rbldbl' Zb|:9b|’

- for the double trapezium distribution the estimates of
the unknown parameters are:

il

n
_ a1 _ =1 1 _ bl
Xbl_abl’ybl_xbl+rbldb|'qbl_ TR
n'y d'y
n‘;l'bl _|
Wy =—— =12, =0";
Ny, Ay

- for the quasi-trapezium distribution the estimates of
the unknown parameters are:

i1

n
_ il _ =1 1 _ bl
Xop =Qys Yo =Xy +rb|db|v Oy =
ny, d bl
nIE;bl 1 _au 2 _ e
Wy =——12,=0",2,=0",
Ny, Ay,
where
_ 1 ™me) — ')
il 1k 12 1k
gbl_._ngl’gblz . : 2.0,
n (me) k=1 n bl —nN (me) k=n(me)+1
N e
(me) _[ 2 ]1

and [x] denotes the entire part of x;

- for the exponential distribution the estimates of the
unknown parameters are:

1

il
Ko =@y Oy =
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- for the Weibull’s distribution the estimates of the n"

i+l

unknown parameters are (the expressions for ny =0 and n"l <3

estimates of parameters «,, and £, are not explicit): o
P o Pa plicit) o fori=23,..,r,-1

I nl -
Xb| :a’]l;|l am —nbl—bI1 EIthel’
2(9 5™
) o =Xy +(I-Dd’y, Z; =Xy +id'y,
o N nt+..+ntt n"
h"’ Zbiln(eﬁ _Xb|) Aul M' Cbl = Tbl’
a., = ﬂb| k=1 . n bl n bl
bl — ! 1+ i
(9 )ﬁbI In(0b|_xb| D nl+—+nbl
! n'bl ,
- for the chimney distribution the estimates of the hil
unknown parameters are: whrle
X = all — + Fl d' || -1 -1 nl:)|
bl oo Yor =X Ty Oy w =0orn} #0and —*>3
n bl
and moreover, if
and while
My = max{ nlbl}
1<j<rp ||+1 n+1 |
=0orny =0 and —2->
and i, ie{l2,...,F,} isthe number of the interval "
including the largest number of realizations i.e. such or
as that
no— A Zy =% (A =Dd"y, 23 =%, +([i+Dd’,,
bl = "'hl
n nll -1
then: A = ;
n bl
o fori=1 O
C B n:lhl+n||b+l-1 D B n||+2+ +n|g:|
either bl n.bl 1l r].bl J
. ) o, . (4.28)
Zy =%, +(-1d'y, 7, =X, +id",, A, =0,
i i+l Tl Whlle
C, = My , D, _M,
n' bl n' bl ni
Ny =0 or n'=0 and —2->3
while Ny
ny'= W 23, and while
bl
Or 1
ntt=0 and —2-<3,
zél =Xy +({-Dd’, Z; =X, +({+Dd’;, Ay =0, or o
n‘L|+n‘|iIJT1 nll+2+ +nl{)|bl 1 H 1 2 =
Cu = e » Dy = n ' Zy =Xy +({i—2)d’,, z,; =X, +id',,
bl bl
(421) AJ _ n + +n|| 2 C _ nILIl+n|:J|
I ' bl ' !
while My Ny
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||+1

N+ +n"b'

n|I
nh'=0and -2 <3
nbl

and while

||+1 ||+1

=0 or n; =0 and

|I+l -
bl

or

Z; =X, +({i=2)d’,, Zlfl =X, +({+1)d’,,

-2
nb|+ 4Ny,

Ay=—"——"

nbI

-1 ||+l ||+2

n +n +n
. vaIZ .

nbl nbl

Cbl -
(4.36)

while

y =0 and —2- n <3
n'-

bI

||I -1

and while

1
i+l

n, =0 and

|+l 3’
bl

o fori=r
either

=Xy +(i _1)dlbl7 Z; =Xy +id'bl’

N+ 0yt

Ay =———

while

; nll
b#0and =2 >3,
bl

ny'=0orn

or

n'yi++nd
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Zkl)l = Xy +(i_2)d'bl’ Z; = X +id'bl’

|I2

A\j n + +n
| ' ’
n bl
nli—1+nl|
Cbl — bl , bl , Db/ — 0’
n bl
while

n}'#0 and —2 'y <3.

1N 1
bl

5. Identification of distribution functions of
critical infrastructure operation process
conditional sojourn times at operation states
including operating environment threats

To formulate and next to verify the non-parametric
hypothesis concerning the form of the distribution of
the critical infrastructure  operation  process

conditional sojourn time @', at the operation state z',
when the next transition is to the operation state z',
on the basis of at least 30 its realizations &,

k=12,..,n,, itis due to proceed according to the

followmg scheme:

- to construct and to plot the realization of the
histogram of the critical infrastructure operation
process conditional sojourn time &', at the operation

state z,., defined by the following formula

n'
At () == forte I,

bI
- to analyse the realization of the histogram h' ooy ()

comparing it with the graphs of the density functions
h, () of the previously distinguished in [3]
distributions, to select one of them and to formulate
the null hypothesis H,, concerning the unknown form

of the distribution of the conditional sojourn time &',

in the following form:
H,: The critical infrastructure operation process

conditional sojourn time @', at the operation state z',
when the next transition is to the operation state z',
has the distribution with the density function h, (t);

- to join each of the intervals 1'; that has the number

n', of realizations less than 4 either with the

neighbour interval 1'; , or with the neighbour interval
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I',, this way that the numbers of realizations in all
intervals are not less than 4;

- to fix a new number of intervals 7, ;

- to determine new intervals

[ =<a), b)), j=12...F;

- to fix the numbers @) of realizations in new

intervals |'J— v :1121“1?Ibl ;

- to calculate the hypothetical probabilities that the
variable &', takes values from the interval I_'J., under

the assumption that the hypothesis H, is true, i.e. the
probabilities

pj = P(elbl € I_Ij ) = P(alg| < H'bl < Bltju)

=H, (bltjﬂ) —H, (a.gl ), =12y,

where H',, (b}, ) and H', (a)) are the values of the
distribution function H', (t) of the random variable
o', corresponding to the density function h, (t)
assumed in the null hypothesis H,;

- to calculate the realization of the y?(chi-square)-

Pearson’s statistics U, , according to the formula

bl *

1)
=

=1j 1 2

_ (n tJJI_an pj) .

np T ' !
= Ny P;

u

- to assume the significance level o (a =0.01,
a=0.02, o =0.05 or o =0.10) of the test;

- to fix the number r',—1 -1 of degrees of freedom,
substituting for / dependent on the distinguished in [3]
distributions respectively the following values: /=0
for the uniform, triangular, double trapezium, quasi-
trapezium and chimney distributions, 1=1 for the
exponential distribution and 1=2 for the Weibull’s
distribution;

- to read from the Tables of the y’—Pearson’s
distribution the value u,, for the fixed values of the
significance level « and the number of degrees of

freedom T, —1-1 such that the following equality
holds
PU,, >u,)=a

and next to determine the critical domain in the form
of the interval (u,,+o0) and the acceptance domain in

the form of the interval <O,u, >,
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- to compare the obtained value u,  of the realization
of the statistics U, with the read from the Tables

critical value u, of the chi-square random variable

and to decide on the previously formulated null
hypothesis H, in the following way: if the value u,_

does not belong these to the critical domain, i.e. when

u,, <u,,then we do not reject the hypothesis H,,

otherwise if the value u, belongs to the critical

domain, i.e. when u, >u,, then we reject the

|
hypothesis H,.

6. Testing uniformity of statistical data of
critical infrastructure operation processes
including operating environment threats

The statistical data that are needed in Section 5 for
estimating the unknown parameters of the critical
infrastructure operation process very often are coming
from different experiments of the same operation
process and they are collected into separate data sets.
Before joining them into one set of data in order to do
the unknown parameters evaluation with the methods
and procedures described in Section 4.4, we have to
make the uniformity testing these statistical data sets.

7. Procedure of critical infrastructure
operation process data collection including
operating environment threats

To make the uniformity testing of the statistical data
collected in two separate data sets coming from the
same system operation process realizations in two
different experiments, we should collect necessary
statistical data performing the following steps:

i) to fix two independent experiments of the critical
infrastructure operation process data collection and
their following basic parameters:

- the duration times of the experiments @';, @',

- the critical infrastructure operation processes single
realizations,

- the numbers of the investigated (observed)
realizations of the critical infrastructure operation
process n', (0), n',(0);

i) to fix and to collect the following statistical data
concerned with the empirical distributions of the
conditional ~ sojourn times @ and 6%,
ble{l,2...,v'}, b=, of the critical infrastructure
operation process at the particular operation states,
respectively in the first experiment and in the second
experiment:

- the number of realizations

n , ble{l,2..v} bl

bl
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and
of the sojourn time 6',, b,l e{L,2,...,v'}, in the first
i 1

experiment, H2 (t)=—#{k:0% <t, k e{L,2,..,n2 }}, 4
- the sample of non-decreasing ordered realizations a1 ng 0y { n 3} @

i ) t>0, blef{l2,...v} b=l

6, k=12,.,n,, b#l, Q)
(4.49) Then, according to Kolmogorov-Smirnov theorem

[12], the sequence of distribution functions given by
of the sojourn time 8%, b,1 e{1,2,...,v'}, in the first the equation

experiment,
- the number of realizations (A)=P(D

nan

mn2 \/_) (5)
nZ, blefl2..,v} b=l
defined for A >0, where

of the sojourntime 8%, b,1 e{L,2,...,v'}, in the second

il 12 n,n
experiment, n=ny,,n=n%, n=—-*

- the sample of non-decreasing ordered realizations My + N
0%, k=12,...n%, bl, () and

(4.50) Diyny :_Lﬂt@f u (O—H' (t)| (6)
of the sojourn time 67, b, {L.2,...,v'}, inthesecond s convergent, as n—oo,to the limit distribution
experiment. function
8. Procedure of testing uniformity of R 5

L o . A)= (-1 .
distributions of critical infrastructure Q) kzzm( ye + 4>0 0
operation process conditional sojourn times S _ _ _
at operation states including operating The distribution function Q(4) given by (3) is called
environment threats Adistribution and its Tables of values are available.

The convergence of the sequence Q,,, (4)to the 4

We consider test A based on Kolmogorov-Smirnov o =
theorem [12] that can be used for testing whether two ~ distribution Q(4) means that for sufficiently large n,
independent samples of realizations of the conditional and n, we may use the following approximate

sojourn time &', ble{l2..,v} b=l,at the  formula

particular operation states of the critical infrastructure

operation process are drawn from the population with Quyny (1) =Q(A). (®)
the same distribution.

We assume that we have defined in previous section Hence, it follows that if we define the statistic

two independent samples of non-decreasing ordered

realizations (1) and (2) of the sojourn times @', and U,=D, n, 9)

nn2
0% ,b,1 efL,2,...v}, b =1, coming from two different

experiments, respectively composed of n*, and n? where D, is defined by (6), then by (5) and (8), we

realizations and we define their corresponding ~ Nave

empirical distribution functions )

\/H < /1) - P(Dnln2 \/ﬁ

PU, <4)=P(D =)

mn2

HY (t)_n #k:0% <t ke{1,2,...,n" }}, 3)

n1n2 (’1) Q(/l) for A>0.

t>0,b,lefL2,..,v} b=l This result means that in order to formulate and next
’ to verify the hypothesis that the two independent
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samples of the realizations of the critical infrastructure
operation process conditional sojourn times @, and
0?2, b,lefl2,.,v'}, b=l at the operation state z',

when the next transition is to the operation state z',are

coming from the population with the same
distribution, it is necessary to proceed according to the
following scheme:

- to fix the numbers of realizations n), and nj inthe

samples,
- to collect the realizations (1) and (2) of the

conditional sojourn times 6, and 67 of the critical

infrastructure operation process in the samples,
- to find the realization of the empirical distribution

functions H', (t) and H'Z (t) defined by (3) and (4)
respectively, in the following forms:

n' '
— =0, t<oy
n bl
112
n? , 9‘11 t< elitlj
n bl
n|l3
Da . gEcr<ps
n bl
’ . o o
bl ( ) B n‘]t;lr 1k—1 1k '
— o bl <t<@ bl
bl
n,ln'%l
bl n -1 1”b|
S oy et<e
bl
'l”%I +1 1n
bl =1, t>0,"
nll
bl

Nt
2-=0, t<oi
Ny
Ny 21 2
— Oy <t<0,
bl
n23
bl 22 23
> 0. <t<6]
Ny
Ha (0= na 2k-1 2%
> o <t<o,
Ny
2
2n
Ny 21 )
— Oy <t<o,
Ny
slngl +1 )
_ bi
—=1 t>46,
Ny
where
a1l L, +L i1
ny, =9, ny =Ny,
and

O <O, L2
k=23,.

bl’

is the number of the sojourn time 6",

lil }}l

realizations less

than its realization %, k=23,..,n%, and
respectively
=0, myi g,
and
nZ =#{j: 0% <0%, je{L2,..,n%}},
k=23,..,n%,

is the number of the sojourn time @', realizations less

than its realization %, k=2,3,..

bl’

- to calculate the realization of the statlstlc u, defined

by (2.58) according to the formula

u,=d, , \/ﬁ,
To1Mb1
where
d, , =max{d’, ,, 1
nélnbl { tlJl gl nblngl
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diﬁ”ﬁ =max{|H', (0%)—H% (03| k e{L.2....,n% 3},
ol%ngl =max{|H', (05)—H% (05 k e{L.2....n5 33,
n= nlin n.;
il 2!
n bl +n bl

- to formulate the null hypothesis H, in the following
form:
H, : The samples of realizations (1) and (2) are

coming from the populations with the same
distributions,
- to fix the significance level a (a=0.01 a=0.02,

a=0.05 or a=0.10) of the test,

- to read from the Tables of A distribution,
corresponding to 1-a,the value A,such that the
following equality holds

PU, <4) =Q(4) =1-a,

- to determine the critical domain in the form of the
interval (4,,+) and the acceptance domain in the

form of the interval (0,4, >,

- to compare the obtained value u, of the realization
of the statistics U, with the read from the Tables
critical value 4,,

- to decide on the previously formulated null
hypothesis H, in the following way:

if the value u, does not belong to the critical domain,
i.e. when u, < /,then we do not reject the hypothesis
H,, otherwise if the value u, belongs to the critical
domain, i.e. when u,6 >4,, then we reject the
hypothesis H,.

In the case when the null hypothesis H, is not rejected
we may join the statistical data from the considered
two separate sets into one new set of data and if there
are no other sets of statistical data including the
realizations of the sojourn time &', , we proceed with
the data of this new set in the way described in
Sections 2-5. Otherwise, if there are other sets of
statistical data including the realizations of the sojourn
time @', , we select the next one of them and perform
the procedure of this section for data from this set and
data from the previously formed new set. We continue
this procedure up to the moment when the store of the
statistical data sets including the realizations of the
sojourn time @', , is exhausted.
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9. Identification of critical infrastructure
operation process including operating
environment threats identified by expert
opinion

We assume, as in [3], that the critical infrastructure

during its operating operation including environment
threats, at the fixed moment t, may be at one of v',

v'e N, different operations states z',, b=12,...,v".
Next, we mark by Z'(t), t e<0,+0>, the critical

infrastructure operation process related to its
operating environment threats, that is a function of a
continuous variable t, taking discrete values in the set

{z',,7',,..,7', } of the critical infrastructure operation

states defined in [3]. We assume a semi-Markov
model [10]-[16] of the critical infrastructure operation

process Z’(t) and we mark by 6, its random

conditional sojourn times at the operation states z',

when its next operation state is z',, b,1=12,...,v',
b=l

Under these assumption, the operation process
may be described by the same parameters as in
Section 2.

10. Defining unknown parameters of critical
infrastructure operation process including
operating environment threats identified by
expert opinion

First, before identification of the critical infrastructure
operation process, we should perform the following
preliminary steps:

i) to analyze the critical infrastructure operation
process;

ii) to fix or to define the critical infrastructure
operation process following general parameters:

the number of the operation states of the
critical infrastructure operation process v',
the operation states of the critical
infrastructure operation process z',, z',, ...,
z'.;

iii) to fix the possible transitions between the critical
infrastructure operation states;

iv) to fix the set of the unknown parameters of the
critical infrastructure operation process semi-Markov
model;

V) to analyse and recognize the kind of data coming
from the critical infrastructure operation process in
disposal and to distinguish the following two cases:
statistical data coming from realizations of the
critical infrastructure operation process
including the operating environment threats
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without the possibility of separation of data
concerned with those threats and data from
expert opinions concerned with this
separation;

- data coming from expert opinions only,
without of statistical data coming from

realizations of the critical infrastructure
operation process.
11. Estimating parameters of critical

infrastructure operation process including
operating environment threats identified by
expert opinion — statistical and expert data

To estimate the unknown parameters of the critical
infrastructure operation process in the case of
statistical data coming from realizations of the critical
infrastructure operation process including the
operating environment threats without the possibility
of separation of data concerned with those threats and
data from expert opinions concerned with this
separation, we should get necessary data from expert
performing the following steps:

i) to fix (to have in disposal), similarly as in Section 2,
the following parameters of critical infrastructure
operation process Z(t) including the operating
environment threats without of separation the
operation states including the operating environment
threats:

- statistical evaluations of the initial probabilities of
the vector [p,(0)],,. ,

- statistical evaluations of the probabilities of
transitions of the matrix [p,].,. .

- statistical evaluations of the conditional sojourn
times mean values of the matrix [M],.. :

ii) to get the evaluations of the unknown parameters
of the critical infrastructure operation process Z’(t)
with included and separated operating threats:

- the vector of initial probabilities [p’, ()], ,

- the matrix of probabilities of transitions [p'y 1, ,
- the matrix of the mean values of the conditional
sojourn times [M', 1....-;

Since according to Section 3.1, the critical

infrastructure operation process can be affected by a
number w, weN, of unnatural threats ut,

i=12,..,w, coming from the critical infrastructure
operating environment, we assume that they are
random and we mark the probability of the operating
environment threat ut,, i =1,2,...,w, appearance at the

operation state z,, b=12,...,v, by

Po(uti), i=12,...,.w, b=12,..,v.

Moreover, in this approach, we consider 2 variants:
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variant 1 - the probabilities of the operating
environment threats ut,, i=12...,w, appearance

Po(ut)), i=12,...,w, b=12,...,v, are conditional and
concerned with each of the critical infrastructure
particular states (they can be defferent for various
operation states);

variant 2 - the probabilities of the operating
environment threats ut,, i=12,...,w, b=12,...,v,are
unconditional and concerned with the critical
infrastructure operation proces independently of its
particular states.

Further, to get the initial probabilities of the vector
[p’6(0)] of the operation process Z’(t) with separated
operation states including the operating environment
threats, we distribute the initial probabilities of the
vector [pp(0)] in the following way [3]:

i) variant 1

-if pp(0) 20, b=12,..,v,

we replace it by

P’ w+1)o-1)+1(0) = po (0) - [Po(uty) + Py(utz) + ...
+ Pb(utw)],

P’ w+1)b-1)+1+i(0) = Po(uty), 1 =1,2,...,w,
for b=12,..,v;
-if pp(0)=0, b=12,..,v,
we replace it by
P’ wnye-1+1(0) = 0,
P’ wsnp-1)+1+i(0) = 0, 1 =1,2,...,w,
for b=12,...,v.
i) variant 2
-if pp(0) 20, b=12,..,v,
we replace it by

P’ wyib-1)+1(0) = Pu (0) - pu (O[Po(uty) + Pu(uty) + ...
+ Pp(utw)],

p,(w+1)(b—1)+1+i(0) = Po (O)Pb(uti), i=12,...,w,
for b=12,...,v;

Sif pp(0)=0, b=12,..v,
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we replace it by

P’ w+1)-1)+1(0) = 0,

P’ wnyp-1)+1+i(0)= 0, 1=1,2,...,w,
for b=12,..,v.
To get the probabilities of transitions between the
operation states of the matrix [p’w(0)] of the operation
process Z’(t) with separated operation states including
the operating environment threats, we distribute the
probabilities of transitions between the operation
states of the matrix [pw ] in the following way:
i) variant 1
- if pu 20, b,1=12,..,v,

we replace it by

P’ w+1)(b-1)+1 wy(-1y+1 = Poi — [Po(uts) + Po(utz) + ...
+ Pb(utw)],

P’ w)(b-1)+1 wen)(-1)+1+i = Po(uti), 1 =12,..., w,
for b,1=12,..,v,
and we additionally assume that

P’ w11+ w1+ = 1, 1=1,2,..., W,

P’ wb-1y+1+ij = 0, 1=1,2,...,w, j=12,..,v2",
and j# (w+1)(b-1)+1;

-if pu =0, b,1=12,..,v,
we replace it by
P’ w+1)b-1)+1 w1)t-1)+1 = 0,
P’ wr1)b-1)+1 wir)-+1+i = 0, 1=12,...,w,
for b,1=12,..,v.
wariant 2:

-if pw(0) #0, b,1=12,...,v,
we replace it by

P’ wrD)(b-1)+1 wr1)(-2)+1 = Poi — Pot [Po(Uta) + Po(utz) +
. Pb(UtW)],
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PoiPo(Uti), i =1,2,...,w,

P’ (w+1)(0-1)+1 (wH1)(1-1)+1+i
and we additionally assume that
P’ w1y p-1)+1+i o)+ = 1, =12, W,

P’ w+np-n+1+ij =0, 1=1,2,...,w, j=12,..,v2", andj
# (w+1)(b-1)+1,;

-if pm=0, b,1=12,...,v,
we replace it by

P’ w+1)b-1)+1 wer)i-1y+1 = O,

P’ w+1)b-1)+1 wrn)-n+a+i = 0, 1=12,...,w,
for b,1=12,..,v.

The conditions (3.31)-(3.32) and (3.37)-(3.38) mean
that the transitions from the operation states including
the operating environment threats is possible only to
the corresponding operation states without the
operating envitonment threats.

Finally, as the transformation of the matrix [H,, (t)],,,

of the critical infrastructure operation process Z(t)
conditional sojourn times 6,,, b,1=12,...v,at the

operation states without of separation the operation
states including the operating environment threats into
the matrix[H',, (t)],,,. of the distributions of the

conditional sojourn times 6',,, b,1=12,...,v', at the

operation states of the critical infrastructure operation
process Z’(t) with included and separated operating
threats on the basis of expert opnions is practically not
possible, we transform the corresponding matrix
[M,,1,. of the mean values of the conditional sojourn

times 4,, b,1=12,...,v,at the operation states into the
matrix [M ", ],..,- of the mean values of the conditional
sojourn times 6',, b,1=12,...,v'. We proceed, for

both variants (variant 1 and variant 2), in the following
way:

-if Mp (0) #0, b,1=12,...,v,
we fix the mean values

M’ w+1y-1y+1+i rnyo-1+1 1=12,..., W, b=12,...,v,
on the basis of expert opinions and assume

M,(w+1)(b—l)+1+ij = 0, i =1,2,...,W, j =1,2,...,V2W, andj
# (w+1)(b-1)+1,
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and

M’ w+1)(b-1)+1 (w1)(-1)+1

w
= Mpi— XM (we1)(o-1)+1+i (w+1)(b-1)+1,
i=1

for b,1=12,...,v;
-if Mp (0) =0, b,1=12,...,v,
we replace it by

M’ w+1)(b-1)+1 w1)(-1)+1 = O,
M’ w1y b-1)+1 -1+ = 0, 1=1,2,...,W,

for b,1=12,...,v.

12. Estimating parameters of critical
infrastructure operation process including
operating environment threats identified by
expert opinion — expert data only

In the case of lack of statistical data collection,
together with experienced experts operating the
critical infrastructure, it is possible to estimate
approximately the unknown parameters of the critical
infrastructure operation process including operating
environment tgreath performing the following steps:
i) to determine the vector

[p'(@]=[p’(0), p>, (0), ..., P’ (O)],

of expert evaluations of the probabilities p', (0),

b=12,..,',of the critical infrastructure operation
process staying at the operation states at the initial
moment t=0, after explanation to the expert
practical meaning of the formula

n’, (0)

20) for b=12,...v';

plb (0) =

ii) to determine the matrix

plll p112 e pllv'
[p|bI ] — pI21 p|22 e p'ZV' ;
plv'l plv'2 e plv'v'

of expert evaluations of the probabilities p',,
b,1=12,...,v', of the critical infrastructure operation
process transitions from the operation state z, to the

[1] EU-CIRCLE

[2]
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operation state z,, after explanation to the expert
practical meaning of the formula

0

DYy =8 for bl =12,...v,b#l,p,, =

ny

for b=12,...,v';
iii) to determine the matrix

M, M, ... M,

M ]= M', M, ... MY,
bl 47— 1

M, M, .. M,

of expert evaluations of the mean values M',,
b,1=12,...,v', of the critical infrastructure operation
process  conditional sojourn times &',
b,1=12,..,v', atthe operation state z, when the next
operation state is z,, after explanation to the expert
practical meaning of these parameters.

13. Conclusions

The proposed statistical methods of identification of
the unknown parameters of the critical infrastructure
operation process including operating environment
threats allow us for the identification of the models
discussed in [4] and next their practical applications
in evaluation, prediction and optimization of
reliability, availability and safety of real critical
infrastructures.
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