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Abstract 
Satellite navigation systems are widely used in navigation for precise trajectory determination of transport 
equipment. In this article mathematical models and algorithms have been developed to solve the problems of 
precision and safety of satellite navigation. One of the problems is spoofing (substitution) – a situation in 
which a system (hardware, software, etc.) successfully masquerades as another by falsifying data system and 
performs illegal actions. What is considered in the paper is spoofing detection algorithm based on the analysis 
of a civil satellite signal generated by the two receivers but instead a fully functional Spoofer GNSS signal 
repeater was used. 
This work is intended to equip GNSS users and receiver manufacturers with authentication methods that are 
effective against unsophisticated spoofing attacks. The work also serves to refine the civilian spoofing threat 
assessment by demonstrating the challenges involved in mounting a spoofing attack. 

 

 
Notation and basic definitions1  
GNSS – Global Navigation Satellite System. 
NSi – Navigation Spacecraft, i = N,1 , N – num-

ber of NS.  
(xi yi, zi), i = N,1  – true known location NS.  
(x0 y0, z0) – true unknown location of Vehicles.  
TCMj, j = 2,1  – Transceiver-Computing Module of 

GNSS.  
i, i = N,1  – true (exact) distance from GNSS-

receiver into NSi (for the static objects i 
can be known, but in general, are un-
known quantities).  

Nii ,1,ˆ   – pseudorange2 from GNSS-receiver 
into NSi. 

                                                   
1 All definitions are in accordance with the [1] and [2]. 
2 Pseudorange is the pseudo distance between a satellite and 

a navigation satellite receiver. To determine its position, 
a satellite navigation receiver will determine the ranges to 
(at least) four satellites, as well as their positions at the time 
of transmitting. Knowing the satellites orbital parameters, 

 

Fig. 1. Pseudorange î  from GNSS-receiver into NSi 

Niiii ,1,ˆ    – error in determining of i. 

Additional designations for couples GNSS-receivers: 

Nii ,1,ˆ ,1   – pseudoranges from TCM1 to NSi; 

Nii ,1,ˆ ,2   – pseudoranges from TCM2 to NSi;  
                                                                                 

these positions can be calculated for any point in time. The 
pseudoranges of each satellite are obtained by multiplying 
the speed of light by the time the signal has taken from the 
satellite to the receiver. As there are accuracy errors in the 
time measured, the term pseudo-ranges is used rather than 
ranges for such distances. 
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( 111 ˆ,ˆ,ˆ zyx ) – measured coordinates TCM1; 
( 222 ˆ,ˆ,ˆ zyx ) – measured coordinates TCM2; 
( 000

~,~,~ zyx ) – false coordinates TCM0; 
( 111

~,~,~ zyx ) – false coordinates TCM1; 
( 222

~,~,~ zyx ) – false coordinates TCM2; 
D1–2 – the true distance between TCM1 and 

TCM2; 
      czzyyxxD  21

2
21

2
2121 ˆˆˆˆˆˆˆ  –

measured the distance between TCM1 and 
TCM2; 

 – displacement of the consumer’s timeline 
and system time; 

SD – Spoofing Detector.  

Introduction 

There are various approaches to design and pro-
duction of the spoofer. An example is shown in 
figure 2. The Spoofing methods can be divided into 
two main categories [3, 4]. 

The Spoofers based on simulators of GNSS-signals 

In this category of Spoofers [5] GNSS signal 
simulator is combined with the RF interface to 
mimic the original GNSS-signals. The signals gen-
erated by such a spoofer is not synchronized with 
the real GNSS-signals. Thus, the signals of spoofer 
look like noise for a receiver operating in the track-
ing mode (even if the power exceeds the power of  
authentic spoofer signals). Nevertheless, this type 
can effectively spoof commercial GNSS-receivers, 
especially, if the signal power exceeds the power  
of genuine signals. GNSS signal simulator is the 
simplest GNSS-spoofer and it can be detected by 
various methods such as anti-spoofing amplitude 
monitoring, checking consistency between different 
measurements and data integrity checking with 
inertial measurement units (IMUS). 

The Spoofers based on reservoir of GNSS-signals 

A more advanced type of spoofer consists of 
a receiver GNSS, coupled with the transmitter. This  

 
Fig. 3. The main scenario of the Spoofing: (a) vehicle travels 
in normal GNSS-navigation; (b) schematic representation of 
a scene (a); (с) jamming of GNSS- signals and starts sending 
the false GNSS-signals; (d) navigator of the vehicle switched 
to false GNSS-signals [6] 

system is synchronized with the current GNSS-
signals, it determines the position and time of satel-
lite ephemeris, and then generates a signal substitu-
tion. This kind of a spoofer is difficult to dis-
tinguish from genuine signals and it is more 
complicated than the first category. The main prob-
lem in implementing this type of spoofing is calcu-
lating correct signal delay and power. It should be 
noted that the spoofer signal power should be 
slightly higher than the original signal power in 
order to successfully mislead the target receiver, 
but it should not be much larger than the typical 
signal power GNSS. Thus, it would be a great ad-
vantage for this type of a spoofer if the antenna of 
the spoofer was close to the antenna of the attacked 
receiver. This type of a spoofer is relatively diffi-
cult to detect, since they are synchronized with the 
actual satellite GNSS and receivers can mimic in 
the tracking mode.  

The composite signal received by the antenna is: 

 Nsa SSSS ant  (1) 

where Sa – genuine signal, Ss – false signal and SN – 
noise. If Ss >> Sa, it can be assumed that Sant  
Ss + SN. 

The most common scenario of the Spoofing is 
depicted in figure 3. 

A spoofer is a complex technical device. The 
easiest way to implement a spoofer is to use 
a GNSS-simulator. The acquisition of such a simu-

 
Fig. 2. Example of a spoofer’s construction according UAS Vision [7] 
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lator is associated with significant financial costs. 
As a result of theoretical research, we came to the 
conclusion that for the purposes of testing many 
spoofing detection systems can use repeaters of 
GNSS-signals (the relays). The purpose of this arti-
cle is to describe this approach. 

Spoofing detection by measuring the 
distance between a pair of antennas NS 

The coordinates of GNSS-receiver (x0 y0, z0) are 
unknown, therefore, theoretically true (exact) dis-
tance from the GNSS-receiver to NSi measured as: 

 ctii   (2) 

where ti – true (exact) signal propagation time 
from the GNSS-receiver into NSi; c – speed of 
light. 

It is known that there are many reasons because 
of which the accurate measurement of ti impossi-
ble. Therefore, GNSS-receiver estimates the delay 
between the GNSS-receiver and NSi with error: 

 iii tt  ˆ  (3) 

where i – unknown true measurement error of sig-
nal propagation time between the GNSS-receiver 
and NSi. 

Substituting (3) into (2), we obtain: 

   cct iiiii   ˆˆ  (4) 

where ctii  ˆ̂  – approximate distances from 
GNSS-receiver into NSi (pseudoranges). 

Due to the fact that the true value i unknown, it 
is unknown and the true error i = ic. Therefore, 
the task of finding the true value i formulated as 
the problem of finding some approximation to the 
true value, that is, as the computation of pseudo-
range: 
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 (5) 

As i is an unknown quantity, instead of the 
exact value (xi yi, zi) obtain approximate measure-
ments ( 111 ˆ,ˆ,ˆ zyx ): 
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 (6) 

We assume that the two receiving-processing 
modules TCM1 and TCM2 independently make the 
coordinate measuring of own antenna A1 and A2 in 
accordance with (6): 
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The measurement results differ by some un-
known but substantially different values and thus 
the distance score 21

ˆ
D  between the antennas will 

be D1–2 (Fig. 4): 

       21
2

21
2

21
2

2121 ˆˆˆˆˆˆˆ
  DzzyyxxD   

  (8) 

 
Fig. 4. The single-antenna Spoofer and two-antenna Spoofing 
Detector (SD): Y – antenna SD; D1 and D2 distance from the 
spoofer’s antenna to antenna of SD, MP – microprocessor that 
calculates the distance between the antennas and implements 
the decision rule (18 or 19); D1–2 – the true distance between 
the antennas 

Detection in mode of spoofing 
The pseudorange from antennas A1 and A2 into 

NSi can be represented as: 
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  (9) 
where 1,i and 2,i – the true distance from the an-
tennas A1 and A2 into NSi; 1,i and 2,i – un-
known errors of distances from the antennas A1 and 
A2 into NSi. Solutions of system’s equations (9) are 
the coordinates estimation of antennas A1 and A2: 
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The main properties of the detection in mode 
of spoofing 

The property 1  
The difference between pseudoranges ii ,2,1 ˆˆ    

from antennas A1 and A2 into NSi
3 is equal to the 

difference in distance from the antennas A1 and A2 
into antennas of spoofer, that is: 

 NiDDii ,1,ˆˆ 21,2,1    (11) 

The proof of property 1 
The pseudorange from antennas A1 and A2 into 

푁푆  can be represented as: 

 Ni
Dc
Dc

isisi

isisi ,1,
ˆˆˆ
ˆˆˆ

2,,,2

1,,,1 

















 (12) 

where: is ,̂  – pseudoranges of spoofer; is ,̂  – 
artificial errors introduced in the pseudoranges is ,̂ ; 
с – speed of light;  – the propagation time of the 
signal from the GNSS-antenna of spoofer through 
his amplifier to the transmitting antenna of spoofer; 
D1, D2 – distance from the transmitting antenna  
of spoofer to the TCM1 and TCM2 respectively 
(Fig. 5). 

The difference between pseudoranges from an-
tennas A1 and A2 into NSi is equal: 

 NiDDii ,1,ˆˆ 21,2,1    (13) 

The property 2 
The unknown errors 1,i and 2,i of measuring 

the distances from the antenna A1 and A2 into NSi 
are the same, that is: 

 Niii ,1,,2,1    (14) 

                                                   
3 It is necessary to clarify that the spoofer generates artificial 

GNSS-signals based on real almanac.  

The proof of property 2 
The single-antenna spoofer cannot convey the 

difference between the measurement errors for two 
or more points in space. Signals from the spoofer in 
any two points in space are different from each 
other only by the delayed signal level. The differ-
ence signal can be neglected since near antennas A1 
and A2 (~1÷2 m). 
The property 3 

The apparent distance between the antennas 
TCM1 and TCM2 in mode of spoofing is approxi-
mately zero, i.e.: 

 0~,~,~~,~,~ˆ
22211121  zyxzyxD  (15) 

The proof of property 3 
On the basis of its own measured coordinate  

( sss zyx ˆ,ˆ,ˆ ) and some (possible visual) coordinates 
estimation of vehicle V1 spoofer defines false coor-
dinates 111

~,~,~ zyx  of vehicle V1, which have TCM1. 
Solving the problem, which is inverse problem 

of (6), spoofer makes modifications in the pseudo-
ranges so that TCM1 calculated to false coordi-
nates4: 
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where ei – modifications in the pseudoranges, in-
troduced by spoofer. 

As a result, TCM1 determines false coordinates 
(Fig. 5). If in the area there is one more vehicle  
V2 with TCM2, then also for TCM2 the spoofer  
will generate the same false coordinates  111

~,~,~ zyx . 

                                                   
4 In this article the scenarios and algorithms of spoofer are not 

considered. 

 
Fig. 5. The pseudoranges TCM1 and TCM2 in mode of spoofing 
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Thus, measured coordinate of the two TCM1 and 
TCM2 will be similar: 

 22211
~,~,~~,~,~ zyxzyx   (17) 

The decision rule No. 1 
Comparing (8) and (15) can be written the 

spoofing detection decision rule: 

 if Dk


  then Spoofing else GNSS (18) 

where: 

     
   Nk

ki kik DD
N 2121

ˆˆ1  – standard devia-

tion of the measured distance between the antennas 

on the moving interval of N measurement;  kD 21
ˆ
  

Fig. 7. The measured distance between the antennas in the mode of “GNSS”, while the actual distance between the antennas was 
equal D1–2 = 4 cm (the two top graphs) and D1–2 = 100 cm (the two bottom graphs) 

Fig. 6. The measured distance between the antennas in the mode of “Spoofing”, while the actual distance between the antennas was 
equal D1–2 = 4 cm (the two top graphs) and D1–2 = 100 cm (the two bottom graphs) 
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– the average value of measured distances between 
the antennas on the moving interval of N measure-
ment; D


 – discriminant, determined on the basis of 

statistical studies in the design phase of a real sys-
tem detection. 

A significant difference of standard deviation of 
the measured distance between the antennas in the 
modes “GNSS” and “Spoofing” show graphs on 
figures 6–9. It should be noted that the actual dis-
tance between the antennas has little influence on 
the results of spoofing detection. 

The results of measurements of the distance be-
tween the antennas in the mode of “GNSS” corre-
spond to the standard representations of the accu-
racy of the measurement locations of vehicles. 

The histogram of the measured distance between 
the antennas in the mode of “GNSS” shows 
smoothly varying nature of the change of the meas-
ured distances (Fig. 8). 

 
Fig. 8. Typical histogram of measured distances between the 
antennas in the mode “GNSS” 

The results of measuring the distance between 
antennas in mode of “Spoofing” are characterized 
by relatively long sections of constancy of the 
measured distances between the antennas. This 
property shows a typical histogram (Fig. 9). 

A histogram of the measured distance between 
the antennas in the mode “Spoofing” shows the 
abrupt nature of the change of the measured dis-
tances. 

 
Fig. 10. The typical histogram of the measured distances  
between antennas in mode “Spoofing” 

The decision rule No. 2 
The rule No. 1 can give rise to two well-known 

in the theory of statistical decision-making situa-
tions. 

False alarm – in the absence of spoofing SD 
takes a wrong decision Spoofing. 

Skip goal – SD is under attack spoofing, but 
does not “see” spoofing and decides GNSS. 

To minimize the probability a false alarm and 
missing the target decision rule number 1 can be 
modified as follows: 
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where ? – area of uncertainty, where solution 
temporarily cannot be decided; k – allowable ratio 
of non-acceptance solutions, determined on the 
basis of statistical studies in the design phase of 
a real system detection. 

The main properties of the repeater of real 
GNSS-signals 

Change the scheme of the experiment (Fig. 4) as 
follows. Instead of a full-function spoofer will use 
repeaters (Fig. 10). In this case, the main function 
of the spoofer – the generation of false GNSS-

0
5

10
15

20
25

30

1 3 5 7 9 11 13 16 18 20 22 24 26 28 30

0

50

100

150

4 5 5 6 7 7 8 9 9 10 10 11 12 12 13

 
Fig. 9. The GNSS-signal repeater as the physical models of some properties of spoofer 
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signals is not possible. However, there remains an 
important property for the purpose of measuring the 
distance between two antennas TCM, connected 
with the fact that the repeater broadcasts a GNSS-
signal via one antenna, unlike the GNSS-signal 
a plurality of antennas in normal navigation. Note 
that this change does not alter the properties (11, 14 
and 15), but changes the proof of Properties 1. 

For shielding of the electromagnetic waves  
a standard shipping container was used (Fig. 11). 

 
 

 
Fig. 11. The standard 10-foot sea container (10' Dry Freight 
Container) and experimental scheme: ↟ — installed on the roof 
of the container GNSS-antenna; through a hole of 5 mm diame-
ter cable is held in a container, the signal is amplified and 
transmitted by the transmitting antenna ↡ on the ceiling of the 
container; there is a navigator equipped with two antennas with 
receivers located on the floor of the container ↟ ↟; positioning 
results are entered into the computer, which is measured by the 
distance between the antennas navigators. 

The proof of property 1 for the use of a repeater 

The difference between pseudoranges ii ,2,1 ˆˆ    
from antennas A1 and A2 into NSi consists of the 
actual path of the signal from NSi into repeater and 
the actual path from the transmitting antenna to the 
repeater antennas A1 and A2 (Fig. 11), that is: 

 
 

  212spooferNS

1spooferNS,2,1 ˆˆ
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DDii








 (20) 

The conclusion of the proof of property 1 for the use 
of a repeater 

The decision rules spoofing detection (18 and 
19) has not changed. 

Conclusions 
This approach to modeling of some physical 

properties of the spoofer is described for the first 
time and allows you to proceed with the engineer-
ing design of real systems for spoofing detection. 
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