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Abstract

Currently, we are dealing with an increasing number of crisis situations. The Covid-19 pandemic,
the crisis on the Polish-Belarusian border and the war in Ukraine are examples of very serious crisis
situations that the Polish state must deal with. Optimal actions related to crisis response require
optimization of actions in each phase of crisis management. The first two of them: preparation
and prevention are of key importance for the functioning of crisis management entities and the
entire environment in the response phase. However, the effort and resources expended at this
stage must be based on the principles of economy. The main purpose of the research, the results of
which are presented in the article, is the choice and critical evaluation of selected methods useful
in the implementation of the process related to the proper identification, analysis and assessment
of the risk of threats. The article presents a scientific solution to research problems: Which crisis
threats currently impose the greatest risk? Which methods can be used to identify, analyze
and assess these crisis threats? Which of these methods can make it possible to use the latest
technological advances? How to adjust the pragmatics of conduct to effectively identify, analyze
and assess risks? The research process considers the latest technological achievements, including
artificial intelligence methods, the increase in computing power and its availability, as well as the
requirements stemming from the current complexity of the political and economic and social
environment. Methods of analyzing literature, legal acts, normative and available statistical data
were used. The outcome of adopting the utilitarian objective is to identify potential areas of change
in the approach to identifying, analyzing and assessing the risk of crisis situations in Poland.
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Introduction

We are currently faced with an increasing number of incidents of an emergency
nature, for which the development of prevention and combat procedures is
becoming an increasingly demanding task. The Covid-19 pandemic, the crisis on
the Polish-Belarusian border, the war in Ukraine, the Wagner group are examples
of very serious crisis situations that the Polish state must deal with. According
to research of the Public Opinion Research Centre (CBOS, 2013), as many as 12
percent of the respondents stated that the Poles were united by crisis situations,
misfortunes, great tragedies and catastrophes. The effect of activities executed by
entities responsible for the implementation of crisis management processes should
be that this community can operate effectively and achieves its goals in terms of
ensuring the conditions for survival and effective counteracting of situations of
this type. Actions related to crisis response requires the optimization of phases
of crisis management. The first two of them: preparation and prevention are of
key importance for the functioning of crisis management entities and the entire
environment in the response phase. However, the effort and resources expended
at this stage must be based on the principles of economy (Tworzydto, Gawronski,
2022). These effects can only be achieved with full knowledge of the risk of potential
crisis situations (OECD Policy Responses to Coronavirus, 2022). They need to
be known based on quantitative and very often qualitative methods (Gavurova,
Kelemen, Polishchuk, 2022). Effective implementation of this objective requires
proper preparation, including the implementation of risk management processes.

The processes of identifying, analyzing and assessing the risk of crisis events
are extensively discussed in the scientific literature (Kalbassi, 2016; Ahmad,
2019; Gizun, Avkurova, Hriha, Monashnenko, Akatayev, Aleksander, 2021). The
basic elements of these processes are well known. They are mainly derived from
proven risk management standards such as FERMA (Federation of European Risk
Management Associations), AS/NZS 4360:2004 or ISO 31000. Risk identification
understood as a process consisting in determining potential risks, causes and
sources of their occurrence, determining consequences and identifying entities
affected by a given risk, in addition to identifying the risk, consists of 5 basic
activities, which are: determining the causes of the risk, specifying the type of risk,
characterizing the identified types of risk, identifying potential consequences and
identifying entities affected by the risk (Kokot-Stepien, 2015). Very often the risk
identification process is greatly simplified. This simplification consists in using
a catalogue of threats. There are often threats listed in the national emergency
management plan (Kakol, Marczewski, 2016). Such action, on the one hand, allows
maintaining an appropriate level and standard throughout the country, and at the
same time carries a negative potential related to the possibility of ignoring new,
non-standard or subject to changes, consolidation or convergence threats. The
world, which has been changing extremely dynamically in the last decade, causes
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new threats to appear or those previously considered insignificant to start playing
a leading role. The data contained in the National Plan of Crisis Management —
KPZK 2021/2022 are a kind of preliminary guideline. It is a document that allows
further implementation of tasks related to the actual identification, analysis and
assessment of risk at the appropriate levels of crisis management. However, it is not
adocument that should fully determine the processes related to crisis management.
On pages 5-7 of this document, on the basis of criteria that are not fully verifiable,
some risks were considered to exist and others not, and a risk matrix was included
that rated them on a 5-point scale (minimal, low, medium, high, extreme). Even at
this stage of the analysis, the document has not been prepared in a way that meets
current needs and opportunities. This thesis is supported by two indicators. Firstly,
the scale used is typically qualitative and completely subjective. It is extremely
difficult to make economically rational decisions using such solutions (Skomra,
2017). The second indicator is the number of threats in particular areas of the
matrix. There can hardly be any risks in Poland that can be assessed as minimal.
There should be significantly more of them than the serious ones. As regards risks
assessed as low, we have only one risk. This means that persons responsible for
risk management in Poland focus their attention only on serious risks. This is an
action with positive effects. With limited resources, focusing attention on serious
risks is more economically beneficial. However, it has extremely serious drawbacks
in a changing world. The lack of monitoring of risks whose threat is minimal or
small means that any changes taking place in them are imperceptible to the crisis
management system in Poland. This makes it impossible to forecast, prepare for
changes and react in an efficient manner. Unfortunately, as research shows, this
is very often repeated at lower levels of crisis management (Kakol, Marczewski,
2016).

The next steps, i.e. risk analysis and assessment, have also been extensively
described in theliterature (Sheehan, 2019; Hassel, & Cedergren, 2021). Risk analysis
understood as a fundamental element of risk management in the organization,
allows the creation of information necessary to make the right decisions (Szlachcic,
2014). As part of the analysis, the risk should be precisely defined, establishing
its causes, scope, limits and specifying the type of possible threats that may
affect the achievement of objectives set by the entity (Szlachcic, 2014). We know
how to analyze risk, we are familiar with quantitative and qualitative methods.
Unfortunately, this process is now often underestimated. Paradoxically, this is
an extremely important process for the use of modern technologies, as will be
shown later in the article. Risk assessment is possible with the use of quantitative,
qualitative and mixed methods (Shurda, 2020). There are a number of studies
indicating that, depending on the situation, in order to maintain the economy of
the procedure and demonstrate the legitimacy of spending resources, quantitative
methods may prove to be the most appropriate (Aven, 2016). What is more, in
crisis management in Poland, situations where quantitative methods are used for
the purposes of risk analysis and assessment are extremely rare. An example is part
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A of the National Crisis Management Plan 2021/2022. In the part of the document
entitled “Characteristics of hazards and assessment of the risk of their occurrence,
including critical infrastructure” has no single quantified value. In practice, the
proper assessment of the risk of hazards has been completely omitted (Krajowy
Plan Zarzadzania Kryzysowego aktualizacja, 2021/2022).

To summarise, the universality and availability of scientific sources in risk
identification, analysis and assessment does not translate into application and
changes in crisis management processes. They are considerably dispersed and
concern detailed and specific elements. Their practical application requires
consolidation and creation of complete procedures.

Methodology

The main purpose of the research, the results of which are presented in the article,
is to select and critically evaluate selected methods useful in the implementation of
the process related to the proper identification, analysis and risk assessment of crisis
threats. This goal has been decomposed into specific cognitive, theoretical and
utilitarian goals. The research allowed a scientific solution to the defined research
problems: Which crisis threats currently pose the greatest risk? Which methods can
be used to identify, analyze and assess these crisis threats? Which of these methods
can make it possible to use the latest technological advances? How to adjust the
pragmatics of conduct to effectively identity, analyze and assess risks? The research
process takes into consideration the latest technological achievements, including
artificial intelligence methods, the increase in computing power and its availability,
as well as requirements of the current complexity of the political and economic
and social environment. Methods of analyzing literature, legal acts, normative and
available statistical data were used. The effect of implementing the utilitarian goal
is to identify potential areas of change in the approach to identifying, analyzing
and assessing the risk of crisis situations in Poland.

Results

The Act of April 26, 2007 on crisis management (Polish Journal of Laws/Dz.U. of
May 21, 2007, No. 89, item 590, as amended) sets up a crisis management system in
emergency situations that requires specific actions by government administration
bodies and local government bodies in situations where there are no grounds yet
for introducing one of the states of emergency.

The Act specifies the competent authorities responsible for crisis management,
and defines their tasks; rules of operation in a crisis situation, as well as the
principles of financing crisis management tasks (Ciekanowski, Nowicka, Wyrebek,
2017).
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We define Crisis Management as the management of an organization (system)
under pressure, which we resolve in tense situations. These activities are intended
to prevent, counteract and react in the event of a disruption. The current definition
of crisis management is limited to dealing with any threat to internal security. These
situations may include: risk, tension and security risk. Model crisis management
is aimed at counteracting threats, preparing for such a situation in the event of its
occurrence, maintaining this situation and restoring stability. An important aspect
is the fact that crisis management applies to fires, natural disasters and all threats
that may paralyze social life (e.g. pandemics, terrorist attacks, natural disasters, etc.).

1. When preparing an effective anti-crisis program, you should answer four

questions.

2. What has caused the previous crisis? What has caused the current crisis?

What problems can arise if the current situation is not resolved?

3. Were there any warning signs signalling the occurrence of a crisis situation?

4. What is the complexity of the technical, human and organizational factors?

5. Which parties are affected by crises (Mitroft, Pearson, 1998)?

In the earliest phase associated with a crisis situation, what matters is the rapid
detection of indicators that point to the possibility of the first signals emerging. The
next step is to prepare and take up preventive measures. These primarily include
tasks related to the preparation of operational activities and all management
structures to identify defects that can still be corrected.

In the Republic of Poland, the two most important documents that define the
boundaries of crisis management are the Constitution of the Republic of Poland of
April 2, 1997, and the Act of April 26, 2007 on crisis management.

As a fundamental law, the Constitution describes security issues, including
three types of emergencies:

o Martial law,

o State of emergency,

o State of natural disaster.

The main type of threats are unacceptable ones, i.e. threats to life, health or
the environment, against which autonomous action by services and inspections
should be taken (Siekiewicz-Malyjurek, 2015).

Atthe moment (July 2023) there are many crisis situations with a high probability
of occurrence and potentially serious consequences. The most important of them
are as follows:

1. COVID-19 pandemic or a virus with similar characteristics/mutations

- Despite progress in the fight against COVID-19, there is still a risk of
further waves of infections, virus mutations and the emergence of new,
more infectious variants. The pandemic has a huge impact on human health
and life, as well as on the economy and social life.

2. Climate change - Rising temperatures, extreme atmospheric phenomena,

drought and floods have a negative impact on the lives of people and animals



252 Zeszyty Naukowe SGSP 2023, No. 87

and on the natural environment. These effects will only become intensified
as the climate continues to warm up further.

3. Armed conflicts - Armed conflicts continue in many regions of the world,
with tragic consequences for the civilian population. The aggravation of
conflicts may lead to escalation and further destabilization of the situation.

4. Cyberattack - Increased dependence on information technology and the
development of cybercrime mean that there is a high risk of a cyberattack,
which can lead to serious economic, social and political consequences.

5. Extremism and terrorism - The threat from extremists and terrorists
remains high and their actions have the potential of causing massive damage
and loss of life and property.

6. Spreading widespread disinformation by the total opposition before the
parliamentary elections in October this year intended to destabilize the state
and conflicts of citizens.

It should be borne in mind that due to the tense international situation,
some of the indicated threats may be initiated, directed and supported by hostile
states. This means that their likelihood and effects, mainly in terms of scale, may
be disproportionate to events of this type that the Polish state has dealt with
so far. It is important to carry out the processes of decomposition of the listed
threats. A cyber-attack on a country’s critical infrastructure can be preceded
by information-gathering and capacity-building activities designed to paralyse
structures to counter such threats, such as NASK, CERT or CSIRT. Ongoing
identification and supervision should lead to effective identification of hostile
activities and changes in risk management processes, e.g. related to risk assessment
and the control methods used. This is extremely important because changes in
the level of risk can be exponential. Economy in the selection of control methods
leads to profits and proper resource management, but at the same time may be
a huge weakness and consequently requires constant monitoring of the risk level
of threats and immediate changes.

A proper response of the State to the above-mentioned threats requires an
efficiently functioning crisis management system. Proper identification, analysis
and risk assessment is a necessary condition for the operation of the crisis
management system. Identification requires a number of deliberate actions based
on verified research methods. It is necessary to perceive the state and the nation
as an element of a complex global system, where many of the key models allowing
effective forecasts contain variables concerning phenomena outside Poland. Such
an approach may allow proper identification and diagnosis of threats. Threat
identification should be carried out at many levels. A risk that affects an individual
element of the system (low level) does not necessarily affect the whole system in
the same way. In turn, a risk significant for the entire system will propagate to
lower levels (Mlodzik, 2013). Therefore, it is important to identify and monitor all
threats, including risks of a currently low level. Changes in the level of probability
or effects of insignificant risks may cause them to become significant, and trends
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of changes diagnosed earlier allow effective prevention of their intensification.
Paradoxically, changes in the level of risk of minor threats may also be a prelude
to changes taking place in serious threats. A comprehensive approach to the entire
system allows maintaining better awareness of the threats that surround us. Those
responsible for the hazard identification processes should not omit threats that are
insignificant or difficult to assess, as the entire risk management process does not
gain anything from it, and the losses may prove to be irreparable (Renn, 2020).
Another element of the process is an analysis of already identified threats. Its
purpose should be to identify and validate variables relevant to understanding the
identified risks. “Description and understanding” should now lead to the creation
of good quality forecasting and simulation models of the described phenomena,
so that it is possible to use modern decision support tools and thus effective,
repeatable and high-quality operation. The risk management process for civil,
rescue and emergency planning is implemented in many countries. It is possible
to use diverse proven methodologies already developed in developed countries,
such as the Multi Hazard Identification and the Risk Assessment (USA), the
All-Hazards Risk Assessment Methodology (Canada), DEMAs Model for Risk
and Vulnerability Analysis (Denmark), A National Risk Assessment for Ireland
(Ireland), the Method of Risk Analysis for Civil Protection (Germany). All of them
have been discussed in detail in the literature. It is also certain that the methods
used must and do make extensive use of data and are methods that combine
quantitative, qualitative and mixed issues. Despite the increasing possibilities in
the field of data collection and processing, including the use of artificial intelligence
mechanisms, quantitative methods may turn out to be insufficiently accurate due
to the available data. However, they cannot be underestimated, and the approach
indicating that the identification of threats should be exclusively qualitative, based
mainly on expert methods supplemented only to some extent with statistics and
historical data, is incorrect. What is more, it should be borne in mind that the
literature lacks studies that would indicate the current probability of occurrence
of individual crisis situations. There is no shortage of information on the EU’s
response to crises and building resilience on both the RCB and European Council
websites, but there are no quantitative data representing the level of risk (https://
www.consilium.europa.eu/pl/policies/eu-crisis-response-resilience/). It is obvious
that risk estimation (assessment) is crucial to building resilience. It allows choosing
the right methods of risk control and spending the right resources. Many scientific
publications indicate the advantages of quantitative methods in the implementation
of threat forecasting tasks, e.g. “Expert-mathematical method as a tool supporting
forecasting and scientific solving of complex tasks” (Zajac, 2013). In the article, the
authors describe the expert-mathematical method as a tool intended to support
forecasting and scientific solving of complex tasks. They indicate the superiority of
forecasting by quantitative methods over qualitative ones in the context of solving
complex problems. Regardless of the need to complement quantitative methods
by qualitative methods, for the purposes of many decision-making processes, the
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former should not be omitted. This principle is often adopted in public finance
management. According to it, expenditure decisions should be made based on
reliable and credible numerical and quantitative data. This has been included
in many legal acts in force in Poland (Polish Journal of Laws/Dz.U. from 2021,
item 2414). For the proper implementation of crisis management processes in the
prevention and preparation phases, it is therefore necessary to attempt to quantify
the risk of individual threats. In order to properly assess the risk of threats, it
is necessary to have the right data at disposal. Both historical and current data
are needed. Sample historical data are quantitative ones on variables related to
the causes of events, the events themselves, impacts, reconstruction costs, etc.
(Vujatovi¢, Milanovi¢, Janji¢, 2022). Furthermore, assessing the effectiveness of
risk management measures and actions taken in the response phase also requires
quantitative data (Hassani, Silva, 2015). The need to collect a wide spectrum of
data is also indicated by the authors of “How to Choose the Right Forecasting
Technique” published in Harvard Business Review. In fact, to conduct high-quality
analytical processes, all possible information on the entire environment of crisis
events should be compiled. This applies not only to those directly related to the
ones listed above, but also indirectly, and even those for those these relationships
are not obvious. The analysis of such amounts of data will soon be not only possible,
but also efficient. On the other hand, this amount will have a positive impact on
the quality of assessments and forecasts (Alpaydin, 2010).

Discussion

Theamountand type of data currently necessary to replace or supplement qualitative
methods with quantitative methods requires the use of information systems and
methods of artificial intelligence. The conducted research clearly shows that the
main factor that determines effective actions related to identification, analysis and
risk assessment of crisis threats is the consolidation of current data sources into
asingleresource, onthebasisof whichitwillbe possible to perform complexanalyses,
also using artificial intelligence (Rodriguez-Rodriguez, Rodriguez, Shirvanizadeh,
Ortiz & Pardo-Quiles, 2021). Regardless of how it is structured and which of its
elements will be located in individual resources, perhaps geographically dispersed,
the central system must be able to access them all. Setting up a nationwide central
crisis management information system, identifying its existing elements, creating
new ones, integrating and preparing appropriate tools for the right recipients is
crucial for efficient functioning in today’s world. The existence of independent
information systems: voivodeship (provincial), poviat (county) and commune is,
on the one hand, a symptom of high resourcefulness of decision-makers, and on the
other hand, the weakness of the system and the inability to operate in accordance
with current standards. As it has been shown, there are a number of ready-made
solutions that will allow establishing high-quality tools for identifying, analyzing
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and assessing the risk of threats in this type of system. It is certain that changes
associated with the scale will not be a revolution, but rather a certain adaptation
that we have observed in adapting the capabilities of Polish information systems
to the needs of the Covid-19 pandemic. Paradoxically, some of these changes are
already being implemented. The hope is that this adaptation will be fast enough to
ensure operational efficiency in the coming crises. Regardless of the conclusions
presented, given research limitations, the article is only one of numerous voices in
the discussion, pointing to the need for not only systemic, but also mental changes.
The way management understands needs and conceptualizes requirements in
crisis management processes is the first and necessary step (Errida, Lotfi, 2021).
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ASPEKTY IDENTYFIKACJI, ANALIZY | OCENY ZAGROZEN O CHARAKTERZE

KRYZYSOWYM W KONTEKSCIE NOWYCH WYZWAN DLA BEZPIECZENSTWA POLSKI
Abstrakt

Niniejszy artykul pokrétce opisuje i wyjasnia zdarzenia o charakterze sytuacji kryzysowych. W ar-
tykule jest wiele odnosnikéw do wojny w Ukrainie czy kryzysu migracyjnego na granicy polsko-
-bialoruskiej. Opisano procedury zapobiegania i zwalczania wynikajacych sytuacji kryzysowych.
Celem artykulu jest wykazanie wymagan i obowigzkéw, do ktérych zobowigzane jest panistwo
polskie i wszystkie jego organy w celu zwalczania sytuacji kryzysowych. Gléwnym celem przed-
stawionych badan byla: identyfikacja, asymilacja i krytyczna ocena wybranych metod przydatnych
w realizacji procesu zwigzanego z wla$ciwa identyfikacja, analizg i oceng ryzyka zagrozen o cha-
rakterze kryzysowym.

W procesie badawczym zastosowano najnowsze osiagniecia technologiczne w tym metody sztucz-
nej inteligencji. Artykul prezentuje metode analizy literatury, aktéw prawnych, normatywnych
oraz dostepnych danych statystycznych. Wykazano potencjalne obszary zmian w zakresie podjecia
do realizacji identyfikacji, a takze analizy i oceny sytuacji w kryzysach.

Stowa kluczowe: zagrozenia, bezpieczenstwo Polski, sytuacje kryzysowe, wojna w Ukrainie, sztab kry-
zysowy, zarzadzania ryzykiem, analiza i ocean zagrozen








