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Abstract

This article addresses an integrated safety anarise@nalysis approach of hazardous industriahtslaand
systems of critical infrastructure. Nowadays du@dw hazards that emerge there are opinions am@uegts
that these issues require an integrated approalite icycle, from the design concept, through tlesign and
operation of the plant, to its decommissionings proposed to start from an interesting methodplogpwn as
the security vulnerability analysis (SVA) developged hazardous plants of chemical industry. It &sdd on
rings of protection concept to secure widely uniterd assets. This concept seems to be compatitidayer
of protection analysis (LOPA), which is consisteiith functional safety concept of the control amdtpction
systems including cyber security aspects. It isimed how to use these approaches in an integrassdfor
safety and security analysis of hazardous indugtigats and systems of critical infrastructure.

1. Introduction release prevention studies. However, on September
N 11, 2001, this possibility became of greatly insesh
Nowadays the reliability and safety related .qncern. P Y g y

imilar events can be considered for other CI

assessments are not sufficient for decision makina%
ystems [21]. Some of them, e.g. power plants and

within management systems of hazardous industri
plant and systems afritical infrastructure (CI). In  gjactric grid distributing electrical energy in easof

addition the security-related aspects have 0 Dg,crouts of various extent can negatively inflenc
carefully considered. They include phy5|_cal segurit functioning of other systems and safety and/or
of hazardous plants and technological installations

: ecurity of individuals and local society. Therefor
and cyber security of the computer systems anci

_ .some frameworks are proposed for vulnerability
Fr:gsgéag?;]?sbl[i] control and protection systems iNgggessment of electric power systems [4], [6]afd]

. - _ in particular of smart grid security [7], [28].
The = security vulnerability —analyss  (SVA) \mportant roles in the CI systems play nowadays
methodology [27] has been developed to allow

, e Wcomputer systems, access control systems, and
companies to evaluate the vulnerability of their 5q-ammable control and protection systems that in

chemical sites to terrorist attack or other malisio -2 qdous plants reduce risks of abnormal stats an
acts and, based upon that assessment, t0 plgfaior accidents [20]. These systems are more e les

enhanced security where appropriate. The high,,inerable on potential attacks, in particular aybe
consequence events that are possible from maliciougacks  Therefore. the security of information

acts at chemical sites should be considered irgdesi storage and transmission in such systems and

and operation of these sites. between them is becoming now of increasing
The possibility of a terrorist attack on a planatth  .j,cern [16]-[18], [23], [24].

manufactures or handles chemicals and dangerg ,ain difficulty in integrating the safety and

substances has been not fully considered in Chemic%ecurity analyses and assessments is the fathéat
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consist of two different kinds of requirements [Bl. to the operating company [25]. This kind of access
case of programmable control and protection systemsvill go through a number of networks used for other
the security management is aimed at the protecfion purposes, including partly the open Internet. This
assets such as: information, data, computer andaises a number of security issues, ultimately
peripherals, = communication equipment andthreatening the safety integrity of SISs [18].
installations, power supplies, system and appbticati This article deals with current challenges and
programs, etc. [13], [18], [25]-[26]. In this cagtee = methodological issues of integrating the safety and
risk is associated with some categories of generall security analyses concerning the hazardous plants
understood objects (including data and softwareand CI systems. In particular it concerns integrate
modules) that have to be protected with regard tcanalyses of the functional safety and securityhef t
required levels of such attributes as [2]-[3], [14] programmable control and protection systems of

[16]: hazardous installations. The objective is to recagn
- confidentiality: ensuring that information is some existing approaches for such analyses and
accessible only to authorized users, propose directions of research in the domain.

- integrity: safeguarding the accuracy and
completeness of data and processing methods, 2. Safety and security vulnerability analysis of
- availability: ensuring that authorized users have hazardous plants

access to the system and associated assets when ) o .
required. 2.1. Concept of security vulnerability analysis

The potential causes of losses are threats, Whibh M e hazardous industry is nowadays faced with the

be natural, technical or human intentional and theyiqrtant need to assess whether current security
should be included in the security oriented risk

| he role of ing th e measures effectively address new and unforeseen
analyses. The role of protecting the assets ofa@ste  patore threats, and make enhancements as regaired t
including information, is especially important when

) ~'" provide for the safety of the public, workers, @hd
the control and protection systems are decentrilize g, ironment. Security improvements may be needed,
and use different data communication channels [16]

- especially at sites that pose a more attractivgetdo
On the other hand, the functional safety can b P y P o=

- i @ntentional malicious acts, in particular terrorist
considered as a part of general safety, which d¥pen 4acks due to their economic importance, perceived
on the proper response of the control

] trol - and/orjg e of consequences, and other factors [27].
protection systems. The concept of functional gafet Chemical security has to be balanced with other

was _formul_ateql in international standards [11]-[12] objectives, and has to be commensurate with the
and is applied in the process of design and operati eat and likelihood of occurrence. The security
of safety-related electric, electronic and  ana0ement process requires a systematic approach

programmable electronic (E/E/PE)systems [11] or ¢4 analyzing risk of these issues. The procesgdas
safety instrumented systems (SISs) [12] in case of gj

X ... identify the potential threats facing the site, lpra
process industry. These systems perform specifiedhq, intentional acts may be carried out, and assess
functions to ensure that the risks are reduced an hether countermeasures are sufficient
then maintained at acceptable levels [20]. '

. : ) . According to SVA [27] the potential events and
Two different kinds of requirements are specified t consequences of interest include:

ensure an appropriate level of functional safely [9 ") osg of containment of hazardous chemicals on

- the requirer_nents imposed on the performance of 4 plant site from intentional damage of
safety functions, _ . equipment or the malicious release of chemicals,

- the safety integrity requirements (the probab|I|Fy which may cause multiple casualties, severe
that the safety functions are performed N yamage and public or environmental impacts;

a satisfactory way within a specified time). — Chemical theft or misuse with the intent to cause
The requirements concerning performance of safety ¢\ are harm at the facility or offsite:

functions are determined with regard to hazards_ ~,ntamination or spoilage of site products to
|dent|f|_ed ar_1d potential acuder_]t scenarios, whhle cause worker or public harm on or offsite:
safety integrity level (SIL) requirements stem ffom _ npegradation of assets or infrastructure or the
the results of the risk analysis and assessmemigtak 1 qiness function or value of the facility or the
into accounted the risk criteria specified [3],,[7] entire company through destructive acts.

[14]. . . The consequences of a security event at a chemical
The SISs are especially important for the safety Offacility are generally expressed in terms of acute

industrial hazardous installations. They contributep,51th effects (e.g., fatality, injury), propertgrdage
often in integrated operations and there is a rieed %Evironmental effects, etc. This definition of

remote access to such systems from vendors extern nsequences is the same as that used for actidenta
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releases, and is appropriate for security-relatedarget (Ar) is an estimate of the real or perceived
events. The key difference is that they may involvevalue of a target to an adversary. For terroristcis,

effects that are more severe than expected witltertain assets are likely to be targeted more than
accidental risk. Some examples of relevantothers since they better accomplish the terrorist's

consequences in a SVA include [27]: objectives. Possible target attractiveness fa¢fits
— Public fatalities or injuries; — Potential for mass casualties/fatalities;
— Site personnel fatalities or injuries; — Extensive property damage;
— Large-scale disruption to the national economy,— Proximity to national asset or landmark;
public or private operations; — Possible disruption or damage to company critical
— Large-scale disruption to company operations; infrastructure;
— Large-scale environmental damage; — Disruption of the national, regional or local
— Large-scale financial loss; economy or infrastructure;
— Loss of critical data; — Ease of access to target;
— Loss of reputation or business viability. — Extent of media interest;
The estimate afonsequences (C) may be differentin  — Company reputation and brand exposure;

magnitude or scope than is normally anticipated for— Iconic or symbolic target.
accidental releases. In the case of security event®uring the SVA, consideration may be given to
adversaries are determined to find vulnerabilitied  a qualitative rough estimate oftArather than to
to make an attack to maximize damage. attempt to calculate the actual likelihood that an
adversary will attack a particular target, sinces th
Threat (T) can be defined as any indication, calculation is not easily performed due to a latk o
circumstance, or event with the potential to causedata. Surrogate factors can be used to relativai r
loss of, or damage to an asset. It can also beeatkfi targets as more or less attractive to adversaatbenr
as the intention and capability of an adversary tothan to use dikelihood of adversary attack (La)
undertake actions that would be detrimental toestimate, which is a factor that is sometimes used
valued assets. Sources of threats may be catedorizesome security vulnerability analysis models [27].

as [27]: Another likelihood factor to consider during an SVA
— Foreign organizations/governments; is the likelihood of adversary success (Las) in

— Disgruntled employee or contractor; causing a catastrophic event (mathematical
— Criminal, complement of protection system effectivenesg}. L
— Violent activist; is an estimate of the likelihood that the existing
— Terrorist (political, religious, environmental). security countermeasures will be overcome by the

Adversaries can be categorized as occurring fromattempted attack.

three general groupsnsiders, outsiders or insiders ~ There are numerous subfactors involved in the
working as colluders with outsiders. analysis of lxs and so this factor is also difficult to
Depending on the threat, the analyst can determinguantify. Alternatively, the SVA team can use their
the types of potential attacks and, if specific judgment to analyze the threat, vulnerabilitiesd an
information is availableiftelligence) on potential countermeasures to determine the ability of the
targets and the likelihood of an attack, specificadversary to achieve success.

countermeasures may be taken. Countermeasures are actions taken to reduce or
Next unique term of interest wslnerability (V) [27], eliminate one or more vulnerabilites. The
which is any weakness that can be exploited by an countermeasure may also affect the threat(s) finten
adversary to gain unauthorized access to an asseaind/or capability) as well as the value of an aeset
Vulnerabilities can result from, but are not lindt, set of assets. The cost of a countermeasure may be
management practices, physical security weaknesses, monetary, but if the countermeasures are not
or operational factors. employed there may also be honmonetary costs such
In an SVA, vulnerabilities are evaluated either byas reduced operational effectiveness, adverse
broadly considering the threat and hazards of theublicity, unfavorable working conditions, and
assets they could attack or affect (which is refiéto  political consequences.

as the asset-based approach to determining Countermeasures include hardware, technical
vulnerabilities), or analyzed by considering mud#ip systems, software, interdictive response, procedures,
potential specific sequences of events, which é th and administrative controls. Some countermeasures
scenario-based approach. are based on successful recognition and actions by
Not all targets are of equal value to adversaaed, humans, while some operate independently of human
this distinction is another factor that influendbe  input.

likelihood of a security eventAttractiveness of
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During the SVA process, an assessment will be made auditable, i.e. its effectiveness in terms of
of the effectiveness and reliability of the consequence prevention and probability of failure
countermeasures  against the threats and on demand (PFD) has to be capable of validation
vulnerabilities of the assets. If deemed necessary (by documentation, review, testing, etc.).

based on the level of risknhanced countermeasures ~ An active PL generally comprises: a sensor of some
may be considered for ways of improving the type (instrument, mechanical, or human), a decision
existing security systems. Examples of such countermaking element (logic solver, relay, spring, human,

measures include: etc.), and an action element (automatic, mechanical

— Physical security; or human).

— Access control; As it is illustrated inFigure 1 an abnormal situation

— Loss prevention, material control and inventory occur due to a combination of equipmdatiures
management; (F), humarerrors (E), procesglisturbances (D) that

— Control room security; can lead to annitiating event (IE). The range of

— Crisis management and emergency response;  internal and external consegquences (C)losses (L)

— Policies and procedures; will depend on functioning and dependability of the

— Information/cyber security; protection layers (PLs) specified in this figure.

— Intelligence. Thus, the SVA team can make use of more formal

Security risk reduction at a site may include the methods of analysis, such as the LOPA, or faudt tre

following strategies [27]: analysis to judge the adequacy of sufficient

1. Deter, detect, and delay principles. independency of the PLs to the risk of an accitant

2. Physical or cyber protection layers of protectiona given scenario. This concept is based on the idea
and rings of protection. that for an undesired event to occur (accidental or

3. Procedures and administrative controls. malicious), a number of protective features and

4. Inherently safer systems, to the extent that theycountermeasures must fail, assuming that apprepriat
can be designed and installed practically,layers (or barriers) have been designed into the

particularly for existing processes. process or site [27].
However, these systems and layers of protection
2.2. Layersof protection should be functionally and structurally independent

, , , _ however, it is not always possible in industrial
Hazardous industrial plants are designed according practice, due to e.g. sharing of common elements,

a concept otlefense in depths using several barriers ;4 erse technical and environment factors, the

(protection layers). Designing of a safety-related;nf ,ence of latent defects or human errors, and
system is based on the risk analysis and assessmen eaksafety culture [20].

to determine requiredsafety-integrity level (SIL),
which is then verified as regards random failures i ::>
the probabilistic modeling process [11]-[12]. It is /
important to include in probabilistic models potaht '::}/
dependencies between events representing equipment | [~ 3 Alam system (AS) and operator action
failures and/or human errors [20]. 2. Control and monitoring (BPCS)
Figure 1 shows typical layers of protection of in
a hazardous industrial plant. An interesting

5. Relief devices / physical protection \

4. Safety instrumented system (SIS/ESD)

1. Installation ,

methodology for preliminary risk analysis and PFI/?SSEESS
safety-related decision-making is thkyer of \\ X

protection analysis (LOPA) methodology [11], [22]. N C/L Internal
The protection layers that includeasic process C/L External
control system (BPCS), thealarm system (AS) F-failures, E-errors, D-disturbances, IE-initiatiegents
human operators and safety instrumented system C-consequences, L-losses

(SIS) performing e.g. a function oémergency  Figure 1. Typical protection layers in hazardous
shutdown (ESD). Theprotection layer (PL) should  iqustrial installation

be [22]:

- effect!ve in prevgnting the consequence when ity 5 Rings of protection
functions as designed,

- independent of the initiating event and the A different concept is that of concentric rings of
components of any other PL already claimed forprotection. The fundamental basis of this concept i
the same scenario, that, if possible, the most important or most

vulnerable assets should be placed in the center of
concentric levels of increasingly more stringent
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security measures. In the concept of rings ofthe control room simultaneously, or the simultargeou
protection, the spatial relationship between thebypass of multiple protective features of process
location of the target asset and the location ef th control systems. Some particularly motivated
physical countermeasures is important [27]. adversaries might commit suicide attempting to
For instance, where feasible, the control room ofbreach the security layers of protection [27].

process installation should not be placed right t®x An important objective of the control room and
the building’s reception area, but rather, it sddo¢  systems security is to establish physical secuaumy
located deeper within the building. If @ntruder procedural control measures to provide for the
plans to reach the control room, he would have tointegrity of control rooms, distributed control
penetrate numerous rings of protection, such asystems (DCS) and process logic controllers (PLC).

a fence at the property line, a locked exteriorrdan A key feature in the overall system security progra
alert receptionist, an elevator with key-controlled is to rigidly restrict access to the system itséib.
floor buttons, and a locked door to the controlmoo accomplish this, management must rely heavily on
Examples of typical rings of protection and their control of physical space and physical connections.
component countermeasures are showkigare 2. It is necessary tgorovide additional and robust
barriers for the control rooms, and not allow
uncontrolled items and materials to be brought into
the control room. Access to the process control

Outer ring of equipment should limited to authorized personnel
protection only and the control systems themselves should have
S— appropriate password protection and other protectiv

RS features (e.g., firewalls). Remote access via modem

should be strictly limited and should have addiion

Inner ring of entry controls and appropriate encryption schemes.
protectior The objective ofinformation/cyber security is to

protect critical information systems including
.Z“ﬁéiiiiﬂi‘.\am Fh hardware, software, infrastructure, and data from
C/L Externa loss, theft, or damage.
IA-intentional action, A-attack, |E-initiating even In a hazardous chemical facility, protecting
C-consequences, L-losses information and computer networks means more than

safeguarding a company’s proprietary information
and keeping the business running, as important as

The outer ring in this figure may include [27]: those goals are. It also means protecting chemical
lighting, fences, entrancelexit points, bollards processes from hazardous disruptions and preventing
trenches, intrusion detection sensors and smart  unwanted chemical releases [27].

alarming, guards on patrol at property fence line, . .

etc. 3. Methodsfor functional safety and security

The middle ring may include for instancesscort of ~ analysis and management

visitors, locked doors, receptionist, badge checks,
access control system, window bars, parce . :
inspection, turnstiles, etc. systemsfor implementing safety-related

The inner ring may include such technical and functions

organizational solutions as [27Rlert personnel,  |ndustrial plants are equipped with complex
door and cabinet locks, visitor escort policies,  programmable control and protection systems
document shredding, access control devices,  pperating nowadays within a computer network. For
emergency communications, Secure computer rooms, designing such systems a functional safety concept
network firewalls and passwords policy, etc. [11] is more and more widely of interest, to be
implemented in various industrial sectors, inclgdin
In the case of malicious acts, the layers or riafs the process industry [12].
protection must be particularly robust because thgjowever, there are still methodological challenges
adversaries are intentionally attempting to breééeh  concerning the functional safety analysis and
protective features and can be counted on t0 USganagement in the life cycle. They are relatedhéo t
whatever means are available to be successful. Thigsyes of potential hardware failures and software
could include explosions or other initiating events fayits, common cause failures (CCFs), functional
use of toxic gases to incapacitate all inhabitaits errors, organisational factors, security, etc. {29

Figure 2. Typical rings of protection

3.1. Programmable control and protection
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The primary objective of functional

management is to reduce the risk associated with

operation of hazardous installation to an acceptabl
level introducing a set of defined safety-related
functions (SrFs) that are to be implemented using

safety — parts of the communication channel are not

designed or validated according to IEC 61508
(black channel in Figure 3); in this case, the
measures necessary to ensure the performance of
the communication process shall be implemented

in the E/E/PE safety-related elements that
interface with the communication channel
designed in accordance with IEC 62280.

programmable control and protection systems.

The human-operator may contribute to realization of
given SrF through relevahtiman machine interface
(HMI) to be designed in relation to the functiorfs o
SCADA (supervisory control and data acquisition) The integration of safety-related software into the
system within DCSdjstributed control system), e.g.  E/E/PE safety-related system shall be carried out
the BPCS as shown Figure 1. according to item 7.5 of IEC 61508-3. Appropriate
The standard IEC 61511 [12] distinguishes two kindsdocumentation of the integration testing of the
of programmable systems, namely thasic process E/E/PE safety-related system shall be produced,
control system (BPCS) and thesafety instrumented stating the test results and whether the objectinels
systems (SISs). The BPCS is designed according tocriteria specified during the design and developgmen
the technical specifications determined for normal,phase have been met.

transient and abnormal situations, and the SISDuring the integration and testing, any modificatio
implements some SrFs important in case of potentiabr change to the E/E/PE safety related system shall
hazardous situations and major accidents, e.gbe subject to an impact analysis which shall identi

a function ofemergency shutdown (ESD). all subsystems and elements affected and the
necessary re-verification activities.

Also the SISs have to carefully considered as osgar
the data communication, especially in industrial
- o , distributed installations. They contribute often in
Dependability of data communication in safety jytegrated operation and there is a need for remote
function implemented using relevant transmissiongccess to such systems from vendors external to the
channels should be evaluated including SUChoperating company. This kind of access can go
a measure as the probability of undetected failure through a number of networks used for various
the communication process taking into accountpurposes, including even the open Internet. This
transmission errors, repetitions, deletion, inserti 5ises a number of security issues, ultimately

re-sequencing, corruption, delay and masquerad%reatening the safety integrity of SIS [25].
(when true contents of a message are not correctly

identified) [11]. 3.3. Idea of the evaluation assurance level

Element complies |[@— — — — — — . — . — . —. —. Element compli
with IEC 61508 Entire communication channel (includin with IEC 61508
interfaces) complies with IEC 61508

a) White channel

Interfaces complies with IEC 62286—
Element compliefg+—+ — - — - — - — . — . — . — . —. — | lj Element complies
with IEC 61508 Communication between interfaces with IEC 61508 -
has no safety requirement

b) Black channel

3.2. Requirementsfor data communications
in distributed control systems

As it was mentioned the standard [11] defines the
safety and security respectively follows:
- safety is a freedom from unacceptable risk, where
risk is a combination of the probability of
occurrence of harm and the severity of that harm;
security is concerned with the protection of assets
from threats, where threats are categorised as the
potential for abuse of assets.
The multipart standard ISO/IEC 15408 [14] defines
criteria referred often to as theommon criteria
(CC), used as the basis for evaluating the security
The techniques and measures necessary to ensure tpkoperties ofinformation technology (IT) products
required level of failure measure (e.g. the prolitgbi and systems. These criteria permit comparability
of undetected failure) of the communication processoetween the results of independent security
shall be implemented according to the requirementgvaluations. It does so by providing a common §et o
of part 3 of IEC 61508. Two approaches may berequirements for theecurity functions of IT products
applied: and systems and for assurance measures applied to
— the entire communication channel shall bethem during aecurity evaluation.

designed, implemented and validated according torhe CC is useful as a guide for the development of

IEC 61508 (hite channel in Figure 3), or products or systems with IT security functions and
for the procurement of commercial products and

Figure 3. Data communication channels [11]
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systems with such functions. For evaluation an IT value
product or system is known as aarget of evaluation Owners | wish to minimize
(TOE). The TOEs are for instanceoperating impose

systems, computer networks, distributed systems, and
applications.

The objective is to protect information from such that may be
failures asunauthorized disclosure, modification, or reduced by
loss. The categories of protection relating to these may be aware of
three types of failure are calledonfidentiality,

integrity, andavailability, respectively. The CC may | Threats agents

to reduce

also be applicable to some aspects of IT security —

outside of these three. oo thatincrease [ | to v
The CC concentrates on threats to that information _> Assets
arising fromhuman activities, whethermalicious or y
otherwise, but may be applicable to somsahuman wish to abuse and/or may damage

threats as well. In addition, the CC may be applied in
other areas of IT, but makes no claim of competenc
outside the strict domain of IT security [14].
The CC is applicable to IT security measures
implemented inhardware, firmware or software. ; X i
Where particular aspects of evaluation are intendeéDf tge (]E.C des_cnbed in part 3 of ISO/IEC 15408:
only to apply to certain methods of implementation,: Gﬁindg#cr:t:jooncrn?gr??sement’
this will be indicated within the relevant criteria " '

- Vulnerability assessment,
statements. - - Delivery and operation
The security function (SF) is a part or parts of the Li?e c 31e U %rt ’
TOE that have to be relied upon for enforcing Assur):amce n?efinte’nance
a closely related subset of the rules from the TOE Development. and '
security policy (TSP). The TOEsecurity function . Test P ’
(TSF)is defined as a set consisting of all hardware, :
software, and firmware of the TOE that must be
relied upon for the correct enforcement of the TSP
TOE security policy is considered as a set of rules
that regulate how assets are managed, protected a
distributed within a TOE.
Both sensitivity and criticality are related to the
security risk analysis. Main aspects of this arialys
are threat assessment and vulnerability assessment. : .

of security requirements.

Threat assessment is a process which identifies In Figure 5 a decomposition diagram for i
specific classes of adversaries that may perpdtrate vulnerability t is presented. IiTable 1 the

security-related events. It consists of adversary :
identification process and adversary charactednati evaluation assLrance Ievgl_s (EALs) from 1 to 7 are
which can be helpful in determining the adversary’spresemecl for Vl_JInerabll_lt_y assessment class _for fo
capabilities and motivationulnerability assessment assurance family positions distinguished in the
is useful to find existence of exploitable covert standard [14].

channels, the possibility of misuse or incorrect

configuration of the TOE [14].

The security concept outlined in the standard

ISO/IEC 15408 is shown ifrigure 4. Security is

considered with the protection from threats, where

threats are categorized as the potential for abfise

assets. All categories of threats should be coresile

but in the domain of security greater attention is

given to those threats that are related to malgcimu

other human activities.

é:igure 4. Security concepts and relationships [14]

The security assurance requirements (SAR) are
grouped into classes. There ar@sBurance classes

Each of these classes contains some members named
families, which group some sets of security
Ir]<aquirements. The members of given family are
components that describe a specific set of security
requirements and are the smallest selectable set of
security. The set of components in a family may be
ordered to represent increasing strength or capabil
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Class nam Families Component on the protected object in case of failutevel 2
NAR— — identifies important automated information systems.
assessment analysis Level 3 (high criticality) refers to the system which
failure, even for short period of time, lead todos
important assets.

Misuse Thus, the IT product or system considered should
have appropriate protection. This safeguard isthtri
SrengT 5TTOR cqnnegted with estimated Ievels_of sensitivity and
security function criticality. The strength of security level may be
determined also by a number of protection rings. Fo

Vainerabilty higher EALs the number of protection rings
analysis increases.

' - _ 3 The evaluation process establishes a level of
Figure 5. Decomposition diagram for vulnerability  confidence that the security functions of such

A4

A4

y

assessment class products and systems and the assurance measures
. applied to them meet these requirements. The

Table 1. Evaluation assurance levels (EALS) for evaluation results may help the designer and wser t

vulnerability assessment class determine whether the IT product or system is secur

enough for their intended application and whether

A Famil Assurance components by EAL . . . C e .
SSUTANCe Famly b T E A [ EALs | EALA [ EAS | EALG TEAY the security risks implicit in its use are toleeafl4].
Covert channel analysis 1 2 2
Misuse 1 2 2 3 3 )
Sirengh of TOE security funcio 1T [ 1 1] 1] 1] 1 3.4. I dea of the security assurance level
Vulnerability analysis 1 1 2 3 4 4

Another approach for security assessment for
Consecutive EALs can be characterised as followsndustrial automation and control systems might be

[14]: based on the standard ISO/IEC 62443 [13]. This
EAL1 — functionally tested, series of standards is organized into four categori
EAL2 — structurally tested, of documents:

EAL3 — methodically tested and checked, — General concept — relevant documents are
EAL4 — methodically tested, designed and reviewed, overarching in nature and apply to the entire
EALS5 - semi-formally designed and tested, series of standards and technical reports.

EALG6 — semi-formally verified design and tested, — Policy and procedure — these documents address
EAL7 — formally verified design and tested. the organizational aspects of policies and

procedures for cyber security.
The evaluation process establishes a level of- System — these documents address the system-
confidence that theecurity functions of products and level technical aspects of cyber security,
systems and the assurance measures applied to themincluding system design principles and system
meet specified requirements. The evaluation results capabilities
obtained may help consumers to determine whethe~ Component — these documents address the
the IT product or system is secure enough for their component-level technical aspects of cyber
intended application and whether the security risks security, including development processes and
implicit in its use are tolerable. component capabilities.
Determination of assetsengtivity and criticality, ~ The objective is to develop a comprehensive set of
such as information and data, is needed to proteatybersecurity standards fandustrial automation
them from unauthorizedisclosure, fraud, abuse or  and control systems (IACS) and critical
waste [14]. infrastructure (Cl). Unlike programs targeted at
Sensitivity is determined with regard to the type of specific industries, the initiative is applicabte &l
information. Level 1 applies to information that key industry sectors and critical infrastructure in
requires a minimal amount of protectiobevel 2 recognition of the interrelated nature of industria
(moderate sensitivity) can include information that computer networks in which cyber vulnerabilities
must be protectedLevel 3 consists of the most exploited in one sector can impact multiple sectors
sensitivity information that requires the greatestand infrastructure.
security protection. General Concept is applied to subjects that are
Criticality refers to processing capabilitidsevel 1 important to the understanding of the materialhia t
applies to automated information system including!SO/IEC 62443 series, and are fairly common in the
software and hardware that have minimal influence
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general area of cyber security. The following gaher
concepts have been identified:
— Security context,

In

foundational requirements which serve as a commo

Security objectives,

Threat risk assessment,
Security levels,

Security lifecycle,

Security program maturity,
Security palicies,

Defence in depth,

Security zones and conduits,
Role based access control.

addition to the general concepts, the first déad
in the series,

These requirementsinclude the identification,
classification, and assessment of risk taking into
account thesystematic identification, prioritization
and analysis of threats, wulnerabilities and
consequences. Specific requirements include:

Select a risk assessment methodology,

Provide risk assessment background information,
Conduct a high-level risk assessment,
Identify industrial automation and
systems,

Develop simple network diagrams,
Prioritize systems.

control

ISA-62443-1-1, defines a set of

& Integration of the functional safety and

frame of reference in the remaining documents én th SECUrity analysis and management
series. Thesfundational requirements are:
— ldentification and authentication control,

Use control,

These requirements are used for semi-formally

Systenvdata integrity,
Data confidentiality,
Restricted data flow,
Timely response to events,
Resource availability.

describing the security levels as well as to stmact

the technical

requirements on the system and

component levels.
A concept of security assurance level (SAL) is
introduced in this normative document. Four segurit

levels are distinguished (from SAL1 to SAL4). They
are assessed for each security zone of interasg) usi

the set of seven functional requirements [13].

The SAL is

concerning the control and protection systems which
is evaluated based on a defined vector of seven
requirements specified above for

foundational

relatively new security measure

relevant security zone:

SALZ{AC UC DI DC RDF TRE RA}

(1)

where:AC - identification and authentication control,
UC - use control, DI - data integrityDC - data
confidentiality, RDF - restricted data flowTRE -
timely response to evenfRA - resource availability.

Requirements
system given
characteristics
program, but

for an IACS security managemen
describes the

in part 2-1 [13],

and requirements for a securit

it allows individual organizations

flexibility in how to implement it. This is imponte

because some organizations already have wel

established security programs for the IACS.
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4.1. I ntegration concept of the safety and
security analysis

As it has been discussed in the system development
and operation in life cycle both safety and segurit
aspects should be considered and treated for
implementing in a rational way in industrial praeti

In Figure 6 an idea is illustrated for integrated safety
and security management of critical infrastructure
systems in life cycle.

Integrated safety and

security management
System safety System security
management management

Analysis of safety |
and security
environments Identification of threats
and vulnerability analysis
Applying system-
oriented approach

Soecification and ‘

integration issues Designing / redesigning

securityrelated functions
countermeasures

Identification of hazard%

and risk analysis

Safety-related

requirements and criterip

Security-related
requirements and criterig |

i

Designing / redesignin
afety-related functions!/
protections

Comparative risk
assessments

Analyses / assessments|o
risks, ranking of
dependencies and
countermeasures

Analyses / assessments of
risks, ranking of
vulnerabilities and
Evaluating of countermeasures
processes, ‘
monitoring and
assessing in life
cycle

Monitoring and data
acquisition of failures,
— procedures for the syste|
operation, planning of
tests and maintenanceg

Monitoring and data
acquisition of threats,
procedures for the systemm
operation, planning of
tests and corrections

3

Figure 6. Integrated safety and security analysis and
tmanagement of critical infrastructure systems

Although the concepts of the functional safety and

ysecurity of programmable systems are outlined in

respectively standards [11], [13], the security
ﬁechniques forinformation technology (IT) and
equirements for the IT management systems are
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described in the standard [15]. The security- designing adequate countermeasures including
techniques and evaluation criteria for IT proposed technical and organizational solutions for

standard [14] are outlined above. In the document effective risk reducing,

[10] there is discussed an interface between safety development of integrated safety and security
and security at nuclear power plants. policy for operation of hazardous installations,

As it is shown inFigure 6 there are two paths, computer systems and networks.

respectively, of the safety and security analysid a An example of industrial computer system and

management. In the middle of this figure there arenetwork is shown ifrigure 7.

blocks that may be treated as interfaces between

relevant analyses concerning the safety and sgcurit 4.2, Methods for integrated functional safety

They include: and security analysis

— Analysis of safety and security environments, o _

— Applying system-oriented approach, The classification of computerized systems networks

— Specification and integration issues, is useful for the integrated design and operation

— Comparative risk assessments, requirements with reference to general safety and

— Evaluating of processes, monitoring and security aspects. The industrial hazardous

assessing in life cycle. installations and CI systems with their safetytexia

control and protection systems can be classifiéal in

) Physicalsecurty insallaion o § three main categories [18]:

L Eroal et e ;gg"””’;l;";i I. Concentrated critical installations, e.g. power

B s Corporston vk [y | ‘ plant, refinery, chemical plant, etc.,

[senr | o | [[Fosamn | Il. Distributed critical installations, where protectio

B e e H o e and monitoring system data can be send by
! outside communication channels, e.g. oil or gas

i pipelines, energy systems,

[~ ] 1. Distributed critical systems, where protection and

! ¥ monitoring system data is to be sending by

[ 1 external communication channels, e.g.

R e e ¥ transportation systems like railway, road transport

o BB | tpcs monitoring arjq cqntrql, aviation systems, etc.

H Proposed classification is related to the datasfean
conduits between subsystems of given system.
Important data can be transmitted by: (I) an irdérn
network system for a first category system, (lings
Figure 7. An example of industrial computer system €xternal communication channels (e.g. stationary
and communication network networks, GSM, satellite communication) for

a second category system, or (lll) either solufmm

Described inChapter 3 methods are not integrated. @ third category system.

Additional research effort should be undertaken toTaking into  consideration outlined above

develop integrated, systemic oriented methodologyclassification of computerized critical systems the
for the functional safety and security analysis andmethod of integration safety and security is

management. In particular the following issuesproposed. Concentrated critical systems (e.g.
require attention to be considered to find solution chemical plant) using the internal network (e.g.
for implementing in the industrial practice: cable, Ethernet, optical fiber, etc.) require

- identifying existing and emerging hazards andindependent safety and security analyses, which

threats for distinguished categories of IT systemghtegration is at present also advisable for some
and their operation environments , solutions, especially for hazardous systems.

- probabilistic modeling of IT systems with regard When a critical system data transfer network cagisis
to safety and security aspects and development o®f external communication channel (Il or I
relevant risk models, category) the problem with integration safety and

- identifying more important technical and human, Security aspects occurs. It is especially important
organizational and environmental factors cases of designing and operating the SCADA system
influencing risks and vulnerabilities of computer in given hazardous distributed plant and some ClI

systems and networks, sys’_[ems. _ _
- integrated risk assessment with regard toAs it was discussed the modeling methods proposed

quantitative and qualitative information available, in the standards IEC 61508 [11] and IEC 61511 [12]
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do not fully include the computer network elements4.3. Distributed computer networ ks and
and communication conduits. Thus, the resultsdegigning rings of protection

obtained in the analysis of given safety-related _
function can be too optimistic. Several cyber security measures can be proposed for

A communication channel between controllers may™More secure operation of programmable control and

be treated in some cases as a hardware block witArotection systems, designed e.g. withiistributed
determined SIL. An example ofdliability block control system (DCS) of an industrial hazardous
installation. They are often design according to

diagram (RDB) for anindustrial computer : !

communication network is shown iRigure 7. It ~ @concept of protection rings [20], [22], [25]
requires careful defining of functional and Examples of suchrings are showrFigure 9.
probabilistic parameters of components and

communication conduits to obtain correct results of
probabilistic modeling to be useful for verifyinget
SIL of safety-related functions of interest.
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B | Consecutive rings shown iRigure 9 are designed
b i applying solutions as follows [20], [25]:
1 —Malware detection and prevention (including
antivirus and whitelisting),
2 —Patch management,

. . . 3—User account management (UAM)
Knowing from the risk analysis and assessment the -~ : .
administration of the operator and user rights for

required SIL (from SIL1 to SIL4) for given safety- role-based access control

rela_lted_functlon it is necessary to verify this SIL 4 —System hardening — adapting system from default
taking into account the security-related levels for to secure

communication conduits involved, e.g. SAL [13] or . . : ,
EAL [14]. Depending on level of securityow, 5 Flrew_aJIsandwrtuaJ prlvaIenet'work(VPN),
: : . , 6 —Security cells (secure architecture based on
medium or high (seeTable 2) in relation to the EAL K . includi Militarized
or SAL it is necessary to verify the SIL as shown f networ segme_ntatlon) Inclu m_@e llitariz
Zone: DMZ (perimeter network), i.e. additional

systems of category Il (lll). For low level of seity oo A o
(EAL 1 or 2; SAL 1) the SIL would be reduced. I(aL)c/)((a:;I?Af\rzzCNuertlxorIE) an organization within LAN

7 —Politics and procedures (including the security
management process, operational guidelines as
well as business continuity management and
disaster recovery),

Figure 9. Examples of protection rings within

g4 .| distributed control system

22
CNETS

Figure 8. RBD model of an industrial computer
network with communication conduits

Table 2. SIL that can be claimed for given EAL or
SAL for systems of category Il (IlI)

41

Determined Verified SIL for category Il (111) - ) .
security functional safety An additional ring can be als_o dr.awn for repreg@tl
Level of measure of physical security, i.e. a protection for
EAL|SAL . 1 2 3 4 i i i
security| preventing ph_y3|cal access of intrude to the contro
111 -() | sIL1 () |sIL2 (1) SIL3 (2) and/or protection equipment.
> | 1 low () |siLL () [sIL2 (1) SIL3 @) 'I_'he d?ig?d %ndduse in_ rindugtrial pra%tic_e owaL:]ch
3 2 ~SIL1 () SIL2 (1) [SIL3 (2) SIL4 (3) rings should be done with active contribution aé t
1 2 mediu SILL O SIL2 (1) SIL3 (2 SIL4 (3 experienced computer network administrator and
() (1) ( (3) supervised in time by certified specialists acaugdi
5|3 SIL1 (1) SIL2(2)|SIL3 (3) SILA(4)]  to rules developed within an integrated proactive
6 | 4 | high [SIL1 (1) SIL2 (2) SIL3 (3) SIL4 (4) functional safety and security management system
7| 4 SIL1 (1) SIL2 (2) [SIL3 (3) SIL4 (4) [15]-[16], [20], [24], [28].
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5. Remarkson selected issues of security - The asset-based approach applies a predeter-

analysis mined security performance standard to increase
o ] ] _ protection for given target.

5.1. Defining the risk matrix for security - The scenario-based approach may yield more

related analysis cost effective solutions, as the solutions are

tailored to each of the scenarios developed.
Depending on the scenario, the policy and procédura
changes, physical security upgrades, barrierssfing
software upgrades, the addition guard, etc. shoeld
considered [16]-[17], [22]. For instance, thecess
control system classification considers the security
level based on two basic itemistentification class
andaccess classification.
There are some problems to protect the computer
resources of hazardous distributed installatioris It

An example of the risk ranking matrix for the
security vulnerability analysis shown ihable 3.
Each category of severity and likelihood may be
defined with regard to qualitative or preferable
quantitative information available for given cade o
hazardous system considered [22].

Table 3. Example of risk ranking matrix for five
levels of severity (S) and likelihood (L)

S— S suggested to perform relevant analyses within the
L1 St S S N S Information Security Management System (IS MS),
Ls R, Rs R, Rs Rs designed e.g. according to principles of the stahda

series ISO/IEC 27000, with requirements specified

L R, R, Rs R4 Rs according to the standard [15]. However, such ISMS

L Ry R, R> Rs R4 should include the security management of the
L R R R R R programmable control and protection systems with
2 ! ! 2 2 S regard to results of relevant risk assessments [11]
Ll R]_ R]_ Rl Rz RZ [20]

Thus, in the context of functional safety should be
It is worth to mention that such matrix can beei  included to support effectively the cyber security
to be compatible with risk matrix for functional management of programmable control and protection
safety analysis based on qualitative informatial],[1 systems including the BPCS/DCS and SIS/ESD
[12]. operating within technological installation and exth
For the comparative risk analysis the qualitatig& r computer systems in industrial IT networks or the C
ranking scheme, similar to tHereliminary Hazard systems.
Analysis (PHA), method can be adapted. The
scheme, published in MILSTD-882B, is often used5.2. | ssues of cyber security in smart grids

in industrial practice. Many variations of this _
method, redefined by the companies and PHA teams! "€ STt grid (SG), often referred to as the next-

exist and have been successively used in industrieﬁl’enerlat'_On power sys]Eem_ and is cons_l(;jeriﬂd as
oractice. a evolutionary regime of existing power grids. More

The assessed risk levels may be classified asafsllo IMPortantly, with the integration of advanced
(see Table 3) : R, — tolerable, R, — tolerable computing and communication technologies, the SG

conditionally, if costs of the risk reduction is too IS €xpected to greatly enhance efficiency and
high, R, — tolerable conditionally, but the risk must reliability of future power systems with r_enevyable
be reduced in given time horizon, R intolerable energy resources, as well as d|str|bqted inteltigen
(the risk must be reduced in a relatively shortetim @nd demand response [28]. Along with the features

horizon agreed upon), sR— inacceptable (the of the SG, cyber security emerges to be a critical
installation must be shht-down and its start up isissue because millions of electronic devices aex-in

possible after proving that the security risk was connected via communication networks throughout

reduced at least to the leve}. Rdow risk should be critical power facilities, which has an immediate
reduced is based on results of safety and securitf"Pact on reliability of such a distributed,
related analyses and available countermeasures. idespread infrastructure.

The security vulnerability analysis team should enak POWer system communication protocols have been

some determination based on expert judgement, thgv0lVing for decades, from various proprietary
if the selected measures were implemented whaprotocols to recently standardized protocols. There

level of risk reduction will be achieved. There are &€ twWo widely-used protocols in power systems: the

; e ; . distributed networking protocol 3.0 (DNP3) that is
two approaches for identifying protections [22]:
PP fying p [22] currently the predominant standard used in North

America power systems, and IEC 61850 that is
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recently standardized for modern power substatiorthe SG, including botltyber security and physical
automation by thelnternational Electrotechnical security [28]. The cyber security part specifies

Commission (IEC) [28].

detailed security issues and requirements relaied t

The DNP3 is a power communication protocol the SG information and network systems; and the

originally developed by General Electric that métde physical security part

specifies requirements

public in 1993. DNP3 was first designed for pertaining to physical equipment and environment
supervisory control and data acquisition (SCADA) protection as well as employee security policies.
applications and is now widely used in electrical, There are following three high-level SG objectives
water infrastructure, oil and gas, security andeoth [4], [16], [28]:

industries in a number of countries, including Kort -
America, South America, Asia and Australia.

The DNP3 was initially designed with four layers:
physical, data link, transport, andapplication layers.

The original physical layer was based on serial
communication protocols, such agcommended
standard (RS)-232, RS-422, or RS-485. Today the -
DNP3 has been ported over to the TCP/IP layer to
support recent communication technologies, and thus
can be regarded as a three-layer network protocol
operating upon the TCP/IP layer to support end-to-
end communication [28].

The standard IEC 61850 is a recent standard
recommended by IEC for Ethernet-based-
communications in substation automation systems. It
differs from DNP3 that is based on TCP/IP protocol.
IEC 61850 specifies a series of protocol stacks for
a variety of services, including TCP/IP, UDP/IPdan
an application directly-to-MAC stack for time-

Availability: Ensuring timely and reliable access
to and use of information is of the most
importance in the SG. This is because a loss of
availability is the disruption of access to or afe
information, which may further undermine the
power delivery.

Integrity: Guarding against improper information
modification or destruction is to ensure
information nonrepudiation and authenticity.
Aloss of integrity is an unauthorized
modification or destruction of information and
can further induce incorrect decision regarding
power management.

Confidentiality: Preserving authorized restrictions
on information access and disclosure is mainly to
protect personal privacy and proprietary
information. This is in particular necessary to
prevent unauthorized disclosure of information
that is not open to the public and individuals.

critical messages. In addition, IEC 61850 explcitl The potential attacks can be categorised as follows
defines timing requirements for information andadat [16], [28]:

exchange in power substations. -

There are some delay requirements for IEC 61850

messages, which reveals that the power substation

communication features a number of time-critical

messages with application-layer delay constraints
varying from 3 ms to 500 ms [28]. Several types of

messages are distinguished including:

- Types 1A/P1 and 1A/P2 that are used for fault
isolation and protection purposes, thus having”
very strict delay constraints.

- Types 1B/P1 and 1B/P2 that are used for routine
communications between automation systems.

Attacks targeting availability, also called
denial-of-service (DoS) attacks, attempt to
delay, block or corrupt the communication in
the SG.

Attacks targeting integrity aim at deliberately
and illegally modifying or disrupting data
exchange in the SG.

Attacks targeting confidentiality intend to
acquire unauthorized information from
network resources in the SG.

Thus, the design of secure network architectures

- Types 2 and 3 are used for less time-criticalfor the SG includes a very broad scope of issues

information exchange, such as monitoring andijn

readings, in substations.
It is worth to mention that IEC 61850 is intended t
replace DNP3 in substation communications [28].
However, current IEC 61850 is only limited within
a power substation, but it is generally believedt th
IEC 61850 can be potentially used for outside

networking, computing, securing, and

effective cryptographic solutions. Therefore, it
requires a comprehensive view on the safety and
security policies and requirements for the SG.

6. Conclusions

substation communication in future power systems. The industry currently faces problems to assess

Availability, integrity, and confidentiality are ttbe

whether

current security measures effectively

high-level cyber security objectives for the SG. In address new threats and to make enhancements to

addition to such high-level objectives, thational
Institute of Sandards and Technology (NIST) report

provide effective safety and security measures to
protect adequately the workers, public and the

also recommends specific security requirements foenvironment.
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Security of industrial hazardous plants should be
balanced with other objectives to be commensurate
with the threat and likelihood of potential critica [7]
scenarios. In some industrial plants, like refiagri
and chemical plants, the range of hazards is
relatively high. In such plants managing the séguri
related vulnerabilities is becoming a key issue. [8]
It has been suggested to integrate some existing
approaches for the safety and security analyses
proposing integrated methodology to be useful in
industrial practice. Such methodology should bé9]
compatible with existing standards developed by
international organizations.

There are challenges and methodological issues of
integrating the safety and security analyses B0l
hazardous plants and CI systems. In particular it
concerns integrated analysis for the management of
the functional safety and security of théll
programmable control and protection systems.

Cyber security in the smart grid (SG) is a new afea
research that has attracted rapidly growing attanti

in the power industry, innovative institutions ank-2]
academia.

The system security analyses and risk assessments
are supported intensively on expert opinions whe us
often qualitative information. Further researchugtio [13]
be undertaken to develop integrated methodology
that include defining compatible criteria for the
safety and security related assessments. [14]
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