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Abstract

The paper presents the principle aspects of key European Union legislation concerning critical infrastructure
protection. Fundamental definitions and assumptions covered by the respective documents, with a special
focus on critical infrastructure, its identification and protection, are also included. Basic outcomes of the
regulations, reflecting other acts of law concerning the rights and obligations of States within their territorial
sea and exclusive economic zone, regarding specific matters related to the Baltic Sea area and EU member
states located around it, have also been introduced. Some approaches to the modelling of ECI identification is
also given, and analysis of the latest EU activities, associated with the adaptation of critical infrastructure
systems to climate change predictions, is introduced. As the vulnerability to the impact of climate change is
of key importance for systems operating within the Baltic area, essential findings that apply to them are also

covered.

Introduction some issues related to the understanding and inter-
pretation of definitions and recommendations
The protection of critical infrastructure systems included within, concerning the Baltic sea area’s
has become, in recent years, a very important part specific features. Consequently, there is a need to
of many public institutions and entrepreneurs’ process additional works, taking into account the
activities. This has arisen out of both an increasing regulations, together with laws related to the rights
menace of terrorist attacks concentrated on critical and obligations of states concerning their territorial
infrastructures, and an increasing amount of various sea and exclusive economic zone. Key importance
elemental disasters having recently taken place that of appropriate critical infrastructure identification
have also caused significant negative impact on can be claimed for countries located on the Baltic
critical infrastructure systems (Siergiejczyk & Sea, as the region is showing significant concentra-
Dziula, 2013). As it is also predicted that future tion of different kinds of systems that, in case of
climate change will significantly impact on critical their failure, can lead to a massive negative impact
infrastructure assets, intensive work on adapting on societies and the natural environment within the

infrastructures to possible climate fluctuations has area.
also been carried out over the last couple of years. There have also been intensive works carried out
Activities concerning critical infrastructure pro- in recent years related to climate fluctuations.
tection can, however, be started once they have Predictions on near future changes demand special
been accurately identified (Dziula, Kotowrocki action concerning the adaptation of many different
& Siergiejezyk, 2014). Documents published by areas of the ways in which societies function.
European institutions, mentioned in this article, that Critical infrastructure systems seem to be particu-
relate to critical infrastructure identification, show larly sensitive to climate change, which is why
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special action regarding their resilience must be
started. There is also a possibility, that systems not
identified actually as belonging to critical infra-
structure, can become part of it because of climate
change. There have been several European institu-
tions’ activities performed lately, concentrated on
adapting infrastructure to climate change. Some of
their results directly concern the Baltic Sea area and
countries located around it (Dziula, Siergiejczyk &
Rosinski, 2015).

European Union legislation concerning
critical infrastructure protection

The terrorist outrage that struck Madrid on
March 11, 2004, indicated the need to prepare an
overall European Union (EU) strategy on critical
infrastructure protection. European Commission
(European Commission, 2004a), of October 20,
issued a Communication on the prevention, prepar-
edness, and response to terrorist attacks. The docu-
ment points out strategic objectives aimed at direct-
ing the Union’s fight against terrorism. It identifies
a number of priority issues concerning: the preven-
tion and consequential management of terrorist
attacks; the protection of critical infrastructure; and
the financing of terrorism. There is also a general
approach to the prevention, preparedness and
response to terrorist attacks in the community
sphere included, mentioning community policies,
external cooperation, integration of European
and national systems, linking-up with the law
enforcement community, and security research
priorities.

European Commission works related to critical
infrastructure protection started with the Communi-
cation from the Commission on Critical Infrastruc-
ture Protection in the fight against terrorism, pub-
lished on October 20 (European Commission,
2004b). The publication was a result of the need
to prepare an overall strategy to protect critical
infrastructure. Its main outcomes are the outlines
for a European Program for Critical Infrastructure
Protection (EPCIP), aiming to enhance the EU’s
critical infrastructure protection capabilities, and
for a Critical Infrastructure Warning Information
Network (CIWIN), bringing together critical infra-
structure protection specialists from EU countries.
The document encompasses two levels of critical
infrastructure: one having a trans-boundary effect
(known as European Critical Infrastructure (ECI)
in 2008), needed to be protected by European level
measures, and the other one, that should be main-
tained as the sole responsibility of the member
states, but under a common framework. There are
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also guidelines for EPCIP implementation, objec-
tives and progress indicators.

As a result of activities performed after the
adoption of the Communication from the Commis-
sion on Critical Infrastructure Protection in the fight
against terrorism, followed by the Communication
from the Commission on prevention, preparedness
and response to terrorist attacks, and the EU Soli-
darity Program on the Consequences of Terrorist
Threats and Attacks, the Commission decided to
put forward the Green Paper outlining the options
for an EPCIP (European Commission, 2005). The
document introduces the main purposes and scope
of an EPCIP, plus suggestions on key principles to
form its basis, as well as the main distinctions and
relations concerning ECI, and National Critical
Infrastructures (NCI). The Green Paper also defines
the roles of owners, operators and users of systems
belonging to Critical Infrastructure (CI).

One of the consequences of the adoption of the
Green Paper is the Communication from the Com-
mission on EPCIP (European Commission, 2006).
This document sets out the principles, processes
and instruments proposed to implement an EPCIP.
There were three work streams concerning the
implementation identified: guidelines for a strategic
platform for overall EPCIP coordination and coop-
eration; indications on protection of ECI, focusing
on reducing its vulnerability; and outlines on sup-
port concerning national critical infrastructure
designed to assist the member states in protection.
One of the key elements of an EPCIP was the
process of identifying and designating ECIs, and
therefore as a further step, the European Council
(European Council, 2008) adopted the Directive
2008/114/EC on the identification and designation
of ECI and the assessment of the need to improve
their protection. The Directive establishes proce-
dures for the identification and designation men-
tioned, and a common approach to the assessment
of their protection improvement. The document
also provides definitions and criteria to let each
member state identify potential ECIs. There are
also indications on Operator security plans — secu-
rity solutions and their implementation for ECI
protection. ECI is defined as: systems and mutually
bound functional objects contained therein, includ-
ing constructions, facilities and installations of key
importance for the security of the state and its
citizens, as well as serving to ensure efficient
functioning of public administration authorities,
institutions and enterprises, designated in the sys-
tems within the scope of electricity, oil, gas, road,
rail and air transport as well as inland waterways
transport, ocean and short-sea shipping and ports,
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located in member states of the EU the disruption
or destruction of which would have a significant
impact on at least two member states.

The sectors affected by the directive to be used
for the purposes of its implementation are energy
and transport. The following subsectors are speci-
fied as demanding special activities indicated in the
directive:

 Infrastructures and facilities for generation and
transmission of electricity in respect of the sup-
ply of electricity;

* Oil production, refining, treatment, storage and
transmission by pipelines;

* QGas production, refining, treatment, storage and
transmission by pipelines, LNG terminals;

* Road transport;

 Rail transport;

* Air transport;

* Inland waterways transport;

* Ocean and short-sea shipping and ports.

On June 22, 2012, the European Commission
(European Commission, 2012) published the
Commission Staff Working Document on the
Review of the EPCIP. The document presents the
main preliminary findings of the review of the
EPCIP (European Commission, 2006) and in par-
ticular the Directive (European Council, 2008).
It provides a general analysis of the elements of
the critical infrastructure protection program and
describes the on-going development of risk assess-
ment methodology in this field.

The latest document found relating to European
Critical Infrastructure Protection, is a Commission
staff working document (European Commission,
2013¢) on a new approach to the EPCIP Making
ECI more secure, published on August 28, 2013.
The document sets out a revised and more practical
implementation of the EPCIP. It also presents
anew approach to EPCIP based on a comprehen-
sive review of the European Council (European
Council, 2008) Directive, and the European Com-
mission (European Commission, 2006) Communi-
cation, conducted in close cooperation with EU
Member States and stakeholders.

Basic outcomes of the legislation related
to the Baltic Sea area

Identification and protection of critical infra-
structure (and especially ECIs) systems within the
Baltic Sea area, raises a number of questions related
to EU and national law regulations in this field. The
questions concern the incorporation of particular
systems into ECI assets, related to their location.
Further questions regard the protection of critical
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infrastructure systems in terms of their owners/
operators. There are also various specific aspects
about different systems operating within the territo-
rial sea and exclusive economic zone of coastal
states.

In terms of critical infrastructure location, the
Directive 2008/114/EC adopted by European Coun-
cil (European Council, 2008) shows two conditions
determining a particular system as an asset of ECI:
the first one declares that the system is located in
one of the member states of the EU, and the other
one indicates that potential disruption or destruction
of the system can have a significant impact on
at least two member states. There are obviously
systems within the Baltic Sea area meeting both
conditions mentioned, however, a number of sys-
tems located outside the territory of member states
(outside the territorial sea), can meet the condition
regarding potential negative impact on at least two
member states, in case of their disruption or de-
struction.

Basic questions arise then, as to whether, in the
case of an ECI assets’ identification, both criteria
mentioned above should be met. If so, critical
infrastructure systems located within the Baltic Sea
area can be divided into the following categories:

* ECIs located within the territorial sea of EU
member states;

* NCIs located within the territorial sea of coastal
states;

* ClIs located within exclusive economic zone of
coastal states.

The categories mentioned above determine legal
regulations concerning critical infrastructure identi-
fication and protection. ECIs located within the
territorial sea of EU member states are subject to
the EU rules, and complementary national regula-
tions. NCIs situated within the territorial sea of
coastal states are to be identified and protected
according to respective regulations issued by re-
spective countries. The subject of Cls located
within the exclusive economic zone of coastal
states seems to be a bit unclear. There are no clear
indications about the laws that should apply to
critical infrastructure identification and protection
in such a case. The United Nations (United Nations,
1982) Convention on the Law of the Sea, in respect
to the exclusive economic zone, ensures coastal
states rights for the purpose of exploring and ex-
ploiting, conserving and managing the natural
resources. The convention also grants jurisdiction
with regard to the establishment and use of artificial
islands, installations and structures; marine scien-
tific research; and the protection and preservation
of the marine environment. However, there is also
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a provision in the convention, stating that the
coastal state shall have due regard to the rights and
duties of other states. This means that coastal state
law regulations do not fully apply to the exclusive
economic zone. Regarding critical infrastructure
identification and protection, the following provi-
sions of the convention can be quoted, raising
further thoughts: all states, whether coastal or land-
locked, enjoy the freedoms of navigation and
overflight and of the laying of submarine cables
and pipelines, and other internationally lawful uses
of the sea related to these freedoms, such as those
associated with the operation of ships, aircraft and
submarine cables and pipelines. The mention of the
rights of all states to, inter alia, lay submarine
cables and pipelines within the exclusive economic
zone of a coastal state, can cause different legisla-
tive rules of different states to be applied to the
identification and protection of critical infrastruc-
ture systems located within the zone.

Assuming, for the purpose of ECI identification,
the only criterion met is potential disruption or
destruction of the system that can have a significant
impact on at least two member states, critical infra-
structure assets located within the Baltic Sea area
can be divided as follows:

Type 1. ECIs located within the territorial sea of
EU member states;

Type 2. ECIs located within the territorial sea of
non-EU states;

Type 3. ECIs located within an exclusive eco-
nomic zone of EU member states;

Type 4. ECIs located within an exclusive eco-
nomic zone of non-EU states;

Type 5. NCIs located within territorial sea of
coastal states;

Type 6. Cls located within exclusive economic

zone of coastal states.

The basic difference between the set of catego-
ries specified above, and the one submitted previ-
ously, is the indication of additional kinds of ECIs
— located outside of EU member state territories.
Such an interpretation raises further questions
concerning these systems. In terms of ECIs located
within the territorial sea of non-EU states, basically
it can be assumed that the rules of the coastal state
apply. However, the question is whether EU regula-
tions could also be taken into account for such
systems, considering they can have a negative
impact on EU member states in the case of their
failure. ECIs located within exclusive economic
zones of EU member states, are supposed to be
treated according to the EU rules and complemen-
tary national regulations, respecting however the
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previously mentioned issues concerning systems
owned and operated by entities from other states.
Similarly, ECIs located within an exclusive eco-
nomic zone of non-EU states, are assumed to be
covered by the coastal state law, with the addition
of other states’ regulations, if owned and operated
by the third parties.

Considering all the above issues, the basic ques-
tion regarding identification of critical infrastruc-
ture assets within the Baltic Sea area is related to
the interpretation of the ECI definition — whether
potential ECIs can only be located within the terri-
torial sea of EU member states, or also outside:
within exclusive economic zones of coastal states,
and within the territorial sea of non-EU states.

Further problems that should be solved and
questions demanding answers concern the protec-
tion of critical infrastructure systems. Coastal
countries possess certain rights regarding their
territorial sea and exclusive economic zones, how-
ever regulations also give some rights to other
coastal or land-locked states. In terms of the territo-
rial sea, the United Nations (United Nations, 1982)
Convention on the Law of the Sea, grants to ships
of all states, whether coastal or land-locked, the
right of innocent passage through the territorial sea.
The convention indicates the coastal state may
adopt laws and regulations, relating to innocent
passage through the territorial sea, and also states
that foreign ships exercising the right of innocent
passage through the territorial sea shall comply
with all such laws and regulations. However, there
is also a provision stating that laws and regulations
issued by the coastal state shall not apply to the
design, construction, manning or equipment of
foreign ships, unless they are following generally
accepted international rules or standards. This
means that in the case of some ships being identi-
fied as critical infrastructure assets, the influence of
the coastal state on their design, construction,
manning or equipment, associated with their protec-
tion, can be restricted.

The rights of other states in respect to the exclu-
sive economic zone of a coastal state are enhanced
with, as mentioned earlier, inter alia, the laying of
submarine cables and pipelines, and other interna-
tionally lawful uses of the sea, such as those associ-
ated with the operation of ships, aircraft and subma-
rine cables and pipelines (Janusz-Pawletta, 2006).
Regarding laying submarine cables or pipelines, the
convention indicates that states shall have due
regard to cables or pipelines already in position, in
particular, the possibilities of repairing existing
cables or pipelines shall not be prejudiced. There
is also provision that delineation of the course for
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the laying of pipelines is subject to the consent of
the coastal state. The consent of the coastal state
regarding delineation of the course for the laying of
pipelines, seems to be the only influence of the
state on works concerning its laying and exploita-
tion. Further statements of the convention indicate
every state shall adopt the laws and regulations
necessary to provide that, if persons subject to its
jurisdiction who are the owners of a submarine
cable or pipeline, in laying or repairing that cable or
pipeline, cause a break in or injury to another cable
or pipeline, they shall bear the cost of the repairs.
That means in general that cable and pipeline
laying work is regulated by the laws and regula-
tions of the state, and their owners are subject to
this jurisdiction. There are no clear indications
about laws and regulations that should apply to the
exploitation and protection of submarine cables and
pipelines, despite the general statement that states
shall adopt laws and regulations to prevent, reduce
and control pollution of the marine environment
from, inter alia, pipelines, taking into account
internationally agreed rules, standards and recom-
mended practices and procedures. The Helsinki
Commission (Helsinki Commission, 1992), on the
Convention on the Protection of the Marine Envi-
ronment of the Baltic Sea Area, also indicates
rather general provisions on parties’ cooperation
relating to the investigation of potential impacts on
the marine environment, and taking appropriate
measures preventing and eliminating pollution in-
cluding cumulative deleterious effects. This means
that protection of critical infrastructure assets like
submarine cables and pipelines, can depend on the
policy of the coastal state administrating its exclu-
sive economic zone, and other states subject to the
jurisdiction of their owners, if this differs.

Based on the above mentioned facts, considering
potential critical infrastructure systems’ different
locations and different operators / owners, the
following categories can be listed which take these
aspects into account:

1. Critical infrastructures located within the territo-
rial sea of a coastal state, operated by an entity
from the same state;

2. Critical infrastructures located within the territo-
rial sea of a coastal state, operated by an entity
from another state;

3. Critical infrastructures located within an exclu-
sive economic zone of a coastal state, operated
by an entity from the same state;

4. Critical infrastructures located within an exclu-
sive economic zone of a coastal state, operated
by an entity from another state.
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Protection of critical infrastructures located
within the territorial sea of a coastal state, operated
by an entity from the same state, is assumed to be
carried out according to the national laws of the
coastal state, with the addition of EU regulations, if
the state is an EU member. The issue regarding
critical infrastructures located within the territorial
sea of a coastal state, operated by an entity from
another state, is restricted in general to ships per-
forming innocent passage through the territorial
sea. In such a case, as mentioned earlier, the impact
of the coastal state on the design, construction,
manning or equipment of foreign ships, is re-
stricted. The subject of the protection of critical
infrastructures located within an exclusive eco-
nomic zone of a coastal state, and operated by an
entity from the same state, in general, seems to be
understood as being realised according to the
coastal state regulations. However, the provisions
of the Convention on the Law of the Sea state that
other states can take part in adopting laws and
regulations to prevent, reduce and control pollution.
That means that other countries can influence the
regulations concerning critical infrastructure pro-
tection, even in the case of an asset within an exclu-
sive economic zone of the coastal state, operated by
an entity from the same state. The impact of other
states can be more significant in the case of critical
infrastructures located within an exclusive eco-
nomic zone of a coastal state, and operated by an
entity from another state. In some cases operators
of such a system would wish to proceed with their
activities according to their country’s regulations.

A fundamental issue related to protection of
critical infrastructure systems located within the
Baltic Sea area therefore concerns the cooperation
of coastal states regarding the law to be applied.
The law must be adopted by close cooperation,
harmonizing states’ policies at the appropriate
regional level, through competent international
organizations or diplomatic conference, establish-
ing rules, standards and recommended practices and
procedures, as stated in the United Nations (United
Nations, 1982) Convention on the Law of the Sea.
Additionally, the Helsinki Commission (Helsinki
Commission, 1992) on the Convention on the
Protection of the Marine Environment of the Baltic
Sea Area indicates that parties shall cooperate to
ensure that potential impacts on the marine envi-
ronment of the Baltic Sea area are fully investi-
gated, and shall jointly take appropriate measures in
order to prevent and eliminate pollution including
cumulative deleterious effects.
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An approach to modelling of ECI
identification

Based on the European Council (European
Council, 2008) Directive 2008/114/EC statements,
indicating the ECI is to include systems, the disrup-
tion or destruction of which would have a signifi-
cant negative impact on at least two member states,
the operation of a particular ECI sector (or subsec-
tor) can be represented by the following three states
(Dziula, Kotowrocki & Rosinski, 2015):

1. Sgcira — State of full ability of an ECI sector;

2. Simsni — State of disruption or destruction of an
ECI sector, having a significant negative impact
on one member state;

3. Somsnt — State of disruption or destruction of an
ECI sector, having a significant negative impact
on two or more member states.

The relations appearing between the above men-
tioned states are shown in Figure 1.

For the transitions presented in Figure 1 the fol-
lowing equations can be derived:

Ry(1) = =2a Ry ()= Aoy Ry () + 121001 () + 112905 (1)
Qll(t) = o1 Ry (l)_ 21,0, (Z)_ M@, (l)
Qé(l):iozRo(t)Jrﬂﬂle(t)_/Jonz(t) (1)

By assuming initial conditions:

H2o0

Figure 1. Relations within a critical infrastructure sector.
Denotations: Ry(7) — probability function of system stays at
state Sgcrra, Q1(7) — probability function of system stays at
state Syvsni, Qa(7) — probability function of system stays at
state S;vsnis Ao1s Ao2s A12 — transition rates from full ability
state Sgicra t0 Simsnt and Syvgng states, 1y, 129 — transition
rates from S;ysni and S;ysni states to full ability state
Skicra (recovery of critical infrastructure)

and, with the use of Laplace transform, the follow-
ing linear system of equations is obtained (Dziula,
Kotowrocki & Rosinski, 2015):

SRy ()= 1= =g, Ry (5) = Jg; Ry (5)+

+ /Jlle*(S)+ ,Uon;(S)
SQI*(S)Z ’IOIR;(S)_ ﬂ‘lel*(S)_ /Jlle*(S)
505 (5)= 2 Ry (s)+ 2,0y (5) = 11005 (s)

3)

“4)

R,(0)=1 The probabilities of a system staying at particular
(0)_ (0) ~0 functional states, in terms of symbolic (Laplace)
0(0)=0,{0)= () form, then obtain the following values:
R*(S)— s* + Shyy + Shp + St + Haohn T Hagbho
o (s)=
st + 32(102 + o + Aoy + Ay + ,Ulo)+ 3(102/112 + Agatlio + Haotor + LagAis + Haothg + i01&2)
*( )_ SAo1 + Hao o
Glo)=5 s 2 Aoy )
ST+ (102 + g + Agp + Ay + ,“10)+ S(ﬂ’ozﬂﬂz + Ao + Mg Aot + Mooy + Hag g + A1
Q;(S)= Shao + Aoptuy + Aep g + Zort1s

The relations (4) obtained, allow the probabili-
ties of critical infrastructure sector (or subsector)
staying at full ability state Sgcpa, Or  Simsni
and Sousni states to be determined. By assuming
(as initial assumptions) some particular (coming
as a result of research) limit values of probabilities
of a system staying at the formulated states, ana-
lysed critical infrastructure sectors (or subsectors)
can be evaluated as to whether they belong to ECI
or not. The limit values of probabilities of a system
staying at particular states can be modified based
on EU (or other entities recommendations concern-
ing ECI identification and protection). The above
approach, upon further evaluation, could also be
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used for the identification of other critical infra-
structure assets (other than ECIs) within the Baltic
Sea area.

EU works on adapting infrastructure to
climate change, and their findings
concerning the Baltic Sea area

European Commission activities, associated
with critical infrastructure protection, are also
reflecting works on adapting to climate change.
The base document regarding respective EU
strategy is the White Paper — Adapting to climate
change: Towards a European framework for action
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(European Commission, 2009a). In general, it sets
out a framework to reduce the EU’s vulnerability to
the impact of climate change. The framework
indicates four main directions: 1) building a solid
knowledge base on the impact and consequences of
climate change for the EU; 2) integrating adaptation
into EU key policy areas; 3) employing a combina-
tion of policy instruments (market-based instru-
ments, guidelines, public-private partnerships)
to ensure effective delivery of adaptation; and
4) stepping up international cooperation on adapta-
tion. Activities performed according to the frame-
work mentioned were the grounds for preparing
a comprehensive EU adaptation strategy, by pub-
lishing the Communication from the Commission
on EU Strategy on adaptation to climate change
(European Commission, 2013d).

The document launches an adaptation strategy,
covering the whole of the EU. The strategy takes
account of global climate change impacts, such as
disruptions to supply chains or impaired access to
raw materials, energy and food supplies, and their
repercussions on the EU. The EU’s dialogue and
cooperation with neighbouring countries and devel-
oping countries on adaptation issues is channelled
through the Enlargement and European Neighbour-
hood policies and EU development cooperation
policy. The overall aim of the EU Adaptation
Strategy is to contribute to a more climate-resilient
Europe. This means enhancing the preparedness
and capacity to respond to the impacts of climate
change at local, regional, national and EU levels,
developing a coherent approach and improving
coordination.

The communication specifies several actions to
be performed within the strategy. One of the actions
is ensuring more resilient infrastructure — mapping
industry-relevant standards in the area of energy,
transport and buildings, identifying standards to be
revised for better inclusion of adaptation considera-
tions, and providing guidelines for project develop-
ers working on infrastructure and physical assets,
with a view to climate-proofing vulnerable invest-
ments.

The document accompanies a number of Staff
Working Documents (European Commission,
2013a, 2013b) including the following concerning
critical infrastructures: SWD(2013)133 — Climate
change adaptation, coastal and marine issues, and
SWD(2013)137 — Adapting infrastructure to cli-
mate change. SWD(2013)133 provides an overview
of the main impacts of climate change on coastal
zones and marine issues, not only considering its
impacts on the environment but also on economic
sectors and social systems. Furthermore it points

Zeszyty Naukowe Akademii Morskiej w Szczecinie 44 (116)

out knowledge gaps and the existing efforts of the
EU to best adapt to the impacts of climate change
on coastal zones and marine issues. In addition, it
also highlights further efforts needed, in particular
regarding closing knowledge gaps for better-
informed decision-making, as well as better coop-
eration between member states across borders to
make Europe more resilient to climate change.
SWD(2013)137 presents the contribution of the EU
to climate change adaptation in selected infrastruc-
ture sectors. It covers energy and transport infra-
structure as well as buildings in the EU — sectors
which were given priority for adaptation policy
mainstreaming in the White Paper on Climate
Change Adaptation. The paper also discusses the
instruments and financing provided by the EU to
make Europe’s infrastructure more climate resil-
ient.

The documents mentioned seem to be of key
importance for the Baltic Sea area, concentrating
a significant number of assets that can be identified
as National and European critical infrastructures.
The SWD(2013)133 document highlights the
following issues concerning the region: one of the
greatest (within Europe) increases in sea surface
temperature; a decreasing trend in the Baltic Sea’s
ice cover; the falling level of the Baltic in the
northern shores and rising to the south; increased
beach erosion due to increased storminess in the
eastern Baltic Sea; and increasing eutrophication
problems in coastal waters. The main socio-
-economic implications indicated by the document
concern: the high vulnerability of the southern part
of the Baltic coast and the north-western Mediter-
ranean coast to sea level rise flooding, allowing an
estimate of between 200,000 and 780,000 people
that could be affected by coastal flooding by 2100,
with average damage costs of EUR 25 billion
annually; the impact on sea-life and therefore on
fisheries and aquaculture in warmer, more acidic
seawater; “reshaping” the tourism industry impact-
ing on the geographical and seasonal distribution of
tourists; increasing risks of inundation and erosion
of coastal road transport networks, causing disrup-
tions in the transport of goods and in the mobility
of local communities; energy production located in
coastal areas, threatened by climate change induced
storm surges, sea-level rise and flooding; impacts
of climate change on agriculture, resulting in ex-
treme cases, a reduction in suitable areas for culti-
vation in certain European regions; and erosion and
flooding of sensitive coastal ecosystems such as
brackish waters and tidal pools.

The SWD(2013)133 document also indicates the
following adaptation efforts needed, related to
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climate change adaptation: cooperation among
member states to address the transboundary haz-
ards, essential for a proper coastal management
reaction to increasing climate change impacts;
developing guidelines on best adaptation practices
in coastal and marine areas in the context of the
implementation of integrated coastal management
strategies; support to member states, regional and
local authorities in implementing climate change
proofed policies in coastal and marine areas, in
particular by highlighting the benefits of green
infrastructure; providing guidance to strengthen the
resilience of the fishery sector; and stimulating
long-term growth and jobs in the blue economy.

In terms of the Baltic Sea area, the SWD(2013)
137 document points to the following matters:
protecting built environments against floods or
ensuring water and energy supply during consump-
tion peaks; infrastructure in coastal areas as well as
off-shore installations (e.g. transmission lines, wind
turbines), affected by sea level rise; increasing
frequency and intensity of extreme weather events
(e.g. storms, heat waves, flooding) having signifi-
cant impact on the functioning of transport infra-
structure; consequences of climate change for
transport infrastructure such as for rail, road, ship-
ping and aviation; increased frequency of extreme
weather events or changing water and air tempera-
tures having effects on energy transmission, distri-
bution, generation and demand; and floods, identi-
fied as a particular threat to electricity generators
and related physical assets.

There are also EU works concentrated on the
Baltic Sea area only. The Commission of the
European Communities (European Communities,
2009b) published the Communication concerning
the European Union Strategy for the Baltic Sea
Region. The document in general indicates the need
to prepare for more extreme weather events, high-
lighting ‘to mitigate and to adapt to climate change’
as one of its priority areas. The following issues
have also been pointed to: the necessity of an
integrated approach for the sustainable develop-
ment of the Baltic Sea Region; the key importance
of better coordination and a more strategic use of
Community programmes, especially at a time of
crisis; the need for action to respond to the identi-
fied challenges, undertaken by stakeholders in the
region, including governments and agencies, mu-
nicipalities, international and non-governmental
organisations; enhancing constructive cooperation
with interested third countries in the region; and the
necessity to provide an integrated framework that
allows the EU and member states to identify needs
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and match them to the available resources through
the coordination of appropriate policies.

Conclusions

The basic assumptions of the EU regulations re-
lated to critical infrastructure protection, introduced
in the article, were analysed in the case of specific
issues concerning the Baltic Sea area. Taking into
account indications of other rules concerning the
rights and obligations of coastal states, revealed the
essential problems and questions demanding further
investigation, in terms of the identification and
protection of critical infrastructure assets. The
identification of potential critical infrastructures
located at sea raises queries relating to the interpre-
tation of the ECI definition — whether potential
EClIs can only be located within the territorial sea
of EU member states, or also outside: within exclu-
sive economic zones of coastal States, and within
territorial sea of non-EU states. There is also
a necessity to develop models, to be used for ECIs
and other critical infrastructure asset identification.
Aspects connected to the protection of critical
infrastructure, are mainly concerned with the own-
ers/operators of the assets. Systems located at sea
can be operated by entities from different countries,
resulting with issues regarding the rights and obli-
gations of coastal states, and systems owners/
operators. That means, in terms of critical infra-
structure systems protection, the key issue is the
cooperation of all states involved with their opera-
tion, regarding the laws to be applied. As men-
tioned previously, the law must be adopted by close
cooperation, harmonizing states’ policies at the
appropriate regional level, through competent
international organizations or diplomatic confer-
ence, establishing rules, standards and recom-
mended practices and procedures.

Besides activities on the identification and pro-
tection of critical infrastructure, EU institutions also
perform efforts related to adapting to climate
change. As introduced in the article, predicted
climate change may affect many critical infrastruc-
ture systems. Outcomes of the documents men-
tioned clearly show the significant importance of
the Baltic Sea area, with a high concentration of
systems that can be identified as National and
European critical infrastructures, and being highly
vulnerable to climate change. Thus, many re-
searches on adapting infrastructures to climate
change should be carried out. It is worth here
quoting the research project “A pan-European
framework for strengthening Critical Infrastructure
resilience to climate change — EU-CIRCLE” that
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started in June 2015 in the scope of Horizon 2020.
The project models, methods, procedures and
algorithms will be partly based on results closely
convergent with the theory of safety and included
in the monographs (Kotowrocki, & Soszynska-
Budny, 2011; Kotowrocki, 2014). The proposed
approaches to the problems of the safety of com-
plex critical infrastructures are innovative and very
important aspects of the project as, in the world of
science, comprehensive and general solutions
concerned with the safety of critical infrastructures
related to their operation processes, determined
partly by climate change and their inside and out-
side dependencies, have not been considered simul-
taneously.
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