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Abstract

In the paper, the three critical infrastructure networks are introduced, i.e. port, shipping, and ship traffic and port
operation information. For every of them the main safety paremeters are defined. Furthermore, the multistate
system component and the multistate system main safety characteristics, i.e. their mean values of the lifetimes
and in the safety state subsets and in the particular safety states and standard deviations and the moment when
the system risk function exceeds a fixed permitted level are determined. Finally, the Baltic Port and Shipping
Critical Infrastructure Network is defined and described in the same way.

1. Introduction

The report is devoted to safety modeling and
prediction of the joint network of the port, shipping
and ship traffic and port operation information
critical infrastructure networks defined as complex
systems. Firstly, the three critical infrastructure
networks: port, shipping and ship traffic and port
operation information, are described in details. Every
chapter about the single critical infrastructure
network consists of the definitions of this network,
its input safety parameters and the prediction of its
safety characteristics. Furthermore, the joint network
is introduced. The input safety parameters are
defined and safety characteristics are predicted.
Some conclusions are mentioned.

In maritime transport, it can be distinguished several
areas of activity. One is the operations of the port;
the second relates to the exploitation of the fleet, and
the third are the ICT systems. Every of these
mentioned parts is important for the whole process of
maritime transport. Thus, lack of proper functioning
one of them causes the repercussions for its
surroundings. This is the reason why we define the
various elements as the critical infrastructure
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network. In earlier reports, the port critical
infrastructure network, shipping critical
infrastructure network, finally, the ship traffic and
port operation information critical infrastructure
network was introduced. In the other hand, as it was
mentioned before, these critical infrastructure
networks are parts of the maritime transport.
Therefore, they should be considered as a whole. In
the earlier reports, the port, shipping and ship traffic
and port operation information critical infrastructure
joint network was defined [EU-CIRCLE Report
D1.4-GMU2].

Because of complexity of this joint network we
consider only the multi-state approach to safety
analysis [Amari, 1997], [Aven, 1985, 1999, 1993],
[Barlow, Wu, 1978], [Brunelle, Kapur, 1999],
[Hudson, Kapur, 1982, 1985], [Lisnianski, Levitin,
2003], [Natvig, 1982], [Ohio, Nishida, 1984], [Xue,
1985], [Xue, Yang, 1995a,b], [Yu et al 1994],
[Kotowrocki,  Soszynska-Budny, 2011]. The
additional assumption that the systems are composed
of multi-state components with safety states
degrading in time [Guze, Kotowrocki, 2008],
[Kotowrocki, 2004, 2014], [Kotowrocki, Soszynska-
Budny, 2011], [Xue, 1985], [Xue, Yang 1995 a, b]
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gives the possibility for more precise analysis of their
safety and operational processes’ effectiveness. This
assumption allows us to distinguish a system safety
critical state to exceed which is either dangerous for
the environment or does not assure the necessary
level of its operation process effectiveness. Then, an
important system safety characteristic is the time to
the moment of exceeding the system safety critical
state and its distribution, which is called the system
risk function. This distribution is strictly related to

the system safety function that are basic
characteristics of the multi-state system.
In the report, the three critical infrastructure

networks are introduced, i.e. port, shipping, and ship
traffic and port operation information. For every of
them the main safety paremeters are defined.
Moreover, the multistate system component and the
multistate system main safety characteristics, i.e.
their mean values of the lifetimes and in the safety
state subsets and in the particular safety states and
standard deviations and the moment when the system
risk function exceeds a fixed permitted level are
determined. Finally, the joint network of the port,
shipping, and ship traffic and port operation
information critical infratsrucutre network is defined
and described in the same way.

The theoretical background is done by theory
constructed in [EU-CIRCLE Report D3.3-GMU3].

2. Safety and Risk prediction of Port Critical
Infrastructure Network

2.1. Port Critial infrastructure Network
Description

We take into account the complex technical system
S, composed of 18 Baltic core ports and called the

Baltic Port Critical Infrastructure Network with the
following subsystems:

- the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
El(zl)’ EI(;);

- the subsystem S,, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
By, E5YS

- the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure E(,
Ey, B3

- the subsystem S, which consist of technical
loading/unloading  equipment, hydrotechnical
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infrastructure and transport infrastructure £V,
EQ, B

the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
B E;

the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
S

the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
EY. B

the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
EY. E;

the subsystem S, which consist of technical
loading/unloading equipment, hydrotechnical
infrastructure and transport infrastructure £,
BB

the subsystem s, =~ which consist of technical

loading/unloading equipment, hydrotechnical

. . |
infrastructure and transport infrastructure E1(o,)1:

E(l) E(l)

10,25 10,3 5
which consist of technical

1,11

the subsystem s

loading/unloading equipment, hydrotechnical

. . 1
infrastructure and transport infrastructure E1(1,)1’

E(l) E(l)

11,20 2113 5
the subsystem s, . which consist of technical

loading/unloading equipment, hydrotechnical

. . I
infrastructure and transport infrastructure E1(2_)1,

E(ll E(l)

1220 F12.3 5

s which consist of technical

the subsystem s

loading/unloading equipment, hydrotechnical

E(l)

infrastructure and transport infrastructure L),

E(l) E(l)

1320 H1335
the subsystem s, , which consist of technical
loading/unloading

equipment, hydrotechnical

. . I
infrastructure and transport infrastructure E1(4_)1,

E(l) E(l)

1420 “143 5
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which consist of technical

1,15

loading/unloading

- the subsystem s

equipment, hydrotechnical

. . I

infrastructure and transport infrastructure E1(5,)1a
() O]

E15,2’ E15,3 5

- the subsystem 5 _ which consist of technical

1,16

loading/unloading equipment, hydrotechnical

. . I

infrastructure and transport infrastructure El(().)l’
U} (1

E16,27 Em,s 5

which consist of technical

1,17

- the subsystem s

loading/unloading equipment, hydrotechnical

. : 1
infrastructure and transport infrastructure E1(7,)17
U} U]
Elw E17,3 5
- the subsystem s . which consist of technical

loading/unloading equipment, hydrotechnical

. . I
infrastructure and transport infrastructure El(g,)l,

E(l) E(l)

18,27 18,3 +

2.2. Defining the Parameters of the Port
Critial Infrastructure Network Safety Model

According to the effectiveness and safety aspects of

the operation of the Baltic Port Critical Infrastructure

Network, we fix:

- the number of port critical infrastructure network
safety states (z=4)and we distinguish the

following five safety states:

e asafety state 4 — BPCIN operations are fully
safe,

e asafety state 3 — BPCIN operations are less
safe and more dangerous because of the
possibility of damage of the land
loading/unloading equipment without the
environmental pollution,

o asafety state 2 — BPCIN operations are less
safe and more dangerous because of the
possibility of collisions or groundings of
ships in port area without the environmental
pollution,

o asafety state 1 — BPCIN operations are less
safe and very dangerous because of the
possibility of collisions or groundings in port
area and environmental pollution,

o asafety state 0 — BPCIN is destroyed,
Moreover, by the expert opinions, we assume that
there are possible the transitions between the
components safety states only from better to worse
ones;

- the safety structure of the system and subsystems.

We consider the three cases of the port critical
infrastructure network safety strucutres as follows:

Case 1. It is a complex series system composed of 18
series subsystems S|, S,,, ..., S,,,, €ach

containing four components as it was
mentioned above.
Case 2. It is a complex “m out of n” system

composed of 18 series subsystems S,,, S,,,
..» S,,s» €ach containing four components

as it was mentioned above.

Case 3. It is a complex consecutive “m out of n:F”
system composed of 18 series subsystems
S, S . S,,» €ach containing four

components as it was mentioned above.

11> 12> °°

The unknown parameters of the multistate ageing
system safety model are:

the number of safety states of the system and
components z,

- the critical safety state of the system r,
- the system risk permitted level &,

- the parameters of a system and subsystems safety
structure.

2.3. Defining the Input Parameters of the Port
Critical Infrastructure Network Safety Model

According to expert opinions, the input necessary
parameters of the port critical infrastructure network
safety models are as follows [EU-CIRCLE Report
D3.3-GMUI, 2016], [EU-CIRCLE Report D2.2-
GMUL]:

- the number of safety states of the system and
components z=4,

- the critical safety state of the system r = 2,
- the system risk permitted level 6 = 0.05,
- the parameters of a system safety structure:

e C(Case | - series system

- the number of components (subsystem) 7,
n=18
e (Case 2 —“m out of n” system
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- the number of components (subsystem) 7,
n=18
- the threshold number of subsystems m,
m=3
e (Case 3 — consecutive “m out of n: F”” system

- the number of components (subsystem) 7,
n=18
- the threshold number of subsystems m=2
- the parameters of the subsystems S, ...,
S, 15 safety structures
e  series system:
—the number of components
k,

k=3.
- the intensities of components departure from the
safety states subset {1,2,3,4}, {2,3,4}, {3,4}, {4},
are as follows:

e for subsystems S, , i=123,...18

47O, 14 @1, [4/ ), 14 @),
i=123,..18, j=123.

2.4. Prediction of the Characteristics of the
Port Critical Infrastructure Network Safety
Model

We assume that the system is composed of
components having multistate exponential safety
functions.

The subsystems S,, consist of k= 18 technical

systems, each composed of 3 components E,-(jl),
i=123,...18, j=123 with the exponential safety
functions given below.

In particular port technical systems there are 3
components with the multistate safety functions co-
ordinates

87 (t.1) =exp[~ A (D 4], S} (t,2) =exp[- 4 (2) 1],
83 (t,3)=exp[~ 4] 311, S} (t.4) =exp[- 4 (4) 1],

i=123,...18 j=123.

Considering the safety model parameters from
Section 2 in [EU-CIRCLE Report D3.3-GMU3]
concerned with the fixed system safety structures and
their shape parameters and with the assumed the
exponential models of the safety functions of the
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system components and the results of the evaluations
of the system components intensities of departures
from the safety state subsets we may to perform the
prediction of the Baltic Port Critical Infrstructure
safety characteristics.

The subsystems S, i=123,...18, are the five-state
series systems and according to (2.22)-(2.23) in [EU-
CIRCLE Report D3.3-GMU3] their five-state safety
function is given by

S(l)(ta')=[la S(l)(t,l), S(l)(taz); S(l)(ta?)),
SV(t,4)1,¢>0, )]

where according to the formulae (2.22)-(2.23) and

(2.58)-(2.59) in [EU-CIRCLE Report D3.3-
GMU3],we have
SO, u)= TS (1) =
’ a i=1 d ’u a
SO (tu)- Sy (tu) - Sy (L), (2)

for r e<0,00), u=1234, j=1273,
and particularly

SV )= Sl(}) @0)- SS; @&D-.... Sl(;)j (£.]) = exp[-

ﬂ»f]j) (1) 1] exp[- /1(211)' (D)1 ...exp[- /1%) ;M
(3)

SU(,2) = SV (62)-S0(6,2) ... S (6,2) = exp[ -

2j

A expl-A Q1] . exp[- 40,2, (@)
§U(,3)= SU(1,3)- SV (1.3) .. SV (2,3) = exp[-
A3 expl- A1) 1] .exp[- Ay, 3], (5)

SVt 4)=SVt4)-SV (4. Sf;; (1,4) = exp[—

Lj J

A @) expl- 4@ 1 . expl- A, (D). (6)
Considering that the Baltic Port Critical
Infrastructure Network is a five-state system with
three cases of the safety structure, after applying
(2.24)-(2.25) in [EU-CIRCLE Report D3.3-GMU3],
its safety function is given by

S, =[1,8¢D, S,2),8¢3), S¢,4)],
t=0,

(7
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where according to [EU-CIRCLE Report D3.3-
GMU3], we have:

Case 1. Series system with cooridantes given by

Stuy= S(tu)=
SOtu)- 8Pt ). S (1,u)
for u=1,2,34, (8)
and particularly
18 )
SV@e,n= Hexp[_/lij (De], j=123,fort>0,
i=1
)
18 )
sV @,2= [lexp[=4;(2)], j=123, for ¢ >
i=1
0,(10)
u 1) .
SV (t,3)= l]]eXp[—/l,, (3)], j=123, for ¢ >
0,(11)
18 )
sV @4 = [lexp[-4/(4d)], j=123,for t >
i=1
0.(12)

The expected values and standard deviations of the
port critical infrastructure network lifetimes in the
safety state subsets calculated from the results given
by (9) — (12), according to the formulae (2.15)-(2.17)
in [EU-CIRCLE Report D3.3-GMU3] respectively
are:

HO@s (2 1P 3)s (B
and

O'(l)(l), o_(l)(z)’ O_(l)(3)’ O‘(l)(4),
and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the port critical infrastructure network conditional
lifetimes in the particular safety states are:

—(1)(1) —(l)(2) —(1)(3) —(l)(4)
As the critical safety state is » =2, then the port
critical infrastructure network risk function,
according to (2.20) in [EU-CIRCLE Report D3.3-
GMU3], is given by
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(0= 1-562)=1- Hexp-4] )

j=123,fort>0. (13)

Case 2. series -“3 out of 18” system with coordinates
given by

S(t,u) =8, (t,u)=1-
> I S (t,w)]'[1- H S ()],

1y sy =0 =1 j=1
nAn A+ +rm<2

(14)

for te<0,), u=1.2,...4.

The expected values and standard deviations of the
port critical infrastructure network lifetimes in the
safety state subsets calculated from the results given
by (14), according to the formulae (2.15)-(2.17) in
[EU-CIRCLE Report D3.3-GMU3] respectively are:

w1 (2 43 1A
and
o), c(2), V(3), (@),

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the port critical infrastructure network conditional
lifetimes in the particular safety states are:
a2, g2, g3, g4 -

As the critical safety state is » =2, then the port
critical infrastructure network isk function, according
to (2.20) in [EU-CIRCLE Report D3.3-GMU3], is

given by
) =1-5(,2) =
Z 111 S (€2)]'[1- H Sy 217,

~hg=0i=1 j=I
r1+rz+ +ilg<2
i=123, fort>0. (15)

Case 3. series-consecutive “2 out of 18:F” system
with the coordinates given by the following recurrent
formula

S(tu)= SIS(t’u) = Sk(ta”) =
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1 for k<m,
1=TT0=T1S, ()] for k=m,
i=1 j=l

3
[qskj(t,u)]sk_l (t,u) (16)
1

m-1 3—j
SIS, s, ()

j=l v=

IT [1-T1S. (t.0)] for k > m,
imk-jrl vel

for t >0, u=1,2,34.

The expected values and standard deviations of the
port critical infrastructure network lifetimes in the
safety state subsets calculated from the results given
by (16), according to the formulae (2.15)-(2.17) in
[EU-CIRCLE Report D3.3-GMU3] respectively are:

a2, 13y, x4
and
c’M, (2, a3, oV (4),

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the port critical infrastructure network conditional
lifetimes in the particular safety states are:
aPM, g2y, g3y, 74 -

As the critical safety state is » =2, then the port
critical infrastructure network risk function,
according to (2.20) in [EU-CIRCLE Report D3.3-
GMU3], is given by

)= 1-82)=1-8,(t,2)=1—

1 for k<m,
=110~ ﬁ (1.2)] for k=m,
(115, (.28, (1,2) , (7

J

—1 3—j

+2[
J

3 I

Sk—j,v (taz)]sk_j_l (f,2)

y=

[1- HS,V(f 2)]

:w

for k >m,

>~—

i=!

-j+l

for¢>0.
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3. Safety and Risk prediction of Shipping
Critical Infrastructure Network

3.1. Shipping Critial infrastructure Network
Description

We take into account the complex Baltic Shipping
Critical Infrastructure Network §, composed of
numbers of ships (n,,) D
c=12,..m, d=12,...n, mne N .

into regions s

3.2. Defining the Parameters of the Shipping
Critial Infrastructure Network Safety Model

According to the effectiveness and safety aspects of

the operation of the Baltic Shipping Critical

Infrastructure Network, we fix:

- the number of shipping critical infrastructure
network safety states (z=4)and we distinguish

the following five safety states:

o a safety state 4 — BSCIN operations are fully
safe,

o a safety state 3 — BSCIN operations are less safe
and more dangerous because of the possibility
of damage of the ships without the
environmental pollution in regions area,

o a safety state 2 — BSCIN operations are less safe
and more dangerous because of the possibility
of collisions or groundings of ships without the
environmental pollution in regions area,

e asafety state | — BSCIN operations are less safe
and very dangerous because of the possibility of
collisions or groundings and environmental
pollution in regions area,

e a safety state 0 — BSCIN is destroyed,
Moreover, by the expert opinions, we assume that
there are possible the transitions between the
components safety states only from better to worse
ones;

- the safety structure of the system and subsystems

The shipping critical infrastructure network is a

complex series system composed of c¢-d series
subsystems S,., i=1l...d,d+1,..2d2d+1,...,
3d,...,(c-1d,(c-1)d +1,....cd each containing

numbers of ships as the components.

The unknown parameters of the multistate ageing
system safety model are:

- the number of safety states of the system and
components z,
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- the critical safety state of the system r,
- the system risk permitted level J,

- the parameters of a system and subsystems safety
structure.

3.3. Defining the Input Parameters of the
Shipping Critical Infrastructure Network
Safety Model

The input necessary parameters of the shipping
critical infrastructure network safety models are as
follows [EU-CIRCLE Report D3.3-GMUI1, 2016],
[EU-CIRCLE Report D2.2-GMU1] :

- the number of safety states of the system and
components z=4,

- the critical safety state of the system » = 2,
- the system risk permitted level 5 = 0.05,
- the parameters of a system safety structure:

e (ase 1 - series system

- the number of components (subsystem)
n=c-d

e (Case 2 —“l out of k” system

- the number of components (subsystem)

k k=c-d
- the tresholds number of subsystems I,
[=05-c-d
e C(Case 1 —consecutive “l out of k:F”” system

- the number of components (subsystem)
kk=c-d
- the tresholds number of subsystems I,
[=0.25-¢c-d
- the parameters of the subsystems S, ,
i=l,...d,d+1,..(c—
safety structures
e series system:
— the number of components k= 3, n_,,
where ., is the number of ships in area
Dc‘d;
- the intensities of components departure from the
safety states subset {1,2,3,4}, {2,3,4}, {3,4}, {4}, are
as follows:

Dd,(c—1d +1,...,c

d
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e for subsystems S, L....d,d +1,...,

(c=1d, (c=1d +1,....cd ,

(47 OL 147 @1, [4” 3L [4” @],

i=1...d,d+1,..
Jj=12,..,n,.

d

(c—Dd,(c—Dd +1,....c

3.4. Prediction of the Characteristics of the
Shipping Critical Infrastructure Network
Safety Model

We assume that the system is composed of
components having multistate exponential safety
functions.

The subsystems

(c—Dd+1,....cd

s =1,...d,d+1,....(c=1)d,

consist of k=>n, ship
Du/

2i?

dynamic technical systems, each composed of »_,

EP, i=1,...d,d+1,..(c—1)d,

components i
with the exponential

(c=Dd+1,....cd, j=12,..n,,
safety functions given below.

In particular shipping dynamic technical systems
there are:

components with the multistate safety

- Z nccl
functions co-ordinates
(2) (2)
Sij (z7 1) = exp[_ ﬂ'ij (1) t]’
2 (2)
Sij (t,2) = exp[— ﬂ ),

S(t,3) = exp[- A7 (3,
S, (6,4) = expl- 4 (4) 1,

i=1,...
j=12

d,d+1,...(c=Dd,(c=Dd +1,....cd ,

R S

Taking into account the safety model parameters
from Section 2 in [EU-CIRCLE Report D3.3-
GMU3] and Section 3.2.1 concerned with the fixed
system safety structures and their shape parameters
and with the assumed the exponential models of the
safety functions of the system components and the
results of the evaluations of the system components
intensities of departures from the safety state subsets
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we may to perform the prediction of the Baltic
Shipping Critical Infrstructure safety characteristics.
The subsystems S,, i=L...d,d+1,...,(c—1)d,
(c—=Dd +1,...,cd, are the five-state series systems

and according to (2.22)-(2.23) in [EU-CIRCLE
Report D3.3-GMU3] their five-state safety function
is given by

Pt =11, 871D, §7(2), $7.3),
SOt,4) 1,130, (18)
where according to the formulae (2.22)-(2.23) and

(2.58)-(2.59) in [EU-CIRCLE Report D3.3-
GMU3],we have

Ot u)= 1152 (1,0, (19)
1

for 1 €<0,00), u=1234,
i=1,...d,d+1,...(c=Dd,(c=1)d +1,....cd

and particularly

S, 1)=8"(t1) - S (1)) ..
A5 ()] expl- 43/ (D] ...

S,Ei)j (t,1)= exp[-
expl-4, (D,  (20)

S,2) =S (2)- 82 (12) SV (62)= expl

A7) ] expl- A7) (2)1] ....expl~ /1”)/(2”]
(21)

§(1,3)=S(63)- S (£3) .- S (1,3) = exp[-

A0 (3) ] expl- A (3) 1]... exp[- 4, (3) 1],
(22)

8 (t,4) =S (t4)- S, (t.4) ... 5" (t.4)= exp[-

27 (8 expl-A3) (D 1].... expl- 4, (4) 1]
(23)

We consider the Baltic Shipping Critical
Infrastructure Network as a five-state system with
three cases of its safety structure., after applying
(2.24)-(2.25) in [EU-CIRCLE Report D3.3-GMU3],
its safety function is given by

S(t,) =[1, 811, $t,2), 81.3), S,4) ],
£0, (24)

where we have

Case 1. Series system with cooridnantes given by

S(t,u)=>S,,(t,u)=
S(”(t,u)-S(Z)(t,u)-...-S("'d)(t,u) (25)
for u=1,2,3,4,
and particularly
, _ ab @)
S (t,1)= EGXP[—&, (D], (26)
a-b
S (1,2)= gexp[—lff) ()], (27)
ab
S (1,3)= l}eXP[—lﬁ) )], (28)
ab
5 (t,4) = TTexpl=4; (4)1], (29)
where j=12,..n,, fort>0.

The expected values and standard deviations of the
shipping critical infrastructure network lifetimes in
the safety state subsets calculated from the results
given by (25)-(28), according to the formulae (2.15)-
(2.17) in [EU-CIRCLE Report D3.3-GMU3]
respectively are:

uPQ, 4?2, 1?3y, 1?4
and
oM, 6?2, c?3B), V@),

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the shipping critical infrastructure network
conditional lifetimes in the particular safety states
are:
22, @22y, g?3), g4 .-

As the critical safety state is » =2, then the Baltic
Shipping Critical Infrastrtucture Network risk
function, according to (2.20) in [EU-CIRCLE Report
D3.3-GMU3], is given by
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0 =1-se)-1- flewb-2’@n,  Go)

for j=1.2,.,n,, fort>0.

Case 2. series -“[0.5-¢-d | out of c-d” system
with coordinates given by

S(t,u)=8_,(t,u)=1-
H[H S, (tu)]'[1- H S, (t,u)]™",

i=1 j=1

Z

UEL-ER
nAn+ +) ,<]—05< d] 1

for t €<0,), (€29)
where
u=1,2,3.4,

L, =n,l,=n,,..,1 =n,,l

d+1

=nyenlg =0y

The expected values and standard deviations of the
shipping critical infrastructure network lifetimes in
the safety state subsets calculated from the results
given by (3.14), according to the formulae (2.15)-
(2.17) in [EU-CIRCLE Report D3.3-GMU3]

respectively are:

1P, 4?2y, 4?3y, 4@
and

M), ?2), ?@3), o (4),

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the shipping critical infrastructure network
conditional lifetimes in the particular safety states
are:
a?Wy, g?(2), g3y, g4 -

As the critical safety state is » =2, then the Baltic
Shipping Critical Infrastructure Network risk
function, according to (2.20) in [EU-CIRCLE Report
D3.3-GMU3], is given by

rt)=1-S(,2) =
> IS, @27 0-11 5,621,

1ty s =l j=1
nAL . +r,<|—05£‘d-‘1

for t €<0,), (32)
where
L=nlL=n,,. 0, =n,1,,=n,,..1,=n,
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Case 3. series-consecutive |_O.25-c-dj outof ¢-d

: F” system with the coordinates given by the
following recurrent formula

S(t,u)=S, ,(t,u) =S, (t,u) =

1 for k<m,
H[I—HSU(t )] for k=m,
i=1
[lgskj(tﬂu)]sk—l (¢,u) (33)
m=1 L ;
+ Zl[ ISkfj,v(t,u)]skqu(tsu)'
j=1 v=
k I;
I [1-TIS. (t.u)] for k> m,
i=k-j+1 v=l1
for t >0,
k=1,..d,d+1,..2d,2d+1,.. (c—Dd,
(c—Dd+1,....cd ,u=123 4 l _nn,l =y seense
Ly=nmg.lp, =ny .0l =0,

The expected values and standard deviations of the
shipping critical infrastructure network lifetimes in
the safety state subsets calculated from the results
given by (33), according to the formulae (2.15)-
(2.17) in [EU-CIRCLE Report D3.3-GMU3]
respectively are:

“uP @, g2 pP 3, 4
and
oM, P (2), ¥ (3), P4,

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the shipping critical infrastructure network
conditional lifetimes in the particular safety states
are:
—(2) (1) —(2)(2) —(2) (3) —(2)(4)

As the critical safety state is » =2, then the Baltic
Shipping Critical Infrastructure Network risk
function, according to (2.20) in [EU-CIRCLE Report
D3.3-GMU3], is given by

rt)=1-8St2)=1-S,(t2)=1—
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1 for k<m
k l;
1—]"{[1 _1'_[1Slj (,2)] for k=m (34)
i= Jj=
I
(I lSkj(taz)]Sk—l (t,2)+
=
m—1 lk—/
SIS, . (208, 1) fork>m
j=l v=
k I;
[T [1-T1S,,(z,2)]
iskojel vl
where
=120, =123, for t > 0, uw=1234
k=1,...d,d +1,(c=1)d,(c =)d +1,....cd ,
L=nlL=n,,.0,=n,1l, =n,,..0,=n,

4. Safety and Risk prediction of Ship Traffic
and Port Operation Information Critical
Infrastructure Network

4.1. Ship Traffic and Port Operation
Information Critial infrastructure Network
Description

We take into account the complex technical ship
traffic and port operation information critical
infrastructure network S, composed of :

- the subsystem s, which consist of 121 AIS

base stations and 25 DGPS stations £, ED,
E(3)

146,1 >
- the subsystem s,, which consist of at least 18

port operation information systems E&. ...,

E(3)

2,18 -

4.2. Defining the Parameters of the Ship
Traffic and Port Operation Information
Critial Infrastructure Network Safety Model

According to the effectiveness and safety aspects of
the operation of the Baltic Port Critical Infrastructure
Network, we fix:
- the number of port critical infrastructure network
safety states (z=4)and we distinguish the
following five safety states:
e a safety state 4 — port operation information
subsystem is less safe and more dangerous
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because of the possibility of environment
pollution and and causing small accidents,

e a safety state 3 — ship traffic information
subsystem is less safe and more dangerous
because of the possibility of environment
pollution and causing big accidents,

e a safety state 2 — port operation information
subsystem is less safe and more dangerous
because of the possibility of environment
pollution and and causing big accidents,

e a safety state 1 — both subsystems are less safe
and more dangerous because of the possibility
of environment pollution and and causing
accidents,

e asafety state 0 — STPOICIN is destroyed,
Moreover, by the expert opinions, we assume that
there are possible the transitions between the
components safety states only from better to worse
ones;

- the safety structure of the system and subsystems

We consider the ship traffic and port operation
information critical infrastructure network as a series
safety strucutres.

The unknown parameters of the multistate ageing
system safety model are:

- the number of safety states of the system and
components z,

- the critical safety state of the system 7,
- the system risk permitted level &,

- the parameters of a system and subsystems safety
structure.

4.3. Defining the Input Parameters of the
Ship Traffic and Port Operation Information
Critical Infrastructure Network Safety Model

The input necessary parameters of the port critical
infrastructure network safety models are as follows
[EU-CIRCLE Report D3.3-GMUI, 2016], [EU-
CIRCLE Report D2.2-GMU1] :

- the number of safety states of the system and
components z=5,

- the critical safety state of the system » =2,

- the system risk permitted level & = 0.05,
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- the parameters of a system safety structure:

e series system

- the number of components (subsystem) 7,

n=2
- the parameters of the subsystem S3; safety
structures
- Case 1 - series system
o the number of components

(subsystem) n, n=146
- Case 2 — “m out of n” system

o the number of components
(subsystem) n, n=146
o the threshold number of

subsystems m, m = 73
- Case 3 — consecutive “m out of n: F”

system

o the number of components
(subsystem) n, n=146

o the threshold number of

subsystems m, m = 2.
- the parameters of the subsystem S;, safety

structures
- Case 1 - series system
o the number of components

(subsystem) n, n=18
- Case 2 — “m out of n” system

o the number of components
(subsystem) n, n=18
o the threshold number of

subsystems m, m = 3
- Case 3 — consecutive “m out of n: F”

system

o the number of components
(subsystem) n, n=18

o the  threshold number of

subsystems m, m = 2.
- the intensities of components departure from the
safety states subset {1,2,3,4}, {2,3,4}, {3,4}, {4}, are

as follows:

e forsubsystems §, , v=12

('O, 4" Q1, [0 [4 4],
i=12, j=12,...

4.4. Prediction of the Characteristics of the
Ship Traffic and Port Operation Information
Critical Infrastructure Network Safety Model
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We assume that the system is composed of
components having multistate exponential safety
functions.

The subsystem S, consist of k=2 subsystems, each
ED, =12,

composed of n(7) components L
the

j=12,...n(i) I =146, 1,=18 with
exponential safety functions given below.

1.€.

In particular Ship Traffic and Port Operation
Information Critical Infrastructure Network there
are:

- n(i) components with the multistate safety
functions co-ordinates

S;.})(t,l) = exp[— /1,(-;)(1) 1,
Sl.(;)(l‘,Q) = exp[— /15;) (2) 1,
Slf)(t,3) = exp[— 11(-,3) )1,

SP(4) =expl- A (1], i=1,2, j=12,...1.

i

Considering the safety model parameters from
Section 2 in [EU-CIRCLE Report D3.3-GMU3] and
Section 4.2.1 concerned with the fixed system safety
structures and their shape parameters and with the
assumed the exponential models of the safety
functions of the system components and the results
of the evaluations of the system components
intensities of departures from the safety state subsets
we may to perform the prediction of the Baltic Ship
Traffic and Port Operation Information Critical
Infrastructure Network safety characteristics.

The subsystems S, , v=12,, are the five-state
systems and we consider the following cases of their
safety structures:

Case 1. It is a complex series systems composed of
146 (S,,) and 18 (S,,) components as it was
mentioned above.

The subsystems S, i =1,2,, are the five-state series

systems and according to (2.22)-(2.23) in [EU-

CIRCLE Report D3.3-GMU3] their five-state safety

function is given by

§9() =0, 87D, §712), §713),

SO(t,4)1, >0, (35)
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where according to the formulae (2.22)-(2.23) and
(2.58)-(2.59) in [EU-CIRCLE Report D3.3-
GMU3],we have

SOt )= [152(t.u) =
j=1

Si(l3) (t’u) ) Si(23) (t’u) Teeet Si(l?) (t’u) > (36)

for te<0,), i=12, u=1,234

and particularly

SVt )= SV (t))-..-S l.(f) (t.1) = exp[—
A1) t] exp[- A2 1) 1] ...exp[— [-A° )(l)t (37)
SO (1,2)= 862552 S(1.2) = expl-
A2 (2) 1] exp[- exp[- 4, (2) 1],

(38)

A2t ...

$91,3)= SO (t,3)- 59 (63)- . S (1,3) = expl-

2931 exp[- 29 3) ... exp[- 4, () 1], (39)

S(S)(ta4): Si(13)([a4)‘Si(;)(ta4)""'S‘(3)(ta4): expl[-

A9 (@) 1 expl- 22 (4) 1. exp[- 4 () 1. (40)
Case 2. It is a complex “k out of I” systems

composed of 146 (S,) and 18 (S,)

components as it was mentioned above.
The subsystem S, is the five-state “73 out of 146”

system and according to (2.22)-(2.23) in [EU-
CIRCLE Report D3.3-GMU3] their five-state safety
function is given by

§U)=01, 87D, §7(2), §7@.3),

8§ (t,4)1, 120, (41)
with the coordinates
1
Stu)=1- XS (w)]'[F (t,u)] ™",
P
te<0,00), u=1234, i=12,..146. (42)

The subsystem ng is the five-state “3 out of 18”
system and according to (2.22)-(2.23) in [EU-

64

CIRCLE Report D3.3-GMU3] their five-state safety
function is given by

S (¢,) = (1, S, 1), S(t,2), $(1,3),
SP(t,4)1,t>0, (43)
with the coordinates
S(tyu)=1- [ fz)(t W' [F™ (t,u)] ™"
il
t €<0,00), zl4+:+1+;i,4, i=12,.]8. (44)

Case 3. It is a complex consecutive “k out of 1:F”
systems composed of 146 (s, ) and 18 (S,,)

components as it was mentioned above.

The subsystem S, is the five-state consecutive “2
out of 146: F” system and according to (2.22)-(2.23)
in [EU-CIRCLE Report D3.3-GMU3] their five-state
safety function is given by

D=1, STV, §°(,2), $°7(13),
SN, >0, (45)
with the coordinates
S(tu)=S, (t,u) =
1 forn<m,
1-T1F (t.,u) for n=m,
= (46)
S, (t,u)s,  (t,u)+
£5,.@0S, (0
HIF(tu) for n >m,
Jj=n—i+

t e<0,00), u=1,234.
The subsystem S, is the five-state “2 out of 18”

system and according to (2.22)-(2.23) in [EU-
CIRCLE Report D3.3-GMU3] their five-state safety
function is given by

ST =11, ST D, $7(2), $7(I),

S (t,4)1, >0, (47)
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with the coordinates

S(ttu)=S,(t,u)=

1 forn<m,
1-T1F (t,u) for n=m,

= (48)
Sn (t’ u)snfl (t’ u) +

milSnfi (t: u)san (ta u) :
i=1

1 F(tu)

J=n—i+l

for n > m,

te<0,0), u=12734.

Considering that the Baltic Ship Traffic and Port
Operation  Information  Critical Infrastructure
Network is a five-state series system, after applying
(2.24)-(2.25) in [EU-CIRCLE Report D3.3-GMU3],
its safety function is given by

S, =[1,8@¢0, 8,2),S3), 5S¢4 ],

t>0, (49)
with coordinates given by
. 2 .
S@tuy= Sy(tu) =118 (t,u)
i=1
for u=12,3,4, (50)
and particularly
/;
S @,1)= [Texp[-4" (1],
J=l
i=12, fort>0, (51)
/;
5 @.2)= [lexp[=4(2)],
J=1 ‘
i=12,fort>0, (52)
I;
5 (t,3)= [lexp[-47 3)],
J=l ‘
i=12,fort>0, (53)
/;
5,4 = [Texp[=4 (D],
j=1
i=12,fort>0, (54)

The expected values and standard deviations of the
ship traffic and port operation information critical
infrastructure network lifetimes in the safety state
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subsets calculated from the results given by (5.51)-
(5.54), according to the formulae (2.15)-(2.17) in
[EU-CIRCLE Report D3.3-GMU3] respectively are:

O 19 @) 1P By 1 (@)
and
a1, c?@), aPB), P @),

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the ship traffic and port operation information critical
infrastructure network conditional lifetimes in the
particular safety states are:

M, 7Y@, 7Y G) s 7Y@

As the critical safety state is » =2, then the Baltic
Ship Traffic and Port Operation Information Critical
Infrastructure Network risk function, according to
(52), is given by

Ht) = 1-5@,2)

Ii
=1- [[exp[-4"(2)], i=12, for £ > 0. (55)
j ‘

5. Safety and Risk Prediction of Joint
Network of Port, Shipping and Ship Traffic
and Port Operation Information Critial
infrastructure Networks

5.1. Joint Network of Port, Shipping and Ship
Traffic and Port Operation Information
Critial infrastructure Networks Description

The Joint Network of Baltic Port, Shipping and Ship
Traffic and Port Operation Information Critical
Infrastructure  Networks (JNBPSSTPOICIN) is
operating at the Baltic Sea Region. We assume that
this system is composed of a number of main
subsystems having an essential influence on its
safety.

There are distinguished following subsystems:

- S, - the Port Critical Infrastructure Network
subsystem,

- S, - the Shipping Critical Infrastructure Network
subsystem,

- S, - the Ship Traffic and Port Operation

Information Critcal Infrastructure subsystem.

5.2. Defining the Parameters of the Joint
Network of Port, Shipping and Ship Traffic
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and Port Operation Information Critial
infrastructure Networks Safety Model

According to the effectiveness and safety aspects of
the operation of the Joint Network of Baltic Port,
Shipping and Ship Traffic and Port Operation
Information Critical Infrastructure Networks, we fix:

- the number of JNBPSSTPOICIN safety states

(z=4)and we distinguish the following five

safety states:

e a safety state 4 — INBPSSTPOICIN operations
are fully safe,

o asafety state 3 — INBPSSTPOICIN operations
are less safe and more dangerous, because of
fact that one of the three CINSs is less safe,

e a safety state 2 — INBPSSTPOICIN operations
are less safe and more dangerous, , because of
fact that two of the three CINs are less safe,

o asafety state | — INBPSSTPOICIN operations
are less safe and very dangerous, three CINs are
less safe,

o asafety state 0 — INBPSSTPOICIN is
destroyed, three CINs are dangerous for users
and environment.

Moreover, by the expert opinions, we assume that
there are possible the transitions between the
components safety states only from better to worse
ones;

- the safety structure of the system and subsystems

The JNBPSSTPOICIN is a complex series system
composed of
Case 1. Three series subsystems §,, S, S,.

Case 2. Two “m out of n” subsystems S,, S, and one
series S .

Case 3. Two consecutive “k out of n:F” subsystems
S,, S, and one series S, .

Each of them containing fixed number of

components as it was mentioned above in Sections 2-
4.

The unknown parameters of the multistate ageing
system safety model are:

- the number of safety states of the system and
components z,

- the critical safety state of the system 7,
- the system risk permitted level &,

- the parameters of a system and subsystems safety
structure.
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5.3. Defining the Input Parameters of the
Joint Network of Port, Shipping and Ship
Traffic and Port Operation Information
Critial infrastructure Networks Safety Model

The input necessary parameters of the Joint Network
of Baltic Port, Shipping and Ship Traffic and Port
Operation  Information  Critical Infrastructure
Networks safety models are as follows [EU-CIRCLE
Report D3.3-GMUI, 2016], [EU-CIRCLE Report
D2.2-GMUI1]J :

- the number of safety states of the system and
components z=4,

- the critical safety state of the system » =2,
- the system risk permitted level & = 0.05,
- the parameters of a system safety structure:

e series system

- the number of components (subsystem) n,
n=3

- the parameters of the subsystems S,
i=1,23 safety structures
- Case 1 - series system
o the number of components
(subsystem) 5., i=123,
n =18
n,=a-b
n, =164
- Case 2 —“m,outof »n,” system
o the number of components
(subsystem) 72,, i=12,
n =18
n,=a-b
o the threshold ~ number of
subsystems m,, i=12,
m =3
m, =r0.5-a-b—|
- Case 3 — consecutive “m, out of 7,: F”
system
o the number of components
(subsystem) 72,, i=12,
n =18
n,=a-b
o the threshold ~ number of

subsystems m,, i =12,

m, =2
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m, =|0.25-a-b |

- the intensities of components departure from the
safety states subset {1,2,3,4}, {2,3,4}, {3,4}, {4},
are as follows:

e for subsystem S|

41, (47 @)1, [4'3)], [ @),
i=12,.18 j=123,

o for subsystem S,

(4O, [47 @1, [473), [47 @),
i=12,...,a-b j=123..,1,

o for subsystem S3

('O, 4 Q1, [, [4 @], i=12,
j=123,..1.

5.4. Prediction of the Characteristics of the
Joint Network of Port, Shipping and Ship
Traffic and Port Operation Information
Critical infrastructure Networks Safety
Model

We assume that the systems is composed of
components having multistate exponential safety
functions.

Considering that the Joint Network of Port, Shipping
and Ship Traffic and Port Operation Information
Critical Infrastructure Networks is a five-state series
system, after applying (2.24)-(2.25) in [EU-CIRCLE
Report D3.3-GMU3], its safety function is given by

S, =[1, 801, 8@,2),8013), S ],

t>0, (56)
with cooridantes given by
~ 3 .
S,(tu)= HIS(U) (t,u) for u=12734, (57)
and particularly
"(1)) _ 3 (U)
S (ta 1) - Hexp[_)*ij (l)t] 5 i= 1,2,3,---,lu s
v=1
j=12,...n(), fort=0, (59)
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. 3
$(t,2)= TTexp-AY ()], i=1.23,...0,,
v=1

j=12,...n(), fort=>0, (60)
afv) _ 2 ()
S (t73) - Hexp[_/?n;/ (3)t] 5 i= 1,2,3,~--,ZU s
v=1
j=12,..,n(), fort=0, (61)
. 3
§“(t,4)= li[lexp[—lf;,-” '), i=123,....0,
j=12,...n(), fort >0, (62)

The expected values and standard deviations of the
joint network of the port, shipping, and ship traffic
and port operation information critical infrastructure
network lifetimes in the safety state subsets
calculated from the results given by (5.56)-(5.62),
according to the formulae (2.15)-(2.17) in [EU-
CIRCLE Report D3.3-GMU3] respectively are:

u(y, w2), uG), 4

and
o(l), 0(2), 0(3), 0(4),

and further, using above results , from (2.19) in [EU-
CIRCLE Report D3.3-GMU3], the mean values of
the shipping critical infrastructure network
conditional lifetimes in the particular safety states
are:

uy, mg(2), u@3), pg4).

As the critical safety state is » =2, then the joint
network of the port, shipping and ship traffic and
port operation information critical infrastructure
networks risk function, according to (2.20), is given

by

()= 1-8,(t,2)=1- T18(12), fori>0  (63)
v=l1

6. Conclusions

The material given in this report delivers the main
and practically important safety parameters and
characteristics of the joint network of port, shipping,
and ship traffic and port operation information
critical infrastructure networks defined as complex
technical systems. Firstly, the three critical
infrastructure networks: port, shipping, and ship
traffic and port operation information, have been
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described in details. Every chapter about the single
critical infrastructure network consists of the
definitions of this network, its input safety
parameters and the prediction of its safety
characteristics. Furthermore, the joint network has
been introduced. Its input safety parameters have
been defined and its safety characteristics prediction
has been done theoretically.

This report is describing the safety model of the port,
shipping and ship traffic and port operation
information critical infrastructure joint network,
which will be used to integrate with operation
process. This way, the result will be the model of this
network safety related to the operation process
changing in time.
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