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Abstract

The methods based on the results of the General Model of Critical Infrastructure Accident Consequences and the
linear programming are proposed to the optimization of critical infrastructures accident consequences with
considering the climate-weather change process influence. The critical infrastructure accident consequences
determining the optimal values of limit transient probabilities at the process of environment degradation states
that minimize the critical infrastructure accident expected value of the total environment losses impacted by the
climate-weather change for the fixed time interval are proposed.

1. Introduction

The critical infrastructure accident is understand as an
event that causes changing the critical infrastructure
safety state into the safety state worse than the critical
safety state that is dangerous for the critical
infrastructure itself and its operating environment as
well. Each critical infrastructure accident can generate
the initiating event causing dangerous situations in the
critical infrastructure operating surroundings. The
process of initiating events can result in this
environment threats and lead to the environment
dangerous degradations.

Thus, the probabilistic General Model of Critical
Infrastructure Accident Consequences (GMCIAC)
was proposed in [Bogalecka & Kotowrocki, 2017]
that includes the process of initiating events generated
either by its accident or by its loss of safety critical
level, the process of environment threats and the
process of environment degradation models.

2. Critical infrastructure accident losses

We denote by

Lo (), i=12,....0,, k=12,...ns, (1)

the losses associated with the process of the
environment degradation

11

Re(t), te(0,40), k=1,2,...,n3,

in the sub-region Dy, k =1,2,...,ns, at the environment
degradation state ri,, i=12,.,¢,, k=12,..,n;, in
the time interval (0,t).

Thus, the approximate expected value of the losses in
the time interval (0,t), associated with the process of

the environment degradation Ry(t) of the sub-region
D« can be defined by

b )
Lio® =D 0y - L @) fork=1.2,...,n5,  (2)
i=1

where q(ik), i=12,..,/,, mean the boundary

probabilities of the process of the environment
degradation at its particular states and are given by

(17) in [Bogalecka & Kotowrocki, 2017], and Ly, (t),

i=12,..,0,, k=1.2,...,n3 are defined by (1).

The losses associated with particular environment
degradation states are involved with negative
consequences in the accident area. The types of
consequences are various for different kinds of
accident and accident area. For instance, in the
shipping, the closure of port, closure of fishery area
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and people death can be considered as the negative
consequences. The losses can be expressed by the cost
of the negative consequences in case like the closure
of port, closure of fishery area. In the case of negative
consequences like people death, the losses can be
expressed as the number of loss of life. In the paper
we only consider the accident consequences that can
be expressed by cost.

Under these assumption, if we fix the number of kinds
of accident consequences by & and the cost function
of this consequence lasting t

[K 17, 3)

forj=12,...¢ i=12,..,¢,, k=12,...,n3, than the
loss for the sub-region Dy, k = 1,2,...,ns, is expressed
by the total cost of all consequences lasting t in the
sub-region Dy, k= 1,2,...,ns, is given by

_ g _ _
Ll(k) = Z[K(Ik) (t)](J), t €(0,+), 4
j=1

fori=12,..7¢,, k=12,..na.

Hence, according to (2), losses associated with the
process of the environment degradation Rq(t) of the
sub-region Dy, k = 1,2,...,ns, are given by

5

L(k)(t)Eiqék)I:Z[K(ik)(t)](j)} te(0,+0), (5)
i=1

i-1

fork=1,2,...,na.

Furthermore, the total expected value of the losses for
the fixed time ¢, ¢ > 0, associated with the process of
the environment degradation R(t), in all sub-regions of
the considered critical infrastructure operating
environment region D, can be evaluated by

L) = Lo (), (6)

where L () are given by (5) for t = ¢.

3. Critical infrastructure accident losses with
considering climate-weather change process
impact

3.1. Critical infrastructure accident area
climate-weather change process

Critical infrastructure accident area climate-weather
change process parameters (either identified

statistically or evaluated by experts) are [Kotowrocki
& Soszynska-Budny, 2016, 2017]:

— the number of climate-weather states w;

— the vector [gs(0)]1xw Of the initial probabilities

gp(0) = P(C(0) = cv), b=1,2,...,w,

of the climate-weather change process C(t) staying
at particular climate-weather states ¢y, at the moment
t=0;

— the matrix [q,, ], Of the probabilities of transitions

o, b, | = 1,2,...,W, b= |,

of the climate-weather change process C(t) from the
climate-weather states cy to cj;

— the matrix [N, ], Of the mean values

Nb| = E[Cm], b, | = 1,2,...,W, b= |,

of the climate-weather change process C(t)

conditional sojourn times Cy, at the climate-weather

states ¢, when its next climate-weather state is c;.
Critical infrastructure operating area climate-weather
change process characteristic (either calculated
analytically or evaluated by experts) is [Kotowrocki
& Soszynska-Budny, 2016, 2017] the vector

[Ao]w = [1, G2,...,0w] (7)

of the limit values of transient probabilities
g, (t) = P(C(t) = Cv), t e< 0,40), b =1,2,....w,

of the climate-weather change process C(t) at the
particular operation states Cp.

(In the case of a periodic climate-weather change
process, the limit transient probabilities Qp,
b =1,2,...,w, at the climate-weather states defined by
(7), are the long term proportions of the climate-
weather change process C(t) sojourn times at the
particular climate-weather states c,, b = 1,2,...,w).

3.2. Critical infrastructure accident losses
related to climate-weather impact

We denote the losses associated with the process of
the environment degradation

Ri(t), t €(0,+), k=1,2,...,ns,

in the sub-region Dy, k = 1,2,...,ns, at the environment
degradation state r(ik), i=12,.,0,, k=1,2,...,n3,in
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the time interval (0,t), while the climate-weather
change process C(t) at the critical infrastructure
accident area is at the climate-weather state cp,
b=12,...w,by

[L 1, (8)

te<0,40), 1=12,.,0,, k=1,2,....,n3,

b=1,2,....w.

The losses [LY, (t)]® are the conditional losses, while

the climate-weather change process C(t) is at the
climate-weather state ¢y, b = 1,2,...,w, defined by

[Ly O =[o]® - Ly ©), 9)
te<0,40), 1=12,.,0,, k=1,2,....,n3,
b=1,2,....w,

where
[201®, (10)

1=12,....0,, k=12,...,n3,b=12,....w,

are the coefficients of the climate-weather change
process impact on the losses associated with the
process of the environment degradation in the sub-
region Dy, k = 1,2,...,n3, at the environment
degradation state r(‘k), i=12,.,0,, k=1,2,...n;,in
the time interval (0,t), while the climate-weather
change process C(t) at the critical infrastructure
accident area is at the climate-weather state cp,
b=12,...,w.

Thus, by (5) and (9) the conditional approximate
expected value of the losses in the time interval (0,t),
associated with the process of the environment
degradation Ry(t) of the sub-region Dy, k = 1,2,...,n3,
while the climate-weather change process C(t) is at the
climate-weather state cp, b = 1,2,...,w, can be defined
by

O _

[L(k)(t)](b) = Zqzk) '[Ll(k)(t)](b) (11)
i=1

for k=12,...n, b=12,...w, where g,

i=12,..,0,, k=12,..,n3 are given by (17) in

13

[Bogalecka & Kotowrocki, 2017], and [L, (t)]®,

te<0,40), 1=12,...,0,, k=12,..,n3,b=12,...w,
are defined by (9)-(10).

Further, applying the formula for total probability, the
unconditional approximate expected value of the
environment losses, impacted by the climate-weather
change process C(t), in the time interval (O0,t),
associated with the process of the environment
degradation Ry(t) of the sub-region Dy, k = 1,2,...,n,
can be expressed by

L) = Z% ‘[L(k)(t)](b), k=1.2,...n3, (12)
b1

where v, b = 1,2,...,w, are given in [Kotowrocki &
Soszynska-Budny, 2016, 2017], and [L(k)(t)](b),

t €< 0,400), k=1,2,....n5, b=12,...,w, are
determined by (11).
Hence, according to (11), we have
j— W gk - -
Ly () = qub “Ogey [l ®1®, (13)
b=1i=1
k= 1,2,...,ns.

Finally, the total expected value of the losses,
impacted by the climate-weather change process C(t),
in the fixed time interval (0, @), associated with the
process of the environment degradation R(t), in all
sub-regions of the considered critical infrastructure
operating environment region D, can be evaluated by

Lip) = L (), (14)
k=1

where E(k) (@), k=12,..,n,, are given by (12) for

t=o.

Thus, considering (9), the coefficient of the climate-
weather change process impact on the losses
associated with the process of the environment
degradation in the sub-region Dy, k = 1,2,...,ns, in the
time interval (0, @), may be defined as

Pk = E(k)((/’)/ L(k)(¢’), (15)

@ e<0,+0), k=1,2,...,n3,

where Ly, (), pe<0+x), k = 1,2,...,n5, are the

losses related to the climate-weather impact
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determined by (12) and Ly, (9),

k=1,2,...,n3, are the losses without considering
climate-weather impact determined by (2).

Similarly, the coefficient of the climate-weather
change process impact on the total losses associated
with the process of the environment degradation in the
entire considered region D, in the time interval (0, @),

may be defined as

@ €< 0,400),

P(p) =L(p)/ L(p), ¢e<0,+x), (16)

where L(p), ¢ e<0,+x), are the total losses related
to the climate-weather impact determined by (14) and
L(¢), @e<0,+0), are the total losses without
considering climate-weather impact determined by
(6).

Other practically interesting characteristics of the
environment  degradation caused by critical
infrastructure accident consequences related to the
climate-weather are the indicators of the environment
of the sub-regions Dy, k = 1,2,...,n3, resilience to the
losses associated with the critical infrastructure
accident related to the climate-weather change that are
proposed to be defined by

Rl (@) =1/ py,, @e<0,+0), k=12,...n3,(17)

where Py k=1,2,...,n3, are determined by (15) and

the indicator of the environment of the entire region D
resilience to the total losses associated with the critical
infrastructure accident consequences related to the
climate-weather change that are proposed to be
defined by

Rl (p) =1/ p, ¢ e<0,+00), (18)

where p is determined by (16).

4. Critical infrastructure accident losses
minimization

From the linear equation (13), we can see that the
mean value of expected critical infrastructure accident
losses E(k)(t), t e<0,+), k=1,2,...,ns3, associated
with the process of the environment degradation Re(t)
of the sub-region Dy, k = 1,2,...,ns, impacted by the
climate-weather change process C(t) is determined by
the limit value of transient probabilities qp,
b=1,2,...,w of the climate-weather change process
C(t) at the particular climate-weather state c,,
b =1,2,...,w, the limit value of transient probabilities

14

Uy, 1=12...,0,, k=1.2,....,n3 of the process of the
the
i=12,..,0,, k=1,2,...,n3, and by the mean value of

environment degradation  at state

i
My

the critical infrastructure accident losses [Ly, ()],

te<0,4x), 1=12,..,/0,,k=12,..,n3,b=12,...w,
associated with the process of the environment
degradation Ry(t) of the sub-region Dy, k = 1,2,...,ns,
impacted by the climate-weather change process C(t).
Therefore, the optimization based on the linear
programming [Klabjan & Adelman, 2006],
[Kotowrocki & Soszynska-Budny, 2011] of the
critical infrastructure accident losses associated with
the process of the environment degradation Ry (t) of
the sub-region Dy, k = 1,2,...,ns, with considering the
climate-weather change process C(t) can be proposed.
Namely, we may look for the corresponding optimal

values qbqgk), b=1,2,..Ww, i=12,..,7,
k=1,2,...,n3 of the transient probabilities qquk)'
b=12,...w, i=12..¢,, k=12,..,n3 of the
process of the environment degradation at the state
Mo, 1=12,..0, K =1.2,...,n5, to minimize the
mean value of critical infrastructure accident losses
E(k)(t) impacted by the climate-weather change
process C(t), in the sub-region Dy, k = 1,2,....ns.

Thus, we may formulate the optimization problem as

a linear programming model with the objective
function of the following form

W [k . .
Lo () = qub “Oy [l 1, (19)
b=1 i=1
te<0,+x), k=1,2,...,n3,
with the following bound constraints
. ) . wo Lk )
qu(lk) < qquk) < qbq(lk)' ZZQbQEk) =1 (20)
b=1 i=1
k= 1,2,....n3,
where  [Li,, O], [Ly®I® =0, b=12,. .w

i=12,.,0,, k=1,2,...,ns, are fixed mean values of
the losses associated with the process of the
environment degradation Rg(t) of the sub-region Dy,
k =1,2,...,n3, impacted by the climate-weather change
process C(t), for a fixed t, t e< 0,+), and
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qu(ik)a 0< qu(ik) <1 and qu(ik)v qubq(ik) <1,

qu(ik) < qugk)- (21)

b=1.2,..W, =120, k=12,...ns

are lower and upper bounds of the unknown transient
probabilities qbqék), b=12,.,w, i=12..7,,
k=1,2,...,n3, respectively.

Now, we can obtain the optimal solution of the
formulated by (19)-(21) the linear programming

problem, i.e. we can find the optimal values g,dy,

b=12,...,w, i=12..¢,, k=12,..,n3 of the
transient  probabilities qbq(ik)' b=12,...w,
i1=12,...¢0,, k=1.2,.,n; that minimize the

objective functions given by (19).
First, we arrange the mean values of the losses

[Liy I, te(0+0), b=12,..w, i=12..7/,

k=1,2,...,n3, associated with the process of the
environment degradation Ry(t) of the sub-region Dy,
k=1,2,...,n3, impacted by the climate-weather change
process C(t) in increasing order

[L 01 < [ 017 <. .. <[, ®1®,
k=12,...,n3 t e<0,+0),

where i; e{1,2,...,¢,} for j=12,...0, -w.
Next, we substitute

i TR . i
Xl = By Xty =By Xdy =By (22)

for j=12,...,7, -w, and we minimize with respect to
Xlor J=12, 0y W, k = 1,2,...0, the linear form
(19) that after this transformation takes the form

W _ .
Ly = ZX(JK) ‘[L(Jk)(t)](b) (23)
j=1
for a fixed t, t €< 0,+0), with the following bound
constraints

Oy "W )
j=1
where  [Li, (017,  [Liy®I® >0, b=12,..w,

k=1.2,...05 i; e{,2,...,0,} for j=12,..0, -w, are

15

fixed mean values of the losses associated with the
process of the environment degradation Rg(t) of the
sub-region Dy, k = 1,2,...,n3, impacted by the climate-
weather change process C(t) for a fixed t, t e< 0,+00),
arranged in increasing order and

i ¥ < <
Xbor 0< Xk <1 and X4y, 0<X4, <1,

Xdo < Xdoyr 1=1200 bW, k=12,...05,  (25)

are lower and upper bounds of the unknown
probabilities x(Jk), 1=12,..0,-w, k=12,..n;
respectively.

To find the optimal values of x},, j=12..,¢,-w,
k=1,2,...,n3, we define

PR .
i = 2 %o Yoo =1%o (26)
j=1
and
X(k),o =0, i(k)’o =0 and
J . J )
Vi _ v g _ A
Xiga = 2 Xy Koa = 2 Ko (27)
1 1
for
J :1’2""’€k - W.

Next, we find the largest value Je{01...,7, -w}
such that
Xaya —Xaa <Y (28)

and we fix the optimal solution that minimize (23) in
the following way:

i) if J =0, the optimal solution is
X = Y + Ko ANd Xy =Xy
for j=23,...,0,-w; (29)

i) if 0<J </, -w, the optimal solution is

X(Jk) = )H((Jk) for j =1,2,..., \],



Bogalecka Magda, Kotowrocki Krzysztof
Optimization of critical infrastructure accident consequences related to climate-weather change process
influence — losses minimizing

5 J+1 ~

_ oJ+1
Xy = Y

~ X9 T X9 T Xao

and X, =X} for j=J+2,J+3,...0,-w; (30)
iii) if J =/, -w, the optimal solution is

X(jk) = i(jk) for j=12,...0, -W. (31)
Finally, after making the inverse to (22) substitution,
we get the optimal limit transient probabilities
Oplighy = Xty FOr =12, - W, (32)
that minimize the mean values of the losses associated
with the process of the environment degradation Rg(t)
of the sub-region Dy, k = 1,2,...,n3, impacted by the
climate-weather change process C(t), defined by the

linear form (19), giving its minimum value in the
following form

W

If(k) t)= Ziqbqék)[u(k) ®1°,
b

=1 i=1

(33)

fork=1,2,...,n3, and a fixed t.

5. Conclusion

The procedure [Kotowrocki & Soszynska-Budny,
2011] and the liner programing [Klabjan & Adelman,
2006] was presented to the optimization of the critical
infrastructure accident losses. Presented in the paper
tools can be useful in accident consequences cost
optimization through the accident losses minimizing.
Therefore the results can be interesting for emergency
rescuers and services as well as other government,
administrative and technical services bearing costs to

remove and/or reduce the critical infrastructure
accident consequences.
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