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Daniel-Cornel STEFANESCU?, Alina PAPOI?

NEW THREATS TO THE NATIONAL SECURITY OF STATES
- CYBER THREAT

Summary. Globalisation brought an electronic communications reliance, as
well as some repercussions on the world’s states, mainly in the sphere of cyber
security. In recent years after the events in Ukraine, the cyber threat became a
certainty and risk. We must be conscious that cyber attacks will grow up
considerably, and one of their forms is the hybrid war, with its conventional and
non-conventional, military and non-military capabilities. The emergence of a new
battlefield — the cyberspace — is a reality, where military operations are carried out
through sophisticated technology. For this purpose, states need to increase their
cyber defence capabilities to prevent and combat aggression from the virtual
environment to critical infrastructure, communications systems, and last but not
least, the people.
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1. INTRODUCTION

In the opinion of military analysts, there are four types of wars in history: first-generation
wars (based on large human masses, for example, World War 1), second-generation wars
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(based on great firepower, in which the development and use of armour and aircraft in battle
had a decisive effect in the fate of the war, for example, World War I1), third-generation wars
(based on the principle of manoeuvre, supported by technological power and, implicitly, the
speed provided by it), fourth-generation wars (corresponding to the age of information — their
weapons are political, economic, social, cultural and military)Z.

The wars of the last generation do not fit into the classical, conventional forms of conflict
resolution, and they unfold in a climate of insecurity, using its direct and indirect effects to
"reach" the desired goals. This type of war eliminates the centre/centres of gravity, and not the
human losses, especially among civilians*.

The principles guiding the new war are informational predominance (the achievement of
an informational supremacy capable of suppressing any action by surprise from a third party
and ensuring a non-conflictual strategic environment), technological dominance, conflict
symmetry (the parties involved in the conflict have similar means, policies, doctrines and
strategies, dissymmetry (the tendency of each potential belligerent to achieve net superiority
of forces, means, actions, policies and strategies that enable the achievement of supremacy
with the least amount of losses and resources, policies, doctrines and similar strategies), and
asymmetry®.

2. NEW THREATS TO NATIONAL SECURITY OF STATES - CYBER THREAT

The end of the Cold War, in 1989, and especially the September 11, 2001 attacks on the
United States demonstrated that the war had entered a new era in which the computer
originally used to optimise office work gained offensive features.

After 1990, specialists in the field introduced a new term - "cybernetics"”, used to define a
virtual physical space that people presented as actors behind the electronic activities of
computer devices. Over the past 20 years, information technology has grown rapidly, cyber
attacks by state or non-state actors have caused millions of dollars in damage, affecting a wide
range of domains.

According to the Oxford Dictionary, cyber threat is "the possibility of a malicious attempt
to damage or disrupt a computer network or system"®. The definition does not include the
attempt to access different files, to infiltrate information devices or to steal data.

Nowadays, cybernetic treatment is used to describe information security issues. A
cybernetic attack seeks digital devices through the cyberspace, a virtual space that does not
exist.

The intention of the attacker is real, as well as the potential impact and outcome of the
attack. While many cyber attacks are just unpleasant, some are pretty serious, even potentially
threatening human life.

Cyber attacks can cause:
- interruption of water supply, natural gas, electricity,
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disruption of the operation of telephony networks, public transport systems, navigation
systems,

disruption / delay / blocking of the operation of military and national security systems,
modifying / deleting personal databases (personal data, accounts, medical records).

. TYPES OF THREATS TO CYBER SECURITY

Attackers launching cyber-security threats target three broad categories of intentions,

namely:

creating disorder,
financial gain,
espionage (including the corporate one - patent theft and state espionage).

As for attack techniques, state or non-state actors as well as malicious actors, use a wide

range of cyber threats:

Malware — consisting of software that performs an intentional activity that targets a
computer corruption or infiltration into a target network, for example, deleting / modifying
data or taking control of a system.
It causes:
- blocking access to various key network components (ransomware),
- installing harmful programs,
- obtaining information by sending data from the hard drive (spyware),
- disturbance of certain components, which makes the system inoperable,
Phishing - consisting in carrying out an email attack on a possible target, which involves
deceiving the recipient of the email to disclose confidential information or download
malware by clicking on a hyperlink in the message,
Spear Phishing — is an advanced form of phishing whereby the attacker studies the victim
(individual, organisation, or business) and intentionally uses emails, messages, and other
platforms to cause users to disclose personal information or perform actions that cause
network compromises, loss of data or financial loss,
“Man in the Middle” (MitM) attack — when an attacker establishes a "link™ between the
sender and recipient of electronic messages, intercepts them and changes their content. The
sender and the recipient believe they communicate directly with each other.
There are two common entry points for attacking:
- through unsafe public Wi-Fi networks, attackers can "place™ themselves between
a visitor's device and a network so that the information is sent through the
attacker,
- after the malware is uploaded to a device, an attacker can use the software to
process all the victim's information,
Trojan — it is a type of malware that installs itself into a target system as regular software,
but once installed, damages / blocks the "host" software,
Ransomware — it consists of an attack involving data encryption in the target system, as
well as the request for a ransom in exchange for allowing the user to access their own
encrypted data,
Denial of Service Attack or Distributed Denial of Service Attack (DDoS) — it occurs when
an attacker takes command over multiple devices and uses them simultaneously,
potentially interfering / overloading target systems,
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- Attacks on loT (Internet of Things) Devices — it consists of attacks afflicted by the Internet
over individual IT / corporations / state institutions, which can be taken over by these
systems,

- Data Breaches - a data breach is a security incident where information is accessed without
authorisation. Data breaches may cause various deficiencies in the way businesses and
consumers operate in a variety of ways. They generate a costly expense and require a long
time to repair,

- Malware on Mobile Apps — Mobile devices as well as other computing devices are
vulnerable to malware attacks. Attackers can "launch™ malware into app downloads,
mobile sites, phishing emails, and text messages. Once compromised, a mobile device can
offer the attacker access to personal information, location data, financial accounts, and
more.

Cyber threats are unlimited in number and ways of manifesting and can be generated

from different places, by different people and in different contexts, as follows:

- various people who "produce" attack vectors using their own software tools and their own
knowledge,

- criminal organisations, which either through their own employees or through third parties,
develop attack vectors and attacks on possible targets in the area of interest,

- various organised crime groups,

- terrorists,

- industrial spies,

- national states that encourage "masked" cyber attacks,

- hackers,

- business competitors.

4. CYBER SECURITY

Cyber security focuses in particular on protecting information systems and their
components — including hardware, software and data, as well as digital infrastructure from an
attack, unauthorised access, damage or inaccessibility. Databases, websites, programs,
servers, or accounts can be exploited through a cyber attack.

In recent years, cyber security has been subject to intense media coverage due to the rapid
development of cyber-related risks, both in terms of size and number, and the degree of
impact on individuals, governments and organisations.

The robustness of cyber security (and information security) involves the implementation
of controls based on three pillars: people, processes and technology. This approach helps
organisations protect themselves from both organised and opportunistic attacks as well as
common internal threats.

Efficient cyber security uses risk management to ensure that these controls are
implemented cost-effectively — in other words, based on the likelihood of risk and the worst
possible impact if the risk materialises.
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5. CONCLUSIONS

Implementing effective cyber security measures is particularly challenging today, as there
are more devices than people, and attackers are becoming more and more innovative.

The most effective strategy to mitigate and minimise the effects of a cyber attack is to
build a solid foundation on which cyber security technology should be developed, with
multiple layers of protection spread across computers, networks, programs, or data intended
to be kept safe.

People, processes and technology need to complement each other in an organisation in
order to create an effective defence against cyber threats.
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