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Certification of Highly Complex Safety-Related 
Systems

Dietmar Reinert 
Michael Schaefer

Berufsgenossenschaftliches Institut fur Arbeitssicherheit, 
Sankt Augustin, Germany

The BIA has now 15 years of experience with the certification of complex 
electronic systems for safety-related applications in the machinery sector. 
Using the example of machining centres, this presentation will show the 
systematic procedure for verifying and validating control systems using Applica­
tion Specific Integrated Circuits (ASICs) and microcomputers for safety functions.

One section will describe the control structure of machining centres with 
control systems using “ integrated safety.” A diverse redundant architecture 
combined with crossm onitoring and forced dynamisation is explained. In the 
main section the steps of the systematic certification procedure are explained 
showing some results of the certification of drilling machines. Specification 
reviews, design reviews with test case specification, statistical analysis, and 
w alk-throughs are the analytical measures in the testing process. Systematic 
tests based on the test case specification, Electro Magnetic Interference (EMI) 
and environmental testing, and site acceptance tests on the machines are the 
testing measures for validation.

A complex software driven system is always undergoing modification. Most 
of the changes are not safety-relevant but this has to be proven. A systematic 
procedure for certifying software m odifications is presented in the last section 
of the paper.

certification complex electronic systems numerical controller power drive 
machining centres validation verification microcomputer metrics software

1. INTRODUCTION

Today just-in-time-manufacturing requires highly flexible machinery 
working in a complex network. Flexibility is guaranteed by software

Correspondence and requests for reprints should be sent to Dietmar Reinert, 
Berufsgenossenschaftliches Institut fur Arbeitssicherheit, 53754 Sankt Augustin, Germany. 
E-mail: <  Dietmar.Reinert@hvbg.de > .
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538 D. REINERT AND M. SCHAEFER

driven manufacturing cells whose functionality can be changed easily by 
varying the input parameters. A new production cycle is introduced via 
bus systems without mechanical or electrical changes of the equipment. 
In consequence safety-related equipment also becomes more flexible and 
complex.

Whereas some standards still do not allow software driven systems 
for specific safety functions, things have recognizably changed for safety 
devices during the last 5 years:

• Light curtains, which are used for high integrity applications in 
machinery today, mostly use programmable electronics.

•  Laser scanners or safety Programmable Logic Controllers (PLCs) are 
increasingly used for area guarding, safe muting, or processing of the 
emergency stop.

Figure 1. A 65-m high cable excavator.
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 539

Printing machines use a complex network of PLCs, which can be 
compared with a small chemical plant. The safety functions of reduced 
velocity, protection against unintended movements, or muting of fences 
are realized using redundant PLC architectures.

Automatically guided vehicles are used as cleaning machines in 
department stores. The multiprocessor control systems process safety 
functions for collision protection and navigation. Cable excavators use 
32-bit controllers for lifting 20 tons up to 60 m (see Figure 1). The 
safety function of the load moment limitation is realized by a redundant 
processor configuration.

Robots and modern machining centres are equipped with fast numeric 
controllers, several processors for power drives (PD), and PLCs to fulfil 
their tasks. In new controls several safety functions (see Table 1) are 
executed using diverse redundant programmable electronic systems.

TABLE 1. Safety-Related Machine Functions for Machining Centres

Safety Function Description

Safe stopping process Fastest stopping process of the Power Drive (PD) under monitor­
ing of the Numerical Control (NC).

Safe standstill No unexpected movements are possible.

Safe operational stop The motor is under position control of the PD. The monitoring of 
unexpected movements is active in PD and NC. Fastest 
reaction in case of unexpected restart.

Safely reduced speed PD and NC supervise that the speed does not exceed certain 
risk dependent limits.

Safely limited distance PD and NC supervise that a certain defined relative distance is 
not violated by one of the axes.

Safely limited absolute position PD and NC supervise that a certain defined absolute position is 
not violated by one of the axes.

All these examples cannot be fully tested and the failure modes are 
not completely defined. For the described safety functions a standard 
EN 954-1:1997 (European Committee for Standardization [CEN], 1997) 
requirement like “If  the detection of a fault is not possible, then an 
accumulation of faults shall not lead to a loss of the safety function” is 
not totally achievable.

This introduction shows that software-driven highly complex systems 
are becoming more and more state-of-the-art in the machinery sector. 
The BG Institute for Occupational Safety (Berufsgenossenschaftliches
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540 D. REINERT AND M. SCHAEFER

Institut fur Arbeitssicherheit [BIA], in German) has been certifying such 
systems for more than 15 years; during the last 8 years on the basis of 
the German prestandard D IN  Y YDE 0801:1990 (Deutsches Institut fiir 
N orm ung [DIN], 1990). This paper will describe the certification p ro­
cedure using as an example the testing and certification of a control 
system of machining centres. The following section will first illustrate 
the safety functions for machining centres, whereas section 3 describes in 
eight steps the systematic approach used by the BIA.

2. SAFETY FUNCTIONS FOR MACHINING CENTRES

2.1. Machining Centres: Concept and Scope

M achining centres are used for cutting cold metal work material. 
A machining centre is a numerically controlled machine tool where the 
spindle orientation is usually either horizontal or vertical; it is capable 
of carrying out two or more machining processes (e.g., milling, drilling, 
boring), and it has facilities to enable tools to be changed automatically 
from a tool magazine or similar storage unit in accordance with the m a­
chining programme (Draft Standard No. prEN 12417:1997; CEN, 1997).

Machining centres are operated in different modes. One mode is the 
autom atic production of workpieces where normally all safety guards 
are closed. Another mode is the setting mode of the machine where all 
or some protection guards are open. In this mode the user has to work 
close to the movements of the machine axes. For the setting mode the 
machine control has to prevent or to guide these motions so that they 
can be estimated by the worker. A ground plan of a machine tool 
(Figure 2) shows two safety-related areas: tool magazine and operational 
area. Several times a day the user has to enter the operational area. The 
magazine is only im portant for the setup.

In the last 2 years, several German manufacturers have been interested 
in the certification of these Control Systems. The main reason is that 
the state-of-the-art monitoring of dangerous machine movements does 
not achieve high availability and fast fault reaction (Umbreit & Zinken, 
1995). The German authorities, therefore, require the restricted use of 
safety guards on the basis of the European Machinery Directive (Council 
Directive 89/392/EEC). The measures to achieve machinery safety are 
responsible for lower productivity. The example of an important German 
manufacturer of turning machines shows the extent of the problem:
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 541

tool
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workpiece guard

Figure 2. Ground plan of a machining centre, safety areas.

A special turning machine works with 60 tools on a revolver tool device. 
The tool exchange is made manually by the user. The revolver is driven 
by a highly dynamic Alternating Current (AC) drive. In case of a fault 
the revolver accelerates very fast (within some 10 ms) to an 
angle-velocity of 1500 rpm (rotations per minute). To change all tools 
the user has to open the safety guard, install a new tool, close the 
guard, rotate the revolver to the next tool-position, and so on, 60 times 
for all tools! This procedure results in a high unacceptance of safety 
requirements: The user will try to manipulate the guard-locking device 
for the sake of more ergonomic working conditions, but with risk of 
losing hands in case of a fault in the control system.

In a new approach safe monitoring was integrated in numerical 
controllers to fulfil the market requirements of flexible productivity: The 
user’s claim is to work close to the machine motions to watch, for 
example, the process for a highly expensive workpiece (Reinert 
& Schaefer, 1998). In totally manually controlled machines (e.g., small 
milling machines) such observation is possible because all movements 
are directly controlled by the user. If the automatic motion is controlled 
in a safe way, the user can also move inside defined areas. All these 
areas in space and also in velocity space can be observed by an 
integrated monitoring, realised by safe software only. In a highly flexible 
way the machine can be adapted to the work of the user and not vice 
versa. The safety functions realized by the integrated monitoring are 
listed in Table 1.
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542 D. REINERT AND M. SCHAEFER

2.2. Hazards in Machining Centres

M achining centres present a wide range of hazards, not least because of 
their wide application as a rotating tool and “stationary” workpiece 
machine tools, for the general purpose of cutting cold metal work 
material. Protection of operators and other persons from contact with 
moving cutting tools, especially when being rapidly rotated in the 
spindle, or being swung from a tool magazine to the spindle during 
power-operated tool changing, or from contact with fast-moving work­
pieces, is of great importance. When power-operated mechanisms are 
provided for workpiece transfer, they can also create hazardous situ­
ations during loading/unloading and workpiece alignment or clamping 
(Draft Standard No. prEN  12417:1997; CEN, 1997).

Based on the methodology and the catalogue given in standard EN 
1050 (CEN, 1996), the draft standard prEN 12417:1997 (CEN, 1997) for 
machining centres lists 19 groups of hazards with 30 individual hazard­
ous situations. This C standard gives a detailed description of the 
hazardous situations, the operating modes, and associated activities 
where these situations may occur and the hazardous zones related to 
each hazard.

In chapter 5 of draft standard prEN 12417:1997 (CEN, 1997) 
requirements and measures that are necessary to prevent the individual 
hazards are discussed. Besides, three operating modes are referred to.
These are

• automatic cycle (mode 1) for the automatic production with closed 
guards,

• setting (mode 2) for programming the system with open guards,
• optional mode for manual intervention under restricted operating 

conditions (mode 3) with programme execution in real-time for test 
purposes with open guards.

Additionally mentioned is the movement of machine axes for emergency 
purposes (e.g., release of trapped persons), which could be understood 
as a fourth operating mode.

2.3. Safety Functions

The safety functions listed in Table 1 can be defined especially for the 
modes “setting” and “manual intervention under restricted operating
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 543

conditions.” For the different safety functions different categories ac­
cording to standard EN 954-1:1997 (CEN, 1997) are required by draft 
standard prEN  12417:1997 (CEN, 1997; see Table 2).

TABLE 2. Safety Functions and Control Systems

Safety Function Initiated or Maintained by
Category (CAT) for 

Access >  1/hr
Category (CAT) for 

Seldom Access

Interlocking device associated with a movable 
guard applied to: 

work zone 3 3
transmissions, drive mechanisms 3 1
tool changer, tool magazine 3 3
work loading/unloading device 3 3
pallet changer 3 3
swarf conveyor 3 1
access to pits, gates in perimeter fencing 3 1

Hold-to run control 3 3
Enabling device 3 3
Speed limit control 3 3
Control of tool clamping 1 1
Electrosensitive protective equipment 3 3
Pressure sensitive protective devices 3 3
Emergency stop 3 3

2.4. New Architectures for Safety

Table 2 attributes category (CAT) 3 to all of the safety functions of 
Table 1. According to standard EN 954-1:1997 (CEN, 1997) “Safety- 
related parts of control systems according to category 3 shall be 
designed so that a single fault in any of these parts does not lead to the 
loss of the safety function. Whenever reasonably practicable the single 
fault shall be detected at or before the next demand upon the safety 
function.” The requirement of fault tolerance towards a single failure 
will be achieved by the following architecture.

Figure 3 shows a typical architecture of a machine tool Control 
System. In these systems several computers are implemented for functional 
reasons. The Numerical Control (NC) is responsible for powerful 
calculation processes (e.g., complex interpolations in space); the digital 
Power Drives (PDs) have to control the motions of the axes. Numerical 
Control and Power Drive System form a natural diverse redundant 
computer-based system. Normally the process interfaces are not redundant. 
To achieve a totally redundant control the only hardware changes are
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544 D. REINERT AND M. SCHAEFER

extensions to the input and output interfaces for sensors (e.g., rotational 
sensors, guard switches, control switches) and actuators (e.g., guard 
locking, relays, and final switching devices). All safety-related functions 
can be implemented within these two channels by software. Figure 3 
shows that the combination of NC and PDs of each machine axis forms 
a diverse redundant control system. The redundancy fulfils the require­
ment that no single fault leads to a danger.

Numerical
Control

signal
monitoring

Power

safety 
PLC inputs

2nd stopping 
| /  path

ASIC 2
Motor

~1 jTmotor 
PhasePhase;. 

pulse blocking

Sensor

Drive

ASIC 1 1 st stopping 
path

Figure 3. Architecture of a fault-tolerant Numerical Control system. Notes. ASIC 
Application Specific Integrated Circuit, PLC— Programmable Logic Controllers.

This architecture does not fulfil the requirement of fault detection 
whenever reasonably practicable. This requirement was covered by cross 
monitoring and forced dynamisation.

PD and NC simultaneously calculate the safety-related values. All 
safety-related parameters of the control system have to be monitored in 
both channels. Cross monitoring happens not only in the NC but also 
in the PD. To achieve a good diagnostic coverage, cross monitoring is 
not only restricted to comparing output signals but it has to compare 
a lot of intermediate results inside the controllers. These results are, for 
example, position values, speed values, input and output values, 
safety-related machine parameters. For all these monitoring functions 
special tests were conducted to validate their presence and correct 
function. All tests are carried out manually at a real simulation station
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 545

to guarantee that the conditions are close to the practice. M ore than 100 
test cases were constructed during the careful analysis of the design 
documents to prove the system reaction under real-time conditions. For 
every test case, the system reaction was monitored and documented.

To detect failures in the signal processing of static inputs by cross 
monitoring, the signal must change for a test within the so-called fault 
recognition time. For example, the input signal of the emergency stop, 
which is connected to NC and PD, changes only on demand. If these two 
channelled input signals change at every standstill of the machine for 
a short time, PD and NC could monitor (cross monitoring) this test and 
react in case of differences. This mechanism is called “forced dynamisation.” 

The main im portant motion sensors are the rotational sensors of 
each axis. Normally all electronic parts of the safety related Control 
System have to be redundant. For high dynamic signal change it is 
possible to reduce the number of rotational sensors to only one. 
Therefore, fault-detection has to be made in a highly dynamical way by 
two channels, NC and PD (see Figure 3).

Figure 3 also shows an example for safe pulse blocking. The main 
features are the two channelled stopping paths and the stopping via 
switch-off of the opto-couplers, which transmit the pulses to the end 
stage of the PD. Both channels are able to stop the movement of the 
axes simultaneously.

3. SYSTEMATIC CERTIFICATION PROCEDURE

3.1. Review of the Specification

Special effort was put into the validation of the specification. Especially 
the following points were investigated:

• Does the requirement specification deal in a correct, clear, unequivocal, 
and consistent way with every safety-relevant function, which will be 
implemented, the external interfaces, the man-machine interface, the 
internal interfaces, the initialisation procedure, the reaction in case of 
power failure and restart, the presupposed operational conditions, the 
internal self-tests and reactions to detected faults, the border conditions 
for software due to hardware restrictions, and the software codex to 
be fulfilled?

• Are the documentation rules adequate for the application?

D
ow

nl
oa

de
d 

by
 [

18
5.

55
.6

4.
22

6]
 a

t 0
9:

59
 1

4 
M

ar
ch

 2
01

5 



546 D. REINERT AND M. SCHAEFER

• Is the specification of a form that it can be understood by developers
and programmers?

• Is there an adequate process to control changes in the specification?
• Are development tools used by the manufacturer?

These formal aspects were approved by two safety experts simulta­
neously. All recognised problems were discussed in about 20 review 
sessions with an average duration of 2 days. Figure 4 shows an example 
of the documentation of the review sessions. This documentation was 
made by the m anufacturer and checked by the BIA. It was the basis for 
changes in the specification. The changes in the specification were 
checked by the BIA, too.

Sicmeiu AG Ergcbnitprotokoll: Externa Rewiev PH03V in St.

Problem
19.-21.12.9420.03.93. 16:46 

'bnls Erledigung I Problem 
durch

| Art Typ |

RZ266/27/28: ergfln^efi:... durch ein geeigneies 
Slchcrungsverfabmi (mlt C '

Specification
Reference

Durchsprach^der Im intemen Review 
angemerttdn Punkte 80-105:

weitere ( 
zu 91: R* 
mit elner S k.

RZ37: VDI-Nahtstelle, DMP-Modul. 
Kopfbaugruppe, etc.
Begriffe/AbkOraungen in Bildem eriflutem sowie

RZ22: ?Kap 4.3 ist unvollslflndig 
Verweis auf DIN VD E 0801; allgemeine 
fehlervermeidende MaBnahmen fehlen

zu IEC 801/5: Uberprufung notwendig, 
Insbesdondere fOr Slgnalleitungen Ifinger als 
10m
RZ34: Zu erganzen: Maschinenhersteller muB 
balm Abnahmetest auch das Ansprechen 
(Uberschretten der Grenzwerte) der Reaktionen 
der einzelnen SichertieKsfunklionen lesten. Ein 
entsprecfchender Hinwels 1st in der 
Dokumentationsschrirt deutlich auszuweisen 
(Hersleller eretellt PrOfprotokoll)
Datenvergleich ausfUhrticherdarstellen: (ersetzt 
RAM-Tests)

Solutions
mlt interne NCK/PLC- 

^eichnungen sind in den Bildem zu

wird
geflrtde

Es fehlen Hinvrfeise auf:
-  alio fehleryfermeidende MaBnahmen gemSB DIN 
VDE 0801 ( l a .  Kopien von Hr. Dr. Reinert
Dlese sind zu erganzen._________________  . . . .
wird Oberprtlft und Ergebnis im PHerganz R p c n o n S i b l l l t V  
Dartibertiinaus ist zu klBren. ob die RBH\A I ' W K U I  1 0 1 U  
oOltlgen Normen entsprechen._____________
wird ergdnzt 
auch mit

Priority
wird durchgefOhrt

kreuzwelser Ergebnisvergleich deutlich 
hervortieben: Ersatz fflr RAM/ROM-Tests

wird verdeutlicht

RZ20: Zwangsdynamisiemng und 
Ergebnisvergleich sind zwei unterschiedliche 
MaBnahmen______ _________________________

wird rtchtiggesteIR: besser... kreuuzweiser 
Ergbenisvergleich ... In Zusammenhang mit der 

1 Zwangsdynamisiemng... __________________

Figure 4. Documentation of reviews.

3.2. Design Review and Test Case Specification

Besides the validation of the specification, project organisation (proof of 
the formal mechanisms in the manufacturer’s organisation), documenta­
tion (approval of design documents and manuals, reviews with machine 
manufacturers as users of the NC and PD), and functional tests (test of 
all safety-related machine functions with different combinations) were
subjects of the approval.

Several reviews of the design documents led to more than 100 test 
cases for systematic testing and some minor changes in the design.
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 547

3.3. Statical Analysis

In several recursive steps soft- and hardware of the NC and the PD, 
which are both diverse redundant, were analysed by safety experts. 
Because of the diverse redundant architecture only minor changes were 
found in the hardware. The safety software of NC and PD were 
statically analysed by a static analyser. Both source codes have the 
typical extent of about 1000-2000 instructions. In Table 3, the main 
results of the statical analysis are represented for two versions of the PD 
software and one version of the NC software by listing the main metrics 
(Dumke, 1992). The third version of the PD software shows some 
dramatic changes in the average number of statements, average p ro ­
gramme length and cyclomatic number (McCabe, 1976). These changes 
are the results of the first software verifications. Every weak point of the 
software, as pointed out by the metrics, was investigated in greater 
detail.

TABLE 3. Example Results of Statical Software Analyses

Iteration Step Metric Type Value

PD, before validation average number of statements 225
average programme length 1946
cyclomatic number v(G) 28
undefined jumps 0
unconditional jumps 0
average number of I/O points 4

PD, after first validation average number of statements 55
average programme length 440
cyclomatic number v(G) 7
unconditional jumps 0
average number of I/O points 4

NC average number of statements 33
average programme length 174
cyclomatic number v(G) 6
undefined jumps 0
unconditional jumps 0
average number of I/O point 3

Notes. NC— Numerical Control, PD— Power Drive, I/O— Input/Output.
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3.4. Walk-Throughs

The analyses were accompanied by several walk-through sessions of the 
software.

The correct and complete realisation of the requirement specifica­
tions and the software codex of the manufacturer in the software was 
checked during the walk-throughs. Figure 5 shows the standardized 
documentation of the walk-through sessions. These walk-through minutes 
have been drawn up by the BIA. The walk-throughs showed several 
failures in the PD software. The structure of this software was changed 
also due to the statical analysis. Today the software of PD and NC is 
written in a structured way.
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Haup*v»t>and

Software
Function

Topic, Date, 
Persons

II Qbar Walkthroughhurytz ;
_ 11.01.96 

. Sankt Auguatln
r. Schmitt*la, Fa. Stomana Dr. Schaefer, BIA

Explanation,
Comments

VM warden Meacht- 
nendaten geladen, 
vgl. z. B. Entwurf * 
4.1, Fretac*"

ReaHelenmg In dar Source1, Baxug: Bamartumgan/Erfclimngar
Te* 0, ab_z*.aam:

ZurRar
dung Software

Module

Die SGA'. Werden mit etner lOectfmaake zurOckgeaefct 
CMa SGA tind nlcN zwangadynyWalert. da die Zwangady- 
namrtiefung ladlglleh bia zum atgentlichen HW-Auegang 
oberprtllt warden kann. ea bMtoht derzelt kelne MOglch-

....................... (a zurOckzuleeen. Bat LO-
achen durch LOechmaake fVd dar LAechvorgang derzaK 
nlcht QbarprtlfL

Durch SJamena: 
ObarprtJfung ob SOA'a neeh 
LOechen Wa*ch»lch geeetzt 
warden.

eb_po_lnc.c berechnet aua dan Ur-Maachlnendalen da 
(ntaman Maachlnendaten. Bap. MD_SB_SS_GRENZ_h. 
Die Deklaratton dar Intomen Deten worden z. B. In 
YSBUEW.DEF In dar OaW aleltoc-dec vomenonimen.
Die Regiatar ROund R2 werden in dar Regal for dan X- 
Bereich (XBUEW.DEF) benutzt. R4. R5 und R7 for den Y- 
Beralch fYBUEW.DEF), Rfl dient ala St»c*-Re>afr
Die Berechnung der Grenzwerta au< die LaataeKe warden 
derzeit nk** Detenvergleich eufge-

Software
Version

Actions

Durch Siemena:
Zunftchat aolta 
andert werdet/ 
fmdl Abeprache und Ir 
Walkthrough mk Hr. Dr. See- 
ger doch wiader notwendlg

'SIMOORIVE 811 D, Sourco-Code worn 06.12.95 
AUT 234

SINUMERIK SAFETY INTEGRATED, 611 D Pertormence Software 
9405091___________________________________ FachzerUflzierer

Dipt. Ing. RauO

63767 Sartrt Augu** T«i (02241)231-02 Fat (02241)231-234

Figure 5. Documentation of walk-throughs.

3.5. Systematic Tests

During the reviews of the specification and the design documentation, 
the statical analysis, and the walk-throughs, several test cases were gene­
rated. Figure 6 shows the BIA’s standardized test case documentation. 
During the generation of the test cases the upper four points were edited 
into files. These files were then sent to the manufacturer, who prepared 
the test cases according to the requirements. During several 3-day sessions
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 549

all test cases were executed in the presence of the BIA experts. The 
documentation of the tests was directly made during the tests by the BIA.

The execution of the test cases revealed a serious fault in the 
redundant architecture: Some Input/O utput (I/O) information could be 
blocked by a high priority interrupt of the NC channel so that the 
machine could move with full speed with opened guards. The fault was 
corrected using additional software algorithms in both channels.

Expected
Fehlerversuche
Version: 1.2
Versuchsaufbau: Gesamtsystem im Zwei-Geber-Betrieb mit Absolutgeben 
Baugruppe: 840C

Unterbaugruppe: B e h a V i O U T

Versuchszweck: Uberprflfung der Gesamtreaktionszert des Systems bei Grenzw6rtGbersc,.
S.54)?

Verauchsbeschrelbung: S telle 
des

srt auf max. Drehzahl. Beobachte VerSnderung 
s Qber die Zeit, O T  = 26 ms.

Erwartetas Ergebnl*: ReaktionszeK im Bereich 20 msec. Maximal 2 Umdrehungen.

Versuchsergebnls: Nach 50 ms Stillstand, Plot 23.1, 240 G r a d . ------------------- Test Result

Trc. 2: Q-Achse (Drehzahlistwert <Q23_2>)

Test Result 
Documentation

BIA Standardized 
Documentation Scheme

V«rsuchsb«w *rtung: Versuchsergebnis entspricht der Erw artung^

Dokument PrOfprotokoll Prflfer Dr. Schaefer
Kunde: Firma Siemens Laborteiter: Dipl. Ing. ReuQ
Objekt: Sinumerik .safety integrated" Fachzertifizierer Dr. Reinert
E.Nr.: / Projekt Nr.: 8405091
Datum 18.02.98 Blatt: SISI0023.DOC

HoujodrBue: Alto HewiroG. Ill 53757 Sonb Augutfin Tal. (02241) 231-02 Fox |02241| 231-234

Figure 6. The BIA’s standardized test case documentation.

3.6. EMI and Environmental Testing

The robustness of the safety-related system towards expected operating 
stresses and external influences was checked by means of Electro 
Magnetic Compatibility (EMC) tests, mechanical shock and vibration
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550 D. REINERT AND M. SCHAEFER

testing, Isolation Protection (IP) rate testing, and climatic tests. These 
tests were conducted by accredited laboratories of the manufacturer and 
the complete test documentation was checked by safety experts of the BIA.

3.7. Site-Acceptance Tests

An installation manual, which described in detail the installation pro­
cess, was checked. A complete test was required after installation of 
the safety-related system. A more than 100-page document describes the 
operating conditions using the software driven safety functions (see 
Table 1). During a site acceptance test (see Figure 7) the safety experts 
checked the use of the installation manual by the machine manufacturer.

Necessary changes were implemented after the first meetings together 
with the machine manufacturer.

Figure 7. Site acceptance tests on a real machining centre.

3.8. Modification Procedures

After the first certification both controls were changed several times 
because of user requests. All modifications were documented according 
to the BIA’s requirements. Figure 8 shows an example of a modification 
in the NC software.
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CERTIFICATION OF COMPLEX SAFETY SYSTEMS 551

The old and new version numbers were clearly documented. The 
affected programmes were listed and a verbal description of the modifica­
tion was made. The origin of the modification request was documented. 
In several enclosures the listings of the modified code are given together 
with the code walk-throughs after the modification. Each modification 
was signed by the software engineer and certified after testing by the BIA.

s in u m e r ik safety intf Rough Classification 
Anderungsprotokoll So^ Qf  the Software

* sfm ifss : w ||: SVî l(<$nipOnOIU«. W :'••• ■*••• Sgl
SW-840C/ 4 840C SERVO-SISITEC

f^Exact Version -  
^  old new '' 

d Programmes
' ■ Programm/Datet •  ___, ,

SISIKDV.ASM 117.04.96 5.05/01

S S i S g  Description of the *li 
/  Modification . oicranz- 

ucr N C abgcsctzt. 
Ursache war einc falschc Ausw crm a^logik 
Neues Verbal ten:
Der Fchl alarm tritt nicht me hr auf.

Warcn die Nocken-Ergebnis listen von N C d n d  A n ti., 
berciches, so wurdc dcnnoch der Alanjr^Defekt in cinem vjuw.  ...

ort der Ahd*ruffg'(wĝ M«rq«i^'Location of the 
ModificationDatei: SISIKDV.ASM 

Anderungskennung: ©BQsl13, -— * 
Procedure: SISI_COMPARE_X_CHAN

B: I Ahg»b»;«lne»iBroqrammlab<>l»1(y<if/ria'eti/bal)t fe  S  i
siehe A
Label: SISI_COMPARE_NOCKEN_LOOP

Anderungtqmnd: - aaM
Fehlerbehebung Prozess-Nr. 18444

Signature

Modification
Request

Enclosures
Datum:;' :Efti«rb6ltert‘a ^ Abta!lung:< Verwelsoauf andere Dokumento:
07.10.96 Quascfcrw AUT E 233 Listing '

Protokoll Code-Walkthrough

Figure 8. Standardized modification procedure.

4. CONCLUSIONS

This paper shows that machinery safety can be achieved using C stand­
ards, which are application-specific, and the requirements of standard
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552 D. REINERT AND M. SCHAEFER

EN 954-1:1997 (CEN, 1997). It could be demonstrated that the use of 
the German prestandard DIN Y VDE 0801 (Standard No. D IN  V VDE 
0801:1990; D IN , 1990) is necessary for the certification of computerized 
safety-related systems. In future, the international standard IEC 61508 
(Standards No. IEC 61508-1-61508-8:1998; International Electrotechni­
cal Commission [IEC], 1998) will be used instead of the German 
prestandard. M ost of the procedures are identical if a link between 
requirement classes and safety integrity levels can be established. Per 
definition, a link between category 2, 3, and 4 and safety integrity level
1, 2, and 3 can be established at least for measures against systematic 
failures.
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