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Abstract

Today, a significant amount of work is performed on computers. Because of the
prevalence of technology, a lot of data can be obtained by gaining unauthorized access
to important network machines, such as servers. Cyberciminals may also target individual
Internet users, trying to acquire their personal information by the use of various methods.
The gathered information can be used for identity theft, causing direct harm to the victim
or an organization, with which they are associated. In this article we explain the nature of
identity theft, examine different approaches used by cybercriminals and review a range of
strategies for detecting and preventing this phenomenon. Additionally, we provide
examples of two attacks: a phishing attack and an intrusion targeting an unsecured
server within an organization's network. We conclude that the risk of data theft is often
downplayed. An effective way of mitigating this threat is increasing the employees'
knowledge about cyber security and using appropriate software and hardware measures.

1.INTRODUCTION

The progressive computerization of society and the ever-increasing reliance on technology is
causing an exponential increase in the number of online crimes of various types. Nowadays,
in addition to various types of malware, there is an increasing number of fraud and social
engineering attacks targeting web users. Cybercriminals are also just as eager to use data
from various types of data leaks or disclosures. This article will focus on identity theft
methods, their detection and prevention. The aim of this paper is to show the dangers of
data through which a person's identity can be stolen and how to detect and prevent them.
The article will also present attacks related to the theft of sensitive data and methods to
defend against them.
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2.NATURE OF STOLEN DATA

At the outset, it is worth mentioning in what form the data stolen by cybercriminals can be. In
addition to typical data in the form of login, password or phone number, there is also theft of
sensitive data. This is a distinct category of personal data that must be especially protected,
as the context in which it is processed can cause serious risks to fundamental rights and
freedoms. During identity theft, this type of data will allow an almost "perfect" impersonation
of a person [1][2]. According to The General Data Protection Regulation (GDPR), sensitive
data are the special categories of personal data listed in Słupczewski B. article [9]:

● Data revealing racial or ethnic origin,
● Data revealing political views,
● Data revealing religious or philosophical beliefs,
● Data revealing trade union membership,
● Genetic data,
● Biometric data (used to uniquely identify an individual),
● Health data,
● Data concerning sexuality or sexual orientation.

Sensitive personal data should not be confused with personal information, which includes,
among other things, name, home address, telephone number, or PESEL (Polish:
Powszechny Elektroniczny System Ewidencji Ludności; Universal Electronic System for
Registration of the Population).

3. DATA THREATS

We often hear about the theft of sensitive data (e.g., for the purpose of identity theft) in the
context of hacking attacks on large institutions and businesses. These are usually
dangerous incidents in which huge amounts of data are leaked through the actions of cyber
criminals. As a result, entire databases, containing not only people's names or addresses,
but also medical data, phone numbers or passwords, are accessed or sold.

While large companies typically have a wide range of procedures in place to prevent
unauthorized access to critical points in their IT infrastructure, this may not be the case in
small companies. So all it takes is one employee with bad intentions for customer data,
financial data, collaboration data and much more to fall into the wrong hands.

Many times, on a company's servers we can find a lot of information about the firm's
employees, the operation of the enterprise, its organization, and even the company's deals
with suppliers. Such information can be extremely tempting for someone who wants to steal
data or share information with competitors, for example [3].



Fig. 1. Misappropriation of company property. Adapted from Help Net Security (2010) “Employees admit
they would steal data when leaving a job”

The vast majority of security reports and industry portals indicate that humans remain the
weakest link in cyber security systems. Research conducted by Forbes Insights on behalf of
VMware shows that only 18 percent of European, including only 10 percent of Polish
organizations, believe their employees have the right skills to counter cyber attacks [4]. This
kind of mistake is usually made in good faith or unknowingly, and it doesn't have to be the
employee's fault alone. It could be due to insufficient training, the development of bad habits
or a lack of proper regulation.

Very often, data leaks through the action of malware in the form of computer worms, Trojan
horses or spyware. The purpose of spyware is to collect information about the user and send
data and information of the user or about the user without the user's knowledge to the author
of the program or another person. Spyware programs include keyloggers, which record all
the user's keyboard entries, browser hijacker software, which allows a website to be taken
over and its settings changed, causing the user to be, for example, redirected to other sites,
and password sniffers, which capture the initial data sequence of each session, containing
the IDs and passwords of users of a given network [5].

There are also spoofing and phishing attacks. Phishing is distinguished from spoofing by one
significant feature. While in spoofing the victim is persuaded to click on a malicious link in
order to infect the device, in phishing the goal is to steal access passwords or other sensitive
information [6].

According to the annual report prepared by CERT Polska, 10420 security incidents were
registered in 2020. Compared to 2019, an upward trend of 60.7 percent can be observed.
Phishing attacks ranked first and accounted for 73 percent of all incidents. The most popular



phishing attack scenarios were attempts to obtain Facebook account login credentials and
online banking login credentials [7].

In 2021, NASK CSIRT's analysis of submissions and incidents identified trends in the
dominant identity theft threats:

● Repeated campaigns impersonating the OLX classifieds service.
● Incidents involving the theft of Facebook account credentials.
● Phishing campaigns impersonating courier companies and electricity suppliers.
● SMS campaigns that were initiated against the backdrop of the COVID-19 pandemic.

Data threats, while usually online, are not always related to online activities. Classic versions
include:

● ID and driver's license theft.
● Loss of mail deliveries.
● Theft of PESEL identification numbers.
● Identity theft of the elderly.
● Failure of employees to follow procedures.

For example, the human resources department of a certain company uses a program to
maintain employee records, including personnel files and matters related to the employment
relationship. Unfortunately, however, the program has a flaw that prolongs the conduct of a
certain activity. One employee found similar, free online software without this flaw and
recommended it to other employees. Most of them transferred their documents there and
used it exclusively. After some time, without prior warning, the website offering this service
stopped working or was disabled. Employees lost access to all documents saved in this
service, not knowing whether the service would ever return and whether the documents had
been stolen and would be used in any way.

4.METHODS OF DETECTING IDENTITY THEFT

Like any attack, identity theft leaves traces. Law enforcement agencies usually check all
activity performed on the computer. The operating memory, running processes, visited
websites, connection list with IP addresses and files are secured. Unfortunately, there are
ways to mask criminal activity, so evidence will not always point to the perpetrators [8]. There
are other methods of detecting this type of fraud that every informed Internet user should
use. Among them are:

● Monitoring and checking bank statements to catch suspicious transactions.
● Monitoring credit reports to identify suspicious activity, such as opening new bank

accounts without the user's knowledge.
● Identity theft warnings through various types of services.
● Warnings of data breaches, password breaches, or breaches of internet accounts.



5.WAYS OF PREVENTING IDENTITY THEFT

Using networked computer devices, we transfer a large amount of information and
documents. Increasingly, confidential data is also stored on hard drives. Their interception or
modification can cause great damage, so it is necessary to pay attention to the state of
computer security, the quality of the passwords used and an adequate level of education
about the threats and their mechanisms. Every computer user, whether a private individual
or an employee in a large enterprise, should follow established rules of conduct when using
specific network resources and should apply the principle of limited trust, for example, when
unsure about an e-mail message received.

The primary and fundamental method for computer protection is through the use of the
appropriate antivirus software. There are numerous solutions available, each with varying
levels of protection. It is advisable to select a product that offers comprehensive coverage,
includes multiple protection modules, and minimally impacts the device's performance

Today's antivirus packages deal well with MITM attacks, detecting and repelling DNS
spoofing, content tampering and manipulation, and SSL removal. To reduce the risk of
attack, it is also recommended to avoid connecting to unsecured Wi-Fi networks, use VPN
solutions, perform regular system and software updates, and use two-step authentication [9].

Unfortunately, 0-day attacks can be effective even when networks and the devices within
them are well protected. When dealing with this type of attack, use common sense, don't
open suspicious links and attachments, keep your software updated, and use high-end
antivirus software [10].

The best way to protect against spoofing is to avoid opening links and attachments from
unknown sources. It is also advisable not to answer emails and phone calls from unknown
people, use strong passwords, and pay attention to websites for correct placement of
elements, spelling or missing content.

To avoid falling victim to a fake site, it is worth paying attention to the correctness and
compatibility of the SSL certificate and securing the site via HTTPS (fake sites are often not
secured, and their address starts with http). Password managers can also protect against
fake websites, if the site is fake, the username and password fields will not be automatically
completed.

Protection against phishing attacks is based on applying the principle of limited trust to
unknown links and attachments, checking the validity of URLs, having an antivirus protection
package and not revealing sensitive data, logins and passwords to others [11][12].



6.EXAMPLES OF ATTACKS THAT ENABLE THE
ACQUISITION OF DATA FOR IDENTITY THEFT AND
METHODS OF DEFENSE

The first attack we will discuss is a phishing attack. This type of attack involves sending a
fake email containing a malicious attachment or a link leading to a fraudulent website. An
unsuspecting employee may visit the fake website, which can put them at risk of sharing
personal or login information with cybercriminals. This, in turn, could lead to more successful
attack attempts or the leakage of company documents from the email service or company
servers [13].

Fig. 2. A phishing message trying to get a user to follow a link. Source: Author's own work

In this case, when entering a malicious link, we immediately get a message about the
danger

Fig. 3. Warning of a potential security risk. Source: Author's own work

If the computer user chooses to add an exception and proceed, they will encounter a
phishing page attempting to trick their login credentials.



Fig. 4. Phishing site for login details. Source: Author's own work

Very often, these types of sites have grammatical errors and some visual differences that
may not be noticeable at first glance. When the user enters login information, the site will
send it to cyber criminals. This can lead to the leakage of confidential data, documents and
other dangerous consequences.

The most effective defense against phishing attacks involves using common sense and
applying a principle of limited trust to messages, attachments, and website links that you
receive. Additionally, spam filters can be helpful, although they may not be effective in every
case.For example, if a user receives an email, but is unsure of its authenticity, they may pay
attention to certain features that phishing messages have in common.

The first such feature is a request to follow a link with a fake URL or download a file from an
attachment. The second feature is numerous spelling errors, an unofficial email address of
the sender and the use of a generic greeting, with no details of the recipient. Keep in mind
that companies don't usually send messages asking for passwords, credit card details, or
sending sensitive data. If the recipient still has doubts about the veracity of an email
received, they can always seek advice from their company's IT department or inform his or
her supervisor, who will implement appropriate procedures or confirm the authenticity of the
message [14].

The second attack will be an attempt to gain access to an unsecured computer on the
network by exploiting a known vulnerability to steal data used for identity theft. The Nmap
scanner was helpful in this attack, along with the official Zenmap GUI, which, in addition to
displaying data, allows us to create a graphical representation of the network being scanned.
After checking the IP range, we proceeded with the scan, which showed all devices
connected to the network. One device, in particular, had the address 10.0.0.127 and an
unusually large number of open ports.



Fig. 5. Zenmap network scan result. Source: Author's own work

Based on this, it can be estimated that, in all probability, no security suite or firewall is active
on this device. A thorough scan of the IP address in question showed more detailed
information about the device, including the installed system and its version. Open ports
(which were visible) allow an attacker to identify the services running on the vulnerable
machine. Similarly, the version of the installed system has its own identified security
vulnerabilities that can be exploited.

Fig. 6. Detailed information about the attacked computer. Source: Author's own work



Successful exploitation of vulnerabilities, largely depends on the results achieved in the
previous stages. Incompetent selection and exploitation of a vulnerability may simply not
work or cause unforeseen consequences, for example, lead to disruption or collapse of the
attacked system.

In exploiting the vulnerabilities found on the victim's computer, we used ports related to the
SMB protocol, which allows sharing computer resources, including files and printers. To
increase the effectiveness of the attack, it is important to check the version of specific
services by additionally scanning the ports associated with those services. To exploit the
vulnerability, we used the Metasploit tool along with the smb_ms17_010 helper module.
Thanks to the said module, vulnerability MS17-010 was detected on the computer. The next
part of the attack was to find an exploit that would help directly attack the vulnerable service.
An exploit named EternalBlue was used. After setting the appropriate parameters and
uploading the payload, we established a connection to the victim's computer.

It allowed the user to run any PowerShell command, view and download files on the victim's
disk, eavesdrop on input, view the monitor screen, active processes and much more [15].

Fig. 7. Access to confidential data of the attacked computer. Source: Author's own work

There is no method to completely prevent port scanning on devices, however, there are
solutions to limit or block this type of attack. On personal computers, install an antivirus
package that includes a firewall, or run and configure a system firewall. It is also worth using
IDS (intrusion detection system) solutions, which perform real-time analysis of traffic and
detect and block various types of attacks. As an additional safeguard, blocking unused ports
will minimize the number of possible attacks.



Since exploits are the result of an error by the manufacturer of the software in question, and
it is the manufacturer who is responsible for distributing security updates, there is no good
way to protect against this type of attack. First and foremost, install all security patches, have
high-end antivirus software and use common sense when using the Internet. Even if security
patches are not applied by the software manufacturer on short notice, antiviruses, by
receiving updates to detect vulnerabilities, comparing virus signatures and using heuristics,
are able to stop the threat even before the software manufacturer applies patches [16].

Fig. 8. Blocked attack using the EternalBlue exploit - view from the attacker's computer. Source: Author's
own work

7.CONCLUSION

Recent years have shown how many tasks can be entrusted to electronic devices.
Unfortunately, security issues are in many cases downplayed, leading to regular attacks,
identity theft and data leaks. The level of awareness of cyber security is steadily increasing,
however, there is still a lot of work to be done in this area for everyone. A prime example of
the marginal treatment of security issues is the lack of training for employees.

On the one hand, technology makes many tasks easier and faster, but on the other hand, we
see situations where data can be compromised. It is not difficult to have a moment of
inattention or weakness, which can result in opening a suspicious link or downloading a
malicious file. Raising awareness through regular education about threats and solutions to
protect against them remains the foundation.

When developing and implementing fully effective procedures and systems, it is important to
strive to use not only physical and software protection packages, but also to increase
employees' knowledge and awareness of cyber security, as in many cases humans are the
weakest link. The use of information on protection methods helps avoid dangerous situations
involving the leakage of various types of data, including access or confidential data and also
helps protect everyone's identity.
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