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Spoofing detection for underwater acoustic
GNSS-like positioning systems

Introduction

38

Marine surface and underwater floating tools can
solve many positioning problems:
positioning of drilling ships,
positioning while loading at sea, (BAE Systems, 2016).
positioning the laying of cables and pipelines,
ensuring diving works,

detection of gas leaks, etc.

There are many manufacturers of underwa-
ter positioning systems in the world (ROV, 2018),
including HiPAP® — High Precision Acoustic
Positioning (Kongsberg Maritime, 2016), iXblue
(iXblue,
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Abstract

The need for accuracy, precision, and data registration in underwater positioning and navigation should be
viewed as no less stringent than that which exists on the sea surface. In the same way in which GNSS (Global
Navigation Satellite System) receivers rely on the signals from multiple satellites to calculate a precise position,
undersea vehicles discern their location by ranging to the acoustic signals originating from several fixed under-
water acoustic sources using the Time-of-Arrival algorithm (ToA) through the Ordinary Least Squares method
(OLS). In this article, the scope has been limited to only considering underwater positioning systems in which
the navigation receiver is acoustically passive. The receiver “listens” to the buoys, receives their messages and
solves the problem of finding its own position based on the geographical coordinates of the buoys. Often, such
systems are called GNSS-like Underwater Positioning Systems (GNSS-like UPS). It is important to note the
distinction between general purpose GNSS-like UPS (mainly civil systems) and special purpose GNSS-like
UPS (mainly military systems). In this article, only general purpose GNSS-like UPS systems have been consid-
ered. Depending on the scale of system’s service areas, GNSS-like UPS are divided into global, regional, zonal
and local systems. Only local GNSS-like UPS systems have been considered in this article.

The spoofing of acoustic GNSS-like UPS works as follows: the acoustic GNSS signal generator transmits
a simulated signal of several satellites. If the level of the simulated signal exceeds the signal strength of the
real satellites, the acoustic receiver of an underwater object will “capture” the fake signal and calculate a false
position based on it. All receivers that fall into the spoofing zone will calculate the same coordinates, while the
receivers located in different places will have a mismatch in the XYZ coordinates.

2018), EvoLogics (EvoLogics, 2018) under the ocean while accurately navigating.
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Sonardyne (Sonardyne, 2018) etc. It is necessary
to highlight the promising design programs of three
companies: DARPA (Defense Advanced Research
Projects Agency), BAE Systems (British Aerospace)
and the Charles Stark Draper Laboratory (Figure 1)

DARPA has enlisted the services of BAE Sys-
tems, along with the not-for-profit research compa-
ny Draper, to develop a system that will allow for
GNSS-like precision underwater. The program is
called the Positioning System for Deep Ocean Nav-
igation (POSYDON) and, if all goes to plan, it will
allow the navy’s submersibles to remain concealed
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Figure 1. DARPA, BAE Systems and Draper are develop-
ing undersea positioning technology that will make use of
long-range acoustic sources at fixed locations in the ocean
(Lavars, 2016)

This system uses buoys that act as roving pseudo-
lites and translate the GNSS service to an acous-
tic-based service under water. In the same way that
GNSS receivers rely on the signals from multiple
satellites to calculate a precise position, the under-
sea vehicles discern their location by ranging to the
acoustic signals from several of the fixed underwater
acoustic sources.

In this article, the scope has been limited to con-
sidering only those underwater positioning systems
in which the navigation receiver is acoustically pas-
sive. The receiver “listens” to the buoys, receives
their messages and solves the problem of finding its
own position based on the geographical coordinates
of the buoys. Often, such systems are called GNSS-
like underwater positioning systems (GNSS-like
UPS).

It is important to note the distinction between
general purpose GNSS-like UPS and special pur-
pose GNSS-like UPS. In this article, only general
purpose GNSS-like UPS has been considered.

Depending on the scale of the system’s service
areas, GNSS-like UPS is divided into global, region-
al, zonal and local systems. In this article, only local
GNSS-like UPS systems have been considered.

The four main methods used in determining
underwater positioning, which largely coincide with
the methods of measuring the coordinates of mobile
objects in radio networks, should be noted:

1. Received Signal Strength (RSS) — the distance to
the object is estimated from the power of the sig-
nal. This method works well over short distances.

2. Angle of Arrival (AoA) — the location of the object
is determined within the area of a triangle formed
by the intersection of the axes of the antenna pat-
terns of the sectors of three base stations (modi-
fied triangulation method).

3. Round TripTime (RTT) — the object sends a sig-
nal to the transceiver and waits for a response.
The half-difference between the time of sending
a signal to an object and receiving a signal from
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an object multiplied by the speed of light gives the
distance to the object.

4. Time of Arrival (ToA) — a technique in which
the time of arrival of a specific signal, which is
precisely synchronized with the time of origin, is
calculated (this method requires time synchro-
nization between the sender and recipient).

The creation options of underwater
acoustic GNSS-like positioning systems

A. Wire GNSS-like UPS

The first type is wired or buoyant underwater
GNSS. A GNSS receiver mounted on a buoy is towed
on the surface by underwater targets such as under-
water vehicles (Figure 2). A cable or fiber is used
to send the GNSS position to the underwater target.
This technique does not give the true position of the
target but the false position even within a few tens
of meters around the surface buoy, so that it is called
a wired underwater GNSS (Kaushal & Kaddoum,
2016). Positioning accuracy is determined by cable
length; therefore, this type of positioning is some-
times called “false” GNSS-like UPS (Scuba Diving
Chicago, 2013).

Figure 2. Wire GNSS-like UPS; S, S> and S — satellites of
GNSS; B — floating GNSS antenna of an underwater vehicle

B. Direct GNSS-like UPS

The second type is a “direct” underwater GNSS
solution (Figure 3). In 1992, Youngberg inspired
the direct transposition of a GNSS signal to the
underwater world (Thomas, 1998). Acoustic waves
but not radio electrical signals directly go from the
surface buoys that are replacing the satellites to
the underwater mobile units (receivers). Then, the
underwater platform receives these acoustic mes-
sages from the buoys equipped with GNSS receptors
and computes its own position. M. Youngberg of the
US-AIR FORCE patented and published this solu-
tion (Youngberg 1991).
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Figure 3. Direct GNSS-like UPS: S, S; and S3 — satellites
of GNSS; Bi, B, and B; — sonar transponders of the GNSS
signals

The surface buoys determine the XY coordinates
(Z = 0) and time 7, based on which the receiver of
the GNSS-like signals then determines its own XYZ
coordinates. In some applications for an underwater
vessel, only the XY coordinates are significant, since
the depth Z of the dive can be determined by a depth
gauge, so the calculations of the XY coordinates
have been solely focussed on in this paper.

C. Reverse GNSS-like UPS

The third type is very similar to the second type
of solution, but it is a “reverse” underwater GNSS
solution. This method has been recently investigated
by Hubert Thomas (Hubert, 1966) and is available
commercially: the so-called GNSS Intelligent Buoy
(GIB) system, developed by ACSA in 1999. This
system is designed to track the position of an under-
water target, equipped with an acoustic emitter, by
measuring the times of arrival of the acoustic signals
at a set of surface buoys equipped with submerged
hydrophones and GNSS receivers.

Each buoy has a GNSS receiver, a clock synchro-
nized with a GNSS clock, a sonar receiving system
with a recessed transducer, and a radio modem (GIB
technology — Global Intelligent Buoy). Each buoy
measures its own coordinates and lag times at pre-
determined times and transmits them along with the
coordinates in the NMEA standard via radio modem
to the vessel. According to the data of the received
delay times of the pinger signals, and taking into
account the speed of sound in water, the distances
from the underwater object to each of the buoys can
be calculated on board the vessel. The coordinates
of the underwater object and all the buoys are then
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calculated and displayed using an algorithm (Hubert,
1966).

In this article, the scope has been limited to direct
underwater acoustic GNSS-like positioning systems.

From TCP/IP spoofing to underwater
spoofing

The easiest way to interfere with a GNSS receiver
is to just generate radio interference or create a false
noise signal (Jamming), which is stronger than the
real signal. However, in this case, the GNSS receiver
will simply stop working and the victim will switch
to INS positioning.

In the more “intelligent” Spoofing technique,
the victim does not know that the signal received
by the GNSS receiver is incorrect. The spoofer cre-
ates a false signal and thus the victim determines the
wrong time and location.

Initially, the term “spoofing” was used as a term
for network security, implying the successful falsifi-
cation of certain data in order to gain unauthorized
access to a particular network resource (Spoofing
TCP/IP & UDP). Over time, this term began to be
used in other areas of information security:

e Caller ID spoofing — substitution of the calling
phone number in VoIP-networks.

¢ E-mail address spoofing — substitution of the
email address of the sender.

* Extension Spoofing — file extension spoofing.

* File Name Spoofing —cloning the file name.

* Source Code Spoofing — substitution of page
content and the source code.

* GNSS Spoofing — substitution of navigation data
from satellites in order to deceive the victim. Ini-
tially, the spoofer sends the correct coordinates,
but gradually rejects the signal to the side. Doing
this slowly is necessary so that the GNSS receiver
does not block all signals due to an abrupt change
in location.

¢ Underwater Spoofing — formally, it is not much
different from telecommunications spoofing. The
principal difference is the use of acoustic signals,
often for military applications (Mortimer, 2016).

¢ Underwater GNSS Spoofing — substitution of
navigation data from surface radio-acoustic or
underwater acoustic buoys in order to deceive the
victim. The spoofer can be a surface or underwa-
ter manned or unmanned vehicle.

Underwater acoustic GNSS-like positioning sys-
tems remain the predominant navigation solution for
both commercial and military underwater applica-
tions. However, proven threats to GNSS-like UPS
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from jamming, spoofing, and environmental block-
ages have convinced the military that, as well as
many commercial technology firms, now is the time
to find new navigation solutions that can enhance the
security of GNSS-like UPS.

The main strategy of spoofing is as follows.
A developed spoofer simulates the GNSS-like UPS
signals in such a way that at the moment of the vic-
tim’s capture, the false coordinates coincide with the
real ones and then simulate the movement of the vic-
tim along a certain trajectory (Figure 4).

Figure 4. The main strategy of spoofing: Si, S; and ;3 — sat-
ellites of GNSS; By, B; and B3 — sonar transponders of GNSS
signals

There are two strategies for underwater spoofing:
* spoofing based on receiving GNSS signals from
navigation satellites,
* spoofing based on receiving acoustic signals from
navigation buoys.
In this article, the scope has been limited to
receiving acoustic signals from navigation buoys.

Notations and definitions

z0(x, y) — the known depth of the sea at the point (x, y).
B; — {xi, yi, zi}, i =1, N — buoys of GNSS-like UPS,
N — the number of buoys.

Acoustic Spoofing — an attack on a GNSS-like UPS,
in an attempt to deceive the victim’s receiver by
transmitting powerful false signals that mimic the
signals from the true GNSS-like UPS, exceeding the
power of the true signal.

Acoustic Spoofer — special purpose computer, radio
and acoustic equipment for the implementation of
acoustic spoofing.

{xs, ¥s} — spoofer’s XY coordinates (z; = 0, because
in this article, the scope has been limited to surface
spoofers only).

{xv, ¥vs 2} — victim’s XYZ coordinates, as measured
by the victim.
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{X,,7,,2,} — victim’s XYZ coordinates, as mea-
sured by the spoofer.

{Ax,, Ay,, Az,} — amendment of the victim’s coor-
dinates to take the victim away from a given route.
T = (™™™ — £**™) — the measured signal’s propa-
gation time from the buoy B; to the spoofer using
the buoy’s signals, or to the victim with the help of
a false signal from the spoofer.

¢ — the speed of light.

The underwater acoustic GNSS-like
positioning of a spoofer and its victim

Solving the system of equations (1) allows for the
victim’s coordinates to be calculated:

{xv’yvﬂzv}:\/('xi _xv)2 +(y[ _yv)2 +(Zi _Zv)2 ~

~cT, i=1,_N

M

where 7; — measured propagation time of a real sig-
nal from the buoy B; to the victim.
The system of equations (1) can be written as:

S(XV’yv’Zv)z

(o F e b Fremaf —er) @

In the general case, the solution (2) is carried out
using the numerical minimization methods (3):

{xV’yV’ZV}:argxn)l)inz 8(xV7yV’ZV) (3)
There is enough data from three buoys to deter-
mine {x,, y», zv}, however, as the software simulation
of GNSS-like UPS shows, due to the approximate
nature of the measurement of pseudoranges (p; = cT;,
i=1,N), the positioning accuracy {x,, yv, z,} will
depend on the number of buoys N.
If the victim uses a barometric depth gauge to
determine z,, the system of equations (1) takes the
form:

Vo —x, P+ (-0 ) =T, i=LN (&)
In this case, the solution (4) can be carried out as:

ENE

=arg min{i(\/(xf —x, )+ -») —07})} ()

vl =l

Solving the system of equations (6) allows the
spoofer’s coordinates {x;, ys} to be calculated:
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ey )=

=arg mln[i(\/ (o, —x, ) + (i =y, —cTiﬂ (6)

Xs> Vs i=1

When determining the coordinates {x;, ys}, there
will be enough data from three buoys or three GNSS
satellites if the spoofer is on the surface of the sea.

Supposing that the victim’s coordinates {x,, yv, zv}
are known; for example, by using a sonar range find-
er and a measured direction to the victim. If the vic-
tim does not use a barometric depth gauge for deter-
mining z,, then in this case it is possible to determine
the corrections A7; for the measured time 7; so that
the victim’s receiver would calculate the fake coor-
dinates that are equal to the true ones (7):

{xv,yv,zv }=arg min

Xyo)ysZy

Sl P+ P2 )|
)

If the power of the spoofer’s signal exceeds the
power of the buoys signals, the victim’s receiver will
switch to receiving the false signal. Furthermore, the
spoofer then applies an escaping spoofing strategy in
accordance with the equation:

Vb=, +80 P+~ (0, +49, )F +(z, +42,) =
~cl;+AT,, i=1N

®)
where {Ax,, Ay,, Az,} — the amendment of the vic-
tim’s coordinates; taking the victim away from their
route. In this situation, the spoofer is in an active
state on the sea surface and the value z; = 0, i.e. cor-
responding to a zero sea level. The algorithm for
finding AT, i =1, N with given vectors {x,, y,, z,}
and {Ax,, Ay,, Az,} has not been considered in this
article.

In the conclusion of this section, the working
method of 2D GNSS-like UPS (Figures 5 and 6)
and a 2D GNSS-like Underwater Spoofing has been
shown using an example of a sonar signal repeater
(Figures 7 and 8).

Consider an extremely simplified case when
underwater positioning is implemented in only one
plane (2D GNSS-like UPS, Figures 5 and 6). The
clock on the buoys and the underwater vehicle are
synchronized. The appropriate processing of the data
from the navigation satellites ensures the high accu-
racy of the clock on the buoys.
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Figure 5. 2D GNSS-like UPS: B;, B, and B; — sonar tran-
sponders of GNSS signals; D, D, and D; — real distances

from the vehicle to the transponders; D, + AD, D, + AD and

D5 + AD — measured distances from the vehicle to the tran-
sponders; AD — the distance measurement error due to the
mismatch between the transponder’s clock and the vehicle’s
clock

The transit time of the navigation signal from the
satellite to the hydrophone depends not only on the
distance, but also on the state of the ionosphere, the
atmosphere and water, therefore an accurate mea-
surement of the distance from the satellite to the
hydrophone is impossible.

The significant error AD in the measurement is
caused by the inaccuracy of the vehicle’s on-board
clock, creating a zone of uncertainty, shown in Fig-
ure 5 as a red figure, close to a triangle.

Based on an iterative process of successive
approximations, this zone can be compressed and
moved to a point as close as possible to the exact
coordinates of the vehicle (Figure 6).

b 4
: . gt

Dy \Dy

Underwater vehicle

Figure 6. The final stage of the procedure of successive
approximations of 2D GNSS-like UPS: B, B, and B; — sonar
transponders of GNSS signals; D, D, and D; — real distances
from the vehicle to the transponders

The spoofer-translator (Figure 7) receives acous-
tic signals from the transponders and transmits them
with more power, which is sufficient to shift the
vehicle’s attention from the real signals to the false
ones. The distance AD' from the spoofer-translator
to the vehicle is added to the results of the measured
distances (pseudo-distances).
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— L AADmc-g +dD.,

Figure 7. 2D GNSS-like Underwater Spoofing: B;, B; and B3
— sonar transponders of GNSS signals; D, D, and D; — real

distances from the spoofer to the transponders; D; + AD,

D, + AD and D; + AD — measured distances from the vehicle
to the transponders; c-g — the distance measurement error
due to the mismatch between the transponder’s clock and
the vehicle’s clock; AD’ — the distance between the spoofer
and the vehicle

Based on an iterative process of successive
approximations, this zone AD = ¢-g,+ AD' will then
be compressed and moved to a point as close as pos-
sible to the exact coordinates of the spoofer-transla-
tor (Figure 8).

B= | | |
| & B | f
'. ‘ |
III'-. lIIl'I Dy .H:t
Iy
. o The fake position
B e, = of a victim
ALY The real position
,«’d_"—‘-" — of a victim

Figure 8. The final stage of the procedure of successive
approximations for 2D GNSS-like Underwater Spoofing:
B, B; and B; — sonar transponders of GNSS signals; Dy, D,
and D; —real distances from the spoofer to the transponders;
the vehicle determines its coordinates, which coincide with
the coordinates of the spoofer-translator; AD' — the distance
between the spoofer-translator and the vehicle

Spoofing detection using a single
hydrophone

In two next sections, the results obtained in the
literature (Caparrini et al., 2007, Humphreys at al.,
2008, Jafarnia-Jahromi at al., 2012) and the author’s
own research results (Dobryakova, Lemieszew-
ski & Ochin, 2012; 2013; 2014; Dobryakova et al.,
2013) have been introduced and the two methods of
spoofing detection have been discussed:
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1) the method of measuring the coordinates of
a moving victim at two points on the route using
a single hydrophone (in this case using a con-
ventional hydrophone, that is, the problem of the
practical implementation of the spoofing detec-
tion of GNSS-like UPS is reduced to program-
ming only);

2) the method of measuring the coordinates of
a victim at two points in space using a dual
hydrophone.

A fixed single hydrophone can be installed on the
spoofing detector. Note that the victim may be in
motion.

A. The measurement of the spacing
between two positions of the single
hydrophone in navigation mode

The spoofing detector measures the coordinates
of the hydrophone H, based on the real signal from
the buoys:

{fcvy Vs évy} =arg min

Xy VvsZy

D e )
)

where (x,,, v, z,/) — the unknown precise coordinates
of the hydrophone H at the time ¢’; (x,,,7,,Z,/) — the
calculated coordinates of the hydrophone H at the
time ¢

The spoofing detector again measures the XYZ
coordinates of the hydrophone H at the time #";

{ﬁv"’j}v"’év”}zarg min

Xy VyrsZy

{i [\/ (v =x )+ =y ) + (2 -2, ) =Ty )}

i=1
(10)

where (x,, ., z,v) — the unknown precise coordinates
of the hydrophone H at the time ¢"; (X0, ,,2,) —
the calculated coordinates of the hydrophone H at
the time #".

The measured distance between the hydrophone
at the times ¢’ and ¢":

bI—Z = \/(Av' _‘)}Ev" )2 +(j>v’ _)’}v" )2 +(2v' _2\/" )2 (11)

this must be commensurate with the distance trav-
elled by the vehicle over time (¢" — ), i.¢.:

D, ~V(t"~1') (12)
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B. The measurement of the spacing
between two positions of a single
hydrophone in spoofing mode

The spoofing detector measures the coordinates
of the hydrophones , based on the false signal from
the spoofer:

{fcv, S Vs Zy } =arg min

Xy Yy a2y

(om0 oler . e )|

i=1
(13)
where (x,,, yv, z,") — the unknown precise coordinates
of the hydrophone H at the time ¢; (x,,7,,z,/) — the
calculated coordinates of the hydrophone H at the
time ¢
The spoofing detector again measures the XYZ
coordinates of the hydrophone H at the time #";
Sl =V vle=2, —en )
(14)
where (x,, y,r, z,v) — the unknown precise coordinates
of the hydrophone H at the time ¢"; (x,,,p,.,2,,) —
the calculated coordinates of the hydrophone H at
the time #".
The measured distance between the hydrophone

H at the time ¢' and the hydrophone Y at the time ¢”
can be written as:

{%, 9,2, }=arg min

Xy YyesZy

L=

a A A )2 ~ A )2 A A \2
D1—2 = \/(xv’ _xv”) +(yv’ _yv") +(Zv' _Zv") ~0
(15)
since all the hydrophones in the spoofing zone will
calculate the same false coordinates and D, , must

be incommensurable with the distance travelled by
the vehicle over time (¢" — ¢t'), i.e.:

D, <<V("-1) (16)

C. The decisive rule

Comparing equations (12) and (16), the decisive
rule for detecting spoofing can be written as:

if D,_, <D then go to Spoofing  (17)

where D — discriminant, which can be determined on
the basis of statistical studies at the design stage of

areal detection system. At present, theoretical studies
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and relevant real sea tests are being carried out at
various speeds V" and various values A¢ = (¢" — ¢') in
order to find acceptable values of D.

It should be noted that the spoofing detector
may be in motion. During the time Az = (¢" — ¢'),
the parameters of the spoofer’s signals may change,
therefore solving the problem of optimizing the
parameters of the spoofing detector, and it is neces-
sary to minimize the parameter A¢. From the point
of view of detecting spoofing, it is necessary to
maximize the parameter Az. In order to resolve this
contradiction, the minimax methods of parametric
optimization can be used (Ehrgott, Ide & Schobel,
2014). Minimax is a type of backtracking algorithm
that is used in decision making and game theory in
order to find the optimal move for a player, assuming
that the player’s opponent also plays optimally. It is
widely used in two player turn-based games such as
Tic-Tac-Toe, Backgammon, Mancala, Chess, etc.

Spoofing detection using dual
hydrophones

Two fixed hydrophones H'and H" can be installed
on the spoofing detector at a distance D from each
other. Note that the spoofing detector may be sta-
tionary or in motion.

D. The measurement of the distance between
the hydrophones in navigation mode

The spoofing detector measures the coordinates
of the hydrophone H":

{)%v".);v”év’}zarg min

Xy sV Zy

(S (emx =l oo e )|

i=1
(18)
where (x,,, v, z,/) — the unknown precise coordinates
of the hydrophone H'; (x,,»,,z,) — the calculated
coordinates of the hydrophone H'.
The spoofing detector then measures the coordi-

nates of the hydrophone H":
(o P Pl )

(19)

where (x,, ., z,v) — the unknown precise coordinates
of the hydrophone H" at the time t; (x,,,p,.,2,,) —
the calculated coordinates of the hydrophone H".

{)%v”’j}v"’év" } =arg min

Xy Yy Zy

L=
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The measured distance between H' and H"” can be
calculated from:

bl—Z = \/(Av' _),ev”)z +(j>v' _),}v" )2 +(2v' _2v" )2 ~D
(20)
where D —the real distance between the hydrophones.

E. The measurement of the distance between
the hydrophones in spoofing mode

Due to the fact that all the hydrophones in the
spoofing zone calculate the same false coordinates,
the equation (20) takes the form:

DA1—2 = \/(Av’ _)’ev”)2 +(j>v' _j}v" )2 +(£v’ _év” )2 ~
@2y

F. The decisive rule

Comparing equations (20) and (21), the decisive
rule for detecting spoofing can be written as:

A

if D,_, <D then go to Spoofing  (22)

where D — the discriminant, determined on the basis
of statistical studies at the design stage of a real
detection system.

Conclusions

This paper has discussed the spoofing detection
of underwater acoustic GNSS-like positioning sys-
tems through the use of single and dual hydrophones
and the key to solving the challenge of providing
reliable positioning.

The accessories that are necessary for the man-
ufacture of systems for underwater acoustic “jam-
ming” and/or “spoofing” are now widely available

Table 1. The main characteristics of spoofing detection
methods

Type of spoofing Using a single Using dual
detection hydrophone hydrophones
- Underwater Underwater
Type of victim
vessel vessel
Number of spoof | |
hydrophones
Number of victim’s | )
hydrophones
Need for victim’s Yes No

movement

Zeszyty Naukowe Akademii Morskiej w Szczecinie 57 (129)

and this type of attack can be utilized by the mili-
tary, but also by terrorists. The distortion of the sig-
nal includes signal capture and playback at the same
frequency with a slight shift in time and with greater
intensity, in order to deceive the acoustic equipment
of an underwater vessel.

The main characteristics of spoofing detection
methods have been shown in Table 1.

The ratio of the allowable velocities of the spoof-
er and the victim, for the method using a single
hydrophone, requires additional investigation.
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