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Abstract:

Today, sharing knowledge requires taking into account many aspects. Variable environmental conditions, the
people factor, and the security of resources are just a few that should be considered for a noticeable improvement
in the functioning of the company. Supporting this course of action requires the identification of all barriers that
may exist in the enterprise. Only the owner and senior management by establishing system and organizational
changes can influence this element of the business. The aim of the article is to indicate the problems in this respect
that block the proper functioning of the company in the field of information and knowledge exchange. The survey
was conducted with the help of a questionnaire among 189 respondents. The industry has significantly decreased
in the last few decades, currently there are 307 companies operating in Poland. Conclusions from the conducted
research were collected on the basis of a questionnaire survey. The further stage of the research will be to com-
pare the collected results with the results from Western European countries.
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INTRODUCTION

Safety is a continuous process in which enterprises try to
improve mechanisms that give them a sense of which en-
terprises understand in a variety of ways, providing em-
ployees with the best technological and IT solutions, solu-
tions for occupational health and safety as well as various
training also in the field of safety [1]. A reflection of un-
derstanding and treating security as a key area of interest
for enterprises can be found in their actions in the face of
threats [2]. These activities are difficult and expensive
tasks, which in many cases can be the reason for their fail-
ure [3, 4].

The aim of the paper is to indicate the problems of the
knowledge sharing in the enterprise in the proper man-
ner. Conclusions from the conducted research were col-
lected on the basis of a questionnaire survey.

LITERATURE REVIEW

Security is not often taken seriously, in the right way when
it comes to information and information systems, ex-
change of information and knowledge. It should be em-
phasized that ensuring security for every user of the infor-
mation and IT system should be one of the priorities [3, 4,
5]. Each company strives to secure its data and infor-
mation in the best possible way. In order to improve IT

security, all existing security measures should be applied,
staff should be trained in their proper use, as well as the
security of data stored in ICT systems using appropriate
security programs [6]. The role and importance of infor-
mation and knowledge exchange are also underestimated
in the enterprise, which must determine what are the
structures in the enterprise related to information and
knowledge security management (who has management
functions, who is operational (executive) and who con-
trols) [7, 8]. It must clearly describe the tasks and interre-
lationships of these bodies. Their responsibility as well as
their competence in making decisions should be clarified
[9, 10, 11]. Information security is also important from the
point of view of technological information and infor-
mation provided by the customer [12, 13, 14, 15, 16]. This
inevitably leads to benefits for the company, as well as
proper process management [17, 18]. The analysis of the
literature makes it possible to identify barriers, problems
faced by entrepreneurs, while there is no research identi-
fying companies for production and service or what would
be a better solution for industries. After all, each work us-
ing its own information exchange solutions and IT systems
faces different problems. The research carried out serves
a specific industry.
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KNOWLEDGE MANAGEMENT IN AN ENTERPRISE
Knowledge management was created as a result of under-
estimating the role of information in creating and improv-
ing knowledge in the enterprise. Knowledge management
is firmly embedded in the information potential of the or-
ganization [19, 20, 21]. And worth to highlight, that a com-
peting values in enterprise is organizational culture and
willingness to share knowledge [22, 23, 24]. Information
management tools are the dominant component of
knowledge management tools. T. Davenport emphasizes
that there is no doubt that knowledge management has
incorporated much of information management [25, 26,
27, 28, 29, 30]. The course of such a conversion is cyclical,
as shown in Figure 1.
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Fig. 1 Cycle of conversion data — information — knowledge
Source: Zygata R., Basics of information management in an en-
terprise, Wyd. AE in Wroctaw, Wroctaw, 2007.

It can be concluded that information management and

knowledge management are somewhat similar despite

many differences. First of all, the resources of knowledge
and information are to a large extent the same, so it is dif-
ficult to define a clear boundary between them.

Knowledge management systems perform a number of

tasks, including [21]:

— facilitating the acquisition of knowledge from many in-
coming information to the enterprise,

— preventing loss of knowledge in the event of a worker
leaving,

— help in continuous improvement through gaining
knowledge to prevent making the same mistakes,

— increasing the efficiency of management through the
process of acquiring new knowledge by employees
and ensuring its correct use at work,

— allowing employees to share knowledge,

— raising the level of enterprise innovation.

Knowledge management systems use many different in-

formation technology tools that allow for more effective

operation of the company. Information technologies used

in enterprises include [31]:

— database,

intranet internal networks,

— email,

Internet browsers.

SHARING INFORMATION AND KNOWLEDGE IN THE EN-

TERPRISE

Today, the growing importance of knowledge as a factor

in personal and organizational development, but also as a

factor of competition between employees can be ob-

served. Contemporary civilization changes, social and
technological means that knowledge is democratized and
becomes available to broad social groups in a very short
time. The importance of the Internet and other tools to
generate and store huge amounts of information cannot
be overestimated [10]. Despite the availability and learn-
ing possibilities, some occupations or activities require
work under supervision, education under the guidance of
an experienced employee. Increasingly, "new" employees
complain about the reluctance to share knowledge about
activities in the workplace, but also about the lack of com-
munication regarding the organization of activities and
many others. The role of the organization is to create con-
ditions for employees to engage in knowledge-sharing be-
haviors. There are many factors that determine

knowledge sharing [32]:

— Motivation, willingness of employees to undertake be-
haviors related to knowledge sharing (the sender and
recipient perspective).

— Capabilities - conditions that organizations create to
allow knowledge sharing to take place assuming the
appropriate motivation of participating entities, in-
cluding time, climate.

— Specificity of knowledge and acquired forms of shar-
ing.

The issue of knowledge sharing barriers has been quite ex-

tensively researched and described in the literature, be-

cause the identification of key determinants of em-
ployee/people behavior is the basis for action by the man-
agement to modify and stimulate these behaviors and de-
sign knowledge-sharing practices tailored to the present
conditions [5, 33].

METHODOLOGY OF RESEARCH

For this analysis, the basic method of a diagnostic survey,
a questionnaire, was used, without the participation of
the interviewer. This allowed to reach a wide audience
while maintaining anonymity and made it possible to as-
sume a high level of credibility of the information ob-
tained. Tthe research questionnaire consisted of 14 closed
qguestions and 12 disjunctive and conjunctive questions.
The survey was conducted from March to December 2020
in the Republic of Poland in medium and large enterprises
among owners or senior managers. All companies belong
to the metal or metallurgical industry, the questionnaires
were sent out in paper and electronic form. 189 correctly
completed questionnaires were obtained. The size of the
research sample accounts for over 50% of all medium and
large-sized enterprises in the country, therefore it is a pre-
sentative sample. Allowing the general that we are talking
about the industry in the country. The expected size of the
research sample was larger, but the reluctance to com-
plete the questionnaires, the subject of the survey related
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to knowledge sharing and the development of the pan-
demic contributed to the low motivation of the survey re-
sponse. Information from the survey records is presented
in Table 1.

Table 1
Survey results - structure of responses
number percentage
of responses indicator
age category
< 25 vyears 6 3%
26 — 35 years 16 8%
36 —45 years 67 35%
46 — 55 years 52 28%
> 55 years 48 25%
position held
manager 65 34%
owner 124 64%
the existence of the enterprise
up to 5 years 20 11%
6 —10 years 62 33%
11 -20years 68 36%
over 20 years 39 21%
respondents 189

Knowledge is not only a resource that people gain at
school or training. Employees learn every day. The survey
on knowledge management, employees' awareness of
the security of information and knowledge resources as
well as the company's security strategy in this area was
conducted among the employees of the surveyed com-
pany. Respondents answered a question about their
knowledge (Figure 2).
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Fig. 2 Sources of knowledge possessed by employees

Employees working on production focus more on their
knowledge and skills based on observation of activities
performed by other employees or have this knowledge
from their previous work. Office employees themselves
expand their knowledge, search for information in indus-

try magazines and the Internet. They rarely have the op-
portunity to observe the work of others, they are also re-
luctant to share their knowledge. The management usu-
ally broadens its own knowledge on its own, rarely the
previous work requires identical solutions, so only the
knowledge in the previous work can be used rudely.
Figure 3 shows the percentage impact of individual factors
on the safety of information and knowledge. It shows that
despite the hackers' attacks being publicized by the me-
dia, real threats lie within the enterprise. Employees are
the perpetrators of such abuses. It can even be said that
the majority of all hazards arise from the human factor. A
special role belongs to people responsible for the proper
functioning of IT systems, service and consultants. Threats
result from mistakes and mistakes of a man, ignorance,
poor organization, and fatigue.
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Fig. 3 Sources of security threats

The issue of knowledge sharing barriers has been quite ex-
tensively researched and described in the literature, be-
cause the identification of key determinants of employee
behavior is the basis for action by the management to
modify and stimulate these behaviors and design
knowledge-sharing practices tailored to the organization's
conditions. However, the specifics of the surveyed enter-
prise require determining employees' awareness of exist-
ing knowledge sharing barriers (Fig. 4).
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of employees and management
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The first issue in the employee awareness survey con-
cerned the importance of information resources and em-
ployee knowledge. The company's employees answered
the following question: "what resources are the most im-
portant from the point of view of their security?" (Fig. 5).
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Fig. 5 The most important resources of the company from
the point of view of employees

Employees perceive the importance of knowledge, which
is associated with the long-term application of an appro-
priate approach to the knowledge held by employees.
They also emphasize the importance of storage, commer-
cial or anti-virus software, because during their imple-
mentation in enterprises a training was carried out, which
allowed employees not only to become familiar with soft-
ware support, but also made their role to ensure safety
[34]. Employees believe that the weakest element of re-
sources is the human factor, which in their understanding
does not threaten enterprises.

For correct management of information and knowledge in
the enterprise, which is the basis for ensuring information
security, it seems advisable to examine satisfaction with
information and knowledge management among employ-
ees. The respondents gave the following answers to this
question (Figure 6).
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Fig. 6 Employee satisfaction with information management
in the surveyed enterprises

The study showed that office employees and manage-
ment understand the importance of information and
knowledge management for the proper functioning of a

company. Only part of the production personnel of the ex-
amined enterprises does not recognize the importance of
information and knowledge management for enterprises.
The next stage of the study was a case study that took
place in the studied enterprise. The causes of the problem
are described in Figure 7.
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Fig. 7 The reasons for the lack of knowledge sharing that have
had the greatest impact on the enterprise

Creating a company security system is a continuous pro-
cess. It is important that employees take part in creating
this system, have a sense of what knowledge and how
they can pass on to colleagues. The effective functioning
of a security system in an enterprise largely depends on
the ability to properly prepare the necessary organization
of work and documentation containing guidelines for the
company's operations in ensuring the required level of se-
curity. The results regarding the knowledge of these prin-
ciples are presented in Figure 8.
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Fig. 8 Knowledge of the principles of managing information
and knowledge in the company by employees

Practicing in the organization of knowledge sharing also
contributes to maintaining employees in the organization,
thereby achieving a sense of bond and belonging, the
community forming the company. Barriers arising from
the security of information and knowledge resources, in-
stilled in employees as compliance with economic espio-
nage and technology protection, caused a lot of damage
[29]. The employees themselves emphasize that they felt
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helpless not able to distinguish what information and
knowledge they can pass on and to whom they can pass it
on. Ensuring security has therefore harmed the fear of
sharing knowledge [10].

CONCLUSIONS

In the era of growing importance of cooperation and
teamwork, knowledge sharing is an important factor in
the development of an organization. Exchange of
knowledge between employees is a low-cost way of rais-
ing employee competences. At the same time, it should
be noted that sharing knowledge is always a process that
takes place between people, it is necessary to separate
the security of information and knowledge resources and
their sharing between colleagues.

The more the effects of knowledge sharing are not notice-
able by a single employee, the better the effect in the
form of tasks performed can be expected. It is necessary
that the companies supported the behaviors related to
knowledge sharing and create directly felt effects for a
given entity (e.g. recognition, rewards for desired behav-
ior). The task of the management is to create conditions
for knowledge exchange, taking care of employees'
awareness of what is the security of information re-
sources and enterprise knowledge, and what sharing with
colleagues. However, this is a difficult and lengthy pro-
cess.

During the research, it was identified that they were asso-
ciated with the lack of technological skills in operating
programs and the low awareness of employees who were
afraid that sharing knowledge would make them redun-
dant for the company. In-depth research on awareness
will be one of the stages of subsequent research.

REFERENCES

[1] 1. Zywiotek, “Monitoring of information security system el-
ements in the metallurgical enterprises,” MATEC Web
Conf., vol. 183, p. 1007, 2018, doi: 10.1051/matec-
conf/201818301007.

[2] R. Merlo, “Factors Influencing Knowledge Management
Use in Technology Enterprises in Southern United States,”
Procedia Computer Science, vol. 99, no. 3, pp. 15-35, 2016,
doi: 10.1016/j.procs.2016.09.098.

[3] A.M. Abubakar, H. Elrehail, M.A. Alatailat, and A. Elgi,
“Knowledge management, decision-making style and or-
ganizational performance,” Journal of Innovation &
Knowledge, vol. 4, no. 2, pp. 104-114, 2019, doi:
10.1016/j.jik.2017.07.003.

[4] A.S. Aydiner, E. Tatoglu, E. Bayraktar, and S. Zaim, “Infor-
mation system capabilities and firm performance: Open-
ing the black box through decision-making performance
and business-process performance,” International Journal
of Information Management, vol. 47, no. 1, pp. 168-182,
2019, doi: 10.1016/j.ijinfomgt.2018.12.015.

[5] M. Hamdoun, C.J. Chiappetta Jabbour, and H. Ben Oth-
man, “Knowledge transfer and organizational innovation:
Impacts of quality and environmental management,” Jour-
nal of Cleaner Production, vol. 193, no. 2, pp. 759-770,
2018, doi: 10.1016/j.jclepro.2018.05.031.

(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

[17]

(18]

(19]

[20]

V. Tkachenko, M. Klymchuk, and I. Tkachenko, “Recursive
and Convergence Methodology of the Investment Man-
agement of the Enterprise Digitalization Processes,” Man-
agement Systems in Production Engineering, vol. 29, no. 1,
pp. 14-19, 2021, doi: 10.2478/mspe-2021-0002.

J. Pietraszek, N. Radek, and A.V. Goroshko, “Challenges for
the DOE methodology related to the introduction of Indus-
try 4.0,” Production Engineering Archives, vol. 26, no. 4,
pp. 190-194, 2020, doi: 10.30657/pea.2020.26.33.

M.-H. Wang and T.-Y. Yang, “Investigating the success of
knowledge management: An empirical study of small- and
medium-sized enterprises,” Asia Pacific Management Re-
view, vol. 21, no. 2, pp. 79-91, 2016, doi: 10.1016/j.ap-
mrv.2015.12.003.

M. Matuszny, “Building decision trees based on produc-
tion knowledge as support in decision-making process,”
Production Engineering Archives, vol. 26, no. 2, pp. 36-40,
2020, doi: 10.30657/pea.2020.26.08.

P. Mandal and K. Bagchi, “Strategic role of information,
knowledge and technology in manufacturing industry per-
formance,” Industrial Management & Data Systems, vol.
116, no. 6, pp. 1259-1278, 2016, doi: 10.1108/IMDS-07-
2015-0297.

R. Falcone and C. Castelfranchi, “Trust and relational capi-
tal,” Comput Math Organ Theory, vol. 17, no. 4, pp. 402-
418, 2011, doi: 10.1007/s10588-011-9095-5.

M. Ingaldi and R. Ulewicz, “How to Make E-Commerce
More Successful by Use of Kano’s Model to Assess Cus-
tomer Satisfaction in Terms of Sustainable Development,”
Sustainability, vol. 11, no. 18, p. 4830, 2019, doi:
10.3390/5u11184830.

J. Zywiotek and E. Nedeliakova, “Personal Data Protection
as an Element of Competitive Advantage,” System Safety:
Human - Technical Facility - Environment, vol. 2, no. 1, pp.
55-61, 2020, doi: 10.2478/czoto-2020-0008.

K. Wojtasik, “New Impulse, New Challenges. Safety Proce-
dures in a Production Enterprise. A Case Study,” System
Safety: Human - Technical Facility - Environment, vol. 2, no.
1, pp. 26-32, 2020, doi: 10.2478/czoto-2020-0004.

M. Suchacka, “Corporate Digital Responsibility — A New Di-
mension of the Human — Technology Relations,” System
Safety: Human - Technical Facility - Environment, vol. 2, no.
1, pp. 1-8, 2020, doi: 10.2478/czoto-2020-0001.

K. Kowalik, “The role of safety in service quality in the opin-
ion of traditional and digital customers of postal service,”
Production Engineering Archives, vol. 26, no. 1, pp. 1-4,
2020, doi: 10.30657/pea.2020.26.01.

M. Krynke and K. Mielczarek, “Applications of linear pro-
gramming to optimize the cost-benefit criterion in produc-
tion processes,” MATEC Web Conf., vol. 183, p. 4004, 2018,
doi: 10.1051/matecconf/201818304004.

M. Krynke, “Application of linear programming in supply
chain management in the foundry,” Proceedings 29th In-
ternational Conference on Metallurgy and Materials, Brno,
Czech Republic, EU, May 20-22, 2020, pp. 1280-1286, doi:
10.37904/metal.2020.3648.

K.Z. Zhou and C.B. Li, “How knowledge affects radical inno-
vation: Knowledge base, market knowledge acquisition,
and internal knowledge sharing,” Strat. Mgmt. J., vol. 33,
no. 9, pp. 1090-1102, 2012, doi: 10.1002/sm;.1959.

0.0. Durodolu, “Technology Acceptance Model as a pre-
dictor ofusing information system’ to acquire information-
literacy skills,” Library Philosophy and Practice (e-journal),
2016.



J. ZYWIOLEK et al. — Barriers to Knowledge Sharing in the Field of Information Security 119

[21] L. Bloice and S. Burnett, “Barriers to knowledge sharing in
third sector social care: a case study,” Journal of
Knowledge Management, vol. 20, no. 1, pp. 125-145,
2016, doi: 10.1108/JKM-12-2014-0495.

[22] D. Klimecka-Tatar and M. Ingaldi, “How to indicate the ar-
eas for improvement in service process - the Knowledge
Management and Value Stream Mapping as the crucial el-
ements of the business approach,” G&T, vol. 20, no. 2, pp.
52-74, 2020, doi: 10.20397/2177-6652/2020.v20i2.1878.

[23] D. Klimecka-Tatar and M. Niciejewska, “Small-sized enter-
prises management in the aspect of organizational cul-
ture,” Revista Gestdo & Tecnologia - -Journal of Manage-
ment and Technology, vol. 1, pp. 4-24, 2021, doi:
10.20397/2177-6652/2021.v21i1.2023.

[24] A. Wiewiora, B. Trigunarsyah, G. Murphy, and V. Coffey,
“Organizational culture and willingness to share
knowledge: A competing values perspective in Australian
context,” International Journal of Project Management,
vol. 31, no. 8, pp. 1163-1174, 2013, doi: 10.1016/j.ijpro-
man.2012.12.014.

[25] P. Brangetto and M. Kert-Saint, Economic aspects of na-
tional cyber security strategies: Project Report, 2015.

[26] E. Cahyaningsih, D.l. Sensuse, A.M. Arymurthy, and W.C.
Wibowo, “NUSANTARA: A New Model of Knowledge Man-
agement in Government Human Capital Management,”
Procedia Computer Science, vol. 124, pp. 61-68, 2017, doi:
10.1016/j.procs.2017.12.130.

[27] N. Carvalho and I. Gomes, “Knowledge Sharing between
Enterprises of the Same Group,” International Journal of
Knowledge Management, vol. 13, no. 1, pp. 34-52, 2017,
doi: 10.4018/1JKM.2017010103.

[28] S.d. A. Pereira and L. Quoniam, “Intellectual property and
patent prospecting as a basis for knowledge and innova-
tion — a study on mobile information technologies and vir-
tual processes of communication and management,” RA/
Revista de Administragdo e Inovagdo, vol. 14, no. 4, pp.
301-310, 2017, doi: 10.1016/j.rai.2017.07.006.

Justyna Zywiotek

ORCID ID: 0000-0003-0407-0826

Czestochowa University of Technology

Faculty of Management

ul. Dgbrowskiego 69, 42-201 Czestochowa, Poland
e-mail: justyna.zywiolek@wz.pcz.pl

Joanna Rosak-Szyrocka

ORCID ID: 0000-0002-5548-6787

Czestochowa University of Technology

Faculty of Management

ul. Dgbrowskiego 69, 42-201 Czestochowa, Poland
e-mail: joanna.rosak-szyrocka@wz.pcz.pl

Borut Jereb

ORCID ID: 0000-0001-5104-0852
University of Maribor

Faculty of Logistics

Maribor, Slovenia

e-mail: borut.jereb@um.si

[29] R.H. Shroff, C.C. Deneen, and E.M. W. Ng, “Analysis of the
technology acceptance model in examining students' be-
havioural intention to use an e-portfolio system,” AJET,
vol. 27, no. 4, 2011, doi: 10.14742/ajet.940.

[30] C.Liyanage, T. Elhag, T. Ballal, and Q. Li, “Knowledge com-
munication and translation — a knowledge transfer
model,” Journal of Knowledge Management, vol. 13, no. 3,
pp. 118-131, 2009, doi: 10.1108/13673270910962914.

[31] K. Haufe, R. Colomo-Palacios, S. Dzombeta, and K. Brandis,
“A process framework for information security manage-
ment,” International Journal of Information Systems and
Project Management, vol. 4, no. 4, 2016, doi:
10.12821/ijispm040402.

[32] A. Ganguly, D. Chatterjee, and J.V. Farr, “Evaluating Barri-
ers To Knowledge Sharing Affecting New Product Develop-
ment Team Performance,” International Journal of Innova-
tion Management, vol. 22, no. 06, p. 1850048, 2018, doi:
10.1142/51363919618500482.

[33] M. Ingaldiand D. Klimecka-Tatar, “People’s Attitude to En-
ergy from Hydrogen — From the Point of View of Modern
Energy Technologies and Social Responsibility,” Energies,
vol. 13, no. 24, p. 6495, 2020, doi: 10.3390/en13246495.

[34] P. Hong, W.J. Doll, E. Revilla, and A.Y. Nahm, “Knowledge
sharing and strategic fit in integrated product develop-
ment proejcts: An empirical study,” International Journal
of Production Economics, vol. 132, no. 2, pp. 186-196,
2011, doi: 10.1016/j.ijpe.2011.04.004.



