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Abstract

The paper is devoted to presentation the safety model for Baltic Port and Shipping Critical Infrastructure Network
(BPSCIN) taking into account interactions between Baltic Port Critical Infrastructure Network, Baltic Shipping
Critical Infrastructure Network and Baltic Ship Traffic and Port Operation Information Critical Infrastructure
Network. First of all, the BPSCIN and its safety parameters are introduced. Next, the basic information and
necessary data to describe the interactions in considered critical infrastructure network are given. Finally, the
safety, resilience and risk indicators of the BPSCIN are presented.

1. Introduction [Kotowrocki, 2014], [Kotowrocki, Soszynska-Budny,

2011].

national economies increases year by year. At the An impor_tant thing in_these stud!es also is to tak_e in'go
: account interconnections and interdependencies in

same time, the share of the Baltic Sea in European )
trade is growing. In the period from 2002 to 2015, gi'g\]/vork of networks [Blokus-Roszkowska et. al, 2017

turnover increased by 56%. Thus, the Baltic ports are
an important element for securing the continuity of the
society in Baltic Sea Region. Together with ships
operating in the Baltic Sea and networks of ICT
systems for managing and monitoring ship traffic and
port operations, they form the Baltic Port and
Shipping Critical Infrastructure Network (BPSCIN)
[Guze, Kotowrocki, 2016]. The malfunctions one of
the three distinguished critical infrastructure network
(CIN) can cause significant negative influence on
societies and natural environment within the region
and ashore around. Therefore, the safety modelling of
this network of three networks related to operation
process is important part of research [Guze,
Kotowrocki, 2017a-b]. These studies are conducted
based on the assumption that BPSCIN is treated as a
multi-state and complex technical system [Guze,
Kotowrocki, 2017a-b]. The safety and operation
process models have been developed and introduced
in reports [EU-CIRCLE Report D3.3, 2016],
[Kotowrocki, et al., 2017] and earlier in publications

Seaports are an important trade hub. Their role for

The main aim of article is to analyse above mentioned
interconnections and  interdependencies, by
introducing an approach to show how one of networks
malfunctions influenced on the other two networks.
We assume, that particular CIN departure from the
safety state subsets, causes decreasing lifetimes of the
other critical infrastructure networks. The impact of
each of distinguished networks, on the other networks,
is illustrated by specifying of respective coefficients.
First of all, under these assumptions and taking into
account cascading effect, basic safety indicators of the
BPSCIN: safety function, risk function, mean values
and the standard deviations of the lifetime in the safety
state subsets and intensities of departure from the
safety state subsets are calculated. Next, the same
safety indicators are given in relation to climate-
weather change process.
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2. Baltic Port and Shipping Critical
Infrastructure Network and its safety
parameters

The Baltic Port and Shipping Critical Infrastructure
Network (BPSCIN), is a network composed of the
following three (n=3) interconnected and
interdependent  Critical Infrastructure Networks
(CIN), distinguished and analysed in [Guze,
Kotowrocki, 2017a-b], [EU-CIRCLE Report D1.2,
2016]:
BPCIN — the Baltic Port Critical Infrastructure
Network CINg;
BSCIN —the Baltic ~ Shipping
Infrastructure Network CIN;
BSTPOICIN —the Baltic Ship Traffic and Port
Operation Information Critical Infrastructure
Network CINs.
The assessment of the safety and resilience of BPSCIN
is possible to done under following assumptions:
CIN;, i = 1,23, are Critical Infrastructure
Networks,
all considered CINs have the safety state set
{0.1,....2}, z>1,
the safety states are ordered, the safety state O is
the worst and the safety state z is the best,
Ti(w), i = 1,2,..,n, are independent random
variables representing the lifetimes of CIN; in the
safety state subset {u,u+1,...,z}, while they were in
the safety state z at the moment t = 0,
T(u) is a random variable representing the lifetime
of a BPSCIN in the safety state subset {u,u+1,...,z}
while it was in the safety state z at the moment t =
0,
the BPSCIN states degrades with time t,
s.(1),i=123,is the CIN; safety state at the
moment t, te<0,), given that it was in the
safety state z at the moment t =0,
s(¢) is the BPSCIN safety state S at the moment
t, t e< 0,0), given that it was in the safety state z
at the moment t = 0.
The above assumptions mean that the safety states of
the BPSCIN with degrading Cl networks may be
changed in time only from better to worse
[Kotowrocki, 2014], [Kotowrocki, Soszynska-Budny,
2011, 2012], [Xue, 1985], [Xue, Yang, 1995].
Further, following five safety states (z=4), of the
BPSCIN and each CI network, are defined:
a safety state 4 —-BPSCIN operations are fully safe
- z,,
a safety state 3 — BPSCIN operations are less safe
- z,,

Critical
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a safety state 2 — BPSCIN operations are less safe
and more dangerous - z,,

a safety state 1 — BPSCIN operations are less safe
and very dangerous -z, ,

a safety state 0 — BPSCIN is destroyed and
dangerous for society and environment - z,.

We assume, that the critical safety state of the BPSCIN
and the CINs are r =2.

The probability that the CIN; is in the safety state
subset {u,u+1,...,z}, at the moment t, te<0,),

while it was in the safety state z=4 at the moment
t =0, determined as the safety function of a CIN;, is
a vector

S.(t,) =[S, (t.0),5, (1), S, (t.2).5. (t,3), S, (t.4)]

te<0,), i=123, @
where

S, (t,u)= P(s,(1) 2 ufs,(0)=4) = P(T, (u)>1),

u=01234. 2)

Under this definition S, (£,0)=1, i =1,2,3.
Moreover we assume that the CINs have identical
exponential safety functions

S, (1) = [L,S, (1), S, (1.2), S, (£.3), S, (t4)

te<0,0), i=123. (3)
with the coordinates
S, (t,u) =exp[—4 (w)t], u=1,2,3,4. (4)

The BPSCIN is analysed under the assumption it is a
multistate series network. This means that the
BPSCIN is in the safety state subset {u,u+1....,z}, if

and only if all its BPSCIN networks are in this subset
of safety states. As it has been previously highlighted,
there are four safety states and the best state z =4.
The CINs’ lifetimes in the safety states are expressed
in years and they have the exponential safety functions
(3)-(4) with the intensities of departure from the safety
subsets, by the assumption, given by

A(1)=0.02, A(2)=0.05, 4 (3)=0.08,

2(3)=0,,i=123. (5)
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3. Interactions between Critical
Infrastructure Networks

We suppose, that the considered Critical
Infrastructure  Network is interconnected and
interdependent [EU-CIRCLE Report D3.1, 2016].
The CIN forming the BPSCIN are interacting each
other. Thus, the CIN departure from the safety state
subsets causes decreasing lifetimes of the remaining
CINs. Then, if the CIN; (j = 1,2,3) leaves the safety
state subset {u,u+1,...,4} (u=1,2,3,4), then the safety
parameters of the remaining CIN worsen depending
on the type of the network CIN; with the coefficients
of the CIN impact on the other critical infrastructure
networks. It means, that the CINs lifetimes and their
mean values in the subset {v,0+1,...,4} (v =u,u-1,...,1
and u = 1,2,3,4) decrease according to the formulas

T;/j (U) = [1 - Q(U, CINz > CIN; )] : T; (U)o (6)
E[T,,,(0)] =[1-4(v,CIN, ,CIN )] - E[T, (v)],
i=123, j=123, (7)

where g(v,CIN, ,CIN,) are the coefficients of the
network CIN; impact on the functioning of other
networks CIN, (i=1,2,3,i#}),

q(v,CIN, ,CIN, )=0, i =1,2,3, (8)
and
0<¢(v,CIN, ,CIN,) <1 (9)

fori=1,23,j=12,3,v=u,u-1,...,1andu=1,2,3,4.
These coefficients, existing in (6)-(7), take by the
assumption following values

¢(3,CIN, ,CIN, )=0.5,
¢(2,CIN, ,CIN,)=0.2,

q(1,CIN, ,CIN,)=0.5, i=23, (10)

¢(3,CIN, ,CIN,)=0.3,
¢(2,CIN, ,CIN,) = 0.05,

q(L,CIN, ,CIN,)=0.1, i=13, (11)

¢(3,CIN, ,CIN,)=0.1,
¢(2,CIN, ,CIN,)=0.1,

q(1,CIN, ,CIN,)=0.2, i=12, (12)

and (8) holds.
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Consequently, the safety function of CIN; (i = 1,2,3)
after the departure of CIN; (j = 1,2,3) from the subset
{u,u+l,...,4} (u=1,2,3,4), is defined as a vector

Si// (¢,) =L Si/j (¢.1), Si/j (¢,2), Si/_/ (¢.3), Si/j (#,4)],

t>0,i=123, j=123, (13)
with the coordinates given by

S, @t,0)=P(T,;(v)>1),

v=uu-1...1, u=1234, (14)

Si/j(tﬂu):P(T;/j(U)>t) =P(T; (v)>1)=S, (t,0),
v=u+1....3 u=123,4. (15)

Under the assumption about the exponential
distribution, the conditional intensities of the CIN;
departure from the subset {v,0+1,...,4} after the
departure of the CIN;, by (7), are

A(0)

2« = )
1-q(u,CIN, ,CIN,)

i/j(U)

(16)

fori=123, j=123, v=u,u-1...1 u=123.
Thus, considering (4), (13)-(15) and (16), the CIN;
(i = 1,2,3) after the departure of CIN; (j = 1,2,3) from
the safety subset have the safety functions (13) with
the coordinates

4 (V)
1-¢(v,CIN,,CIN,)

Si/j(tau)zexp[_ 1],

v=u,u-1...1 u=1273 a7
S, (t,0) =exp[-4,(v)],
v=u+1....3, u=123. (18)

4. Safety and resilience of Baltic Port and
Shipping Critical Infrastructure Network

In this section, the safety function of the BPSCIN
related to cascading effects and climate-weather
change process are given under assumption that
BPSCIN is a multistate series network.

4.1. Safety and resilience related to
cascading effect

Assuming the series structure for BPSCIN and the
dependence between CINs, expressed in (6)-(7), in
case the CINs have exponential safety functions (3)-
(4) and considering (22)-(23). the safety function of
the BPSCIN related to cascading effects is given by
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the vector [Blokus-Roszkowska, Kolowrocki, 2017a-
b]

SCE (t,')

= [17 SCE (tal)a SCE (t,Z), SCE (t:?’)’ SCE (ta4)]a (19)

where

s 2,2 -4,
S ()= eXp[—Zi(2)t]+Z
”2/1(2) Z/l(l)

: (1)
lel=2 o ,CIN)

~expl-(24, () -2 4 ()

()
—q(LCIN,

1]

+3- ik (20)

,.CIN,)

5 40)-4,2)
Ser(t,2) = eXp[—Zi Grl +23
a 12/1 3)- Z/”t ()

€ 4(2)
el o e .CIN)

~exXp-(E 4 (3)-24 ()

2.(2)
—4(2,CIN, ,CIN,)

1]

+3- ik (21)

5 A4,(4)-4,03)
S (t.3)= eXp[—Zl (4x] +2-
a 121 4)- Z/I 3)

43)
4(3,CIN, ,CIN )

~exXp-(C A (-4 0)

43)
'1-¢(3,CIN, ,CIN,)

Topl -3

1]

+3 I, (22)

Ser(6:4) = exp[—) 7, (4] (23)

for t>0.

Next, applying (20)-(23) and substituting the assumed
values of CINs’ intensities (5) and the above
mentioned values of coefficients of the CINs’ impact
on other networks’ functioning (10)-(12), the
coordinates of the BPSCIN safety function are

90

S (8,1 =exp[—0.15¢] + 3[exp[ —0.10¢]
—exp[—0.19¢] + exp[ —0.06¢] — exp[—0.15¢]

+ exp[—0.07¢] — exp[ —0.15¢]], (24)
S (2,2) =exp[—0.24¢] + %[exp[—O.lSt]
—exp[—0.27¢] + exp[ —0.16¢] — exp[ —0.25¢]

+ exp[—0.16¢] — exp[ —0.25¢]], (25)
S (t,3) =exp[-0.3¢] + %[exp[—0.40t]
—exp[—0.49¢] + exp[—0.31¢] — exp[ —0.401]

+ exp[—0.26¢] — exp[ —0.35¢]], (26)
S (2,4) =exp[—0.3¢]. (27)

The safety function coordinates of the BPSCIN related
to cascading effects, given by (24)-(27), are illustrated
in Figure 1.

Safety function of BPSCIN related to casading

ffant
CIcot

S(t1) — - =S(t,2) S(t,3)

S(t,4)

Figure 1. The graphs of the BPSCIN safety function
coordinates.

If »=2 is the critical safety state, then the second
safety indicator of the BPSCIN related to cascading
effects is a probability that the BPSCIN related to
cascading effects is in the subset of safety states worse
than the critical safety state » =2 while it was in the
best safety state z=4 at the moment t 0
[Kotowrocki 2014], [Kotowrocki, Soszynska-Budny,
2011] known as the risk function

r.(0)=P(T(r)<t), te<0,x), (28)
and given by
r.(1)=1-S,(%2), te<0,), (29)
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where S, (,2) is the coordinate of the BPSCIN safety

function given by (25).
Thus, the moment when the Baltic Port and Shipping
Critical Infrastrucutre Network risk function exceeds
a permitted level &, is

Tep =Te (), (30)
where 1., (¢),if exists, is the inverse function of the

BPSCIN risk function r_,(z), given by (29). For the
assumed value & =0.2, the moment of exceeding an
acceptable level equals

7., =1.075 years =393 days = 9432 hours. (31)

The graph of the BPSCIN risk function, called the
fragility curve, is illustrated in Figure 2.

BPSCIN risk function

Figure 2. The graph of the BPSCIN risk function.

Other safety characteristics of the BPSCIN network
related to cascading effects are the mean values and
the standard deviations of this network lifetime in the
safety state subsets {1,2,3,4}, {2,3,4}, {34}, {4}. In
case the BCIN networks have exponential safety
functions (3)-(4) and considering (22)-(23) for
assumed model of dependency, the mean values can
be counted from the formulae

A.(2)-A,
Hep (1) = 1 +Z /( ) 3/(1)
Y42 TLA@-X40)
. S ;Li (1) _ 3 B 3
[1/,-:11_q(1,CIN1.,C1Nj) EACESWAQ
+y 4@ L @)

=1-¢(1,CIN,,CIN,)
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1 s 4,03)-4,(2)
Hep(2) = + l 3
; 4,3 2 4,03)- ;1 4,(2)
Wh A
[l/gl—q(Z,CINi,CINj) 1/[1';%(3) igl//ii(z)
Ty | (33)

S1-¢(2,CIN, ,CIN,)

A.(4)-1.(3
Hep(3) = 3 1 + j( ) 3J( )
24 (%) YA, #H-240)

M

=]

'[1/21—q(3,?52§3[),011v‘,) _1/[2’%(4)_2’1"(3)
" il 140G, i’lg\:j) CIN, 3 (34)
fep(#) =~ —0.125 (35)
>7,4)
and the standard deviations from
Oep () = e () ~[ e ()T (36)

for u=1,2,3, where

=2 23 DA
2AQF  MXA@-2A0
. S /1,' ) 2 3 B 3
[1/[51_q(1,c11v,. ,CINj)] V24 @)=2AD
2 A4, (D >
i5i1-¢q(1,CIN, ,CIN/.)] b (37)
ey (2) =t 423 DA
(>4 Ar 24(3)-24(2)
. s 4(2) > 3 _ 3
M2, 1-¢(2,CIN, ,CIN/.)] V24 G)-242)
+§ 4,(2) Fl. (38)

F1-4Q2,CIN, ,CIN,)

ny (=2 423 =4O
XA@F  TEAH-240)
ii» 4 0) T —1/[%@(4)—2/1,_(3)

= 1-4(3,CIN, ,CIN,)
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3 2.(3) s + 0.15exp[ 0.08¢] — 0.07 exp[ —0.01¢]]}
- ;1 1-¢(3,CIN, , CIN,)] l (39) /{1+0.333 - [exp[ 0.05¢] — exp[ —0.04¢] + exp[ 0.09¢]
' — exp[—0.004¢] + exp[ 0.08¢] — exp[—0.01¢]]},
and t>0, (46)
oo (4) =~ 1 ‘ (40) 2 (t,2) = {0.24 4+ 0.333 -[0.18exp[ 0.065¢]
> (4) —0.27exp[-0.025¢] + 0.16exp[ —0.08¢]
i=1

—0.25exp[—0.005¢] +0.16exp[ 0.08¢]

According to (37)-(40) and substituting the values of —0.25exp[-0.01¢]]} /{1+0.333 -[exp[ 0.065¢]
coefficients given in (10)-(17) and intensities (5), the —exp[—0.025¢] + exp[ 0.08¢] — exp[—0.005¢]

mean lifetimes of the BPSCIN network in the subsets + exp[0.08¢] — exp[ -0.025¢]]}, t=0, 47)
{1,2,3,4}, {2,3,4}, {3,4}, {4} in years, are:

Jp (£.3) = {0.3+0.333-[0.4exp[—0.1¢]

Hep (1) =13.938, 11.,(2) = 6.343, —0.46exp[—0.167] + 0.031exp[—0.009¢]
ey (3) =3.862 11,(4) = 0.033. (41) —0.37exp[-0.069¢] + 0.26exp[ 0.042¢]
—0.32exp[—0.018¢]]} /{1+0.333 - [exp[—0.1¢]
Similarly, applying (37)-(41), the standard deviations — exp[—0.16¢] + exp[ —0.009¢] — exp[ —0.069¢]

of the GBNCIN network lifetimes can be determined

and their values in years are: +exp[0.042¢] —exp[-0.018/]]}, t=0, (48)
o, (1)=213.616, o (2)=6.201, A (t,4)=0.3, t20. (49)
Ocr(3) 23.971, 07, (4) 2 0.033. (42) The graph of the BPSCIN intensities are illustrated in

I . Figure 3.

The mean values of the BPSCIN network lifetimes in g

the particular states 1,2,3,4 by (41), in years are:

Loy (1)=7.595, 1., (2)=2.481,
., (3)=3.829, ., (4)=0.0333. (43)

Other BPSCIN safety indices are the intensities of o ——— —

BPSCIN departure from the safety state subsets

{1,2,3,4}, {2,3,4}, {3,4}, {4}, i.e. the coordinates of

the vector i T T T
}“CE ) =[0, 'ICE (.0, }’CE(t’z)’ 'ICE (2,3), lCE .41, t
t>0. (44) - — —ALL) — - -AL2) A(t.3) A(t.4)

These intensities can be determined from the formula Figure 3. The intensities of BPSCIN related to
cascading effect

3 dS.,(t,u)
Ao, (t,10) = dt L u=1234, (45) Using .these intensities, the co.efficign.ts of cascading
See(t,u) effect impact on the BPSCIN intensities of departure

from the safety state subsets {1,2,3,4}, {2,3,4}, {3.4},

where S, (t,u), u=1,23,4, are given by (24)-(27) {4} can be estimated. Then, the coordinates of the

and after some transformation they take form vector

Ao (t]) = P (t) =[0,pep (1.1), pei(t,2), pes(2,3),

{0.15 + 0.333 - [exp[ 0.05¢] — 0.1 exp[ —0.04¢] Per(t:4)], 120, (50)
+0.19exp[ 0.097] — 0.06 exp[ —0.004¢]
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are given by

)= A (t,u)

Py T

Per(tu (51)

where 4,(t,u), u=1,23, are the intensities of the

BPSCIN network departure from the safety state
subset {1,2,3,4}, {2,3,4}, {3.4}, {4}, without of
cascading effect impact.

We assumed before, that the BPSCIN is considered as
a series network. Thus, the intensities of the Baltic
Port and Shipping Critical Infrastructure Network
departure without of cascading effect impact are given

by

Atu)=3-2(u),t>0,u=12,34, (52)

and from formula (5) they take following values

A°(t,1)=0.06, 2°(1,2) = 0.15,

A°(t,2)=0.24, 2°(t,4)=0.3. (53)

When we apply formula (51) and from (46)-(49) and
(53), the coefficients of the cascading effect impact on
the BPSCIN are as follows:

P () =16.667 2, (1,]),
P (t.2)=6.6674,(t,2),
Per(t.3)=4.1672,(1,3),

Per(t,4)=3,333,1>0, (54)

where A, (4.1), A..(2,2),
by (46) and (49).

Thus, the indicator of the BPSCIN resilience to
cascading effect impact is defined by

}’CE (t93)’ j'CE (t,4)’ are glven

RI . (t,r)=

>0, (55)

Pee(t,r)

where p..(¢,7) is the coefficient of cascading effect

impact on the BPSCIN intensities of degradation
given by (54) and the BPSCIN critical safety state is
r=2.

4.2. Safety and resilience related to
cascading effect and climate-weather change
process

In this section, we consider the critical infrastructure
related to the climate-weather change process C(t),

93

te<0,00), and impacted in a various way at the

climate-weather states c¢,, b=1,2,...,w. We assume

that the changes of the climate-weather states of the
climate-weather change process C(t), 7 e<0,%), at

the critical infrastructure operating area have an
influence on the critical infrastructure safety structure
and on the safety of the critical infrastructure assets
A4, i=12,..,n, aswell.

The following climate-weather change process
parameters at the critical infrastructure operating area
can be identified either statistically using the methods
given in [Kotowrocki, Soszynska-Budny, Torbicki
2017b] or evaluated approximately by experts:

the number of climate-weather states W ;

the vector of the initial probabilities [g,(0)],.;

the matrix [g,,],,, Of probabilities of transition of

the climate-weather change process C(t) between
the climate-weather states ¢, and ¢, ;

the matrix [N,,],,., of mean values of conditional

sojourn times of the climate-weather change
process C(t) conditional sojourn times C,, at the

climate-weather state ¢, when the next state is ¢, .

The vector of limit values of transient probabilities
[9,].. 1S the climate-weather change process

characteristic at the critical infrastructure operating
area. It can be either calculated analytically using the
above parameters of the climate-weather change
process or evaluated approximately by experts
[Kotowrocki, Soszynska-Budny, Torbicki 2017b].

In this paper, taking into account the historical hydro-
meteorological data and expert’s opinion and
academic assumptions, we distinguish the following
w=4 climate-weather states:

climate-weather state ¢, — the air temperature from
-25 up to -15 or 25 up to 35 and the soil
temperature from -30 up to -5 or 20 up to 37;
climate-weather state c.— the air temperature from
-25 up to -15 or 25 up to 35 and the soil
temperature from -30 up to -5 or 20 up to 37 and
strong wind;

climate-weather state cs— the air temperature from
-15 up to 5 or 5 up to 25 and the soil temperature
from -5 up to 5 or 5 up to 20 and strong wind;
climate-weather state cs— the air temperature from
-15 up to 5 or 5 up to 25 and the soil temperature
from -5 up to 5 or 5 up to 20.

Next, in the same way, the values of the climate-
weather change process C(t) limit transient
probabilities [g,],,, at the climate-weather states Cp,
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b=1,2,3,4 are given based on academic assumptions
and expert’s opinions:

2=0.011, 4,=0.002, ¢3=0.019, ,=0.968. (56)

Moreover, the coefficients of climate-weather impact
on the CINs intensities of ageing at the climate-
weather change process operating area are assumed
as:

[p@)]"” =12, [p)]” =12,

[p@)]? =1, [pw)]¥ =1, u=123,4. (57)
The Baltic Port and Shipping Critical Infrastructure
Network at the climate-weather state c,, 5=1,2,3.4,
CINs are dependent according to the local load sharing
rule and have safety functions given by (19)-(27), then
its conditional safety function is given by the vector
[Report]

[Sex (e =[LISZ (D], S (621",
SHAC)) RN ISR (X) g N

t € <0,0), b=1,2,3,4, (58)
with exponential coordinates given as follows:

[S2 (D] =exp[-3-[p(2)]” - A'(2)1]

+ Zlew[-[om] " - A (DX : ]

H1-[q(LCIN,.CIN )"

—exp[-(3-[p(]” - 2'(2) =3-[p(D]” - A ()

B . 20 ()% 1
+[p(M]” -4 )3 I [q(LCIN .CIN )] ],
(59)

[S (2] =exp[-3-[p(3)]" - 2’ (3)t]

12 o el 1
3 2exp[ P - (D2
- exp[~(-[p3)]" - £ (3) =3-[p(2)]”- A (2)

b0 1
P12 Oy
(60)

[Se (3] =exp[-3-[p(H)]” - A’ (4)]
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1-[¢(2,CIN,,CIN )] &

[exp [P - 2 (D)3, !

M

*3 ]

J

W | =

= 1-[¢(3,CIN,,CIN )]

—exp[-GB-[p(H]” -2 (4) =3-[p3]"- 2 (3)

B . 20 (1S 1
(61)

[S (A1 =exp[-3-[p(H]” - 2 (4)1], (62)

for b=1,2,3,4.
Next, applying (59)-(62) and substituting the assumed
values of CINs’ intensities (52)—(53) and the above
mentioned values of coefficients given by (57)-(12),
the coordinates of the BPSCIN safety function are
e for b=1,2 as follows:

[S2:(t.)]" =[S, (1.)] = exp[—0.18¢]

+ %[exp[—o. 12¢] — exp[ —0.228¢]

+exp[—0.186¢] — exp[—0.185¢]

+ exp[—0.084¢] — exp[0.1927]], (63)

[Se,(.2)]" =[S, (£,2)]” = exp[—0.288¢]
+ %[exp[ —0.21¢] —exp[—0.318¢]

+ exp[—0.186¢] — exp[ —0.294¢]

+exp[0.193¢] — exp[~0.301¢]], (64)

[S2 (t3)]” =[S, (2.3)]® = exp[0.361]
+ %[exp[—0.48t] —exp[—0.552¢]

+ exp[ —0.370¢] — exp[ —0.442¢]

+ exp[—0.309¢] — exp[ —0.381¢]], (65)

[S)(&,8]" =[S, (2,4)]? =exp[—0.361]. (66)

e for b=3,4 as follows:

[Se .D1? =[S, (.01 =exp[—0.15¢]

+ %[exp[—O. 1¢] — exp[—0.19¢]

+exp[—0.155¢] — exp[—0.154¢]

+ exp[—0.07¢] — exp[—0.16¢]], (67)

[SZE (taz)](3) = [SEE (l‘,2)](4) = exp[—0.24¢]
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+ %[exp[ ~0.175¢] — exp[~0.265¢]

+ exp[ —0.155¢] — exp[ —0.245¢]
+ exp[—0.161¢] — exp[ —0.251¢]], (68)

[Ser (2,301 =[S, (£,3)] =exp[—0.3¢]
+ %[exp[—0.4t] —exp[—0.46¢]

+ exp[—0.309¢] — exp[ —0.369¢]

+exp[ —0.258¢] — exp[~0.318¢]], (69)

[S& (4] =[SC, (6,4)] = exp[-0.37]. (70)
Next, we denote the critical infrastructure related to
the climate-weather change process C(t), ¢ €< 0,0),
unconditional lifetime in the safety state subset
{u, u+l,....4}, u=1234, by T(u). Then, the
unconditional safety function of a Baltic Port and
Shipping Critical Infrastructure Network related to the
climate-weather change process C(t), ¢ €< 0,%), with
CINs dependent according to LLS rule is given by the
vector (58) where particular coordinates can be
determined from following formula according to (57)
and (59) — (62)

3 ~% 3 (5)
S (tu) =}§%[ch(ta”)] fort>o0,

u=1234, (71)
and [S).(t,w)]”, u=1234, b=1234, are the
coordinates of the critical infrastructure conditional
safety functions given by (59)-(62) and ¢, are the
climate-weather change process C(t) at the critical
infrastructure  operating area limit transient
probabilities at the state ¢,, b=1,2,3,4, given by (57).
The unconditional safety function coordinates of the
BPSCIN related to cascading effects and climate-
weather change process, given by (71), are illustrated
in Figure 4.
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s{tu) Uncoditional safety function

it
50,0 75.0 100,0 125,0 150.0

S(t,1) = == S(t2) S(f,3) e S(t,4)

Figure 4. The graphs of the BPSCIN unconditional
safety function coordinates.

Similarly to Section 4.1, we assume that r=2 is the
critical safety state. Then the second safety indicator
of the BPSCIN related to cascading effects and
climate-weather change process is a probability that
the BPSCIN related to cascading effects and climate-
weather change process is in the subset of safety states
worse than the critical safety state » =2 while it was
in the best safety state z=4 at the momentt = 0
[Kotowrocki 2014], [Kotowrocki, Soszynska-Budny,
2011] given by

rgE H=1- SéE (,2), te<0,00), (72)

where S},(¢,2) is the coordinate of the BPSCIN

unconditional safety function given by (58).

Thus, the moment when the Baltic Port and Shipping
Critical Infrastrucutre Network risk function exceeds
a permitted level &, is

3 -1
o =Tee (0),

(73)
where rcgE_l(t), if exists, is the inverse function of the
BPSCIN risk function r;.(z), given by (72). For the

assumed value §=0.2, the moment of exceeding an
acceptable level equals

1.072 years =392 days = 9408 hours. (74)

Top =

The graph of the BPSCIN risk function, called the
fragility curve, is illustrated in Figure 5.
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Figure 5. The graph of the BPSCIN unconditional
risk function.

According to (37)-(40) and substituting the values of
coefficients given in (10)-(17) and intensities (5), the
mean value of the BPSCIN unconditional lifetimes
T(u) in the subsets {1,2,3,4}, {2,3,4}, {3.4}, {4} in

years, are:

10,(1)=13.923, 42,(2) = 6.338,
10, (3) =3.861 g, (4)=0.033. (75)

Similarly, applying (37)-(41), the standard deviations
of the BPSCIN unconditional lifetimes can be
determined and their values in years are:

o2, (1) =13.587, ¢2,(2)=6.191,

o2, (3)=3.968, o, (4) = 0.033. (76)

The mean values of the BPSCIN unconditional
lifetimes in the particular states 1,2,3,4 by (41), in
years are:

1, (1)=7.585, 1, (2)=2.477,

72.,(3)=0.099, 1z’.(4)=0.033. (77)
Other BPSCIN safety indices are the intensities of
BPSCIN departure from the safety state subsets
{1,2,3,4}, {2,3,4}, {3,4}, {4}, i.e. the coordinates of
the vector

Zp () =[0,25, (11), 20, (1.2), 20, (8.3), 22, ()],

t>0. (78)
These intensities can take form as follows
22D = X, [ 2, D], t=0, (79)
b=1
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4
Aop(1,2) = bZ:Iqb [Ze (6,217, t20, (80)
2,(3) = 3q, 2631, 120, (81)
b=1
4
2.4 = bzzlqb [ (t,H]”, t=0. (82)

The graph of the BPSCIN unconditional intensities are
illustrated in Figure 6.

0,35

0,3

0,25
0,2 1

0,1 1

0,05

- = A1) — - A12) A(t3) = A(t,4)

Figure 6. The intensities of BPSCIN related to
cascading effect

Using these intensities, the coefficients of cascading
effect and climate-weather change process impact on
the BPSCIN intensities of departure from the safety
state subsets {1,2,3,4}, {2,3,4}, {3,4}, {4} can be
estimated. Then, the coordinates of the vector

P (ty) =[0,p (L)), pl(t,2), plp(t.3),

P (t4)], 20, (83)
are given by
3
ng (t,u)= M, u=123, (84)

A’ (tu)

where 2°(t,u), u=1,23, are the intensities of the

BPSCIN departure from the safety state subset
{1,2,3,4}, {2,3,4}, {3,4}, {4}, without of cascading
effect and climate-weather change process impact.

The intensities of the Baltic Port and Shipping Critical
Infrastructure  Network departure without of
cascading effect and climate-weather change process
impact are given by (53).
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Atu)=3-2,w),t>0,u=12,34, (85)

and from formula (5) they take following values

(1) =0.06, 2°(1,2) = 0.15,

A°(t,2)=0.24, 2°(t,4)=0.3. (86)

When we apply formula (51) and from (46)-(49) and
(53), the coefficients of the cascading effect and
climate-weather change impact on the BPSCIN are as
follows:

P () =16.66722,(1,)),
pl(t2)=6.66742.(t,2),
P (t3)=4.16722,(1.3),

pls(t,4)=3333,t>0, (87)
where 2.(t,1), 2,(2,2), 22, (1,3), 4-(¢,4), are given
by (79) and (82).

Thus, the indicator of the BPSCIN resilience to
cascading effect and climate-weather change process
impact is defined by

RléE(t,r)z%, t>0,
cr (1)

(88)

where p’.(¢,7) is the coefficient of cascading effect

and climate-weather change impact on the BPSCIN
intensities of degradation given by (87) and the
BPSCIN critical safety state is » = 2.

5. Conclusions

In the paper, the indicators of safety and resilience of
the BPSCIN related to cascading effect and climate-
weather change process have been presented.

In the beginning, the interactions between Baltic Port
Critical Infrastructure Network, Baltic Shipping
Critical Infrastructure Network and Baltic Ship
Traffic and Port Operation Information Critical
Infrastructure Network have been defined. The
necessary data to describe these interactions has been
given. Moreover, the BPSCIN and its safety
parameters are introduced.

Furthermore, the climate-weather change process
states have been defined for the BPSCIN.

Finally, the safety, resilience and risk analysis of the
BPSCIN have been presented according to arbitrary
assumptions and exemplary data.
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