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Introduction

The end of the second decade of the 21°* century confirms the dynamic development of
various modern information technologies and related services for interpersonal communi-
cation. A natural consequence of technological progress has also become the possibility of
applying them to the dissemination of education and access to global information resources
gathered on numerous servers and databases. The latter is particularly appreciated by young
people, especially the generation that no longer knows and remembers their lives without
Internet access. They are the ones who determine today which services and message deliv-
ery expectations will soon be of great importance. That applies both to the development of
devices and dedicated software. The interconnection of computers and telecommunications
into a single ICT network and the possibility of sharing data between all its users is regarded
as a revolution in exchanging messages, and its natural consequence has been an avalanche
of information transmission. That is facilitated by the progressive development of the IT
infrastructure and ever-smaller size of communication devices, as well as tools created and
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available to the individual recipient. The new IT and telecommunications solutions are un-
doubtedly characterized by numerous facilities for information collection and transmission.
However, it is worth noting that they may also be a source of many threats, which will be
further indicated. They cause an unconscious user to be exposed to dangers while using
mobile telephone networks and the global network terminal equipment (desktop and mo-
bile computers, including tablets, laptops, and notebooks). Risks to the use of modern infor-
mation technologies also exist in the case of university education. That is since most young
people have at least two devices enabling them to exchange information in a digitized form
in various ways, while they are often unaware of the dangers of using the Internet primarily.

Research subject

As a primary indicator of their conduct, the authors have adopted the thesis that the prior-
ity task of modern organizations is the capability of collecting, processing, and transmitting
information, no matter what their geographical location and character are, but to ensure
their safety, regardless of the means and technical equipment used. In this context, the abil-
ity to access knowledge in a broad sense through modern information technologies should
be seen as a significant research problem [1-6]. Indeed, knowledge and scientific facts are
a fundamental attribute of the functioning of any university. Nonetheless, it is worth remem-
bering that the global network and the information made available in it do not always con-
tain knowledge that is useful during studies. Internet usage is also burdened with numerous
threats characterized by the authors of the article and described in the literature. However,
to date, no scientific studies address the impact of threats resulting from the use of modern
information technologies on the education of civilian students in a hierarchical university.

The analysis of facts indicates that threats coming from the virtual world may affect young
people’s perception of reality and acquisition of knowledge about the surrounding world. If
one considers that studies are the culmination of the current period of education, it is ap-
propriate to assume that selected dangers associated with the use of modern information
technologies may directly affect students. Today, the global network is a fundamental source
of information for them, including the subjects on the curriculum. That stems from the wide-
spread access to the Internet via various mobile devices.

The lecturers put much effort into bringing the methodology and effective ways of gaining
knowledge closer to students, paying attention to the principle of viewership, as well as the
importance of the possibility of contemporary utilization of numerous sources of knowledge
that may impact the quality of learning and education. A group of academic lecturers recom-
mends that their students should primarily use the resources of libraries and reading rooms,
including digitized correctly verified specialist ones. It is also pointed out that the variety of
teaching materials and the increasingly frequent electronic form of publications and studies
displace traditional ways of collecting and processing knowledge independently. The foun-
dations for acquiring knowledge during studies are classes conducted by academic teachers
and the subject literature. An exception to this rule may be materials prepared according
to their best knowledge by lecturers and made available on an e-learning platform. In the
authors’ opinion, the lectures direct students to obtain further knowledge on their own. It is
also worth bearing in mind that the information currently obtained during academic class-
es is increasingly often recorded and independently collected by students in a digital form.
Therefore, the authors’ most significant concern is the individual ability to obtain and pro-
cess information from the global network, which is needed in a given field of study, since it

455



Mariusz Fraczek, Leszek Wolaniuk

requires expertise to assess its usefulness. The authors’ analyses indicate that students take
an uncritical approach to Internet content.

It is unequivocally clear from the above findings that the factor determining the research
directions should also be the risks associated with the use of modern information technolo-
gies and their impact on the results of student education through the uncritical use of data
available on the global network. Their basis is a scientifically justified forecast of the situ-
ation. The probability of the effects of adverse events related to threats from the Internet
anticipated in the future serves this purpose. The above statement applies to many areas of
social life, including the whole conglomerate of issues related to the need to provide univer-
sity graduates with education at the highest possible level.

In the final stage of theoretical considerations, the research subject, in a very general sense,
was selected threats to the use of modern information technologies, which imply assump-
tions of the probability of negative actions and events occurring during the students’ acquisi-
tion of independent knowledge during their studies. Those activities result from hypothetical
and real dangers, the identification and neutralization of which are more or less related to
the functioning of the higher education system.

The achievements of contemporary theory and practice concerning threats from the global
network and adverse effects of incidents of low awareness among its users, as well as the
authors’ direct observations concerning the uncritical use of modern technical solutions by
young people require a reflection. It can be reduced to answering the question: Has the de-
velopment of modern information technologies and access to the global network resources
changed the way students acquire knowledge over the last dozen or so years?

The answer to the above question suggests that it should be preceded by a scientific forecast
of potential threats that may significantly impact on the university graduates’ education level.

Research objective

The research aimed to identify threats from the use of modern information technologies
and their impact on the level of knowledge acquired through them. Their generation has
become the basis for further work to answer the question: do modern information tech-
nologies support or disrupt the process of educating university students? As a result, it was
assumed that today’s students’ knowledge is also greatly influenced by the possibility of
quickly obtaining diverse information from the global computer network. Given the techni-
cal aspect, the convergence of services and technologies is of great importance, as modern
communication devices combine features previously known from fixed and mobile telephony
and computer networks. In turn, the purchase of selected mobile devices is limited only by
price and market availability.

The research objective presented allows the presumption that generating a precise forecast
of the nature of potential threats and their characteristics will require the use not only of
the achievements of safety sciences, but also of technical sciences, broad inclusion of all
the possible factors determining inquiries on the issues under consideration, and regarding
several problems in terms of the achievements of modern forecasting.

In their previous publications, the authors of the study indicated selected criteria for the di-
vision of threats that may occur while using modern information technologies. Considering
the above, it appeared necessary to list the essential dangers, without describing them in
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detail, for their proper understanding as they may affect contemporary students. The follow-
ing threats essential were included:

1.

Attacks on equipment resources and networks, among them the best-known
ones, e.g., viruses, worms, trojans, hacking, equipment theft [7-11], or blocking
services. For students, it may mean the theft of teaching materials, their studies,
and even finalized qualification papers for the first and second cycle studies.
Changes in the control of access to services and resources are the result of an
attempt to defraud the fees for unblocking access to resources by installing a ma-
licious ransomware application. That involves encrypting the disk of the user’s
computer and unblocking it only after paying the indicated financial amount.
Cybercrime is a threat that can only occur with using mis-designed software,
which is against the law and ethics, resulting in an automatic change of data or
theft of financial resources. Lack of computer security leads to, e.g., unauthorized
use of computational resources for illegal trade in cryptocurrency.
Cyber-terrorism, which is the “convergence of cyberspace and terrorism. It refers
to non-lethal attacks and threats against computers, computer networks, and the
information stored therein to intimidate or coerce the government or society into
political or social aims. To qualify an attack as cyberterrorism, it should result in
violence against people or property or at least do enough harm to create fear”
[12, p. 55-84]. It is a deliberate intimidation of global network users.
Identity theft on social networking sites or the impersonation of the relevant
account holder. That may cause sending offensive correspondence from a giv-
en electronic device (computer/laptop/tablet), e.g., to the university lecturers’
addresses.
Carelessness when using e-mail (the university’s e-mail account), which may result
in the loss of login and password, an unauthorized person’s access to both the
e-mail account and the virtual university. The threat is presented in point 5.
The use of electronic banking by generally accessible, often passwordless com-
puter networks of the university, which are divided into three types of threats:
a) access to e-banking accounts, logging in to a fake bank website, fraudulent use
of passwords and logins to accounts, and then making unauthorized transfers
from them,
b) transfers of monetary assets, various ways and attempts to obtain a PIN, the
owner’s password and telephone number,
c) paying with contactless cards (one-off amount up to PLN 100), including money
theft through specialized software available for mobile devices.

In the cases mentioned above, the loss of funds takes place each time.

8.

Violence and harassment by creating attitudes that glorify violence or intolerable
behaviour in society, while stalking should be understood as deliberate, malicious
and cyclical solicitation, or even harassment that threatens someone’s safety us-
ing primarily telephones and computers (offensive e-mails, videos, photos, draw-
ings, rumours, and blackmail). The threat is intimidation or harassment of global
network users.

Pornography, including the use of such websites through the computer net-
works of institutions and research units. It occurs if access to adult websites is
not blocked by the administrators of the university-municipal network.
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10. Data storage in the so-called “cloud”, which allows for quick access to own re-
sources. The main disadvantage is that their users rarely wonders where their
collected files are physically located and who else has actual access to them.
Media examples of unauthorised access to such resources clearly indicate that
the electronic files stored in them are not secure.

11. Addiction to mobile devices and their services, which, except for addiction to all
kinds of stimulants, has been increasing for almost two decades, especially for
young people, who are struggling with addiction to computers, mobile devices
and the Internet, known as “infonism”. To date, tobacco and alcohol addiction
has been cited. Currently, access to global network resources, electronic mail, and
social networks is crucial for a significant student population. A large amount of
time spent on the Internet can harm behaviour and functioning in the real world.

12. Alienating a person from a society. That is facilitated by a weak Internet user’s
psyche and everyday problems that they cannot cope with. They are gradually
being taken away from the environment, neglect responsibilities at work or school
and towards their loved ones, and spend all time out of sleep in the virtual world.

13. Lowering the level of education. In the authors’ opinion, one of the negative
effects of dependence on modern technological solutions is the progressive low-
ering of the level of education among young people who have started to study at
universities. This is the case when their uncritical use of information taken from
Google or Wikipedia (which, however, is not a source of reliable and scientifically
proven information) leads to the collection of information which is untrue, scien-
tifically unproven, often deceiving the reality, or containing inaccuracies.

Research problems

The main research problem is the answer to the question: what is the impact of threats re-
sulting from the use of modern information technologies on the university students’ learning
outcomes?

The above considerations give rise to two fundamental and, at the same time, inextricably
linked, specific research problems, which can be expressed in the form of questions:
1. To what extent can contemporary threats resulting from the use of modern infor-
mation technologies influence the university students’ learning outcomes?
2. What are the fundamental paradigms of education to prevent the effects of uncrit-
ical use of unverified information often presented as scientific facts?

Solving the research problems specified above requires defining and examining several de-
tailed issues included in the questionnaire. It has been recognised that, when considered sep-
arately, they are characterised by a certain distinctiveness or specificity, while when viewed
comprehensively, they constitute a structured, logical whole.

Providing precise answers to the questions contained in the questionnaire should be a solu-
tion to the main problem and enable the intended research objective to be achieved.

Working hypothesis

In the context of the research problems thus defined, the following working hypothesis was
adopted: The spectrum of possible threats from the use of modern information technologies
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is diverse, and diagnosing them will allow taking rational action to increase awareness of the
dangers associated with the uncritical use of information acquired from the global network,
while independently deepening knowledge by students.

Research methodology

The methodology was planned in the following order:
1. Clarification of the subject and objective of the research.
. Clarification of the main research problem and working hypothesis.
. Identification of research stages and their subject scope.
. Indication of the time and spatial scope of the research and the respondent group.

u b W N

. Definition of research methods, techniques and tools adequately to the research
conducted.

6. Carrying out theoretical and empirical research within the main stage.
7. Analysis and synthesis of research results.
8. Preparation of a report from the conducted research.

The following research methods were used during the research:
— theoretical methods (analysis, abstraction, comparison, synthesis, inference),
— logical methods (interpretation of results),
— practical methods (opinion and judgement examination by survey technique).

The research process aimed to verify the main research problem and the working hypoth-
esis. Specific procedures and research methods were applied to obtain objective results of
the work conducted. The research cycle was divided into three stages, identical with the
main components of the scientific method [Cf. 13, p. 68-171; 14, p. 66-74; 15, p. 31], whose
goal was precisely defined (Fig. 1). In the initial stage, knowledge concerning the subject
of the research was gathered, which made it possible to specify the problem situation, the
research objective, research problems, and working hypothesis and initially adopt research
methods and techniques. The main stage included the verification of the adopted working
hypothesis through comprehensive solving research problems specified in the initial stage.
The research results were finally verified in the final stage, the summary of which is a report
from the conducted research.

When striving to obtain reliable results of the conducted works, the results of research on
the varied nature of potential threats perceived through the prism of the possibility of using
certain technologies by university students, were applied. Conclusions from previous analyses
and direct observations in the field of the authors’ interests were also taken into account.

The entire research process required the use of various research methods acceptable in the
security science community, which covered all research problems. In the works, the respon-
dents’ judgments and opinions were used. The methods used enabled a critical evaluation
of the obtained results and had a significant impact on their final effects and the shape of
the research report.

The research implementation allowed for positive verification of the working hypothesis.
Many additional circumstances and factors were generated. They affected the obtained re-
sults of the considerations in the aspect of using modern information technologies and their
impact on the students’ education.
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INITIAL STAGE:

clarification and justification of the problem and critical assessment
of the problem in the light of past achievements and knowledge

MAIN STAGE:
— theoretical research stage

presentation of the assumptions made, formulation
of a working hypothesis and establishment of test methods

— stage of practical tests

verification of the assumptions made by carrying out research
and preparing the materials collected in the course of the research

4

FINAL STAGE:

synthesis of research results, preparation of work for print,
and setting out directions for further work

Fig. 1. Stages of the research process
Source: Own studly.

The most important ones included:

— analysis of threats related to Internet access and modern information technologies
and their impact on the youth,

—analysis of students’ learning outcome,

— compilation of the research results in the form of a report,

— conducting a survey of opinions and judgments,

— analysis of materials that directly and/or indirectly address the students’ ability to
use modern information technologies.

The collected research material constituted the basis for generating conclusions, primarily in
terms of how to act and inspire students to independently acquire the knowledge necessary
for the implementation of the educational process in individual fields and levels of study.

The basis for conducting the research

To obtain reliable results, opinions and judgments were examined using a questionnaire
survey, which was anonymously filled in by civilian students of the Military University of
the Land Forces of National Security and Security Engineering faculties. The questionnaire
form contained 17 questions, the first two of which were the respondents’ labels. The full
content of the questionnaire questions, its analysis, and conclusions from it are presented
in the second part of this publication.

Conclusion

The first part of the article presents the authors’ methodological workshop and the fun-
damental assumptions of the adopted empirical research, the results of which and their
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discussion are included in the second part of the work. It should be emphasized that numer-
ous factors can influence the results of student education. Therefore, it is not without reason
that the basic division of risks to which young people gaining knowledge during their studies
and any other person that, during their education, has not yet encountered the problem of
safe use of modern information technologies, are exposed is presented. The research prob-
lems identified (the main problem and specific problems), the working hypothesis and the
research methodology adopted constituted the basis for the implementation of empirical
research and made it possible to verify it. The research methodology was presented along-
side the methodological process. The authors focused their research only on the aspect of
individual skills of using modern information technologies by students and their awareness
of the resulting threats. They also do not refer to literature related to media didactics since in
their scientific activity, they pay attention to information security and cyber threats. Neither
have they analyzed the actions taken by persons responsible for the administration and se-
curity of the university’s information and communication systems. It was assumed that they
are protected under the applicable law and the requirements of a hierarchical organization.
However, the account has been taken of the fact that modern mobile phone network opera-
tors offer a wide range of services related to access to data transmission, which means that
civilian students can but do not have to use the access points in a given university.

The authors believe that Part | is a theoretical study that will allow for a full understanding
of the practical research results presented in Part Il and the final conclusions summarizing
the entirety of the conducted considerations.
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Whptyw zagrozen wynikajacych z uzytkowania
nowoczesnych technologii informacyjnych
na wyniki ksztatcenia studentéw w uczelni wyiszej. Czes¢ |

STRESZCZENIE W opracowaniu przedstawiono zatozenia teoretyczne badan w zakresie oddziatywania
zagrozen wynikajacych z stosowania nowoczesnych technologii informacyjnych na
wyniki ksztatcenia studentéw. Czes¢ | prezentuje aspekt teoretyczny oraz metodolo-
giczny badan prowadzonych w 2019 roku. Dokonano usystematyzowania podjetych
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rozwazan, ich krotkiej charakterystyki oraz przebiegu badan. We wnioskach ujeto kon-
kluzje powstate po realizacji etapu wstepnego oraz czesci teoretycznej wraz z przy-
jetymi zatozeniami. Zwrécono uwage na szerokie spektrum obszaru badawczego,
ktorym dotychczas nie byli objeci studenci cywilni zhierarchizowanej uczelni wyzszej
w aspekcie negatywnego wptywu zagrozen wynikajgcych z uzytkowania nowoczesnych
technologii informacyjnych.

SLOWA KLUCZOWE nowoczesne technologie informacyjne, Internet, komunikacja, zagrozenia
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