SSARS 2009
Summer Safety and Reliability Seminars, July 19-25, 2009, Gdarisk-Sopot, Poland

Valis David

Vintr Zdenek
University of Defence, Brno, Czech Republic

Koucky Miroslav
Technical University of Liberec, Liberec, Czech Republic

Contribution to reliability analysis of highly reliable items

Keywords
highly reliable item, reliability analysis, fieldath assessment

Abstract

In recent years the intensive efforts in develogngd producing electronic devices have more anc rotical
inference in many areas of human activity. Engiimgeis one of the areas which have been also iraptyt
affected. The paper deals with dependability namalgbility analysis procedure of a highly relialitem. The
data on manufacturing and operating of a few huhdneusands pieces of electronic item are availaht®
they are statistically a very important collectest! However, concerning some items the manufacturi
procedure was not checked and controlled accurafdly procedure described in the paper is basetthen
thorough data analysis aiming at the operating madufacturing of these electronic elements. Theltes
indicate some behaviour differences between cdyrectd incorrectly made elements. It was provedhsy
analysis that dependability and safety of thesmetdswas affected to a certain degree. Although theie is
quite big set of data the issue regarding thessizdi comparability is very important

1. Introduction dependability level do not limit the function ofesty

of a system or its operating, the problem of

The application of electronic eleme_nts introduces aunreliability of electronic elements in systemaat
number of advantages as well as disadvantages. LY serious. The real problem is not meeting the
us start with operating process itself — the ojegat requirements and errors

iIs more ecological, smoother and cheaper. Also th(;n the paper we are going to address reliability

area of safety, both passive and active, is optidis assessment of a highly reliable electronic item. In

On the other hand the complexity of a system is,,.. o :
getting higher as well as its sensitivity to preity this paper the evaluated application is perceived a

i ved fact The electronic el i an item produced for systems”  specific
not perceived tactors. The €lectronic elements arq,qqijization. Item is implemented in a system in

also applied into so called service and Comfortorder to control one of the step functions of the
systems. However new the technology would be, all

. . system. The manufacturer has had long term
the elements are subject to certain factors sea by y g

. : ) . . experience of item manufacturing. This item is also
design, manufacturing, operating and environment 'r\Nider introduced into the market where it

which t_hey are used. Besides performance andyut'll_lt successfully meets the parameters within technical

properties we are supposed to follow OIeIC)endab'I'tyapplications. The introduced item has been apjtied

ﬁ.s h\INe”. ll_?%?ardln% e_Iecttronlc ele]zcmznts tgeg_l_?rethe systems” environment many times and no major
\ghly reflable and In- terms - ot dependabiiity problems have been detected regarding its function.

measurﬁs they ?retat tge hlghf[ehst_level. Iftthet@mn OrAs we know from previous publications the item is
are well manufactured an €Ir construclion ant; - jised by start power. Unfortunately non-

software equipment meets the required Olepend"’lbi"t}l'ntentional causes resulted in non-compliance with

level, we are gsually saﬂsﬂgd and there'ls n(s.araa the manufacturing process during development and
to act otherwise. If occasional fluctuations in the
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manufacturing a new item. While manufacturing the 1) The aim of the analysis was to calculate the

item a relatively minor shortening of program one-side item reliability interval. The item
protocol took place, thereby shortening the “programmed incorrectly” was assessed first,
initialisation time. This situation resulted in the and the item “programmed correctly” was
production of many tens of thousands of incorrectly assessed as the second. The calculation of a
manufactured items where the initialisation timeswa reliability one-side interval determined for
shortened by the program. The non-compliance with each set separately was the outcome of the
the manufacturing process was detected only by analysis.

accident and that was after some time. However, 2) The next step was to compare both items sets
most of the items manufactured this way have been and decide whether the ,incorrect
mounted in systems and they have been in operation. programming“ can/cannot affect the item’'s
The non-compliance with the manufacturing process reliability. A one-side interval was determined
itself, thereby shortening the programming time at a required confidence level and it specifies a
might not be a serious problem. More related minimal reliability level of a item set obtained
circumstances might be the real problem. The first by a calculation.

one is the fact that the items have been mounted in 3) The operation time of the item started the
systems and they have been in operation. Another moment a production range was produced plus

quite serious problem is the fact that a item fiomct two weeks (the assumption that it will be
failure can result in failure occurrence on theicev delivered to the customer, mounting into the
which is supposed to perform a system’'s step system, and physical start of the operation).
function. If a system step function is just beirsgd, 4) The real operation time equivalent was
its interruption-failure might lead to a critical determined by recommending the standards
accident with serious consequences. In case thés ty and is based on a calendar time[1], [2] and [3].
failure occurs, it affects significantly system’s The real operation time is believed to start at
dependability. Moreover, it breaks the confidente i the moment as stated in point 3). The
the step function which leads to the lack of transforming coefficient value following the
confidence in a system as a whole. sources/standards mentioned above is:
Resulting from the arguments mentioned above the dormant time versus operation time
producer decided to solve the problem immediately. ~ 24,836 : 1.

The producer wanted to find out if the errors 5) The standard [6] “Equipment reliability testing
occurring when manufacturing items have a possible - Part 4: Statistical procedures for exponential
effect upon operational dependability — reliability distribution - Point estimates, confidence
Basically a few solutions could have been takea int intervals, prediction intervals and tolerance
account at that moment. Finally two of the solusion intervals” has been used for calculating the
were chosen to be accomplished. reliability measure one-side interval at a
One of the options is to carry out a one-side Vratier required confidence level.

calculation of a item reliability measure at a riegg 6) The reliability confidence interval was set
confidence level. This intention is easy to beillel according to common roles. One of the very
since the data on the item operation were carefully accurate levels which were decided to be used
and systematically collected. The aim of the paper is 95%. This level was used for following
to describe an estimation procedure of a relighilit calculations.

measure and assess the validation of the statistica 7) End of observation, censoring by time is given
hypothesis testing based on the available data. by the date of 31 December 2008. This was
Suggesting and carrying out an accelerated ratiabil negotiated with the item producer.

test of item is another option. However, this mdtho 8) The hour [h] is a reliability measure unit.
is not included in this paper and represents aratpa
methodology. All terms mentioned here are in Since the standard [6] deals with a few possilpesy

accordance with the [4]. of the assessed sets, it is necessary to deterwhiaie
type it is referred to. The operation profile ame t
2. Field data assessment procedure agreement that the analysis assessment will be

finished on a certain day indicate that this issecof

The procedure follows widely known and baSiCa specific field test finished by time without

approaches and terminology [5]. The pI’Oducerreplacing the item. This assumption resulted in the

proy|ded data on the item operation over a Cor.m)len?ollowing solution taking into account the standard
period. Regarding the nature of the analysis thementioned above. [6]

following facts were agreed on:
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Following the standard [6] recommendation a lowerHowever, concerning the field data we face a
limit of mean time to failure at the required theoretical problem. The data set is apparently
confidence level was calculated. In order to edéma different concerning a digit place in terms of the
one-side interval of a lower level of mean time to operation time of the item sets. It means that
failure we used the following equation (see al€®],[1 correctly manufactured items obviously operateafor

[11], [12] or [13]): shorter time than the ones manufactured incorrectly
This situation can affect a calculation proceduse a
2TFIC well as a comparison of the results. Taking into

Meic :)(—2 (1) account this situation it is necessary to testfidid

data using the statistical test which is supposed t
prove their comparability. The procedures proving

where: o _ _ the statistical equivalence of the evaluated sepsit

Mec - is @ lower limit of mean time to failure of of another contribution. The objective of the
e|theE F - ,,mcoErectIy programmed sets  statistical analyses is to compare two sets of data
or ,C*— ,correctly” programmed sets. both of which have non-similar size.

T*'¢ - is accumulated operation time of all items

sets (either E* — ,incorrectly* programmed ~ 2.1. Example of the application of above
or ,C* — ,correctly* programmed) observed mentioned procedure

in the operation during an evaluation period. yere will be presented restricted part of the above
It is calculated using the equatidi™'® = mentioned procedure. The procedure given in this

n example is the same as used in the whole analysis.
ztim (-t* = accumulated real operation The difference is that no information about portidn

= ) ) data or other relevant indicators will be provided.
time of all items ofi-th production range of pata were provided in following form:

either F* — ,incorrectly” programmed sets Nymber of production range: 1.

or,C* —correctly” programmed sets, whereé Nymper of items produced in this range: 4 200
the n is number of the production ranges. pate of production: 16.1. 2006
The interval is the period in which they are Nymber of failed items in this range: 1

put into operation which lasts up to the day pate of failure: 12.10. 2006

when the temporary observation is finished.

)(jy -chi square for a given number of degrees ofAd section 2, point 3), 4), 7), 8)
freedomv; ,a* — confidence level agreed on Number of days in operation: 43 days

95%. Number of hours in operation
for 4 199 items: 1030 h
Since it is a one side censored set (it is censbyed For 1item: _ 238 h .
the agreed date when the observation is to bdotal hours in operation for all items from thisge:
finished; this date is the last possible day when t 4325710h

operation record is to be made), the number of _ _ o
degrees of freedomv to determine chi square is Following the calculation (1) and (2) it is:
going to be calculated using the standard

recommendation [6] following the formula: v=27+1=21+1=3

v=2x7+1 2) and
where:r is a number of events (failures) in a given _2T" 2.4325710 o
group of sets. =5 78 [011091560110°h

Based on the assumptions and the calculation Whicr} that | limit of id fid
have been made before, the reliability measuré tmealnsf ?\L/lT?;erflrtT: O't one side confi (tenlce
values for correctly and incorrectly programmed Intefval for of the item IS approximately

items were found. These values were calculated 'th? h. t of the oth ts which t th
the required confidence level. By comparing these € assessment of the other Sets which represen

values we were able to determine whether the erroF’l'aCtronlc items made (both correctly and incofyect

affects the item reliability during a manufacturing manufa(;tgred) s carried out in the same way. I_ynal_
process the decision about the failure rate comparabilgy i

performed. From the reason of keeping the industrial
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confidence of the data and their assessment we cddsing so called soft methods when analysing tHe ris
not present full range of the calculations made. Weand dependability is another possibility. It is rdyn
can only present that the difference betweenabout non-stochastic methods which are based
correctly and incorrectly manufactured items ismostly on the deterministic approach and iteration

noticeable. principles. Also the probability plays an important
role but most approaches of these methods are based

3. Risk analysisresulting from thefailure just on empiricism and practice. The methods would

occurrence be used namely for analysing the event consequences

and also the event occurrence but on a limitecescal

In this phase of observing the object we are tglkin Thg getermination is not often unambiguous and also
about partially predictive risk assessment. We @oul j; s not easy to decide what defined scale the

choose fully theoretical way of assessment usuallyConsequences belong to. We would highly

made during 'design. However we do have the field.o.ommend fuzzy logic which allows us to work
data are available so we may also use the procesgy well with qualitative characteristics of some
approach. Following one of the approaches we Wou'davents, and which is able to quantify them. If we
focus on individual risk contributors which woulé b \,.o(e to define individual process states in system

thoroughly ~examined. The classic probability oheration and they would represent the periods in
methods might be used for determining the event nich the system is run, we would be able to

occurrence probability. The expert assessment baseghtermine to what extent the event belongs to a
on the defined scales would be used for analy$ieg t yefined state while an event occurs. That is how we

consequences. Next issue which might be used ig,qiq cover the failure criticality level regarditige
recommendation of the standards dealing with suchyafined states set and the time vector in which a

Kind of items. One very suitable method is gysiem might occur during its operation/technical
mentioned in the standard SAE J 1739:2002 [9]. life. Unfortunately, in this paper there is no spéar
Usually we do not count on other factors whenesentation and development of this approach.

dealing with theoretical risk analysis. Howevemnso  Generally speaking we can use standardized criteria
special characteristics still exist and that isrémson by which every failure is evaluated following the

why one of the possible approaches where a”Othe;Sreviously defined scales. Using the point
factor occurs is described below. However, f“rtherestimations the Risk Priority Number is added to

verification and validation of the obtained reswil each failure mode. The RPN is then used for

pose a problem while assessing the risk theorBtical yownward arrangement of the assessed failures. The
In our case, when undesired event OCCUITENCEyi| res with a risk number going above the defined
probability might be recorded when observing thégcale yndergo the corrective actions which are

field data, the result will be more realistic and gnn6sed to reduce the risk number sufficiently.
consequent verification of the result will be also

possible. Such event occurrence information isanot

prediction then, but it is estimation based onrtad 3.1. Evaluated factors

information. Consequence decisions resulting fromThe existing model described in standards (e.g. [6]
the occurred event might be regarded as a predictioand [7]) considers two evaluated factors, Probigbili

in this case. Consequences description options are P and Severity -S or three evaluated factors,
stated below. Probability, Detection and Failure Consequences.
Using either fully standardised approach, namelyThese factors result from a fully quantitative
industrial standards or software support can beassessment where the risk is expressed by a
another option when analysing the risk. An eventconjunction of probability and consequences
occurrence rate or its criticality may be obtained

using well known dependability analysis methods, R=P*S 3)

e.g. FMECA, PHA or OSHA. The total risk is

usually based on these two contributors we oftenThe Detection Factor -D in a full quantitative
work with in industry practice. Concerning software assessment would decrease the probability that a
support when analysing the risk it is possible $& U fajlure ~ will not be  detected  during

Wldely available tOOIS, e.g. Risk Spectrum based Ordesign/manufacturing process (See e.g. [8])' thus
the FTA method supported by the ETA method, or

the tools by Relia Soft or Item Software — Item R=p*p*g &)
QRAS which uses both methods individually but
basically leads to the same result. whereas its value would belong to the interval =0;1

(or <0;100%>).
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As we deal with an electronic item which might be point of view is the service of such item very
installed inside systems, the SAE standard is verydangerous and may cause inadvertent situation with

suitable to be applied. very sad consequences.
Example of the assessment:
3.2. Scalesfor assessment Using the approaches above and the

recommendations in the standards we may get
In the standards [7] or [9] for example there arefollowing values for thaRPN calculation.

scales for assessment for all three criteria whieh The occurrence might be “2” at minimum according
used in industry. The scales are put in the form Ofto the rating

tables with verbal explanation of every level at th The severity might be “9” at minimum according to
scale. These are severity, occurrence probabitity a the rating

detection scales. Sometimes a consequence scale he dete.ction ability might be 5" at minimum
relation either to the customer or manUfaCturingaccording to the rating

process or operation is completed. These scales arg orefore. the calculat}on of thR®N is:

going to be used in the next procedure. Other ’ '

existing and used scales are for example thosehwhic RPN = P* D* S=2* 9% 5=90

are applied in a part of software, Item Toolkit or

Reliasoft XFMEA. This is the lowest level of thBPN which might be

. . got.

3.3. Risk priority number RPN As said before, as we see that one of the values is
The Risk Priority Number is a crucial criterion for “9”, we have to apply countermeasures.

detecting weak points in a system, and corrective

actions which decrease the risk resulting from the3.4. Criticality matrix

device failure are convenient to be applied to éhes
weak points. The magnitude of the Risk Priority

Number RPN is given by_conjunction of point is possible to use a so-called criticality matrix

estimations  of  probability, detection and . o . : :
consequences. Since the Risk Priority Number is(sometlmes it is designated as a risk matrix). The

given by conjunction of point estimations, it isase measures used in the r_natrix correspond with those
of a dimensionless quantity ' ones which have been discussed above.

RPN = P* D* S Contrary to an exact value calculation as it takes

. . lace when assessing by thePN, an event
The values interval depends on the selection og g by

assessment scales. Concerning the scales put in t é()sitioning In the matrix is a crucial one. The
(see [6] or [8]) the range of the Risk Priority N ample of criticality matrix which could be usext f

is 1 up to 1000 (=19 [7], [8] or [9]. The application risk assessment is taken from the standard [7]i@nd

| . . ut inTable 1.
of corrective actions involves all the events of th P

Risk Priority Numb | ding 125, 1 To place a failure mode into a certain matrix fjeld
ISk Friority: NUmber vaiue e>fcee Ing - N OUNihe scales categories for consequence assessraent ar
case we can talk namely about:

2 to be defined (in Table it is put as Severity Levels
) The effort to minimize an event 0CCUITeNCe - oy eeyrrence Frequency of Failure Effect). The
this was ac_hlevgd especially by detectlr!g theweak point of such scales is the fact that theylman
ma_nufactunng d|sag_reemgnt an_d correctlng ' itferent considering more application fields, and
This act should Prowde reliable item operation they are defined mostly by an analyst/decision
at a higher level;

The effort to minimi i maker. The following scale used for assessing the
i € etlort 1o minimize consequences Severi yprobability put in the standard serves as an exampl
of a failure which might occur — this is _

ided b . tandard it Criticality number 1 or E, Improbable,
Which are not ZT&Z?Q 0 rmosdei;:yq” y MEASUres — probability of occurrence: @ P, < 0,001;

. : . - Criticality number 2 or D, Remote, probability
- The effort to improve detection of a possible of occurrence: 0,004 P, < 0,01

failure — this is provided by a sufficient quality

manufacturing.
The consequence of an event occurrence is in the
range “9” to “10” according to the standard. The
frequency according to the same standard is “low”
and detection is “moderate” at maximum using the
same source. Therefore we need to carry out some
design change to improve the iterBN. From this

In some applications where no detection is assessed
apart from failure probability and its consequenites

Criticality number 3 or C, Occasional,
probability of occurrence: 0,4P; < 0,1;

- Criticality number 4 or B, Probable,
probability of occurrence: 04 P; <0,2;
Criticality number 5 or A, Frequent,
probability of occurrence? = 0,2.
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Regarding the criteria described above we can tallkaumber 1M06047 ,The Centre for Production
about the following intervals distribution of Quality and Dependability”.
RPN components:
- The Severity Component could range over theRefer ences
values 5 — 10; .
- The Probability Occurrence Component coulo[l] BMW. Group _Standard, . GS . 95003-1
B faaaaies 1 Mot
i ;Zevgﬁéictllo_nSComponent could range oVeEZ] BMW Group Standard GS 95003 (Supplement 1)
' Electrical/Electronic  Assemblies in  Motor
Vehicles — Tests.
BMW  Group Standard GS  95003-4
Electrical/Electronic  Assemblies in  Motor
Vehicles - Climatic Requirements.
[4] IEC 600 50 (191) (IEV) Dependability and
quality of sevices.

Adequate corrective measures for decreasing all trtg
values of the obtainegdPN components were taken. ]

Table 1. The example of a risk criticality matrix

Frequency Severity levels [5] CSN 010611 Dependability engineering. Rules
of 1 3 4 for calculating point and interval estimates of

occurrencg dependability measures. Parametric methods.
of failure I?Iig:t' Critical C:':lt?isctrc [6] IEC 60605-4 Equipment reliability testing - Part
b 4: Statistical procedures for exponential

distribution - Point estimates, confidence
intervals, prediction intervals and tolerance
4. Probablel Toler- intervals.

able [7] EN 60812:2006 Analysis techniques for system
3. Toler- reliability - Procedure for failure mode and effects
Occasi- able analysis (FMEA).
onal [8] MIL-STD-1629a: Procedures for performing a
2. Negli- failure mode, effects and criticality analysis.
Remote gible [9] SAE J 1739 — Potential Failure Mode and Effects

Analysis in Design, Manufacturing and Assembly
and for Machinery (Design FMEA, Process
FMEA and Machinery FMEA).

[10] Holob, R. (1992)Dependability tests (stochastic
methods). Brno: Military Academy.

[11] Lipson, C.H. & Sheth, N.J. (1973Ratigtical

The procedure as described above was used to Design and Analysis of Engineering Experiments.

calculate reliability of the single sets which sshas Mc Graw Hill, N.Y.

correctly and incorrectly programmed itemg12] Neson, V. (1982)Applied Life Date Analysis.

Following the obtained results a possible effectof John Wiley and Sons, N.Y.

manufacturing error upon the items reliability wad3] Kapur, K.C. & Lamberson, L.R. (1977).

estimated. Following the results it is obvious that Reliability in Engineering Design. John Wiley &

manufacturing error could affect items reliability Sons; N.Y.

some way. Both sets are from the statistical point

view slightly different, which is an essential pgeaf

information. This fact should be referred to when

carrying out statistical data evaluation using the

introduced tools.

1. Improb- | Negli-
able gible

4. Conclusion
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