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In this paper some preliminary investigation on combination of watermarking technique with biometric data to increase security
of digital images in case of medical images is proposed. Performance of watermarking algorithm, based on discrete wavelet
transform (DWT) decomposition, that incorporates biometric watermark is elaborated. The frequency domain were chosen as
it is proven, that this domain provides better robustness against attacks and leads to less perceptibility of an embedded water-
mark. To assure confidentiality of patient data their hand geometry features are embedded instead of patient’s name. Proposed
system  is evaluated by measuring the similarity between embedded and extracted biometric codes.
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Introduction

With increasing growth of the Internet, there is a need to
restrict access to sensitive data e.g. medical images which
are stored and transmitted between hospitals, health care
centers, insurance companies etc., only to authorized users.
As biometrics is getting more and more attention in recent
years for security and other purposes, to increase the secu-
rity of medical images we propose to combine biometric
techniques with watermarking technology. Digital water-
marking is a technique of embedding a digital code, into a
cover image without changing the image size, quality and
readability of the image to protect content of images and
to detect the adversary's modifications. As biometric data
provide uniqueness and watermarking provide secrecy, some
advantages of merging these techniques with regard to med-
ical images are elaborated. The goal is to provide privacy and
authentication for the patient, as the owner of medical
image, by encapsulating in this image some biometrics code
based on his/her hand geometry features. 

This paper is organized as follows: Section 2 describes
the basic issues connected with watermarking technique
and biometric verification with emphasis on hand geome-
try features; in Section 3 proposed method is described;
Section 4 gives experimental results; Conclusions are pre-
sented in Section 5.

Experimental methods

Watermarking in DWT domain
A watermarking systems consists of two components: a wa-
termarking embedder and a watermark detector. Water-

mark embedding is performed either in spatial domain (e.g.
Last Significant Bit algorithm) or transform domain (e.g.
DFT, DCT and DWT). One of the most popular trans-
forms operating in the frequency domain is Discrete
Wavelet Transform (DWT), which provides excellent space
for image watermarking, as it is a hierarchical transformation,
which enables analysis of image in the spatial-frequency do-
main. DWT in any particular step separates the image into
lower resolution approximation image (LL) as well as hori-
zontal (HL), vertical (LH) and diagonal (HH) detail com-
ponents. Then the watermark is added to the coefficients of
transformation, that are exposure and frequency functions,
what makes it invisible and robust ([1]). 

Watermarking in transform domain has become an im-
portant issue in regard to medical image security, confiden-
tiality and integrity ([2],[3]). Medical image watermarks
are usually used to authenticate (trace the origin of an
image) and/or investigate the integrity (detect whether
changes have been made) of medical images. A hard re-
quirement connected with watermarking medical images
is that the image during watermark insertion may not un-
dergo any degradation that will affect the reading of it.

Biometric verification based on hand geometry
Biometric recognition refers to the automatic recognition
of individuals based on their physiological and/or behav-
ioral characteristics ([4],[5],[6]). To ensure that the ren-
dered services are accessed only by legitimate users and no
one else, biometric characteristics should be universal, dis-
criminative and sufficiently invariant. Depending on the
application context, biometric systems may operate either
in the verification mode (the system validates a person’s
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identity by comparing the captured biometric data with
her own biometric templates stored in the system database)
or identification mode (the system recognizes an individual
by searching the templates of all users in the database for a
match). In various applications a number of biometric
characteristics are in use, the most popular are: fingerprints,
facial images, voice characteristics, iris code, hand and fin-
ger geometry and signature. But even if different techniques
have been developed there is no ideal biometric measure-
ment, each has its strengths and limitations, according to
user acceptance, cost, performance, etc.

In this study the possibility of using hand geometry fea-
tures in watermarking medical images to authenticate pa-
tient’s identity is elaborated. Although hand geometry is
not very distinctive among human population, this bio-
metrics is frequently used (rather in verification systems)
for various reasons: almost all of working population have
hands, hand geometry measurements can be easily col-
lectible and ideally suited for integration with other bio-
metrics, e.g. fingerprints, ([7],[8],[9]). 

From anatomical point of view, human hand is usually
characterized by its length, width, thickness, geometrical

composition, shapes of the palm, and shape, geometry of
the fingers. Traditionally, to extract these features from
hand image during acquisition some special procedure is
required to fix the placement of the hand, e.g. using pegs
([9]). However, it can cause deformation on hand geome-
try, which then reduces the accuracy in feature extraction
and further analysis. For these reasons some alternative ap-
proaches were also developed to read and process data from
hand image independently of the position of the user hand
([7], [8]). This is done by analyzing the curvature profile
of the hand contour and segmenting the fingers according
to the sequence of curvature extremes. Then nine land-
marks (mainly 4 valley points and 5 tip points) are located
in curvature profile. As a result features of the hand can be
easily computed based only on location of extreme points,
e.g. length of the fingers is a distance between section joining
neighbor valley points and the tip point (see Figure 1 (a)).

Application scenarios

Hand image processing
During the acquisition of hand images the fingers must be
clearly separated from each other in order to obtain a com-
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Figure 1. Hand geometry features; hand image and its contour with pointed landmarks, which are used to extract hand
features, [4] (a); example of tested hand image with plotted hand contour (b); curvature (of length L=191) of hand
presented in figure (b) with pointed extreme points (c)
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plete hand shape. Then a binarization process takes place
by the use of a thresholding method responsible for choos-
ing which pixel belongs to the background and to the hand.
As a result a one-pixel-wide hand contour of length L (with
the wrist area cut off ) is obtained (see Figure 1 (b)). For
each contour point (x, y) curvature is calculated from the
neighboring points. Before further processing curvature of
length L is smoothed using Gaussian filter to reduce the
number of curvature peaks. In the Figure 1 (c) there is pre-
sented soothed curvature profile with pointed extremes, the
most significant peaks correspond either to the tip of the
fingers (5 maximums) or to the base of each finger (4 min-
imums).

Feature selection and feature vector size
Since knowing the location of extremes points in the cur-
vature enables to compute in turn many common hand
geometry features ([7], [8]), in the current study construc-
tion of the feature vector is based only on hand curvature
peaks. Advantage of this approach is that there is no need
to embed a whole hand image as a watermark, because
basic hand features can be easily computed just after ex-
traction of hand curvature code from the cover image. 

The watermark is obtained after certain modification
of the curvature profile. Only points associated with ex-
tremes are left in the code (they are treated as “geometrical
landmarks”), whereas the rest of the points are replaced by
zeros. As the resulting vector is of length L and have a lot
of non-informative elements (zero points) the reduction of

its dimension using Principal Component Analysis (PCA)
is also considered (see Figure 2 (b)).

Data hiding metod
In this section the proposed biometric watermarking algo-
rithm will be described with regard to two considered
schemes for full and reduced watermark codes presented
on Figure 2, scheme (a) and (b), respectively.

In both scenarios the whole process starts with extrac-
tion of curvature profiles for 10 considered hand images.
First to obtain curvatures, binarization and edge detection
on each hand image were performed. Then 100 points
from each hand contour were selected and after applaying
interpolation procedue next 91 of evenly spaced points be-
tween these landmark points were obtained. Finally, sets of
191 hand contour points were used to compute curvatures,
curvature extremes and features vectors of length L=191,
as described in Section 3.2., (Figure 3 (b)). 

Then features vectors are either directly used as water-
marks in the first scenario (Figure 2 (a)) or additionally re-
duced to only 9-dimension vectors in the second scenario
(Figure 2 (b)). Dimension reduction is performed after ap-
plying Principal Components Analysis (PCA) and reduced
length of features vectors (L’=9) corresponds to the number
of the most distinctive components obtained for the matrix
of 10 full curvatures (Figure 3 (b), (c)).

Cover image in both cases is gray scale CT image of size
750×640 (see Figure 3 (a)). In these application scenarios
the cover image is related to the watermark, since medical
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Figure 2. Watermarking schemes; for full curvature code (a); for curvature code reduced using PCA, then extracted
code additionally required reconstruction and comparison with full normalized hand code (b).
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image as well as biometric code could own to one person
(patient). First for cover image one level DWT decompo-
sition is computed and only LL region is selected to insert
biometric watermark. As the size of this subimage (375×
320) is much bigger than the watermark length, the water-
mark is inserted just in the top left corner of LL band. The
values of watermark are added to the image values and wa-
termarked image is reconstructed using inverse of DWT
(IDWT). 

During the decoding process data encapsulated in the
watermarked medical image are extracted and compared
with their inserted version (Figure 4). As in presented ap-

proach original cover image is available, first this original
image is subtracted from watermarked image. Then ob-
tained image is decomposed using DWT and region where
the watermark was embedded (top left corner of LL band)
is selected to compare its pixels values with pixels of em-
bedded watermark.

Experimental results

In the Figure 4 there are presented results for hand image
from Figure 1 (b) (for the rest of tested hand images are
rather comparable). Columns (a) - (c) are associated with
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Figure 3. Cover medical image (a); curvature codes of 10 hands (of length 191), in each row there is code of other
hand (b); reduced codes of 10 hands (of length 9) after applying PCA, in each row there is code of other hand (c)

Figure 4. Experimental results for hand presented on Figure 1 for both considered watermarking schemes: (a) - (c) with
full biometric codes insertion (scenario 1) and (d) - (f) with reduced biometric codes insertion (scenario 2); watermarked
images without attacks, inserted and extracted watermarks (a), (d); watermarked images after “salt and pepper” attacks,
inserted and extracted watermarks (b), (e); watermarked images with median filtering attacks, inserted and extracted
watermarks (c), (f).

112 Wojtowicz:Layout 1  2014-03-07  14:51  Strona 4



Biometric watermarking for security enhancement in digital images

insertion full curvature code (see scheme in Figure 2 (a))
and columns (d) - (f ) refer to algorithm with reduced cur-
vature code (see scheme in Figure 2 (b)). In each column
of images on the top there is watermarked image (option-
ally after attack performed), in the middle inserted water-
marks resized to matrix form are presented (in (d) - (f )
normalized version of watermark form (a) - (c)) and in the
bottom there are extracted watermarks. For each of two
considered scenarios there is also influence of two hypo-
thetical attacks during the image transmission considered.
Figures from (a) and (d) are associated with no attack cases,
whereas these from (b), (d) are affected by “salt and pepper”
attacks and from (c), (e) by median filtering attacks.

Regarding to the results where full code of hand was in-
serted, even in no attack case extracted watermark signifi-
cantly differs from inserted one (very few pixels of inserted
and extracted watermarks have the same values), (Figure 4
(a)). Additionally when watermarked image is subjected to
different attacks, extracted watermarks were extremely dif-
ferent from inserted ones (pixel values in extracted water-
mark are strongly affected by attacks, Figure 4 (b), (c)),
what during biometric verification means that inserted and
extracted hand codes are not from the same person. In this
background results presented in columns (d) - (f ), seems
to be preferable. For no attack case presented in column
(d), extracted and inserted watermarks are identical (Figure
4 (b)). Additionally for attacked images presented in
columns (e) and (f ) biometric verification could be success-
fully preformed. As in second scenario an inserted code has
length equal to 9 pixels, any modification on watermarked
image affect the code less than in previous scenario and ex-
tracted watermarks are closer to the inserted ones. 

Conclusions and future study

In this paper biometric watermarking algorithm based on
biometric code for medical images security has been elab-
orated. The proposed scheme satisfies imperceptibility re-
quirements and allow to authenticate medical images using

hand curvature code of patient. The experimental results
shows that some simple types of attack can make difficult
or even impossible to find the data belongs to particular
patient or not. However, it was demonstrated that better
verification could be obtained inserting as watermark re-
duced code of hand.

In a further work, hand images base will be expanded
in order to construct hand curvature templates and perform
biometric recognition with statistical evaluation of obtained
results. It enables to enhance watermarking algorithm as
well as perform biometric recognition with better accuracy.
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