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Abstract:

The automotive industry faces challenges in maintaining quality control while at the same time reducing costs
and improving efficiency. Outsourcing has emerged as a potential solution. Such an approach can create issues
such as communication barriers, quality control problems, and limited visibility into the manufacturing process.
This study proposes a cloud-based quality reporting solution to overcome these challenges by providing real-time
data analytics, facilitating proper communication, and enabling visibility into quality control processes. This solu-
tion significantly reduces waiting times for information regarding product quality status and allows interested
parties to access data immediately. The outsourcing company, product producer and customer receive flexible,
traceable, mobile cloud-based analytics in real-time. Challenges of this solution are the need to secure data, man-
age access and ensure the appropriate quality of data by persons performing control. The paper provides practical
recommendations for implementing cloud-based quality reporting systems.
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INTRODUCTION

The automotive industry faces ongoing pressure to im-
prove production efficiency while maintaining high-qual-
ity standards. Global competition and the demand for
cost-efficient production methods are characteristics of
the automotive industry. Outsourcing has become a com-
mon practice in the industry to reduce costs, increase ef-
ficiency, and improve supply chain management [1, 2].
Outsourcing quality control is one approach that has
emerged to address these challenges. However, outsourc-
ing quality control brings new challenges, including com-
munication barriers, quality control issues, and limited
visibility into the manufacturing process. This approach
also poses risks, particularly in quality control. Quality
control is essential in ensuring that automotive products
meet the desired standards and specifications [3]. In this
article, we explore the potential benefits and challenges
of using cloud technologies in quality reporting for out-
sourced quality control in the automotive industry. Cloud-
based quality reporting presents a novel approach to out-
sourced quality control by providing real-time data ana-
lytics, facilitating proper communication, and enabling
visibility into the quality control processes for all stake-
holders involved, including the outsourcing company, the
manufacturer, and the final recipient. We review existing

literature, provide case studies, and offer practical recom-
mendations for implementing cloud-based quality report-
ing systems. This article will be valuable to automotive in-
dustry professionals and researchers interested in im-
proving outsourced quality control processes.

This paper proposes a novel approach that combines
cloud-based quality reporting with outsourced quality
control to address these challenges. The article examines
the benefits of this approach, such as improved accuracy,
increased visibility, and reduced costs [4]. The paper in-
cludes a comprehensive literature review of existing stud-
ies on outsourcing, cloud technologies, and quality report-
ing, along with a case study analysis of cloud-based quality
reporting in the automotive industry. Modern production
models following the principles of Industry 4.0 include op-
erations on the data. Using information properly is an im-
portant factor essential to competitive differentiation. If
that could be big data it gives additional possibilities to
match stakeholders' expectations [5]. Proper data man-
agement could have a possible impact on the scrap level
and also support production efficiency [6]. Providing real-
time data for analytics from outsourcing partners allows
for reducing inconveniences caused by the nature of ex-
ternal cooperation. The constant data flow also allows
proper communication and fulfilment of the partnership
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reporting standard. Deciding if quality control processes
shall be outsourced may depend on the ability to visible
reporting data in real-time [7]. The novelty of this ap-
proach is that all stakeholders involved in the process
have access to the data in real-time, enabling better com-
munication and transparency. Practical recommendations
for implementing cloud-based quality reporting systems
are also provided.

BACKGROUND AND CONTEXT

The situation in the European automotive market in the
third decade of the 21t century became complicated.
COVID-19, Russian aggression in Ukraine, and inflation
happened within a few years. It has caused shortages of
components, branch consolidation and some suppliers'
bankruptcy. Meanwhile, we are witnessing a change in
politics connected with the "FIT for 55", trials of banning
production combustion engine cars until 2035 [8] devel-
opment of electronic and autonomous vehicles. It causes
the automotive branch challenge to find itself in a VUCA
world (volatility, uncertainty, complexity and ambiguity) —
that acronym was invented in the US army as a shortcut
for describing situations on the battlefield. It also became
a term used in academic writing to present complicated
times [9]. That all pushes automotive producers to use
outsourcing which allows for mitigating risk connected
with overdeveloped internal structures in changing condi-
tions. One of that processes may be quality control. The
article includes a literature review. The review applies to
existing studies on outsourcing to show current trends,
reasons and challenges connected with this solution. The
study also provides an overview of cloud technologies and
big data solutions, which could enhance the efficiency of
external partnerships. Quality reporting is the next point
of review. The paper analyses the influence of proper re-
porting on internal production processes in the automo-
tive industry. The article has included a case study of
cloud-based quality reporting in the automotive industry.
Presentation of examples shall simplify the idea of solu-
tion application. The case study presentation allows us to
identify and indicate the benefits and challenges of that
solution. The paper also contains recommendations for
implementing cloud-based quality reporting systems.

PURPOSE OF THE ARTICLE

There is a practical problem in the automotive branch
connected with real-time reporting. The solution could be
the use of cloud reporting. The paper identified imple-
mentation barriers to such solutions based on the case
study. Additional strongness and weaknesses analysis is
included. All interested stakeholders can benefit from
real-time quality reporting: suppliers, customers and third
parties. The experiences of companies from the automo-
tive industry indicate the necessity of enhancing quality
reporting systems. Welcomes are sharing solutions allow-
ing access to data in real-time based on cloud solutions.
Nowadays the weight market isn't filled by such type of
solutions. It creates an opportunity for further

development for scientists and entities from the automo-
tive industry.

LITERATURE REVIEW

Outsourcing quality control can result in communication
barriers, quality control issues, and a lack of visibility into
the manufacturing process. These challenges can be ad-
dressed through cloud-based quality reporting, which of-
fers real-time data analytics, real-time communication,
and visibility into quality control processes. Often out-
sourcing is a result of a decision “make or buy” [10]. Out-
sourcing can be used as well for production and services.
The reason for using outsourcing is the fact that compa-
nies can focus on their processes and reduce operational
costs [11]. It allows companies to improve their business
units and increase efficiency [12]. Partnership with exter-
nal companies for production and services allows them to
share outsourcers’ know-how and technologies. Out-
sourcers are focused on their processes which can lead
them to innovation in their field. By working with many
customers in the same way, outsourcing companies can
use best practices from each partnership and develop
their internal working models [13]. Cooperation with out-
sourcers should be based on a holistic approach. Out-
sourcing shall be characterized values as technical skills,
the total cost for a process/service, involvement of the
customer, core business closeness, safety, reservedness,
easiness to monitoring outsourcer, performance, and in-
ternal human resources [4]. Moreover, an important fac-
tor is to communicate the effects [14]. Real-time cloud-
based reporting of outsourcing results could be a focal
point in automotive quality control outsourcing allowing
to meet branch expectations. Outsourcing in the automo-
tive industry has happened for decades. It refers to prod-
ucts and services.

Production outsourcing is well described in the literature
concerning supply chains. Precise information about ma-
terial suppliers is included in technical standards such as
VDA or IATF. Those standards also require a structured ap-
proach to services. Process simplification by automotive
producers pushes them to outsource. Concerning interna-
tional standards, manufacturers supervise external com-
panies in more and more detail. Cooperation with out-
sourced shall be well prepared. Clear terms of partnership
support avoiding loss of operational control, misunder-
standing and wrong management decisions. A sufficient
flow of information requires both partners' continuous
exchange of information.

Reporting in cyber-physical systems (CPS)

Industry 4.0 requires agility of production and can be sup-
ported by intelligent systems, IOT, cloud technologies end
embedded control [15]. Cyber-Physical Systems (CPS)
popularization in Industry 4.0 allows the combination of
internal and external elements in production systems. Da-
tasets obtained make possible Big Data Analytics (BDA).
Cloud technologies allow for flexible coordination be-
tween agents and support the decision process [16]. The
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development of communication technologies in manufac-
turing is represented by Cyber-Physical Systems, which
are collaborating entities connected with the physical
world and by ongoing processes that provide and use data
[17]. Plenty of possible CPS mentioned are also among
others quality control/inspection reporting systems and
communication systems [18]. An enhanced system could
support quality assurance and provide effective results by
using sufficient information and stimulating reliable deci-
sions [19]. The initial contribution of the integration of in-
dustry 4.0 with quality management, however, these are
not exhaustive data, based on the analysis of the system-
atic literature review (SLR), 37 case studies of Total Qual-
ity Management (TQM) identified in the years 2015-21,
only 6 of them are based on case studies [20]. Quality con-
trol reporting data are important components of TQM
[21]. The outsourcing of the quality in CPS systems allows
for better quality control at different stages of production,
regardless of geographical location. It enables car produc-
ers to use specialised suppliers’ expertise and experience
in quality control. Fig. 1 shows the outsourcing company's
collaboration and reporting scheme.

Step 1: Analysis of manufacturer rAnalyze the manufacturer’s quality control requirements and
requirements select cloud-based toolsand solutions.

Step 2: Selection of an outsourcing rOutsourcing partner selection who will be responsible for
partner quality control
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Fig. 1 Outsourcing company cooperation and quality reporting
scheme
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However, systems integration, challenges and opportuni-
ties resulting from that study compared with the TQM ap-
proach require extended research.

Research objectives

By using cloud-based technologies cooperation could be
closer than ever used to be. Such solutions, especially in
the context of quality control, may support the integra-
tion of both —supplier and recipient systems. The visibility
of data is a significant factor causing enhance of processes
productivity. Well prepared database creates an oppor-
tunity for data analytics which is an additional added
value of the solution. It supports proper communication
between partners and the internal flow of information.
The research gap concerning the connection of out-
sourced quality control reporting is defined based on the
literature review. The article aims to answer the ques-
tions:

1. Could cloud-based reporting reduce data missing

caused by outsourcing quality control processes?

2. How outsourcers' defects reporting could support
quality improvements of automotive producers?

3. Does sharing defect details with all stakeholders in
real-time could protect production process stability?

Case study in the automotive industry

The case study in the article will be an example of a quality
control reporting system prepared by an outsourcing
company operating in mass production, especially auto-
motive. The considering model of cooperation is that an
outsourcing company control/sort out components on
behalf of suppliers if it is required. The company describe
their solution as an advanced database where the results
of all work carried out for the company's clients are up-
dated. Each partner receives an individual login and pass-
word, which allows access to the results of outsourced
work remotely, 24 hours a day. Reports could be available
just after the completion of the control. The system in-
cludes also such elements as ordering, control specifica-
tion and parties confirmations and traceability monitor-
ing. The system is based on cloud technology and is avail-
able via the website as well for computers and mobile de-
vices. There is an option to combine data from the system
with part producers systems. The system allows sharing of
data with all interested parties connected to the control
activities which means producers of parts and their cus-
tomers - recipients.

The architecture of the system is based on 6 steps (Fig. 1).
Starting from placing an order by the customer to an out-
sourcing company, what happens when a demand occurs.
The second point concerns the specification of details for
control/sorting activities. 3™ point refers to accepting or
confirming by all interested parties the scope of con-
trol/sorting. Due to the remote setup of the control, all
details confirmation is required. Control starts after con-
firmation. Point 4™ is about reporting and allowing all in-
terested parties access to data analysis. It means that just
after parts control data is available in the system and al-
lows further processing. Point 5 concerns all necessary
formalities connecting with the closing of control and
commercial settlements. The last step mentions access to
the dashboard for all users. There they could generate au-
tomatic statements and sum up open issues. The novelty
of the solution is caused by the constant access to the pro-
cess for all stakeholders. The exchange of information is
possible due to the use of the cloud allows without time
waste communication by the parties (Fig. 2). Outsourcing
companies can collect all necessary information from the
part producer and approval from the recipient of the part
before control. After control cloud solution enables re-
porting sharing in a real-time manner.
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Fig. 2 Stakeholders flow of information

Benefits of this case study

The methods of quality control reporting by in-house em-

ployees and the outsourcing company can be different

but must include common points such as:

1. Analyzing quality control requirements and selecting
tools,

2. Configuration of quality control methods and report-
ing system,

3. Testing and implementation of methods and report-
ing,

4. Start quality control and reporting,

5. Monitor quality control results and implement correc-
tive actions if quality problems occur,

6. Optimise quality control processes to improve the ef-
ficiency and quality of operations,

7. Continuous improvement of processes and tools to
ensure the best results and adapt to the changing
needs of the manufacturer.

The differences between the methods of quality control
reporting by in-house employees and an outsourcing
company usually relate to the accuracy and detail of the
report and the time required to perform the quality con-
trol and deliver the results. With in-house employees, the
quality control report may be more detailed and accurate
but may require more time to prepare. In the case of an
outsourcing company, the report may be less detailed but
will be delivered more quickly, which can be important in
high turnover production. Classic quality control reporting
by in-house employees relies on traditional methods and
tools such as spreadsheets, paper documents and email.
In this case, every step in the quality control process is
performed by in-house employees and reports are gener-
ated and communicated internally. On the other hand,
quality control reporting by outsourcing employees using
cloud-based solutions relies on modern tools and technol-
ogies such as quality management software, online col-
laboration platforms and cloud computing. In this case,
outsourced employees carry out quality inspections on
behalf of the manufacturer, and reports are generated
and communicated using cloud-based tools.

Challenges faced in this case study

Cybersecurity - the rapid increase of cloud solutions is the
tendency of last years. Users consider the cloud environ-
ment very safe, often without real images of dangers

connected with it [22]. One way of ensuring safety is tech-
nical measures. Control policy models, cryptographic pro-
tocols, firewalls, better detection, and tools evaluating
and assuring can support problem-solving [23]. Storage,
access, processing, collection and data analysis are inte-
gral elements of the cloud reporting process. Cybersecu-
rity has to face such

problems as malicious attacks, unauthorized intrusions,

and more. Cloud computing systems could be affected

also by data injections causing integrity and accuracy
problems. Solid security solutions for Big Data CPS are re-
quired [24]. The total number of information is constantly
growing. Correct identification, processing and archiving
of data are required for databases due to the many factors
such as information, compliance, quality, data protection
and intellectual property. Data management is a complex
task which software operators must face [25]. Solutions
such as 2-factor login, data encryption and proper policy
of access and rights and so on are highly recommended or
even necessary to have. Another challenge is to provide
the proper data on time. It requires a detailed alignment
process for all staff engaged in the reporting process in
the company. All interested parties should understand
the nature of the data such as defect names the same
way. It means that descriptions should be possibly univer-
sal and clear. When comparing the two approaches, sev-
eral advantages of outsourcing quality control cloud-
based reports can be identified what could be based on
the comparison of 2 types of reporting presented in Tabel

1 and Tabel 2.

— High efficiency — cloud-based solutions allow for faster
quality control and report generation compared to tra-
ditional methods. No additional activity is required, ac-
tivities are performed automatically in the system.

— Flexibility — cloud-based solutions allow for easy scal-
ing of activities and provide flexibility in case of the
need to adapt to changing manufacturer require-
ments. A change in the scale of operations is always
analogous to reporting and does not generate com-
munication barriers.

— Security — cloud-based solutions offer a higher level of
data security using modern IT tools to secure systems.
Traditional reporting methods do not generate such
capabilities. Data security is particularly important for
the automotive industry, it is advisable to have confir-
mation through TISAX or ISO27001 certification.

— Online, shared cooperation — Cloud-based solutions
enable outsourcing staff to collaborate easily and
quickly with the manufacturer and all stakeholders, in-
creasing efficiency and enabling faster decision-mak-
ing.

— Tracking results — Cloud-based solutions enable the
manufacturer and stakeholders to track quality con-
trol results in real-time, allowing them to react to qual-
ity issues and take corrective action more quickly.
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Table 1
Classic reporting
Availability Costs Quality Safety Flexibility Integration
The need
The information . . . The required use
. The need Latency in data pro- | to provide physical . Methods are usually
available to the man- . . . of dedicated tools .
\ to provide ade- |cessing can slow down protection isolated from other
ufacturer's employ- . . and resources may result
quate infrastructure the response for physical docu- . . company systems
ees in reduced scalability
ments
Possibilit Providing cyber pro- Manual data entr
Reporting requires Software licenses . oty . viaing _y P A . .u . y
. . of different versions tection Form sharing is required is required
more time, data ar- required, need . .
. of reports with bad |to your server infra-|to present data externally for errors
rives slower for updates s
communication structure and delays
- Required staff train-| . . - . Proper supervision Limited abilit Difficult
Availability q . Limited ability to inte- P P . ¥ o y
. . ing : of accesses, compli- to respond in integrating
of inspection results | . : grate reports into pro- . . . .
onlv in the worknlace in reporting soft- duction svstems ance with to increases/decreases with existing sys-
¥ P ware ¥ the GDPR in demand tems
. . Secure The high level of com- .
Data analysis requires . Backup require-
. the flow of paper plexity
appropriate tools o ment, redundancy
. reports of the solution limits }
and processing of re- . policy, TISAX,
orts and server infra- transparency 15027001
P structure and access to data
Table 2
Cloud reporting
Availability Costs Quality Safety Flexibility Integration
The information avail- Utilization Good data availabil- |Adequate data protec-| Ability to use and Possibility
able to all interested of the service bro ity can allow you to tion limit external re- of system integration
parties (clients, exter- P react faster to defec- is required sources when with other ERP, CRM

or MES types.

Possibility
of immediate report-
ing

Costs included in the
price of the service
or the form
of a subscription

There is only one,
up-to-date version
of the data available
to interested parties

Possibility
to use data encryp-
tion, access control,
and activity monitor-
ing.

Share data
in the cloud instantly

Ensuring maintenance-

free data flow be-
tween systems

Access to control re-
sults from anywhere
with Internet access

The service provider
provides training
in-house

Possibility of integra-

tion of the reporting

system with produc-
tion systems

User authentication
required, 2-factor
login, GDPR compli-
ance

Possibility
of cooperation be-
tween entities that
do not require addi-
tional actions

through functionalities

Ensuring
the appropriate qual-
ity
of transmitted data

Detailed analysis is
possible thanks
to the tools built into
the cloud reporting
system

Data security must
be ensured: encryp-
tion, access control,

certificates, etc.

The use of a user-
friendly interface en-
ables ease of use

Backup requirement,
redundancy policy, TI-
SAX, 1SO27001

In summary, quality control reporting by outsourced em-
ployees using cloud-based solutions offers many ad-
vantages over classic quality control reporting by in-house
employees. It is more efficient, flexible, and secure, ena-
bling easy online collaboration.

Implementation recommendations

In the context of the automotive industry, there is a need
for a cloud-based reporting solution for outsourcing qual-
ity control. Implementing such a system can benefit both
outsourcing companies and customers, however, the
complexity of the relationship between the parties and
the organisational and technical aspects need to consider.
Recommendations are present in Fig. 3.
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*Before a cloud-based reporting solution implementation. it is important to
Step 1: understand stakeholder needs. It is eimeial to explore what information and
B reports are relevant to stakeholders and what their expectations are in terms of
Needs analysis the accuracy. availability and delivery time of reporting.

NS

Step 2: * A shared understanding of the benefits and challenges of cloud reporting is key

for stakeholders. Meetings and training sessions should be held to present the

Understand the advantages of this solution. such as ease of access to data, time and cost savings
benefits and and improved communication. At the same time, discuss the difficulties. such
challenges as the risk of data loss or the need for adequate infrastructure security.

N ——

*Before deciding to implement cloud reporting, it is critical secure the budget for
Step 3: building and maintaining the infrastructure. Ensure that the company has
sufficient funds to set up and maintain the necessary infrastructure. as well as
Secure the budget regular software and system updates.

N

N  __J
s ™
i * When introducing a clond-based reporting solution. it is important to provide
Step 4 cover activities to help employees understand how the system works and to
Training and teach them how to useit. Organise training. make instructional materials
CBI]].IIIUH}CﬂliOII available and provide technical support to minimise communication and time
barriers, ially if are in different time zones.
\, vy
)
o »Ensure that the outsourcer is impartial and independent. Subjecting the
Step 5 manufacturer's parts to inspection and making the data available to the part
Validate the recipient ensures that the inspection carried out is objective and independent.
outsourcer This will help build confidence in the reports generated by the system.
|
»Focus on ensuring the right conditions are in place. Take care of both data
Step 6: entering into the system and when it is served to stakeholders. Secure your
infrastructure against cyber threats and use appropriate data encryption
Ensure safety methods. Conducta security audit to ensure that the system is adequately
protected
N —

Fig. 3 Recommendations for implementing

Conclusion, the implementation of cloud-based reporting
as outsourced quality control in the automotive industry
brings many benefits, such as streamlined processes, bet-
ter information management, identification of quality is-
sues, better use of analytical data and improved collabo-
ration. Before implementing such a solution, it is im-
portant to carry out an analysis of the customer's needs,
secure the infrastructure appropriately and provide ap-
propriate training activities for employees. If done cor-
rectly, the process will allow for use cases where cloud re-
porting is more effective than classic reporting.

CONCLUSIONS

The use of cloud-based reporting of quality control results
implemented on an outsourced service basis brings sev-
eral advantages over classic reporting. A comparison of
the two models shows that the quality control reporting
process is possible to improve. When implemented cor-
rectly, it is possible to achieve such benefits as facilitated
access to data, cost optimisation, improved reporting and
data quality, increased data security, flexibility and data-
base integration capabilities. Improved communication
between stakeholders enables more effective decision-
making in less time. Direct communication could cause
avoid data missing. Being in touch immediately should
promote quick feedback that supports constant data re-
view. By using outsourcing, it is possible to reduce the
costs associated with having an in-house team and infra-
structure. Costs will only be bear for the necessary tasks
performed, which also improves scalability. External sup-
port could be used only to the extent necessary at any
given time, which ensures a flexible approach and optimal
use of resources. A modern communication solution such
as cloud reporting can significantly improve the flow of in-
formation and the speed of response for all stakeholders

in the event of changing audit results. Cloud providers are
concerned about data security, including storage, encryp-
tion and protection against unauthorized access. How-
ever, despite the numerous benefits, is cloud reporting of
outsourced quality control results widely used in the au-
tomotive industry? The recommendation indicated in the
article encourages such solutions with the right organiza-
tional assumptions for the implementation of such pro-
jects. Immediate access to quality control data should sig-
nificantly help to react car producers. Improvements in
the production process based on fresh data could be eas-
ier, better fitted and quicker. Giving a chance for all stake-
holders to be aware of quality control progress can also
protect production process stability.

Not only reporting, but also storing and processing data in
the cloud has significantly advantageous features in the
case of large sets of industrial data or their highly inten-
sive processing. Such cases are encountered in distributed
computations, which are currently a significant segment
of machine learning [27, 28], as well as in real-time moni-
toring of industrial processes [29]. Similarly high demand
for memory resources and computational power arises in
the modeling of corrosion processes [30, 31] and chemical
reactions [32].

Cloud reporting makes possible predictions of coming
trends. It gives the opportunity to plan as well production
as the logistic processes. However, the limited occurrence
of the solution may be due to a lack of awareness regard-
ing the benefits of outsourcing and cloud solutions. In-
complete knowledge of the solution's strengths or limited
confidence in the changes negatively affects the imple-
mentation possibilities. Automotive companies have com-
plex processes. Traditional caution and lack of full under-
standing of the benefits can cause reluctance to imple-
ment outsourced cloud reporting systems. Also, concerns
about data security, lack of widespread use and incom-
pleteness of vendor solutions limit their use in the auto-
motive industry. It is important to note, however, that this
state of affairs may change with the growing awareness
of automotive component market participants. On the
other hand, the attainment of information security certi-
fication by outsourcing companies and the development
of applied solutions may have a stimulating effect. The is-
sue could be an area for further research.
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