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Abstract: 
Contemporary world brings people more and more dangers. Creation of the Internet made it even easier to 
harm other users without consequences. However we still can do something about it. We can learn how to 
protect ourselves in the network. That is why it is so important to disseminate the main goals of safety man-
agement while using Internet. The paper presents main dangers awaiting for network users – both the young-
est and the older ones, such as cyberbullying or phishing. The authors also point to the more frequent Internet 
addiction. The main goal of this paper is to indicate on how the on-line safety management should look like 
and how people can protect themselves from the dangers, of which they are sometimes even not aware. Chil-
dren and adults shall be educated about the dangers in the Internet, and how to avoid them. Only then will 
they know, how to properly manage their on-line safety. 
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INTRODUCTION 
To define generations that are affected by information 
and communication technologies, there is no explicitly 
preferred term and its time limits. Literature indicates 
the following naming generations: Millennium Genera-
tion, Generation Y, Digital Generation, Online Genera-
tion. As a synonym homeland generation are using the 
term Generation Z, Post-Millennials, Net-Gen, digital na-
tives [6]. The term that best describes today's generation 
of children is Generation Z, which we are referring to 
those children and adolescents who have a strong bond 
to information and communication technology. Mc'Crin-
dle defines the generation Z with the help of the terms 
global, digital and visual [11]. It is a generation, which 
has access to smartphones, smart phone, through which 
They can connect with the whole world. Turner (2015) 
argues that the media of the current generation Z can 
help to escape from the emotional and psychological 
problems they face in offline mode. Generation Z uses 
the Internet to retrieve information and communication 
with others [15]. 
Mobile technologies, social media (internet, social net-
works, etc.) and the use of the Internet has become 
more important in the lives of teenagers in the last dec-
ade. Use of social media strengthens linkages with 
friends and helps develop new ones. Generation Z com-
municates with people who would not meet in the real 
world through the media. This communication and de-
velopment virtual relationships and friendships are one 

of the characteristics generations Z and their standard. 
Cyberspace on one side provides new possibilities and 
forms of communication that beyond physical, geo-
graphical and cultural communication barriers, to the 
other is a threat to man for his impersonality, anonymity 
and declining interest in interpersonal personal commu-
nication [5]. 
Findahl [3] in the post Preschoolers and the internet. Will 
children start to use internet when they start walking? 
submit data, according to them even in countries, which 
are covered by Internet connection at a low level, chil-
dren are active users of internet. For example China, 
where only 10% of the adult population are connected 
to the Internet, yet it is used by 39% of children. In most 
developed countries, most children over the age of 12 
regularly enjoy the internet. It is clear, therefore, that 
the generation of contemporary children grows upright 
contact with the Internet. 
Poor behavior habits in virtual space can turn into disre-
gard for the basic principles of cyber security in adult life. 
If a child does not learn to protect their privacy and ac-
cess private data, there is a good chance that they will 
not take care of the security of the data of the company 
in which they work as an adult. Such behavior will be par-
ticularly important in enterprises dealing with the 
broadly understood creative or production process, as 
well as their organization and management, e.g. produc-
tion engineering. 

Bereitgestellt von  Maritime University of Szczecin | Heruntergeladen  12.09.19 07:21   UTC



M. ŠTRBOVÁ, P. KUZIOR – Safety management in the age of internet threats  89 
 

Enterprises operating in this area are usually not small 
companies, but huge corporations, which also have con-
siderable financial resources. Lack of appropriate secu-
rity management in such an entity may result in the sei-
zure of a significant part of resources by unauthorized 
persons, which will deprive the company of funds for fur-
ther plans. 
 
DANGERS ON THE INTERNET 
Risks arising from the characteristics of the Internet and 
communication on it affecting our psyche. Concretely 
psychological well-being, healthy personality develop-
ment, status, and contentment in life. 
These are the negative phenomena associated with the 
Internet mainly: 
- Internet addiction, 
- Cyberbullying, 
- dangerous „challenges“ for children 
 
INTERNET ADDICTION 
Ways to use the Internet are different and can not be 
considered as a whim of anyone who spends more time 
on the Internet. The problem arises when the excessive 
use of the Internet will bring to life the individual's com-
plications in various areas – personal, psychological, 
family and social relationships, and in school or work en-
vironment. There is a gradual cut off from normal life, 
which is often affected by perceived only as an annoying 
necessity. 
Young [17] developed a brief eight-item questionnaire 
which modified criteria for pathological gambling to pro-
vide a screening instrument for addictive Internet use:  
1. Do you feel preoccupied with the Internet (think 

about previous on-line activity or anticipate next on-
line session)? 

2. Do you feel the need to use the Internet with increas-
ing amounts of time in order to achieve satisfaction? 

3. Have you repeatedly made unsuccessful efforts to 
control, cut back, or stop Internet use? 

4. Do you feel restless, moody, depressed, or irritable 
when attempting to cut down or stop Internet use?  

5. Do you stay on-line longer than originally intended? 
6. Have you jeopardized or risked the loss of significant 

relationship, job, educational or career opportunity 
because of the Internet? 

7. Have you lied to family members, therapist, or others 
to conceal the extent of involvement with the Inter-
net? 

8. Do you uses the Internet as a way of escaping from 
problems or of relieving a dysphoric mood (e.g., feel-
ings of helplessness, guilt, anxiety, depression)?  

Patients were considered "addicted" when answering 
"yes" to five (or more) of the questions and when their 
behavior could not be better accounted for by a Manic 
Episode. 
 
CYBERBULLYING 
Cyberbullying can be defined as “a form of bullying that 
uses electronic means such as email, mobile phone calls, 
text messages, instant messenger contact, photos, social 

networking sites, and personal web pages, with the in-
tention of causing harm to another person through re-
peated hostile conduct” [13]. But, what is seen as cyber-
bullying can vary between different cultures, and even 
among different individuals. In addition, cyberbullying, 
as a term, is not recognized worldwide. 
According to the European Commission (on the occasion 
of the 2009 Safer Internet Day) cyberbullying differs 
from face-to-face bullying in various aspects such as the 
anonymity that the internet provides, the capacity to 
reach a wider audience, the lack of sense of responsibil-
ity of perpetrators and the reluctance of victims to re-
port incidents [14]. 
In the past, students could retreat to the safety of their 
homes to escape incidents of bullying. Once the bell 
rang, they could run home and were safe until the next 
day. The same cannot be said for cyberbullying. The im-
pact of cyberbullying does not stop when students pass 
through the school door. Cyberbullying has invaded their 
homes, their bedrooms, and their personal laptops and 
phones. Even more insidious are the incidents of cyber-
bullying as they can be targeted directly to the individ-
ual, wherever they are, or on the Internet where anyone 
can see the victim’s torment [16]. Cyberbullying specifi-
cally may be it could have even more serious conse-
quences than face-to-face bullying due to the variety of 
attributes that may accentuate the impact of the behav-
ior. Depending on the particular circumstances, this may 
include a wider audience, anonymity of the bully, the 
more enduring nature of the written word and the ability  
to reach the target at any time and in any place, includ-
ing the target’s home. Further, cyber bullies may feel 
emboldened because they cannot see their targets or 
their immediate responses, and believe that, because of 
their anonymity, they will not be detected. It has been 
suggested that this anonymity may increase the inten-
sity of the attacks and encourage them to continue for 
longer than they would otherwise do face-to-face [1]. 
Willard [16] identified the following seven ways in which 
cyberbullying may occur: (a) flaming involves sending 
angry, rude, or vulgar mes-sages directed at a person or 
persons privately or to an online group; (b) harassment 
involves repeatedly sending a person offensive mes-
sages; (c) denigration is sending or posting harmful, un-
true, or cruel statements about a person to other peo-
ple; (d) cyberstalking is harassment that includes threats 
of harm or is highly intimidating; (e) masquerading is 
pretending to be someone else and sending or posting 
material that makes that person look bad or places that 
person in potential danger; (f) outing and trickery in-
volve engaging in tricks to solicit embarrassing infor-
mation about a person and then making that infor-
mation public; and (g) exclusion describes actions that 
specifically and intentionally exclude a person from an 
online group, such as blocking a student from an IM bud-
dies list.  
EU Kids Online II has designed and conducted a major 
quantitative survey of 9-16 year olds experiences of 
online use, risk and safety in 25 European countries dur-
ing 2010-12. Findings vary by child (e.g. age, gender), 
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country and risk type. EU Kids Online has classified the 
risks of harm to children from their online activities as 
follows. The classification distinguishes content risks (in 
which the child is positioned as recipient), contact risks 
(in which the child in some way participates, if unwill-
ingly) and conduct risks (where the child is an actor) (see 
Table 1) [9]. 
 

Table 1 
A classification of online risks to children 

 
Source: EU Kids Online [9]. 

 
Cyberbullying is closely linked to the growing penetra-
tion of ICTs at increasingly young ages. The press often 
echoes cyberbullying incidents, and this undoubtedly 
constitutes a reason for concern, not only at a social 
level but also from a scientific point of view, as attested 
by the objective data of the increased appearance of 
publications dedicated to this topic during the last ten 
years [10].  
 
ON-LINE „CHALLENGES“ 
In recent years, there have occured also may dangerous, 
self-destructive, „challenges“ for children and adoles-
cents, which are available mainly through the Internet. 
Many of these actions are connected to both „contact“ 
and „conduct“ mentioned above. In the Internet, the 
children may often contact people, who have bad inten-
tions and may therefeore demand a child to do some-
thing inappropriate. 
One of the most dangerous action that children may be 
required to do is the „Fire fairy challenge“. This game 
avails the image of the Winx Club fairies, a fairy tale 
known by thousands of young children all over the 
world.  It contains an instruction on how to become a fire 
fairy. The children are told that if they want to become 
one, they need to wake up in the middle of the night, 
turn on the gas rings in the kitchen, then go back to their 
room, say a magic spell and go to sleep. They are in-
formed, that when they wake up, they will become a real 
fire fairy [4]. 
Another dangerous way of cyberbullying children is the 
„Blue Whale Challenge“. It consists in the fact that the 
child is obliged to perform certain tasks, and the whole 
game lasts 50 days. Tasks are imposed by a mentor, a 
player's guardian learned online. 
 
 

He gives the child a new goal to achieve each day, and 
the last task that the child shall perform is to make away 
with themselves by jumping off the roof of a high build-
ing [2]. 
Some kind of modification of the game mentioned is so 
called „Momo challenge“. Momo is a virtual doll, who 
contacts her victim throuh WhatsApp. Momo wants the 
child do some certain task, mostly related to self-harm. 
If the user refuses to perform such action, Momo be-
comes angry, threatens and blackmails him. There is no 
other option but doing anything Momo requires to do, 
even if these actions may end up with losing one’s life 
[18]. 
 
INTERNET DANGERS FOR ADULTS 
However, the adult users of the Internet are also not 
quite save. They are often not aware of the dangers 
awaiting them on-line and therefore take up various ac-
tions, because they think (or have been told) it is nec-
cesary do to so. It may result with various negative con-
sequences, which may influence not only the user him-
self, but also his family or friends.  
 
ON-LINE BANKING 
Victims of cyber-crimes related to on-line banking are of-
ten not even aware, they have just become frauded. The 
most common form of such crimes is phishing. First of 
them is creating a fraudulent bank website and an e-mail 
message looking similar to the original messages being 
sent by banks. Phisher tries to persuade the on-line 
banking user to share with him some sensitive data, such 
as username, account password or credit card infor-
mation. These information should be forwarder to the 
phisher by answering his e-mail and writing there all the 
data needed. This is the easiest way to get the required 
information, but it is not very effective. 
Nowadays many people are aware that they shall not 
give any sensitive data through an e-mail. Therefore the 
phishers had to find another way to get such information 
from their victims. That is why they often create a fake 
bank website, that looks very similar to the original one, 
and then send an e-mail containing a link to this website. 
Then the victim, by clicking this link, is being redirected 
to a site, from which the phisher may get their login in-
formation. Thanks to such actions he may take over the 
victim’s account and take all of the money from there 
[8]. 
Several Polish banks have instructed their clients not to 
answer e-mails which seem to be sent by the bank, but 
require answering with giving some sensitive data. One 
of those banks was ING Bank, whose clients got mislead-
ing e-mails, as illustrated on the graphic below (Fig. 1). 
Neither the website domain, from which the message 
was sent, nor the sender’s name were correct, and this 
should be the first sign that it may be phishing. 
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Fig. 1 Phishing e-mail message from ING Bank Śląski 
Source: private archive. 
 

NIGERIAN SCAM 
Nigerian scam is a very sophisticated fraud. The aim of 
the scammer is to swindle of financial means and per-
sonal data sent him by the victims themselves, without 
any pressure, freely. They scammers may try to achieve 
their goals e.g. by sending the victims fraudulent e-mails, 
in which they offer a large amount of money to share. 
Sometimes the e-mails are written in (or more correct 
would be: are pretending to be written in) the receiver’s 
mother’s tongue, yet they are full of mistakes and errors 
(see Fig. 2). The point is, the receiver of such e-mail may 
get a huge amount of money from the sender, if he 
agrees to assist him. Such assistance is usually burdened 
with additional requirements, such as setting up a ficti-
tious business or making a preliminary, small transfer to 
the sender's account. If the victim really does what they 
were asked to, the scammer already has all of their per-
sonal data needed to another fraud [12]. 
 

 
Fig. 2 Example of the “Nigerian scam” e-mail 
Source: Private archive 

 
SUMMARY 
It should however be stated, that the Internet shall not 
be viewed as a tool constisting only from dangers and 
threats. It is the most powerful societal tool so far. It al-
lows the users have unlimited access to the newest in-
formation, find news almost about everything they are 
looking for, but also it allows contacting other people, 
which may be even miles away one from each other. Yet, 

using the Internet without any consideration can lead to 
many negative consequences [7]. 
Children and adults shall be educated about the dangers 
in the Internet, and how to avoid them. Only then will 
they know, how to properly manage their on-line safety. 
The European Union supports preventive programs 
about  online safety, software companies too. 
For production engineering, whose role is among others 
organization and management of manufacturing pro-
cesses, establishing security management principles 
should be a priority. Also, employees of enterprises 
should be trained in basic security rules, both personal 
and corporate. The company can not afford uncontrolled 
outflows of sensitive data, and employees are often un-
aware of how the extensive effects they can have on the 
unit they work for. 
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