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Abstract

The aim of this article is to identify and discisssne problems that have been encountered in dagigmd
operating the functional safety solutions of higlafety integrity levels (SIL 3 and SIL 4) in thght of
analyses outlined in a new version of the inteomati standard IEC 61508:2010. Examples of suchtisoki
are theelectric / electronic / programmable electronic teyss(E/E/PESs) and theafety instrumented systems
(SISs) being designed and operated respectivelyrdiog to IEC 61508 and IEC 61511 in the systenatgaf
life cycle. The role offunctional safety solutions effective reducing and controlling the indivedwnd/or
societal risk with regard to tolerable levels defin Some aspects of potential influence of dangiaurés of
the E/E/PESs or SISs on the plant safety are cerexid The influence of common cause failures (C@Rs)
dependent failures in the context of the layerrotgrtion analysis is also discussed.

1. Introduction Two categories of operation modes are usually

considered in functional safety analysis: Ithy, and
The functional safety is to be considered as agfart 2) high or continuous[11]. A %W de)r/nandar?]Iode is

general safety, which depends on the proper reepong, g aiiy found in the process industry systems 25, 1
of the control and/or protection systems. The cpthce 21, 23] but high or continuous ones appear in the
of functional safety was formulated in internatibna machinery or transportation systems [17].

standard [11], [13] and is applied in the procebs Oqhig article deals with current challenges and

design and operation of safety-relat@ectric,  ahogological issues of functional safety analysis
electronic and progra_mmable electron®/E/PE)  There are stil methodological challenges conceynin
systems[11] or safety instrumented syster(®ISS) e fynctional safety analysis and managementdn th
[12] used in the process industry. These systeMi cycle. They are related to the issues of pidén
perform specified functions to ensure that risk iSparqware danger failures, software faults, common
reduced and maintained at acceptable level. cause failures (CCFs), dependencies of equipment
Two different requirements are to be specified to, 4 barriers, human errors, organisational

ensure appropriate Ie_veI of functional safety [11]: eficiencies, security aspects, etc. [2], [3], [13B],
- the requirements imposed on the performance ofllg]_

safety functions, _ . The primary objective of functional safety
- the safety integrity requirements (the probability ,5na0ement is to reduce the risk associated with

that the safety functions are performed ingheration of hazardous installation to an acceptabl

a satisfactory way within a specified time). level introducing a set of defined safety functions
The requirements concerning performance of safethFS) that are implemented using mentioned

funct!c_)ns are determlned_wnh rega“?' to ha_‘zardsprogrammable control and protection safety-related
identified and potential accident scenarios, witike systems (S-RSs).

safety integrity Iev_el (SIL) rgquirements stem from the human-operator contributes to realization of
f[he results of the ”S.k a“‘?"ys.'s and g_ssessmemtgtak safety functions through relevartiuman system
into accounted the risk criteria specified [11]/][1 interface (HSI), which is to be designed to achieve

safety goals during abnormal situations taking into
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account functions of basic control system and S;RSs- the probability of a dangerous failure per hour
such as E/E/PESs or SISs within protection layers. PFH (the frequency) for given system operating
There is current issue how to design an independent in high demand or continuous modeoperation.
alarm systenfAS) [7], [18]. The safety integrity levelSIL) is a discrete level
These issues are especially important for inddstria(from 1 to 4) for specifying the safety integrity
installations and hazardous plants, such as chémicaequirements of given safety-related function to be
installations [21], [23] and nuclear reactors [8], allocated using the E/E/PE system [11] or the SISs
[12]. The safety integrity of level 4 (SIL4) is
a highest level, which requires a complex system
architecture consisting of redundant subsystemjs [17

2. Functional safety concept for risk
reduction and control in hazardous plants

Table 1 Safety integrity levels and probabilistic
criteria to be assigned for safety functions opegat
in low demand mode or high/continuous mode

2.1. Safety functions and safety-related
systems

Riskis defined as a combination of the probability of

occurrence of harm and the severity of that harm. SIL PFDayvg PFH [h]
Tolerable riskis risk which is accepted in a given 4 [ 10° 10%) [ 10°, 10°)
context based on the current values of society. 3 [ 10%, 10°) [10° 107)
Residual riskis understood as risk remaining after 2 [ 10°, 107) [ 107, 10°)
protective measures have been taken. 1 [10°% 10%) [10° 10°)

The electrical/electronic/programmable electronic

system(E/E/PES) is a system for control, protection Thus, the E/E/PE safety-related systems (S-RSs)
or monitoring based on one or more electrical /operating in two modes of operation can be
electronic / programmable electronic devices,characterised as follows[11]:

including all elements of the system such as power for a low demand mode of operation, the lower
supplies, sensors and other input devices, data limitis set at an average probability of dangerous
highways and other communication paths, and failure on demand on the level of 10

actuators and other output devices [11]. — for a high demand or a continuous mode of
Equipment under control (EUC) control systisma operation, the lower limit is set at an average
system that responds to input signals from the frequency of dangerous failure on the level of 10

process and/or from an operator and generatestoutpu
signals causing the EUC to operate in the desired-
manner.

EUC (equipment under contrptisk is a category of
risk arising from the EUC or its interaction withet
EUC control systemTarget riskis such risk that is —
intended to be reached for a specific hazard taking
into account the EUC risk together with the E/E/PE
S-RS and the other risk reduction measures [11].

[h~,

requirements for the avoidance and control of
systematic faults are given, which are based on
experience and judgement gained from practical
knowledge,

a broad range of principles, techniques and
measures to achieve functional safety for E/E/PE
or SIS S-RSs are defined.

However, the concept dfail safe” is not applied

Safetyis defined as freedom from unacceptable risk.which may be of value only when the failure modes
Functional safetys part of the overall safety relating are well defined and the level of complexity is
to the EUC and the EUC control system that dependselatively low; the concept offail safe was

on the correct functioning of the E/E/PE safety- considered inappropriate because of the full rafge
related systems and other risk reduction measures. complexity of E/E/PE safety-related systems that ar
An important term concerning the functional safety within the scope of the standard IEC 61508 [11].
concept is theafety integrityf11], understood as the The E/E/PE safety-related system showifigure 1
probability that given safety-related system (S-RS)consists of following subsystems: (A) input devices

will satisfactorily perform required safety funatio

(sensors, transducers, convertar), (B) logic

(SF) under all stated conditions within given pério device,e.g. PLC (Programmable Logic Controllgr

of time.

and (C) output devices including the equipment

For the E/E/PES or SIS performing safety functionsunder control (EUC).

two probabilistic criteria are defined'gble 3 for

consecutive SILs namely [11]:

- the average probability of failurd®’FD,,g to
perform the safety-related function on demand for
given system operating inlew demand moder
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I Communication The safe (S) or dangerous (D) failure can be dedect

(d) or undetected (urigure 2shows the elements of

A.Sensors  ——  B.Logic  —— C.Actuators the failure intensity\, which can be divided into safe
SR KB°‘;NB et (S) and danger (D) and further: safe detected (Sd),
y Electric power safe undetected (Su), danger detected (Dd), danger

I
1 SPPY undetected (Du). In this figure FS is a safe failur

Figure 1 General architecture of E/E/PES or SIS for fraction, and DC is diagnostic coverage of dangerou

realization of safety functions failures. The diagnostic coverage for safe failuses
denoted DGp.

The architecture is a specific configuration of The failure intensity of interest can be easily

hardware and software elements in a system. Thealculated with regard to the tree presented in

architecture of these subsystems is elaborated andigure2. For example the danger undetected failure

determined during the design process of S-RS. Eachntensity can be calculated from the formula

logic controller comprises the central processdt un

(CPU), input modules (digital or analog) and output A , =A(@1-FS)(1-DC) (1)

modules (digital or analog). The E/E/PE subsystems

have generally KooN architecture,g, 1001, 1002,

1loo3 or 2003 [11], [17].

Fault tolerance is understood as ability of

a functional unit to continue performing a required

function in the presence of faults or errors [11]. A

2.2. Safe and danger failures of elements,
subsystems and systems @00 Ao
Failure occursat the moment of termination of the riq e 2 Elements of failure intensity in analysis of
ability of a functional unit to provide a required {he protection system components and subsystems
function or operation [11].

Random hardware failurés a failure, occurring at For the redundant safety-related systems two
arandom time, that results from one or more of theygpapilistic measures are often calculated, namely
possible Qegrgdatlon mechanisms in the hardware. 4 average probability of failure on deméaPiED,y,
Systematic failures understood as a failure, related and the average probability of danger failure girh

in a deterministic way to a certain cause thataradn PFH. The probabilistic models proposed should

be eliminated by a modification of the design or of | de parameters related to potential common
the manufacturing process, operational procedures,, se failure.

documentation or other relevant factors.
Safe failureis the failure of an element and/or. 23. Common cause failures
subsystem and/or system that plays a part in
implementing the safety function that [11]: Common cause failur€CCF) is a failure, that is the
a) results in the spurious operation of the safetyresult of one or more events, causing coincident
function to put the EUC into a safe state orfailures of two or more separate channels in
maintain a safe state; or a multiple channel system, leading to system failur
b) increases the probability of the spurious op@nat The multiple failures may occur simultaneously or
of the safety function to put the EUC into a safeover a period of time. CCFs are a category of
state or maintain a safe state. dependent failures [11].
Dangerous failureis a failure of an element and/or Various analytic probabilistic models of E/E/PES$s o
subsystem and/or system that plays a part iSISs are proposed in the literature [11], [12],]{17
implementing the safety function that [11]: The CCF contribution in the average probability of
a) prevents a safety function from operating whenfailure on demandFD,,4 or the average probability
required (demand mode) or causes a safetyf danger failure per hour PFH are usually
function to fail (continuous mode) such that the incorporated using th@-factor method [11].
EUC is put into a hazardous or potentially The scope of the methodology is usually limited to
hazardous state; or, common cause failures within hardware. The reasons
b) decreases the probability that the safety foncti for this include the following [11]:
operates correctly when required.
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— the B-factor and shock models relate the probability of failures which affect two channeilsis
probability of common cause failure to the assumed, in order to simplify tH&factor method,
probability of random hardware failure; that the probability is independent of the numbier o

— reporting of common cause failures is generallyaffected channels, i.e. it is assumed that if a CCF
limited to hardware failures, the area of mostoccurs it affects all channels.
concern to the manufacturers of the hardware.  Because there is no known data on hardware-related

It is worth to mention that the probability of CCFs common cause failures available for the calibration

which involve the system as a whole depends on thef the method, the table 2 below was proposed that

complexity of the system (possibly dominated by theconsists of3-factors evaluated by experts for some

user software) and not on the hardware alone. configurations KooM different than 1002 [11].

Because sensors, logic subsystems and final element

are subject to different environmental conditiond a Table 2.Evaluation off-factor for a E/E/PE system

diagnostic tests with varying levels of capabilitye of different KooM configurations
analyses should be applied to each of these

subsystems separately. For example, the logi¢ KooM M

subsystem is more likely to be in a controlled m 1 2 3 4
environment, whereas the sensors and final elements > B 0.5 0.3
(e.g. actuators) may be mounted outside being . 1.5 0.63
exposed to various environmental stressors. On th 3 - ‘ 1.7

other hand the _programmab_le electronic _ch_anneI?f we consider the effect of common cause failures
have the potential for carrying out sophisticated n a multi-channel system without diagnostic tests

diagnostic testing functions. These are charaaériz _ L . .
g g running within each of its channels using féactor

as follows [11]: .
— have a high diagnostic coverage within themodel, the probability of dangerous (D) common
cause failures per time unit (hour) is

channels;
— monitor additional redundancy channels;

— have a high repetition rate; and PFH e =48 (2)
— in an increasing number of cases, also monitor
sensors and/or final elements. where

Thus, it is possible that a large fraction of commo -
cause failures do not occur concurrently in althaf
affected channels. Therefore, if the repetition
frequency of the diagnostic tests is sufficientighh -
a large fraction of common cause failures can be
revealed and, hence, avoided before they affect all
available channels [11]. It was assumed that common cause failures affect al
Not all properties of a multi-channel system, thas  channels, and that the span of time between the fir
a bearing on its immunity to common cause failures,channel and all channels being affected is small
can be evaluated by diagnostic tests. Those featurecompared to the time interval between successive
related to diversity or independence are morecommon cause failures.

effective. Any feature which is likely to increas®  Suppose now that there are diagnostic tests running
time between channel failures in a non-simultaneousn each channel which detect and reveal a fracifon
common cause failure (or reduce the fraction ofthe failures. We can divide all failures into two
simultaneous common cause failures) increases theategories [11]: (1) those that lie outside the
probability of the diagnostic tests detecting thecoverage of the diagnostic tests (and so can rever
failure or failures to make the plant more safe. detected) and (2) those that lie within the coverag
Therefore, the features relating to immunity to (so they would be detected by the diagnostic tests)
common cause failures are divided into: (1) X stho The overall probability per time unit of the system
whose effect is thought to be increased by theofise failure due to dangerous common cause failures is
diagnostic tests and (2) Y - those whose effeabis  then given by following formula:

[11]. A method for scoring factors based on the

Ap is the probability of dangerous random
hardware failures per unit time for each individual
channel and

Fis theB-factor in the absence of diagnostic tests,
i.e. the fraction of single-channel failures that
affect all channels.

expert opinions which influence th@-factor is PFHI = A B+ Ao, 5 (3)
described in the standard IEC 61508:2010. cer e pare
Although, for a three-channel system, the probigbili where

of common cause failures which affect all three Ao
u

channels is likely to be slightly lower than the 's the probability of an undetected failure of

a single channel, i.e. the probability of failures
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which lie outside the coverage of the diagnostic PFD,, (T)LC
tests; clearly, any reduction in thp-factor A 5 c
resulting from the repetition rate of the diagnosti PFD,y, (T) + PFD,y, (T) + PFD,,, ()
tests cannot affect this fraction of the failures;
— B is the common cause failure factor for where
undetectable dangerous faults, which is equal tol is the period considered for evaluation, e.g. éggh
the overall-factor that would be applicable in value of the test period’ of subsystems A, B and
the absence of diagnostic testing; C, PFD,g for subsystems should include the
— Jpq is the probability of a danger detected failure influence of CCF.
of a single channel, i.e. the probability of fager  For the continuous or high demand mode of E/E/PE
of a single channel that lie within the coverage of S-RS the average probability of danger failure per
the diagnostic tests; here, if the repetition @fte hour over period T for consecutive subsystems can
the diagnostic tests is high, a fraction of the be evaluated from following formula
failures are revealed leading to a reduction in the
value ofg, i.e.fp;
— pp is the common cause failure factor for
detectable dangerous faults; as the repetition rate
of the diagnostic testing is increased, the value o,,here

falls i ingly belovs . - , . ) .
- éDisaozggi(;\reegsflrg%ya?:t\)ﬁ D.4 in appendix D of Wo (1) is a danger failure frequency fhof j-th

the standard IEC 61508-6 for a score evaluateguPSystem; this frequency should include the

using relevant factor§= X + Y [11]; influence of CCF. - _
_ jy is obtained from the same table for a scoreResulting probability of average danger failure per

evaluated using relevant facto8,=X(Z+1)+Y . hour for the system can be calculated from follagvin

According to the score for assessed factors theesal formula

of p or fp are lower for logic subsystems if compared

with values for subsystems of sensors and final PFH,(T)=PFHZ(T)+PFHp (T) +PFHS (T) (6)

elements. For subsystems of sensors and final

elements the values @f or fp are selected for The calculations made for some case studies irgicat

specified intervals of score as follows: 1%, 2%,,5% that the influence of CCF in redundant subsystems i

and 10%. For subsystems of logic subsystems thesually significant, and can increase significariiy

values ofp or fp are selected for specified intervals values of PFD,,(T) and PFHp(T), depending on

of score as follows: 0.5%, 1%, 2%, and 5% [11]. parameters of the probabilistic models even more
than an order of magnitude [17].

2.4. Evaluation of system failure probabilities Thus, the SIL verified of a E/E/PE S-RS will be in

fact lower than when assuming that failures of

An/e;<amp|e Of the relial:&iéi_ty block diag_ram fOf channels in a redundant system are independent.
a E/E/PE S-RS is presentedHigure 3 It consists 0 (in some industrial installations there can exist

thr?_e siuk?systems: A (sensors), B (logic device) andjgniicant problem with potential spurious opeati
C (final elements, e.g. actuators). of the protection system due to safe failures & it

(4)

PFH} (T) = [y ()ck (5)

subsystems.
| Communication For the continuous or high demand mode E/E/PE S-
_ RS the average probability of safe failure per hour
0 0 BN over period of interest T for consecutive subsystem
t Eectric power can be evaluated from following formula
, supply
PFH(T) = W, (t)dt 7
Figure 3 Configuration of a E/E/PE safety-related s(T) ‘?{ s (1) (7)
system
where

For the low demand mode E/E/PE S-RS the averagey | )

is a safe failure frequency Th of j-th
probability of failure on demand of this S-RScan b _ ° . . q 4 th .
calculated from following formula subsystem; this frequency should include the

influence of CCF.
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Resulting probability of average safe failure peuath confidence levels and hardware fault tolerance for
for the system can be evaluated from following specified safety integrity levels.
formula In the case oRoute 2Hthe minimum hardware fault

tolerance for each subsystem of an E/E/PE safety-
PFH,(T) =PFHZ(T) + PFHE(T) + PFHS (T) (8) related system implementing a safety function of
a specified safety integrity level is recommended t

A spurious operation of the protection system will € as follows:

cause mainly the economic consequences because of & hardware fault tolerance (HFT) of 2 for
the plant shutdown and resulting production losses. & SPecified safety function of SIL 4; .
There is also risk involved due to potential trensi — @ hardware fault tolerance of 1 for a specified
event leading with a certain probability to unsafe  Safety function of SIL 3.

state of the plant. In some cases of industriattpla " @ specified safety function of SIL 1 or SILtt

the risk of such scenario is relatively high. HFT can be assumed O or 1.
The developer of the E/E/PE safety-related system

should review the requirements for safety-related
software and hardware to ensure that they are
adequately specified. In particular, the E/E/PE
The design of the E/E/PE safety-related systensystem developer shall consider the following:
(including the overall hardware and software @) safety functions;
architecture, sensors, actuators, programmabl®) E/E/PE safety-related system safety integrity
electronics, embedded and application software, requirements;
software, data etc.) shall meet the requirements) equipment and operator interfaces.
concerning [11]: The effect of random human error should be
a) the hardware safety integrity comprising theevaluated if a person is required to take action to
architectural constraints on hardware safetyachieve the safety function. The random nature of
integrity, and the requirements for quantifying the human error should be considered in cases where
effect of random failures; a person is alerted to an unsafe condition and is
b) the special architecture fontegrated circuits required to take action where it cannot be showan th
(ICs) with on-chip redundancy where relevant, OPerator inaction is prevented from affecting the
unless justification can be given that the sameSafety function, by mechanisms or procedures, then
level of independence between different channelghe random nature of human error should be included
is achieved by applying a different set of in the overall calculation [11].
measures; . .
c) the systematic safety integrity, which can be me 3. Risk assessment and reduction
by achieving one of the following compliance
routes: 3.1. Necessary risk reduction
- Route 1S compliance with the requirements for
the avoidance of systematic faults and the
requirements for the control of systematic faults,
or
- Route 2S compliance with the requirements for
evidence that the equipment is proven in use, or
- Route 3S compliance with the requirements for
software according to of IEC 61508-3 [11];
d) the system behavior on detection of a fault;
e) the data communication processes.
In the context of hardware safety integrity, the
highest safety integrity level that can be clainfied
a safety function is limited by the hardware safety
integrity constraints which shall be achieved by
implementing one of two possible routes (to be
implemented at system or subsystem level):
— Route 1Hbased on hardware fault tolerance and
safe failure fraction concepts; or,
— Route 2Hbased on component reliability data
from feedback from end users, increased

2.5. Basic requirementsfor the E/E/PE
system during design and development

The necessary risk reductiomsuch reduction of risk
that has to be achieved to mées tolerable riskfor
a specific situation considered. It may be stated
either qualitatively or quantitatively The concept of
necessary risk reduction is of fundamental
importance in the development of the safety
requirements specification for the E/E/PE safety-
related systems [11].
The tolerable risk depend on various factors (for
example, severity of injury, the number of people
exposed to danger, the frequency at which a person
or people are exposed to danger and the duration of
the exposure). In arriving at what constitutes
a tolerable risk for a specific application, a nembf
inputs are considered, which include [11]:
— legal requirements, both general and those
directly relevant to the specific application,
— quidelines from the appropriate safety regulatory
authority,
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— discussions and agreements with the differentolerable/target individual risk per year after
parties involved in the application, implementing protection system. Knowing the value
— industry standards and guidelines, of PFD,g the SIL required of E/E/PE S-RS is
— international discussions and agreements; tlee roldetermined from the second column of Table 1.
of national and international standards is The target of risk reduction applied to an indiatu
becoming increasingly important in arriving at safety function should take into account possible

tolerable risk criteria for specific applications, conservatism of the risk analysis method applied. |
— the best independent industrial, expert ands possible to use also a qualitative method fek ri
scientific advice from advisory bodies. evaluation. Due to pessimistic assumptions and

There are reports and more widely acceptedntrinsic conservatism in risk analyses using
proposals concerning methodological issues andjualitative methods, e.g. a risk graph method gtiger
indications to elaborate criteria concerning indiial  a high degree of confidence that the required risk
and societal risk, including industrial workers and reduction will be achieved as postulated [11].
society, for supporting the safety-related decisionlf members of the public can be exposed to risknfro

making, e.g. [24]. a failure of E/E/PE operating in high or continuous
mode of operation then such situation should be
3.2. Individual and societal risk assessment included in the evaluation of individual risk and
for decision making appropriate improving of E/E/PE system with higher
o _ SIL should be considered.
Individual risk There are methods developed for cost-benefit

Different targets are usually defined for employees@nalysis (CBA) suitable for safety-related decision
and members of the public. The target for individua making in the context of individual risk assessment
risk for employees is applied to the most exposec®d ALARP @s low reasonably practicable
individual and may be expressed as the total risk p Principle based on assumed level of VPF (Value of
year arising from all work activities. The targst i Protecting Fatality) that support decision making i
used to a hypothetical person and therefore needs d€signing of protection systems including E/E/PESs
take into account the percentage of time that ther SISs [17].

individual spends at work [11]. , _

The target of individual risk, e.g. TOper year, Sociea Ris

applies to all risks to most exposed person. The _ - _
maximal individual risk evaluated for given !N some hazardous plants multiple fatalities drely
installation and location if is higher has to beueed 0 arise from single events. Such events are called
at least to a tolerable or target level using alerm Societal because they are likely to provoke a socio
of ways. The risk reduction solutions selected forPolitical response. There can be significant public
implementation should be technologically advanced®nd organisational aversion to high consequence
and cost-effective in life-cycle [17]. One of such events and this wil need to be taken into
solutions cold be a safety function or safety fiorg ~ COnsideration in designing of protection systems.

to be implemented using E/E/PE safety-relatedTNe societal risk associated with operation of give
system. complex technical system is evaluated on the lmsis
Let assume that the individual risk is dominated by@ Set of following triples [17]

an accident scenario and that a protection sysfem o

industrial hazardous installation reducing the UO={<S.,F.,C, >} (10)
frequency of this scenario operates in a low demand

mode. Then required average probability of where

protection system failure on demand can beg jsk-th accident scenario (usually representing an
evaluated as follows . , .
accident category) defined with regard to resufts o
R; deterministic modelingF, is the frequency of this
PFD,, <2t (9)  scenario (evaluated as probability per time unit,
R, usually one year), an@, denotes the consequences

h of k-th scenario (e.g. environmental or economic
w Ier.e o _ losses); the number of injuries and fatalities detio
R, is the average annual individual risk of most 54 N, can be placed in (10) instead ©f .

exposed hypothetical person per year beforerpe criterion for societal risk is normally speeifiin
designing a protection system, amR;‘t is the form of an F-N curve (CCDF eomplementary
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cumulative distribution functignwhere F is the safety integrity can be estimated to a reasonable
cumulative frequency of hazards and N the number level of accuracy, and the requirements can
of fatalities arising from the hazards. The therefore be apportioned between subsystems

relationship is normally a straight line when pott using known rules for the combination of
on logarithmic scales. The slope of the line will  probabilities. It may be necessary to use
depend on the extent to which the organisatioisks r redundant architectures to achieve adequate

averse to higher levels of consequence. It is hardware safety integrity.
necessary to ensure that the accumulated frequeney Systematic safety integrity that part of safety

for a specified number of fatalities is lower thhe integrity relating to systematic failures in
accumulated frequency expressed using the F-N a dangerous mode of failure. Although the mean
curve [17, 24]. failure rate due to systematic failures may be
capable of estimation, the failure data obtained
Risk control and continuous improvement from design faults and common cause failures

means that the distribution of failures can be hard

or impossible to predict. This has the effect of

increasing the uncertainty in the failure
probability calculations for a specific situation

(for example the probability of failure of a safety

related protection system). Therefore a judgement

has to be made on the selection of the best
techniques to minimise this uncertainty.

It should be emphasised that measures to reduce the

probability of random hardware failure will not leav

facorresponding effect on the probability of

systematic failure. Techniques such as redundant
channels of identical hardware, which can be
effective at controlling random hardware failurase

of little use in reducing systematic failures suh

software errors. The diverse solutions of chanimels

redundant systems contribute usually significatdly
reducing common cause failures (CCFs) and

improving safety integrity [11], [12].

The E/E/PE safety-related systems contribute in

i]roviding the necessary risk reduction in order to
eet the tolerable risk. A safety-related system:

— implements the required safety functions
necessary to achieve a safe state for the
equipment under control or to maintain a safe
state for the equipment under control, and

— is intended to achieve, on its own or with other
E/E/PE safety-related systems the necessary

. , safety integrity for the required safety functions,

4.1. Safety integrity and therole of E/E/PE i.e. the safety functions must be performed by the

systemsfor various applications safety-related systems with the degree of

Safety integrity is defined as the probability that confidence appropriate to the application, in order

a safety-related system is satisfactory perforntiveg to achieve the tolerable risk. _
required safety functions under all the stateg® human can be an integral part of a safety functio

conditions within a stated period of time. Safety "aving influence on E/E/PE S-RS. For example,

integrity relates to the performance of the safety-2 PErson could receive information, on the state of
related systems in carrying out the safety funstion the EUC, from a display screen and perform a safety

Safety integrity is usually considered to be coregos 2ction based on_this information. “As it was
of the following two elements [11]; mentioned the E/E/PE safety-related systems can

_ Hardware safety integrity that part of safety °Peraté in: (1) a low demand mode of operation or
integrity relating to random hardware failures in (2) high demand or continuous mode of operation.
a dangerous mode of failure. The achievement ofl "€ mode of operation relates to the way in which
the specified level of safety-related hardware® safety function is intended to be used with retspe

Thus, the criteria for individual and societal risie

to be proposed and defined in some counties. As it
was mentioned the principle ALARP of reducing risk
to a level as low as reasonably practicablis
proposed to be used in practice. In deciding atiaut
risk criteria to be applied for a specific hazang t
risk profile over the life of the asset may need#o
considered [17], [24].

In practice the residual risk in industrial insilbns
will vary from low just after a proof test or a eep
has been performed to a maximum just prior to proo
testing. This may need to be taken into considamnati
by organisations that specify the risk criteriabi®
applied.

If proof test intervals are significant then it mbg
appropriate to specify the maximum hazard
probability that can be accepted just prior to proo
testing or that the PFD(t) or PFH(t) is lower thha
upper SIL boundary more than a specified
percentage of the time (e.g. 90%) [11]. It can eaus
some practical problems of risk assessment durin
operation. As it is proposed in this work the decis
making concerning the risk reduction will be based
on average probabilities calculated for given prio
of time T (e.g. one yearPFD,,T) and/orPFH(T).

4. |ssues of safety integrity analysis
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to the frequency of demands made upon it which e N
. ) 1 Frequency: IS
may be either: ; of hazardous$ increasing
— low demand modewhere frequency of demands | eventFy, |
for operation made on the safety function is no AW Rus
greater than one per year; or -r ---------------------------
— high demand modevhere frequency of demands 7~ (" Partial risk
for operation made on the safety function is ; Consequence covered by
1 of hazardous$ E/E/PE S-R
greater than one per year.; or i eventC | systems
— continuous modewhere demand for operation of 77T | || S/
the safety function is continuous. ——~
y Partial risk
. ) covered by
4.2. Risk reduction for low demand mode . otgertr_isk
. . : t v reauction
applications " """ B measures
The required safety integrity of the E/E/PE S-R8 an ‘ """""""""""""""
other risk reduction measures must be of suche lev

SO as to ensure that:

— the average probability of failure on demand
PFD.,q Of the S-RSs is sufficiently low to prevent
the hazardous event frequency exceeding th
required to meet the tolerable riBk and/or

— the S-RSs influence the consequences of faiture t
the extent required to meet the tolerable risk.

Figure 4.General concept of risk reduction for low
demand mode of operation

&rhe EUC riskR,, (no protection can be evaluated
from the following formula

Figure 4 illustrates a general concept of risk Ry = FiC (11)

reduction. The general model assumes that [11]:

— there is a EUC and a control system; where

— there are associated human factor issues; Fnp is the frequency of hazardous event (no

— the safety protective features comprise the EHE/P protection), i.e. the demand rate on the safetteell
S-RSs, and other risk reduction measures. protection system when considered;, a

The risk model for a specific application will neied ~ C is the consequence of hazardous event (in units of

be developed taking into account the specific mannea consequence).

in which the necessary risk reduction is actually The tolerable risk is defined as follows

being achieved by the E/E/PE S-RS and/or other risk

reduction measures. R =F.C, (12)

The risks indicated ifrigure 4 are as follows:

— EUC risk— R the risk existing for the specified where
hazardous events for the EUC, the EUC controlF, is the tolerable frequency of hazardous eventh(wit
system and associated human factor issues: ngrotection), &:
designated safety protective features areC, is the consequence of hazardous event (in units of
considered in the determination of this risk; consequences) possibly reduced, i.e. lower Gen

— tolerable risk the risk which is accepted in a For low demand mode the protection system failure
given context based on the current values ofon demand can be evaluated from the formula as

society; follows
— residual risk- R in the context of this standard, R
the residual risk is that remaining for the spedifi  PFDa, < - (13)
np

hazardous events for the EUC, the EUC control

system, human factor issues but with the addition

of, E/E/PE safety-related systems and other riskf it will be pessimistically assumed th@ = C then
reduction measures. the average probability of the protection system

The necessary risk reduction is achieved byfailure on demand can be calculated from the
a combination of all the safety protective features ~ formula as follows

F
PFD,,,<—- (14)

np
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Thus, the SIL of E/E/PE S-RS (protection system) EUC EUC control Human
can be determined indicating relevant interval from system factors
the second column of Table 1. For instance if RFD Demands from | Demands from EU{ Demands from
= 3x10% then required SILx of the E/E/PE S-RS is JEYC Jcontrol system | human factors
SIL3, as regards random failure of hardware. It is Total demand rate on
necessary to design the configuration of this syste | E/EIPE S-RS > 1/year
consisting of appropriate subsystems and elements E/E/PE SR systerh:
and to verify required level of SIL3 based on PFHo(T)
relevant probabilistic model of the E/E/PE S-RS and PFHp(T) - Danger
evaluation of PFD,,(T) according to formula (4) v failure rate
taking into account potential CCFs. Other risk reductio
measures@QRRM):

. . . QORRM
4.3. Rlsk reduction for high demand mode Reduced hazard
applications | rate
The required safety integrity of the E/E/PE safety- Risliiue("T;‘gzard rate
related systems and other risk reduction measures LS CORRY

must be of such a level to ensure that [11, 17]: Figure 5.Risk reduction diagram for high demand
— the average probability of failure on demand of applications

the safety-related systems is sufficiently low to
prevent the hazardous event frequency exceedinghe risk for high demand mod®&py of operation
that required to meet the tolerable risk, and/or can be evaluated from following formula

— the average probability of danger failure perrhou
of the safety-related system is sufficiently low to Riow = PFH, (T) ey [C, < Ruoun (15)
prevent the hazardous event frequency exceeding
that required to meet the tolerable risk. where

Figure 5 illustrates the general concepts of high peyy 1y is the average danger failure rate (6) in the
f[jhearpand applications. The general model assumegeriod T of the system operating in a high demand
: mode;

— thereis a EUC f_;md a control Syster_n; Qorrmis the failure probability of relevant other risk
— there are associated human factor issues; reduction measures (ORRM).

— the safety protective features comprise a E/E/PE

safety-related system operating in high demand44 Risk reduction for continuous mode
mode and other risk reduction measures. o

Various demands on the E/E/PE safety relateo""ppl'CatlonS

systems can occur as follows [11]: The required safety integrity of the E/E/PE S-R8 an

— general demands from the EUC; any other risk reduction measures must be of such

— demands arising from failures in the EUC controla level to ensure that the average probability of
system; a dangerous failure per hour of the safety-related

— demands arising from human failures. system is sufficiently low to prevent the hazardous

If the total demand rate arising from all the dedsan event frequency exceeding that required to meet the
on the system exceeds one per year then the Criticgolerable risk. With an E/E/PE safety-related syste
factor can be the dangerous failure rate of théREE  operating in continuous mode other risk reduction
S-RS. The value dPFHp(T) is evaluated according measures can reduce the residual hazard frequency
to the formula (6). Residual hazard frequency canaccording to the risk reduction provided. The
never exceed the dangerous failure rate of thePEHE/ conceptual model is shown Figure 6.

safety-related system. It can be lower if othek ris The risk for high demand modryy of operation can
reduction measures reduce the probability of harm. be evaluated from following formula

RCM = PFH DC (T) |]QORRMCX = RCMt (16)

where
PFHpc(T) is the average danger failure rate in the
period T of the system operating in a continuous
mode;
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Qorrmis the failure probability of relevant other risk 4.6. Allocation of safety requirements

reduction measures (ORRM).
( ) Safety integrity applies solely to the E/E/PE safet

E/E/PE SR syster: related systems and other risk reduction measures
PFHoc(T) and is a measure of the likelihood of those
PFHoc(T) - Danger systems/facilities  satisfactorily = achieving the
y failure rate-cont. mode necessary risk reduction in respect of the spetifie
Other risk reductio safety functions. Once the tolerable risk has [setn
measuresQRRM: and the necessary risk reduction estimated, tretysaf
QORRRM e integrity requirements for the safety-related syste
e nazal can be allocated [11].
v The allocation of safety requirements (both thetyaf

Residual hazard rate

functions and the safety integrity requirements) to

PFHpc(T)Qorry
the E/E/PE safety-related systems, other technology
Figure 6.Risk reduction diagram for continuous safety-related systems and external risk reduction
operation mode facilities is shown irFFigure 8.
The methods used to allocate the safety integrity
4.5. Risk reduction of protection system requirements to the E/E/PE safety-related systems,
spurious oper ation other technology safety-related systems and externa

_ _ ) _ o ~risk reduction facilities depend, primarily, upon
As it was mentioned in some industrial installation \yhether the necessary risk reduction is specified
there can be a significant problem with potential expiicitly in a numerical manner or in a qualitativ

failures in its subsystems. The probability of @&  tormed quantitative and qualitative methods
safe failure per hour for the system for the peflod regpectively.

(e.g. one year) can be evaluated using formulas (7)

and (8). Risk analysis and Risk accentance
assessment based om—— criteris
E/E/PE S-R system: accident scenarios
PFH(T) <
PFH{(T) - Safe failure / \\‘x
A 4 rate . . N -
Spurious operation rigk Zg];gm?uﬁzgiﬁgu;ﬁ External risk i
reduction measures, d y lunc .~ [*=~ i reduction facilities
SORRM: O etermining its require :
( - <SORRM safety integrity .
Reduc&_ed hazard n_';tte Necessary risk reduction /
4, of spurious operation safety integrity for functions
. y .
Residual hazard rate Safety E/E/PE safety- Required
of spurious operation function L] related system ;sne:feeg?r/ity
PFHS(T 5
(1) Qsorru #1#2 NS levels (SlLs
Figure 7.Risk reduction diagram for spurious — g;sEtg'fT’]ZE
operation of protection system l l
. . . . . Verification and validation Including CCFs,
The risk concerning spurious operation of protectio of safety functions dependencies and
system Rs of operation can be evaluated from and E/E/PE safety-related systemshuman factors

following formula Figure 8Allocation of safety requirements to the

E/E/PE safety related-systems and other/extersial ri

Rs = PFHS(T) [QSORRM [Cx S RSI (17) reduction facilities
where _ _ _4.7.Mitigation Systems
PFH(T) is the average safe failure rate in the period .
T of the system operating in a continuous mode; Mitigation systems take action in the event of full

Qsorrwis the failure probability of relevant spurious partial failure of other safety-related systems

operation risk reduction measure (SORRM) if it wasincluding E/E/PE safety-systems. The objectiveis t
designed. reduce the consequences associated with a hazardous

event rather than its frequency. Examples of
mitigation systems include fire and gas systems
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(detection of fire/gas and subsequent action tahput ~ within each safety-related system is subject tofai

fire out, e.g. by water deluge) [11]. from the same common cause. An example would be
When determining the safety integrity requirementswhere the same type of sensor is used in two separa
it should be recognised that when making protection systems both providing risk reduction fo
judgements on the severity of the consequences witthe same hazard.

and without operation of the mitigation system. fTha 3. Where more than one protection system is used,
is, determine the increase in the severity of thethe protection systems are diverse but proof tgssin
consequence if given function did not operate overcarried out on all the systems on a synchronouis.bas
that when it does operate as intended [11]. In such cases the actuBFD,,, achieved by the

If the mitigation function is initiated by a E/E/PE combination of multiple systems will be significgnt
SR-S, its probability of failure on demand can behigher than the PFD,4 suggested by the

evaluated from following formula multiplication of thePFD,,q values of the individual
systems.
FouCo 4. Where the same individual element is used as
PFDang? (18) part of the control system and the safety-related

X~ XE

system. Where more than one protection system is

used and where the same individual element is used

as part of more than one system.

In such safety-related cases the effect of common

fire, greater than consequendgsof given accident causg/depgndency will _need to be conS|der_ed.
: Consideration should be given as to whether ttad fin

scenario); . )
F.v is the reduced (tolerable) frequency of hazardougrrangemem is capable of meeting the necessary

event with the mitioation Svstem in operation makin systematic capabilitgnd the necessary probability of
g y P 8 dangerous random hardware failure rates in relation
reduced consequencédy; Fxu = F«@Qu (Qum is

I lability of the mitiaat wh to the overall risk reduction required. The effett
?gg&ﬁecllj)nava' ability of the mitigation system €  common cause failures is difficult to determine and

) , . o often requires the construction of special purpose
Thus, in such situation it is necessary carefully d P purp

luate h q i 4 thei models, e.g. fault trees or Markov models.
evajuate hazardous events and their CONSequences in ;o necessary to emphasise that the effect of
the context of relevant protection and mitigation

: common cause is likely to be more significant in
systems, safety functions and E/E/PE S-RSs. applications involving high safety integrity levels

some application it may be necessary to incorporate

where
F. is the frequency of the hazardous event with
potentially escalating consequendgg (e.g. due to

5. Functional safety and layers of protection diversity so that common cause effects are
] minimised. It should be however noted that
5.1. Common cause and dependency failures incorporation of diversity can lead to problems

During verifying the safety integrity levels it is during design, maintenance and modification.
important to take account the common cause andhtroducing diversity can lead to errors due to the
dependency failures. In some existing methods (e_ggnfar_nlharlty an_d lack of operation experience with
[LOPA]) and many safety analysis studies theseth® diverse devices [11].

kinds of failures are not considered assuming that

each safety-related system relevant to given hagard 2-2- Saf.ety integrity when multiple layers of
fully independent. protection are used

The consequence Of SL.’Ch assumption - can b9Vhen multiple layers of protection are used to
insufficient risk reduction in spite of using twa o achieve a tolerable risk frequency there may be

more protection layers. T_here are many applic_ation%teractions between systems themselves and also
where some dependencies exist. Examples 'nCIUdSetween systems and causes of demand. As

thle f\(/)\}lrcl)wmg [31]: tail f | ¢ withi discussed above there are always concerns about
' ere a dangerous failure ot an element Withine, 5,6 cause and dependent failures since these

the fEtJC (I:Otnt(;OI s%/stem ga{?] caufs? a Id(;:rr(;and tOEan be significant factors when overall risk redurct
a salety-related system and the salety-relaleesys requirements are high or where demand frequency is
uses an element subject to failure from the same., v [11, 17]

cause. An example of this could be where the CtmtrOEvaluation of the interactions between safety layer

and protection system sensors are separate b%‘hd between safety layers and causes of demand can

cc;mr\;lvc;]n cause courl]d lead to fa:clure Ofl bot;]' _be complex and may need developing a holistic
' ere more than one safety-related system Ign,qe| ang based, for example on a top down
used and some of the same type of equipment is use
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approach with the top event specified as the tblera requirements of the safety functions allocatedhto t
hazard frequency. safety-related systems. The software safety irtiegri
The model may include all safety layers for levels are used as the basis of specifying thetysafe
calculating correct risk reduction and all causés ointegrity requirements of the safety functions
demand for calculating the resulting frequency ofimplemented in part by safety-related software.
accident Figure 9). This allows the identification of Requirements for software in safety-related
minimal cut sets for failure scenarios, reveals theapplications are given in part 3 of international
weak points (i.e. the shortest minimal cut setgylsi,  standard IEC 61508 [11].

double failures, etc.) in the arrangement of system The specification of safety integrity requiremefuts
and facilitate system improvement through software is in relation to the safety integrity éés/

sensitivity analysis [11], [17]. determined for the E/E/PE safety-related systerss. A
it is known in mentioned standard, four safety

EUC EUC control Human integrity levels are specified, with safety integri
sytem factors level 4 being the highest level and safety intggrit

D ds fi D ds fi EU( D ds f . .
Eoe T | ol system | human actorelevel 1 being the lowest. The design of software fo
4

E/E/PE S-RS of SIL4 is a challenging task. In the
process sector applications it was assumed that
realistically highest achievable level is SIL3 [12]

Total demand rate F on
'E/E/PE S-RS < l/year

E/EIPE S-RS #1:
Probability of CCFs| ,Y  PFDay(T) .
of common element L7 54. Layers of protection and human factor
oG A induced dependency problem
\{ E/E/PE S-RS #2] . . . .
PFDavgAT) Hazardous industrial plants are designed accortging
a concept otlefense in depthgsing several barriers
Fx = F 1 PFDaygi(T): PFDaygy(T) . . .
l (protection layers). Designing of a safety-related
| Accident frequency; Frcers F system is based on the risk analysis and assessment
{Frcersincluding CCF$ ™ ’ to determine required safety-integrity level (SIL),
Figure 9.Including common cause and dependent which is then verified in the probabilistic modein
failures in probabilistic modelling of two E/E/PE process. It is important to include in probabibsti
systems for low demand applications models potential dependencies between events

representing equipment failures and/or human errors

[3], [4]. [20], [23], [25], [26].

Ft' ure 10 shows typical layers of protection of in
azardous industrial plant. A  simplified

methodology for preliminary risk analysis and

safety-related decision-making is the layer of

protection analysis (LOPA) methodology [22].

where =)

F is the demand rate (frequency);

PFD.gi(T) is the average probability of system #1
failure on demand;

PFD.yAT) is the average probability of system #2
failure on demand;

Fxccrs IS the accident scenario frequency when
causes and systems are dependent.

Thus, when potential dependencies are included in
the probabilistic model a relation between risk
measures will b&Rccrs > R, and in cases of higher Figure 10.Typical protection layers in hazardous
safety integrityRiccrs>> R« industrial installation

The frequency of given accident scendfids to be
evaluated when causes and systems are assumed
be independent from the following formula

F, =F [PDF,,(T) CPDF, , (T) < F,eere (19)

e —————————— e —

1. Installation /
PROCESS

B —

~— e

5.3. Softwar e safety integrity levels According to the LOPA guidance [22] the protection
) ) _ layer (PL) should be:

Due to wide range of necessary risk reductions thal - effectivein preventing the consequence when it

the safety-related systems have to achieve, it is fynctions as designed,

useful to have available a number of safety intggri
levels as a means of satisfying the safety intggrit
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- independentof the initiating event and the A,=0.14 for MD, 3, =0.5 for HD andB;=1 for
components of any other PL already claimed forCD.
the same scenario, This dependency model is explaied on an example of

- auditable i.e. its effectiveness in terms of two dependent events of human errors: A (previous)
consequence prevention and probability of failureand B (consecutive). The probability to make the
on demand (PFD) has to be capable of validatiorerror A and error B (potentially dependent) is
(by documentation, review, testing, etc.). evaluated as follows:

An active PL generally comprises: a sensor of some

type (instrument, mechanical, or human), a decision P(A(N B)=P(A)P(B|A)

making element (logic solver, relay, spring, human, - _
etc.), and an action element (automatic, mechanical PIALA. + (1= 5,)P(B)] (20)
or human). As it was mentioned the analysis of =@-B,)Q.Qs + B,Q4

potential CCFs within E/E/PE S-RS should be

carried out in the designing process. The possibili where:

of dependent failures between the protection layer®(A) = Q. and P(B) = Qs are probabilities of
should be also carefully considered. relevant failure events. F¢k; = 0 (independence of
Figure 11 illustrates potentially dependent three events/errors) the result B(AN B)=Q,Q,, but for
protection layers (PLs): 2, 3 and 4 shown inﬁ4 =1 (complete dependence of failures)
Figure 1Q These layers include: P(ANB)=Q,.

- PL1 —basic process control systBPCS), . :
- PL2 — humanOPERATOR, who supervises the Determining the dependency type, e.g. HD, is based
: pn the task analysis of human operators in therabnt

process and intervene in cases of abnormal . / . . ) o
situations or during emergencies that arefo0m [2.6] mcludln_g diagnosing an_d acting with time
indicated by an alarm system constrains according to procedurégy(re 11).

- PL3- safety instrumented s’yste(SIS), which The hur_nan error probabilitg(A) or P(B) above are
can perform a function oémergency shutdown named in THERP [4] and SPAR-H [24] methods the
(ESD) human error probability (HEP). The HEP depend on

An i tant t of h | t is thevarious fa(;tors. .

hSrr:zrar:ﬁg;;gmpiﬁ;er?aczu(cHSBomp eX system 1s eThe HEP is evaluated when the human failure event

' is placed into the probabilistic model structure e

77777777777777777777 system. In the HRA performed within PSA only
1 | : 1 more important human failure events are considered
PL1 <:> PL2 @ PL3 [17]. Then, the abnormal situation context and
AN related performance shaping factorBSF$ are
S & ; identified and evaluated according to rules of give
L --»>as/pss+ =~ HRA method. As the result a particular value of HEP

is evaluated.

Different approaches are used for evaluating HEP
with regard to PSFs, e.g. assuming alinear
relationship for each identifieBSkK and its weight
Wi, with constank for the model calibration

Hazardous industrial installation / process

Figure 11.Operator and alarm system / decision
support system (AS/DSS) as components of
rotection layers
protection 1ay HEP = NHEPY. w, PSF. + 21)

k
Treating of dependent failure events in human
reliability analysis (HRA) [4, 17, 26] has been o nonlinear relationship used in the SPAR-H

outlined below. method for higher values of more import@8Fs
The THERP technique [4, 23] offers a dependency

model for potential human failure events to be NHEPIPSE .

considered in complex situations distinguishing: ZD HEP= ComposTe (22)
- zero dependence, LD - low dependence, MD - NHEP(PSE, pose=1) +1

moderate dependence, HD - high dependence, and

CD - complete dependence. where

In the monograph [17] this model was modified NHEP is the nominal HEP; th&lHEP equals 0.01
introducing the dependeng-factor equivalent to for diagnosis, andNHEP equals 0.001 for action
[Bfactor described above. Th&-factor have values [26].

as follows: g4=0 for ZD, 4=0.05 for LD,
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In the method SPAR-H eight factors are evaluatedbehavior [4], [17], [23]. The task steps level bifst

1. Available time; 2. Stress/Stressors; 3. Complexi analysis specifies critical details that may be
4. Experience/Training; 5. Procedures; 6. associated with each task activities.
Ergonomics/HMI; 7. Fitness for Duty and 8. Work To achieve consecutive goals the operators use
Processes. a procedure from a set of predefined procedures
If all PSF ratings are nominal, then tbeagnosis developed for some categories of transients,
Failure Probability = 10%, otherwise, the Diagnosis abnormalites and emergency situations. The

Failure Probability is: 1.0E-2 xMp; for Available
Time) x (Mp, for Stress/Stressors) xMps for
Complexity) x Mp4 for Experience/Training) XMps
for Procedures) xMps for Ergonomics/HMI) x Mp;
for Fitness for Duty) x Nlpg for Work Processes),
whereMp; is multiplier ofi-th factor for diagnosis.

If all PSF ratings are nominal, then thction
Failure Probability = 103, Otherwise, the Action
Failure Probability is: 1.0E-3 xMa; for Available
Time) x (Ma, for Stress/Stressors) xMgs for
Complexity) x Ma4 for Experience/Training) xMas
for Procedures) xMae for Ergonomics/HMI) x a7
for Fitness for Duty) x Nlag for Processes), where
Ma; is multiplier ofi-th factor for action.

structure of a function based display using task
analysis results and function decomposition is show
in Figure 12,

A few goals can be extracted from the procedurd, an
these goals can be broken into more detail funstion
These functions can be then decomposed into tasks.
Thus this figure shows the display design moded of
function based display distinguishing three lewals
pages: | - for function (a page with concise
information), Il - for sub-functions and Ill — féasks
consisting of more detailed information.

The task requirements and sequence information are
significant inputs in procedure development. Intfac
draft procedures can be written directly from thskt

The values oMp; and My have been evaluated by analysis, especially when new tasks are issued from
experts taking into account own experience andfunction allocation [8], [9].
comparative assessment of results obtained from

other HRA methods [4], [26]. Procedure
It is worth to mentioned that the highest values of ? Goal 1 (TD 20 Goal2 & ? Goal 3 ?
Mpi and M, on the level of 50 can be assigned to l T |
factors: 5. ProceduresN¢t availablé and 6. —1  Fit [ Fap [ (Fad |
Ergonomics/HMI  Missing/Misleading In  such o I o ___ »
cases to calculate relevant HEP the formula (22) | L,;{,S%,xl,,g L,,{:Q'fﬁi,vl,,,‘ L__{SFsd 1o
must be used instead of multiplying Mf; or M as Lo N
: - Cort {Tad i {Ta} P {Tau Y
it was explalned above. T ‘,,,,,,,,,,,,i:::: ”””””” L
The evaluations of factors: 5.Procedures and | ‘(o] (orc}{(oic) (oic) (orc)i -2t
6. Ergonomics/HMI, are based on careful analysis of | L g \Pagesll |
solutions proposed with regard to hierarchy of goal i g 77;;;;3’[';"
activities i ‘ .

functions, tasks and human operator
including functions (F), sub-functions (SF) andk&as

(T) in a HSI design model with relevant levels of Figure 12. Functions (F), sub-functions (SF) and

display/control (D/C) page$igure 12). The HRA is

tasks (T) based HSI design model with three levels

performed in designing process of Instrumentationof display/control (D/C) pages

and Control (I&C) systems and HSI of particular

hazardous plant [8], [9].

Due to importance of the problem of assessing HEP

Depending on the complexity of the tasks orfor emergency situations considered in the safety
function, there can be many levels. The high levelanalysis and evaluating correctly the frequency of
function is broken into sub-functions. The sub- accident scenarios and related risk levels theareke
functions can be broken into tasks. The tasks ean bworks have been undertaken to include issues of
broken into task steps. The steps can be furthehuman factors in the context of functional safety
broken into activities. Activities are the loweswvél  analysis [1], [15], [17], [18], [19], [20].

of analysis and describe behaviors such asfhey are aimed at the development of a methodology
monitoring the temperature or pressure [8], [9]. and software tool consisting of probabilistic madel
Tasks in a sequence tend to cycle through relevamnd relevant data/knowledge bases (KBs) with regard
categories, although well-designed and skillfully to computer supported assessments of human factors
performed tasks do not necessarily show distincin performing HRA (human reliability analysis) and
categories. The benefit of this framework is that i evaluating HEPs with regard to potential
directs the analyst's attention to the necessarglependencies.  The  methodology  includes
components of deliberate, rule based (i.e. progdur aframework for uncertainty assessment in risk
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informed decision making [6], [14], [20] and quglit management of programmable control and protection

aspects in developing safety-related advisorysystems in industrial hazardous installations.
software [10].
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