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The article presents results of a survey concerning Information Security Man-
agement Systems (ISMS), which was conducted in Marshal Offices between  
December 2012 and April 2013. Survey questionnaires were sent to all sixteen Mar-
shal Offices in Poland. The aim of the research was identifying in which government  
offices information security management systems are implemented, according to 
which standards are developed and certified and gathering information about factors 
facilitate the implementation of the ISMS, problems encountered in the implementa-
tion of this system and documentation concerning information security. 
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1. Introduction 

Managing information safety and security [2], [4], [7], [9],[10], [11], [16] in 
all kinds of organizations is a big challenge for contemporary organizations and 
institutions. 

Information Security Management System (ISMS) is defined in ISO/IEC 
27000 standard as part of the overall management system, based on a business risk 
approach, to establish, implement, operate, monitor, review, maintain and improve 
information security (see: 2.23. in [5]). According to the standard scope, the stand-
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ard 27k family is applicable to all types of organization (e.g. commercial enterpris-
es, government agencies, non-profit organizations). In the field of research con-
cerns the marshal offices [18]. 

Particularly interesting, from the point of view of research, a group of organi-
zations that decide to implement the ISMS are public administration offices.  
First and foremost – as opposed to individual commercial organizations all are 
forced to various contacts with the administration, and so information security in 
offices corresponds directly to the security of citizens. Secondly, the government 
offices have a strictly defined scope of its tasks and competencies, so it is easy to 
conduct a comparative analysis on information security management in different 
offices, the role of the "specifics" so important in commercial organizations is min-
imum in offices [1], [8], [15]. Thirdly, finally – last but not least – offices, in ac-
cordance with the principles of the access to public information, are particularly 
convenient research material, and although the practice shows that the tendency to 
hide information is present among the workers of offices, however, the responsive-
ness of research organizational units of public administration is definitely higher 
than in the case of commercial organizations.

2. Aim of the research 

The research had primarily cognitive objective, that was (apart from identify-
ing in which government offices are implemented information security manage-
ment systems, according to which standards are developed and certified) answer 
the following questions: the reasons why respondents did decide (or not) to imple-
ment and certification of ISMS, how long it took to implement the ISMS, identify 
problems encountered in the implementation of this system, whether they could 
count on the support of the state administration bodies, which factors facilitate the 
implementation of the ISMS, which the operations relating to the operation of the 
ISMS have the most problems, what documentation concerning information securi-
ty has been implemented in these units, together with the brief overview of the 
application, whether the administrator of information security has been appointed, 
and how often safety reviews has been conducted.  

The survey is a part of our investigations concerning selected aspects of  
cybersecurity in government organizations in Poland [12]. 

3. Method of the research 

The research was conducted using a survey questionnaire. For all marshal of-
fices a letter asking for help in the implementation of a scientific study by complet-
ing a questionnaire was sent. The content of the letter was posted a link to the ques-
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tionnaire in electronic form, which is located on a server google.com. The annex to 
the letter with a questionnaire in Microsoft Word file was also sent. In the course of 
the research numerous telephone and e-mail contacts with officials was conducted. 

Obtained 13 positive responses. The Office of the Marshal of Podlaskie Voi-
vodeship sent written notice of the lack of interest to participate in the survey, two 
offices (The Office of the Marshal of Lower Silesia Voivodeship and the Office of 
the Marshal of Kuyavian-Pomeranian Voivodeship), despite numerous telephone 
and email communications from investigator, did not submit any response. 

4. Results of the research 

Among the 13 marshal offices, in nine the information security management 
system is implemented. In the four offices (The Office of the Marshal of Lublin 
Voivodeship, The Office of the Marshal of Łód� Voivodeship, The Office of the 
Marshal of Silesian Voivodeship, The Office of the Marshal of �wi�tokrzyskie 
Voivodeship), such a system does not work and in the past had not been attempts to 
implement it (see Figure 1). 

Figure 1. Information security management systems in Marshal Offices  
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The reasons, why the officials did not take such action, include: lack of funds, 
lack of time and lack of sufficient knowledge. The reason, why the Marshal Office 
of the Silesian Voivodeship, was not implemented ISMS is implementation of par-
tial solutions in the field of safety management, which in the opinion of officials 
are now sufficient due to the nature of the Office.

Seven of the nine implemented Information Security Management Systems – 
were developed by the recommendations of the standards, including five offices 
were using PN-ISO/IEC 17799, and two offices ISO/IEC 27002. Detailed answers 
to the survey questions in this area are presented in Table 1. 

Table 1. Development and certification of information security management systems 

Voivodeship, in which is the 
Marshal Office 

The system 
developed by the 

recommendations of 
the standards  

The system 
developed by the 

recommendations of 
the standards 

The system certified 
compliant with the 

standard 

Lubusz Voivodeship Yes ISO/IEC 27002 PN-ISO/IEC 27001 

Lesser Poland Voivodeship Yes ISO/IEC 27002 PN-ISO/IEC 27001 

Masovian Voivodeship Yes PN-ISO/IEC 17799 PN-ISO/IEC 27001 

Opole Voivodeship Yes PN-ISO/IEC 17799 - 

Subcarpathian Voivodeship No - - 

Pomeranian Voivodeship Yes PN-ISO/IEC 17799 - 

Warmian-Masurian Voivodeship Yes PN-ISO/IEC 17799 -

Greater Poland Voivodeship No - - 

West Pomeranian Voivodeship Yes PN-ISO/IEC 17799 - 

Only in three offices decided to certify the information security management 
system according to PN-ISO/IEC 27001. 

In offices where decided not to certify the ISMS, indicated the following rea-
sons for not taking such action: 

• certification does not affect the quality of the information security man-
agement (3 answers), 

• it is a time-consuming project (2 answers), 
• it is an expensive proposition (2 answers). 

Respondents from all offices which certify the ISMS said they had decided on this 
because certification has an impact on the quality of information security manage-
ment. Also examined the ISMS implementation time. Accordingly, the three offic-
es have identified it as belonging to the range of 6-12 months, one  – 12-18 months 
and four for more than two years. 

For the success factors and problems with the implementation of the ISMS [1] 
respondents indicated respectively, as a source of problems: lack of use of formal 
methods of implementation of the system (4 answers), lack of substantive prepara-
tion workers (3 answers), too extensive documentation (3 answers), insufficient 
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financial resources (3 answers), lack of experience of the certification body  
(1 answer). 

Only three offices of the nine implementing an Information Security Man-
agement System [3] were able to count on the support of the state administration 
bodies. The stages in which the aid was granted: the establishment information 
security management system (2 answers), implementation and operation of infor-
mation security management system (1 answer), monitoring and review of infor-
mation security management system (2 answers), maintaining and improving  
information security management system (1 answer), no aid (6 answers). 

Only one of the officials showed what this aid consists of: 
• The Internal Security Agency and the Inspector General for the Protection 

of Personal Data supports employees of public administration in the estab-
lishment of information security management systems, 

• Training own officers and employees, participated in training sessions and 
conferences organized by other entities, 

• Advice and current aid, 
• Portals of programs in support the workers on security, guides, explana-

tions, and above all, the database of current legislation and guidelines, 
• Visits, audits, inspection, accreditation, certification, etc’. 

In another question, the officials indicated which of these factors facilitate the  
implementation of Information Security Management System. Evaluation factors 
are shown in Figure 2. 

F���� ��  Evaluation of factors that facilitate the implementation of the ISMS  
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High rating factors: employees awareness of the need to ensure the security of 
information and involvement of the top management is was highlighted by the 
comments of an official: ‘The commitment and staff awareness of information 
security requirements is crucial for the proper functioning of the system. This is 
achieved by, among others, properly implement the planned course of internal and 
external training, internal controls, etc. 

According to officials, the implementation of Information Security Manage-
ment System has a positive effect on the unit, especially can increase the level the 
information security, raising the employees awareness of information security 
management, is necessary and beneficial. The three officials also indicated that it is 
an expensive venture (Figure 3). 

F���� �� Opinion on the ISMS implementation  

Respondents also indicated the steps on the operation of the Information  
Security Management System, which have the most problems. The results are 
shown in Figure 4.  

One official also indicated a problem with ‘too frequent regulatory changes 
and changes in the organizational and staffing (though this is inevitable and should 
be taken them continuously into account)’. This comment, however, should  
be included under question concerning problems with the implementation of  
the system.  
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F���� ��  Actions on the operation of the ISMS, which officials have the most problems  

Another survey questions focused on conducting documentation. Among the 
13 surveyed offices, 12 have developed and implemented an information security 
policy that contains the policy of protection of personal data in accordance with the 
requirements of the Law on the Protection of Personal Data [18], [13], [17] and the 
one of the offices (The Marshal Office of Subcarpathian Voivodeship) has only a 
policy of protection of personal data in accordance with the requirements of the 
Law on the Protection of Personal Data [19]. Table 2 presents the characteristics of 
each document. 

Also in each of the 13 units are conducted the security reviews. The frequency 
of these inspections is shown in Figure 5. 

In all of the 13 offices the information security administrators were estab-
lished and  training for employees of the implemented information security policy / 
protection of personal data policy were conducted. 
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Table 2. Characteristics of information security documentation in Marshal Offices 
Voivodeship, in which 
is the Marshal Office 

Structure 
Approximate 

number of pages 
Last updated 

Disclosure of 
document 

Lublin Voivodeship 
the main document 
with attachments 

102 2012-07-03 
Only some parts 
of the document  

Lubusz Voivodeship 
the main document 
with attachments 

67 2011-08-16 Yes 

Łód� Voivodeship 
the main document 
with attachments 

81 2012-06-14 Yes 

Lesser Poland 
Voivodeship 

the main document 
with attachments 

50 2012-10-30 
Only some parts 
of the document 

Masovian Voivodeship 
the main document 
with attachments 

200 
2011-12-28 

currently being 
updated 

Only some parts 
of the document  

Opole Voivodeship 
the main document 
with attachments 

62 2011-06-30 Yes 

Subcarpathian 
Voivodeship 

the main document 
with attachments 

43 2012-04-30 Yes 

Pomeranian 
Voivodeship 

the main document 
with attachments 

140 2012-04-10 Yes 

Silesian Voivodeship 
the main document 
with attachments 

110 2012-10 
Only some parts 
of the document  

�wi�tokrzyskie 
Voivodeship 

the main document 
with attachments 

126 
currently being 

updated 
Yes 

Warmian-Masurian 
Voivodeship 

the main document 
with attachments 

68 2011-11-21 
Only some parts 
of the document  

Greater Poland 
Voivodeship 

the main document 
with attachments 

105 
2009-08-05 

currently being 
updated 

Yes 

West Pomeranian 
Voivodeship 

the separate 
procedures and 

instructions 
about  120 2013-02-22 Yes 

F���� �� Frequency of the security reviews 
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5. Conclusion 

On the basis on the results of the research it can be concluded, that the issues 
related to information security are known for officers, especially in the field of 
personal data protection. All offices have examined the relevant documentation,  
in each unit the information security administrator was appointed, all units have 
adequate physical security of access to information and appropriate security sys-
tems. Therefore officials are performing tasks in field of personal data protection 
[14], [19]. 

In 9 offices, from 13 participating in the research, was implemented infor-
mation security management systems. The main reasons for which other entities 
involved in the study did not implement such a system are: lack of funds, lack of 
sufficient knowledge and lack of time. The first two mentioned tend to be under-
stood. Typically, any action aimed at improving a process at the office, are not 
made because of the limited budget, or lack of proper training. The last reason is 
due to poor organization of work and lack of willingness to take on new tasks by 
the officials. 

Based on the responses obtained from the offices in which the information  
security management systems is implemented, key success factors have been iden-
tified to implement the ISMS. These include: employees awareness of the need to 
ensure the security of information, involvement of the top management, definition 
of specific requirements for the system, substantive preparation workers. 

Therefore, in order to achieve the successful implementation of an ISMS it is 
necessary to continue raising awareness for employees of all levels of the organiza-
tion and their respective substantive preparation. This can be achieved through the 
participation of officials in various training courses in the field of information secu-
rity. In addition, the subject matter should be addressed in different conferences, 
involving representatives of the public administration. 

Actions on the operation of the ISMS, which officers have the most problems 
are: taking actions related to the improvement of the system and conducting the 
procedures for monitoring and maintenance of information security. Only a few 
offices can count on the support of government units in undertaking activities relat-
ed to the implementation of the ISMS. It is worth noting the answer to the question 
on the frequency of ISMS review, which acted as a control question in the survey. 
Review is an activity undertaken to determine the suitability, adequacy and effec-
tiveness of the subject matter to achieve established objectives (see: 3.8.2.2. in [6]) 
(in this case: ISMS) and can be carried out every few months or in the event of 
need, but it is impossible to review ISMS which has dozens of pages documenta-
tion every week or even every day. 

Officials also indicate problems they encountered during the implementation 
of ISMS. In addition to the questionnaire (lack of use of formal methods of imple-



1��

mentation of the system, insufficient financial resources, too extensive documenta-
tion, lack of substantive preparation workers) also drew attention to the problems 
of the legal and organizational nature. The first is a result of frequent changes  
in rules on information security and inconsistencies of these provisions during  
the period of change. The second - the frequent organizational changes in person-
nel offices. 
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