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On-chip Current-Mode Approach to Thwart
CPA Attacks in CMOS Nanometer Technology

Davide Bellizia, Giuseppe Scotti, and Alessandro Trifiletti

Abstract—The protection of information that reside in smart
devices like IoT nodes is becoming one of the main concern in
modern design. The possibility to mount a non-invasive attack
with no expensive equipment, such as a Power Analysis Attack
(PAA), remarks the needs of countermeasures that aims to thwart
attacks exploiting power consumption. In addition to that,
designers have to deal with demanding requirements, since those
smart devices require stringent area and energy constraints. In
this work, a novel analog-level approach to counteract PAA is
presented, taking benefits of the current-mode approach. The
kernel of this approach is that the information leakage exploited
in a PAA is leaked through current absorption of a cryptographic
device. Thanks to an on-chip measuring of the current absorbed
by the cryptographic logic, it is possible to generate an error
signal. Throughout a current-mode feedback mechanism, the
data-dependent component of the overall consumption can be
compensated, making the energy requirement constant at any
cycle and thwarting the possibility to recover sensible information.
Two possible implementations of the proposed approach are
presented in this work and their effectiveness has been evaluated
using a 40nm CMOS design library. The proposed approach is
able to increase the Measurements to Disclosure (MTD) of at least
three orders of magnitude, comparing to the unprotected
implementation. It has to be pointed out that the on-chip current-
mode suppressor, based on the proposed approach, is able to
provide a very good security performance, while requiring a very
small overhead in terms of silicon area (x1.007) and power
consumption (x1.07).

Index Terms—IloT, Power Analysis Attacks, smart card, CPA,
current-mode, Side Channel Analysis, CMOS, Cryptography,
PRESENT.

[. INTRODUCTION

HE protection of sensible data is one of the main concerns

in most recent applications. Several secured devices
(e.g smartphones, smart-card, etc.) are frequently used to
exchange private informations, such as ID and bank account
credentials. Given the benefit of the newest technology, in
addition to the “More Than Moore” approach to the design of
electronic devices, the Internet of Things (IoT) paradigm had
an incredible growth, since its first appearance during the 1998.
IoT allows to interconnect several “smart devices” or “nodes”,
in order to collect real-world data and thanks to network
connectivity. Typically, this intelligent networks are based on
the identification of smart devices, and the exchanged data are
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actually private and sensible (such as in medical and healthcare
applications). It is clear that data stream has to be protected, in
order to avoid the possibility to be hijacked or sniffed [1][3].

A Side-channel Attack (SCA) is a class of procedures that
have the aim to recover sensible information, such as the secret
key, from cryptographic devices, by exploiting the information
that is leaked by the implementation itself, while the algorithm
is executed [1]. The feasibility of a SCA, demonstrated in 1999
by Kocher et al, represents a critical issue for secure
application, due to its simplicity. In fact, not expensive
equipment is required to perform a successful attack, which
outlines the needs of countermeasures. Many physical
emissions can be wused as leakage source, such as
electromagnetic emission [5], execution time [1] and power
consumption [6]. Power Analysis Attacks (PAAs) are the most
used methodologies in SCA, and it exploits the power
consumption of cryptographic devices as side-channel [6].
Thanks to PAA, it is possible to relate the power consumption
of a CMOS logic to the processed data. Then by means of
statistical distinguishers, the input of a digital gate can be
recovered by monitoring its power consumption. Well known
procedures to perform a PA are Differential Power Analysis
(DPA) [6] and Correlation Power Analysis (CPA) [7]. They
make use of the data-dependent component of dynamic
consumption of a cryptographic device to exploit sensible
information. With the help of a proper leakage model and a
statistical distinguisher, the secret key can be recovered. The
possibility to use the static power consumption of cryptographic
circuits as an additional side channel has been analyzed in [8],
[9] and [10].

In literature, several countermeasures have been proposed at
each level of abstraction to counteract attacks to dynamic power
consumption. System-level techniques have the purpose of
preventing the physical observation of the power consumption,
and aim to de-correlate the consumption from the processed
data. At gate-level, many countermeasure can be implemented
by using both standard cell and full custom design. Widely used
gate level countermeasures use Dual-Rail Pre-charged Logic
(DPL) styles, such as Wave Dynamic Differential Logic
(WDDL) [11], Sense Amplifier Based Logic (SABL) [12] and
Masked DPL (MDPL) [13]. They aim to balance the difference
in dynamic power consumption between 0—1 and 1—0 output
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transition, providing both transitions at each clock cycle, by
using differential signaling. Differential signaling requires
special attention to get the capacitive load on each wire of an
interconnection matched, because the balancing in power
consumption depends on the pairwise balancing of the
capacitive parasitics of complementary wires. To overcome this
challenge, Delay-based Differential Pre-charge Logic (DDPL)
has been proposed in [14]. DDPL uses a different data
encoding; it is based on TEL (Time Enclosed Logic) encoding
[15], which relies on the data encoding in the time domain
instead on the differential logic level domain.

Analog, circuit level approaches can be used to develop
countermeasures able to prevent information leakage through
the observation of the dynamic power consumption of a
cryptographic implementation. As well as many full custom
DPL styles, on-chip analog countermeasures cannot be directly
implemented on FPGA platform, because of the presence of
non-digital (standard-cell) sub-blocks. In [16], the authors have
proposed an on-chip current equalizer based on switched
capacitor circuits. Thanks to the use of controlled decoupling
stages, the cryptographic engine is not directly powered by the
main Vpp pad. A precise sequence of charge-supply-discharge
of the switching capacitor array is used to provide energy to the
secure core, in order to hide the real consumption to the
malicious attacker. Based on similar concepts, in [17], a three
layers decoupling circuit provides energy to the target
implementation, to flatten the power consumption, and uses
CMOS switches and CMOS capacitors. Each gate of the
cryptographic device is protected by the proposed decoupling
cells. In [18], a different approach is used. Using a feedback
loop approach, a dynamic current correction scheme suppresses
differences in dynamic power consumption related to different
processed data. Instantaneous current drawn by the
cryptographic engine is sensed using a voltage mode approach,
and then, the proper current is shunted from the main power
supply, in order to maintain the total current constant. Hence,
the observable power consumption is approximately flat and
unrelated to processed data.

In this paper, we propose a novel analog-level approach to
counteract CPA attacks exploiting dynamic power
consumption. The novel approach is based on a current-mode
suppression scheme. The proposed approach is intended to be a
compact and power-aware solution, in order to make it suitable
for ultraconstrained IoT devices. The paper is organized as
follows. Section II briefly presents the background of the DPA
and CPA. Section III outlines the proposed scheme, as building
block for secure applications. Section IV discusses the
application of the proposed circuit for the protection of the
single gates or of cryptographic sub-blocks. Section V
highlights the results of simulated attacks on the unprotected
and protected implementation of PRESENT-80 algorithm. In
Section VI, an improved version of the building block presented
in  Section III is presented, providing an efficient
countermeasure with a smaller area and power overhead. In
Section VII, a simulated attack on a 40nm CMOS
implementation of the entire PRESENT-80 block cipher
protected by the improved current-mode suppressor circuit.

II. BACKGROUND OF CPA/DPA ATTACK

The aim of PA is to recover the secret key of a device by
monitoring and analyzing its power consumption during the
execution of the cryptographic algorithm. Each PA attack
procedure requires the use of a specific power model of the
device, as a prediction of the real power consumption, by
targeting a certain operation of the algorithm. Then, a
comparison between actual consumption and power model is
executed by using the proper statistical distinguisher.

The dynamic power consumption of a CMOS circuit, which
can be used as side-channel, can be expressed by the sum of two
main components [19]:

den = By + P (1)

where Py, is the switching power and Pi. is the short-circuit
power. They have the following expressions:

Poy =Vip CLofra )
Psc = Vpp " Ipear * tsc " f 3)

In a simple gate as the CMOS inverter, we can see 1—0 and
0—1 output transitions have two different power consumptions.
During 1—0 transition, the C; is discharged internally and only
short-circuit power is consumed. In 0—1 transition the total
power consumption is larger because not only short-power is
consumed, but also C; must be charged, and it requires current
from the power supply. This simple consideration is typical of
CMOS gates, and the attacker can use this difference to recover
sensible information.

In DPA attacks [6] the attacker chooses a single bit of a word
processed by the device. Then the attacker divides the collected
set into two sets according to the value of the chosen bit. In this
case, the power model is the simple bit value. The guess on the
correct key is obtained by using the difference of means test as
statistical distinguisher. Highest is the difference of means for
a certain key hypothesis at sample j, highest is the correlation
between the power model and the actual measurements. If we
consider the binary matrix H, with n rows and K columns, as
the power model matrix related to the target bit for each key
hypothesis, and 7 the power measurements set for » plaintexts,
each composed by N samples, we compute the difference of
means for key hypothesis £; as:

Y= b tlj] 1=1(1 = hyp) -t [j]
Ropailil = R 4
opailJ 1=1 hui 1=1(1 = hy) )

with j=1,2,...N and i=1,2,...K. Equation (4) can be written as:
Rppailil = My [j1 — My [j] (5)

The key hypothesis k" which maximizes the difference of
means is chosen as guessed key.

k* = argmax;{|Rppa,l} (©)
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In CPA attacks [7] the attacker chooses a word processed by
the device, and not a single bit like in DPA attacks. For each
key hypothesis, the hypothetical word value is computed and a
matrix V of size nXK, where n is the number of queries and K
is the cardinality of the sub-key space, is created. Usually, for
the hypothetic power consumption model, the Hamming Weight
(HW) or the Hamming Distance (HD) are very common to
model the power consumption in CMOS logics. In bit-slice or
memory-based architectures, these simple models can fit very
well the real consumption. HW/HD models make a strong
assumption on the power consumption of a multi-bit structure:
the power consumption related to every bit contributes to total
power consumption equally. The matrix / is used to compute
the hypothetical power consumption matrix H, which has the
same size of V, following the chosen power model.

H=f) (N
The matrix H is then compared with the power traces set 7,

by using the Pearson’s correlation coefficient as statistical
distinguisher:

Z?:l(hl,i - Ei) : (tl Ul - m)
JE (g = R Sl T

RCPA,i[i] =

®)

The matrix Rcpy has size KXN. The key hypothesis &* which
maximizes the correlation coefficient is chosen as guessed key.

k* = argmax;{|Rcpa;|} ©)

III. ON-CHIP CURRENT EQUALIZER

In literature, several voltage mode analog countermeasures
have been proposed [18], [20]. To the best of our knowledge,
the proposed design is the first analog countermeasure based on
a current mode approach. The current mode approach is widely
used in many electronic applications, such as AD/DA
converters, analog filters, etc., due to its compactness and
speed.

The idea behind our approach is to set the same current drawn
at each clock edge, in order to reduce the variability due to
different input patterns.

As we have said before, during the active edge of the clock,
standard CMOS gates in a data-path perform output transitions
and a certain current is drawn from the supply line. During the
active clock edge, the current equalizer senses the current
drawn by the logic and compares it with a reference current. If
for the specific input pattern the current drawn is less than the
reference current, the current equalizer circuits shunts an extra
current from the supply line, in order to hide to the attacker the
real consumption of the logic below. At each clock cycle, the
same current is drawn and the power consumption is ideally
constant. A block scheme that is able to implement our
approach is shown in Fig. 1.
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Fig. 1. Block scheme of the current equalizer.

A linearized and simplified model of the current equalizer is
shown in Fig. 2. We can express the relationship between I7or
(total current) and /rgr (reference current) as function of I;o6ic
(current drawn by the logic):

RoGy

Iror = IREFHT+ ILOGICHT (10)
obum oGy

(11)

Iror = Ising + ILOGICHT
oGy

Ifthe loop gain Ry Gy, > 1, the output of the current equalizer
is expressed by:

Iror () = Logic () + Ising () = Irpr (12)
where 1 ocic is the data-dependent component and provides
energy to the logic, and Ignk is the current that is drawn by the
equalizer to reach Izer, which is constant. As we can see in Fig.
1-2, the current equalizer is a feedback loop. The input of the
feedback loop is the current /rzr and the output is /ror, while
Isivk 1s the correction. The Current Comparison block compares
Iror with the reference current /zgr, and produces a voltage
signal, driving the Controlled Current Sink, which acts as a
transconductance Gy and equalize the total current drawn by
the system. The current [ ocic can be considered as a
disturbance for I7or, and it has to be rejected. Since the
reference current /ggr is constant, the Igyg current has to
dynamically correct the variability of Irocic due to data-
dependency.

Liet Ry -

Fig. 2. Simplified and linearized model of the current equalizer.
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In Fig. 3, a circuit implementation of the current equalizer is
shown. As we can see, M;-M; senses the current 707, and
implement a current mirror with M,. M3-My permits to invert
the sign of the current and scales down its magnitude, in order
to reduce the power consumption overhead. The reduction ratio
of the sensed current can be set by properly designing the aspect
ratio of the current mirror M3-My. Transistor Ms is the reference
generator. The control voltage V. activates Ms during the
edge of the clock. During this short interval, Ms is in saturation
region and /ggr is drawn from Vpp. At the drain node of Ms, the
difference between the drain current of Ms and M4 produces a
voltage swing on the total equivalent resistance Ry at the node.
This voltage swing drives Mg, to shunt the /i« required to
nullify the error current of the loop.
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Fig. 3. Circuit implementation of the proposed current equalizer.

o

In order to provide enough power supply to the logic, it is
necessary to use a cascode configuration of the input of the
current mirror M, 7. Thanks to the presence of My, a low
voltage drop is reached between Vpp and Vpp in, due to the low
impedance provided by the cascode current mirror.

Vime signal has to be generated from the clock signal. To
reduce power consumption overhead, the correction on the
current drawn by the logic is performed only around the active
edge of the clock. In Fig. 4, Vi, signal generator circuit is
shown. A D flip-flop is used to get a clock signal at half of the
frequency of the global clock. The delay element is obtained
with a starved inverter [21]. The delay A can be set with the
control voltage of the starved inverter, and allows to designers
to choose the width of the pulse of V. Using Ve instead of
a constant reference permits to prevent a static power
dissipation when the logic net is not switching. A timing
diagram of the V. signal is depicted in Fig. 5.
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Fig. 4. Circuit implementation of the V. signal. The delay element
is implemented with a starved inverter.
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Fig. 5. Timing diagram of the V. signal.

IV. EVALUATION ON LOGIC GATES

To demonstrate the effectiveness of the proposed current-
mode approach to thwart CPA attacks, basic combinational
gates have been studied, and the power variability due to data-
dependency has been analyzed using the on-chip current
equalizer shown in Fig. 3.

For this reason, adopted metrics have to measure the power-
balancing ability. Higher is the dispersion of the power over the
input space, weaker to DPA is the implementation. To measure
this dispersion, the energy per cycle is widely used as reference:

Tcycle
E= [ " Voplior(dde (13)
0

To have a fair comparison between different architectures,

the following metrics have been adopted in this work [12]:

e Normalized Energy Deviation (NED):

_ max(E) — min(E)

NED
max(E)

(14)

min(E) and max(E)are the minimum and the
maximum of the energy per cycles.
e Normalized Standard Deviation (NSD):

NSD = 2E
EAV

(15)

E,y and o are the average and the standard deviation

of the distribution of the energy per cycle respectively.

STMicroelectronics CMOS 40nm design library has been

used for this work. The power supply voltage for CMOS gates

is fixed at 1V, which is even the Vpp i voltage of the protected

gates. Vpp for the current equalizer is fixed at 1,2V. The clock
frequency has been set to 20MHz.

In Table I, a comparison between standard CMOS gates (a)
and standard CMOS gates protected with the proposed current
equalizer (b) is shown.

As we can see, both NED and NSD of protected gates are
10-20 times smaller respect to unprotected implementations. It
implies that the ability of the attacker to discriminate the peak
value of the current consumption is reduced. The possibility of
a successful DPA/CPA is strongly dependent on NSD value of
both combinational and sequential gates.
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TABLE L
COMPARISON OF STANDARD CMOS (A) AND CMOS WITH THE PROPOSED
CURRENT EQUALIZER (B) GATES AND FLIP-FLOP IN TERMS OF NED AND NSD.

CMOS NED NSD CMOS+CE NED NSD
NAND 0,81 0,55 NAND 0,0898 0,0373
NOR 0,80 0,58 NOR 0,0730  0,0334
NOT 0,81 0,80 NOT 0,0466  0,0255
a) b)

V. A CASE STUDY

Algorithm like PRESENT [22], SERPENT [23] and TEA
[24] are now very popular on several commercial devices,
because they offer a good mathematical security and lower
design effort compared to classic AES. For this work, we choice
a minimized version of the PRESENT algorithm, which is the
4x4 bit data-path of the regular PRESENT engine. It is
composed by a 4-bit XOR layer and one 4-bit SBOX, as shown
in Fig. 6.

ct = SBOX(pt @ key) (16)

The comparison is performed on unprotected and protected
implementation of the case study. The measurements are
collected on Cadence Virtuoso and the attack routine is
executed on Matlab. For the sake of generality, Gaussian
distributed noise is added to simulation results, to simulate a
real attack scenario [25].

The protected core has the same architecture of the
unprotected one. Each sub-block shown in Fig. 6, has its own
current equalizer, to provide local protection and filtering at
power supply node. This choice allows to reduce the needs of
large capacitor for C; and let more degrees of freedom to the
designer to customize current equalizers.

4 4
D+ SBOX

4 4

pt

ct

(o}

JPmmw‘%JPmmw

cK
Fig. 6. 4x4 bit data-path of the PRESENT engine used as case study.

To simulate a real attack scenario, Gaussian white noise has
been added to simulated power traces. In this work, 6dB of SNR
has been chosen as reference for measurements, and a
maximum of 100k traces has been used as maximum storage
capability.

To assess the capability of the proposed current equalizer to
protect a secure core from PAs, we use the Measurements Trace
to Disclosure (MTD) [26] and the Success Value Indicator
(SVI) [20], which is given by the CPA procedure. The SVI is
equal to maximum difference between the peak of the
correlation value for the correct key and the maximum peak of
the correlation coefficient for the other possibilities. Note that
the negative value of SVI represents unsuccessful attack.

SVI = max(pcr) — max(puwi) (17)

The unprotected core has been successfully attacked with 8
traces. This result has confirmed what is already known in
literature, but it is important for a good evaluation of the CMOS
architecture protected by the proposed design.

The protected core shows a robust behavior to PA. In fact,
the MTD of the protected PRESENT core is higher than 100k
power traces. All simulated experiments on this core have not
led to a successful attack, and the SVI is negative over the entire
power measurement set. This result remarks the capability of
our design to counteract a dynamic power analysis attack. Note
that the logic and registers of the two cores are the same, but in
the protected one, current equalizers allow to avoid a physical
attack that uses dynamic consumption as information leakage
source. The result of a CPA attack using the maximum storage
capability is shown in Fig. 7.

0.1 1
<
5 0 # “h--—
-4
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Fig. 7. Plots of the CPA attack on the protected 4x4 bit PRESENT crypto-core,
using on-chip current equalizers as analog-level countermeasure. Top figure
shows the correlation coefficient RCPA vs. current traces time samples. Bottom
figure shows the MTD diagram. The black solid line represents the correlation
coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.

In Table II, area and average power are shown for both
implementations. In terms of silicon area, the protected core
uses 3 times the area of the unprotected CMOS implementation,
while the power consumption is almost 9 times.

TABLE II.
COMPARISON BETWEEN UNPROTECTED AND PROTECTED IMPLEMENTATION
OF THE 4x4 BIT PRESENT CORE.

Area Pav MTD NED NSD Max SPI
[pm’]  [uW] [%] [%]  (@100k meas.)
+0,25@100
CMOS 5,02 0,83 8 40,12 15,89 ’mea@s_
-0,075@ 100k
CMOS+CE | 1534 725 >100k 7,53 2,28 meas.

As we can see, NED and NSD values are strongly reduced in
the protected implementation compared to standard CMOS, and
no successful attack is possible within the storage capability.
The improvement in security is more evident when the proposed
countermeasure is used for logic sub-blocks. The use of current
equalizers at gate-level leads to an inefficient design in terms of
area, which even limits improvements in the security level.
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Fig. 8. Power consumption of the protected PRESENT module. The second and third plot shows 7, and clock signals respectively.

VI. IMPROVED ON-CHIP CURRENT-MODE SUPPRESSOR

As we can notice from TABLE II, the required area of the
protected core using the current-equalizer in Fig. 3 is three
times compared to unprotected one. In addition to that, also the
average power overhead is x8.7. In order to make the current-
mode approach compatible with demanding requirements of
IoT devices, an improved on-chip current-mode suppressor is
also presented in this work.

The block scheme of the improved on-chip current-mode
feedback loop is shown in Fig. 9. The output current, which is
namely the total current on the current sensor’s branch, can be
expressed as sum of two components as in Eq.(10)-(12):

ITOT
AIlAIZRXGM

=lppp—m—————
REF 1 4 A;,A;1Rx Gy (18)

oo Wt ke T R Gy
1243411\ X Y M

where I7or is the total current, and /.o the current drawn by
the cryptographic processor, which is the data-dependent signal
exploited by the PAA. If the loop gain ensure the condition
A ARy Gy > 1, we have:

(19)
(20)

Iror = Igrgr

Alror(Iogic(pt, key)) = 0

ILOGIC

Iror

l.."’EEl ’ . Vv .1 +
= ERR -
-

IFB

Fig. 9. Block scheme of the improved on-chip current-mode suppressor. I ogic
is considered as a disturbance to be rejected, in order to counteract a CPA attack.

The CMOS implementation of the proposed on-chip current-
mode suppressor is depicted in Fig. 10. M;,-M, s implement a
Flipped Voltage Follower Current Sensor (FVFCS) [27], which
offers a current mirror, and a very low impedance at the drain
node of M, due to the shunt feedback provided by M». The very
low impedance helps to feed the supply voltage correctly to the
cryptographic logics, without no significant alteration of the
nominal working condition. The output current of My s, namely
Irp, 1s the sum of the current drawn by the logic /1ocic and the
correction current /corr and it is compared with the reference
current Irer. Mo, 1o provide the reference current /zzr which is not
constant, but pulsed, in order to avoid an extra static power
consumption.

In fact, CMOS digital circuits have a significant power
consumption only during the active clock edge. According to
Kirchhoff’s law, the difference current /zzg is mirrored by the
high swing current mirror M7 11,12, and it is defined as follow:

21

Igrr = Irer — Irp
= Irer — A1z " Ucorr + ILocic)
Ierr is amplified by a proper sizing of the aspect ratio of the
aforementioned high swing current mirror, and it is converted
to a voltage signal Vy through the high impedance that can be
seen at the drain of M2, which can be approximated as:

Ry = (To,117”0,129m12)//(7"o,147"o,139m13) (22)

The signal Vy is used to control the gate voltage of My, in order
to obtain /corr. If we assume the condition A;1A;, Ry Gy > 1is
satisfied, the /zgg is negligible and the Vy is set to compensate
the difference due to data-dependency of I ogic. The control
signal Vpyrse used to generate the pulsed Izzr, is generated by
means of the circuit depicted in Fig. 11. Also in this design, a
starved inverter has been used as delay element.
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Fig. 10. CMOS implementation of the improved on-chip current-mode suppressor. The protected crypto-core is fed through the suppressor circuit.
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Fig. 11. Implementation of the pulse generator, which generates the signal
VPULSE~

VII. EVALUATION OF THE IMPROVED ON-CHIP
CURRENT-MODE SUPPRESSOR

In order to better assess the effectiveness of the improved
on-chip current-mode suppressor, a complete CMOS
implementation of the PRESENT-80 block cipher [22] has been
adopted as case study, as depicted in Fig. 12. Also in this case,
a 40nm CMOS STMicroelectronics design library has been

used to implement both the suppressor and the cryptographic
core. A single on-chip suppressor has been used to protected
and feed the core, in order to save as much area and power
consumption as possible, while providing a good level of
security. Power supply voltage has been set to 1V and the clock
frequency to 20MHz. The SNR has been set to 18dB
(uncorrelated noise due to other on-chip sub-systems and
measurement equipment noise). Without loss of generality, the
target function is the most significant nibble of the output of the
SubsLayer at the first round, which can be expressed as follows:

round,1 _
Cle3,62,61,60 = SBOX(Pte3,62,61,60 23)
@ k round,1 )
€Y79,78,77,76
where ctggfé’zl%im is the intermediate result, ptgz 626160 1S the

most significant nibble of the plaintext, and keyjqsg vy 76 is the

most significant nibble of the key at round 1.

N 64
64
plaintext +
(ZE P ig 64
AddRound SubsLayer
i) Key (16xSBOX) PermLayer
key +\ — 64 64 64 64
80
80
L~ a 80
~
Ke )
Schediler [ ciphertext
80 64 64
a
~

Fig. 12. Register-Transfer Level of the complete implementation of the PRESENT-80 block cipher used as case study in Section VII.
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The CPA attack on both the protected and unprotected
implementations has shown that also in this case the sub-key
can be recovered with 16 power traces on the unprotected
implementation, with a +0.132 of SVI. The improved on-chip
current-mode suppressor provides an MTD greater than 100k
measurements, and the SVI is always negative. The SVI using
the maximum storage capability is -0.189. Results of CPA
attack on both implementations are depicted in Fig. 13-14, and
a resume is reported in Table III.

It has to be noted that also the rank of the key in the
protected implementation (bottom plot of Fig. 14) is fair distant
from first places, remarking the real effectiveness of this
improved on-chip suppressor to hide the information leakage
through dynamic power consumption. In addition to that, the
area overhead is very small compared to the on-chip current
equalizer depicted in Fig. 3 and to other CPA countermeasures,
as shown in Table IV. Also the power consumption is very
small, and it requires only +7% compared to the unprotected
implementation of the PRESENT-80.

TABLE III.
COMPARISON OF UNPROTECTED VS. PROTECTED (WITH IMPROVED ON-CHIP
SUPPRESSOR) COMPLETE PRESENT-80 CRYPTO-CORE.

Area Pav MTD NED NSD Max SPI
[hm’]  [pW] [%]  [%] (@100k meas)
Unprotected | 105,59 12.57 16 6.76 227 +0.132
Protected
(improved | 10596 1336 >100k 1.85 0.50 -0.189
suppressor)
TABLE IV.
COMPARISON BETWEEN THE OVERHEAD FACTORS FOR AREA
AND AVERAGE POWER.
Implementation Area Power
CMOS 1 1
WDDL [26] 3.1 3.7
MDPL [13] 4-5 3-7
Gornik et al.[17] =10 ~3.5
This work 3 ~8.7
_ This work 1.004 1.07
(improved vers.)

For the sake of completeness, the case study has been
analyzed within the technology process corners, in order to take
into account the presence of die to die variations and their
impact on the effectiveness of the proposed countermeasure.
CPA attacks on the PRESENT-80 with SS and FF process
corners show that the countermeasure is effective and the MTD
is greater than 100k. The SVI in the FF case is -0.068, and in
the SS case is -0.111, using the maximum storage capability.
These results demonstrate that the on-chip current equalizer is
able to counteract a CPA attack also in the presence of die to
die variations.
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Fig. 13. Plots of the CPA attack on the unprotected PRESENT-80. Top figure
shows the correlation coefficient Repa Vvs. current traces time samples. Bottom
figure shows the MTD diagram. The black solid line represents the correlation
coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.
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Fig. 14. Plots of the CPA attack on the protected PRESENT-80, using the on-
chip current-mode suppressor as analog-level countermeasure. Top figure
shows the correlation coefficient Rcpa vs. current traces time samples. Bottom
figure shows the MTD diagram. The black solid line represents the correlation
coefficient of the correct key. Grey lines are referred to the correlation
coefficient of wrong keys.

VIII. CONCLUSION

In this work, a novel, analog circuit based, approach to
counteract CPA attacks has been presented. The concept behind
the two designs presented in this paper is to hide to the
malicious attacker the actual power consumption of a
cryptographic device by compensating differences in power
consumption with an analog current-mode feedback loop. The
aim of the current-mode feedback loop is to get the same current
drawn at each clock edge in spite of the input pattern. It allows
to reduce the possibility to use the dynamic power consumption
as a source of information leakage, because of the presence of
the current equalizer sub-block.

The on-chip current equalizer allows to strongly reduce the
possibility to mount a successful attack exploiting dynamic
power. In fact, with 4x4 bit PRESENT crypto-core, the MTD is
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increased at least of three orders of magnitude. However, the
area and the power consumption overhead does not make it
suitable to be implemented in an ultraconstrained secure design,
like IoT smart device. In order to provide a suitable
implementation of the current-mode approach to counteract
CPA attacks, an improved design, namely the improved on-chip
current-mode suppressor, has been presented in this work.

By using the proposed improved on chip current suppressor,
and referring to the power consumption of the complete
implementation of the PRESENT-80 block cipher, both NED
and NSD are strongly reduced. Furthermore, simulated CPA
attacks, using additive Gaussian distributed white noise, have
been performed to evaluate the real effectiveness of the
approach in a complete implementation. The MTD has been
increased at least of three orders of magnitude, comparing the
unprotected PRESENT-80.

The improved on-chip current-mode suppressor has a very
small footprint compared the on-chip current equalizer. It
provides a x1.004 area overhead and a x1.07 power
consumption overhead. This improved on-chip suppressor is
fully suitable and implementable in secure IoT smart devices,
since it is able to meet demanding requirements of area/power
overhead, while providing a strong increase in the level of
security. It has to be considered that the presence of the on-chip
current suppressor is compliant with several others PAA
countermeasures, giving to designers the possibility to
implement nested protections throughout different abstraction
levels.
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