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Abstract

The aim of this article is to identify and discussme methodological issues that are of interestngmo
functional safety specialists and experts afterlipation of the second edition of internationalrstards 1EC
61508 and IEC 61511, including the design and impleting the safety-related functions of higher tsafe
integrity levels and protection layers. The basile rof safety-related systems is to reduce effeltiand to
control in time the individual and/or societal righth regard to its tolerable levels. These issuebide: risk
criteria, reliability data, probabilistic models sfstems operating in high and/or low mode, deperiddures,
human reliability analysis, security of programneabafety-related systems, and reducing uncertasates in
decision making process applying the cost-benetilyasis. Selected aspects of these issues aresdestand
some challenges requiring further research areatell.

1. Introduction Two categories of operation modes cab be
considered in functional safety analysis: Idy, and

(2) high or continuous [10]. A low demand mode is
often found in the process industry protection

The functional safety a part of general safety,clvhi
depends on the proper functioning in time of the

programmable control and/or protection SyStemS'systems, e.g. within protection layers, but high or

The general concept of functional safely WaS.,niinyous ones appear in the machinery or
formulated in the international standard IEC 61508transportation systems [17].

[10]. 1t “includes defining for given hazardous e £/E/PE systems or SIS have to be appropriately
installation a set afafety-related functions (SrF) that  yegigned to perform specified functions to ensure

are implemented using properly designed they,: “rejevant risks are reduced to fulfill spedfie
electric, electronic and programmable €lectronic  (yiteria (defined or assumed) at the plant desigges
(E/E/PE) systems, or so calledsafety instrumented 54 then verified periodically during operation.eTh
systems (SIS) [11] when used in the process industty gy rejated criteria are not explicitly specifiéd

secto(rj.'ff , ] o o standards [10]-[12], in which only some examples
Two different requirements have to be specified t05e given with some remarks that specific criteria

ensure appropriate level of functional safety: hould be defined for installations of the hazasdou
- the requirements imposed on the performance o} ant under consideration.

safety func’;ions,' _ ... Therefore, therisk graphs presented in standards
- the safety integrity requirements (the probability 1101.111] for determining the SIL of safety-related

that the safety functions are performed ingncions should be treated only as examples.

a satisfactory manner within a specified ime).  rhgrefore, a risk graph for particular hazardous
The requirements concerning performance of safety,qiajation should be verified, at least properly
functions are determined with regard to hazards,yanieq or redefined for particular case based on
identified ~and potential accident scenarios ; rig matrix defined for a set of accident scenarios
distinguished, while theafety integrity level (SIL) ~ gniained in a process of deterministic  and
requirements  stem from the results of the riskyopapilistic modelling of this installation [15]n

analysis and assessment taking into accounted thgefining accident scenarios and their probabilistic
risk criteria specified [10]-[11].
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modelling the event tree (ET) method combined with-
thefault trees (FT) are to be often employed.

This article deals with methodological issues and
current challenges of functional safety and religbi -
analysis and management in the light of PFH (the frequency) for the system operating in
modifications introduced in second editions of the high demand or continuous mode.

international standards IEC 61508 [10] and IEC The E/E/PE system or SIS has a typical configunatio
61511 [11]. shown inFigure 2 that consists of three subsystems,
These issues include: determining required SIL forgenerally of KooN configuration: (A) input devices
considered safety functions based in individuak ris (S€nsors, transducers, convertes.), (B) logic
and/or societal risk criteria, and verifying requir device, e.g. safetyPLC (Programmable Logic
SIL with regard to the architectures of E/E/PE tg s Controller) and (C) output devices, e.g. indicators or
systems designed for implementing these functions. the equipment under control (EUC), such as
Additionally such aspects as reliability data uged actuators.

probabilistic models of the control and protection
systems, and human factors and human reliability
[6]-[7], [13], [22], [24]-[25], [28]-[29] are of iterest

in safety analysis and management [14], [17], [23],
[25].

The functional safety and security of programmable
systems and uncertainty treating aspects are
becoming nowadays important issues [16], [26] for
rational safety-related decision making within
functional safety and security management system
(FS&S MS) [5], [16], [18], [21]. Y
Nowadays new challenges emerge concerning safety

the average probability of failuréFD,,4 to
perform the safety-related function on demand for
the system operating inlew demand mode; or

the probability of a dangerous failure per hour

Risk acceptance)
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criteria for
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accident scenarios
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modernisations of the instrumentation and control
systems in the industry [8]-[9]. It is proposed to

#1 h'[
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#E2

#2 -
#3

HFT of the E/E/PE
and 9 Ssubsystems

support such decisions applying relevant cost-lienef

analysis methods [15], [23]. ' !
In final part of this article some more important
problems requiring further research are indicatedl a
shortly discussed.

Including hardware,

Verification and validatioiof software and human
consecutive safety functions|  factorswith regard to
being implemented by the E/E/PE potential dependencies
systems or SISs and systematic failures

Figure 1. Allocation of requirements to the E/E/PE

2. Determining required safety integrity level safety-related systems

of safety-related functions
Table 1. Safety integrity levels and probabilistic

criteria to be assigned for safety functions opegat
in low demand mode or high/continuous mode

2.1. An approach based on risk matrix

The safety integrity requirements apply to the tyafe
related functions (SrF) implemented in the E/E/PE

systems or SIS. The SIL of given SrF is expressed b SIL PEDavq4 PF';' [h l;
a natural number from 1 to 4 and is related to the 4 [10°,107) [10°,107)
necessary risk reduction when the SrF s 3 [10°, 10°) [10° 107)
implemented. The allocation of safety requirements 2 [10° 10%) [107,10°)
to the safety functions using the E/E/PE safety- 1 [10% 10%) [ 10° 10°)
related systems, and other technology safety-klate

systems or external risk reduction facilities i®wh o

in Figure 1 I Communication

For the safety functions implemented using the A. Sensors B. Logic C. Actuators
E/E/PE system or SIS two types of interval Ka0ON, Kg00Ns KcooNe
probabilistic criteria are defined in IEC 61508 ejiv H etectric powe

in Tablel for two modes of operation: p SUPPY

Figure 2. Typical configuration of E/E/PE system or
SIS for implementing safety functions
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The risk of potential hazardous events can bentegrity level that can be claimed when designing
rationally reduced in the context of evaluateda safety function is limited by thieardware safety
categories of: thérequency of unwanted occurrence integrity constraints. According to IEC 61508 it can
(W) andconseguences (N) as shown infable 2. The  be achieved by implementing one of two possible
total probability of safety system failure for tbeéses routes at a system or subsystem level [10]:
considered has to be reduced to the value shown i Route 1H based orhardware fault tolerance
right site of arrow! (to obtain reduced frequenéy (HFT) andsafe failure fraction (Sz) concepts; or
of given category froma to €). As it is shown the — Route 2H based on component reliability data
required SIL level of given safety function to be  obtained from end users increasing confidence
implemented depend on possibility of failing to levels and HFT for required and specified safety
avoid hazardous event using other safety meastres (  integrity levels.
Y, or* as described beloWable 2). In cases denoted In the case of RoutH the minimum HFT for each
asb single E/E/PE system or SIS is not sufficient, subsystem of an E/E/PE safety-related system
and additional protection layer has to be designed. implementing a safety function of a specified safet
integrity level is recommended to be as follows:

Table 2. Example of extended risk matrix for — HFT of 2 for a specified safety function of SIL4;
determining SIL of the E/E/PE system or SIS — HFT of 1 for a specified safety function of SIL3.
Categories [Nn |Na Ne NG N For a specified safety function of SIL1 or SIL2 the
Fatality -~  |(10°, |(102 |0%1] |2, 20] [(20,16| ~ HFT canbe assumed Oor 1.
Frequency [107 |10 |Single |Several |Many Thus, there are indications in the standard [1Qy ho
Injury |More  |fatality |fatalit. fatal. to design the E/E/PE system or SIS architecture
injuries based on some HFT-related rules to achieve required
Wi, Fe | a [110° [t10* [110° v safety integrity level, determined from a risk matr
(1, 10] SILg® |SIL4® b b’ as inTable 1 or modified risk matrix, obtained with
Frequent SIL2Y;  [SILZY, SIL4Y; b . . . .
sl s SIL3* an assumption o_f th_e risk aversion fc_)r higher
W, [a7], F 1102 1107 1107 |10 consequences. This will make higher required safety
(101, 1] SIL?  [SIL3? siL4?  |aLa integrity levels (SIL) in cells situated in uppéght
Probable SILY; |SIL2;  [SILY; JSIL3* side of this matrix or it will be necessary to dgsi
— a’__ ISLT ISz _ additional protection layer (cells marked with b’
glo_[g‘ 1’0':1] lSII&Z lS:ILIf)ZZ l5|l|f)32 Ijzo 3 or b¥). However, formally the SIL for an architecture
Occasional & siLy: |siz: s con3|dgreq should_ be verified using selected
& siLt gL probabilistic modelling method of E/E/PE system or
W, [a7Y, F° 110t 11027 1109 SIS considered [4].
(103,107 SL1? SL2? |3
Seldom 2 SLY; S 2.2. Risk reduction and evaluation of safety
W, &0 F ?10‘1 ?1L01‘251 integrity level for low demand mode application
(10,107 SLE L2 The required safety integrity of the E/E/PE
Remote a gx"l implementing safety-related function SrF and other
W - frequency of unwanted occurrene, reduced risk reduction measures must be of such a levakso
frequency of hazardous eveNt; its consequences to ensure that:
Possibility of failing to avoid hazardous eventngsbther — the average probability of failure on demand
safety measure$(Q* = 102); ¥ (Q¥ = 10%Y); 2 (P = 1) PFD,, of the SrF is sufficiently low to prevent
a - no special safety requirements- single E/E/PE the hazardous event frequency exceeding that
system or SIS is not sufficient required to meet the tolerable riRk and/or
— the SrF influences the consequences of hazardous
The risk matrix defined ifable 2 can be modified, event to the extent required to meet tolerable risk

e.g. to take into account some societal valuesnor arigure 3 illustrates a general concept of risk

aversion to major accidents with serious reduction. The general model assumes that [10]:
consequences [17]. It would change SIL - there is theequipment under control (EUC) and
requirements to be assigned to the E/E/PE system or its control/protection system;

SIS (increased SIL for higher consequences), oL there are associated human factor issues;

necessity to design additional safety layer. — the safety protective features comprise theFEFE/
To fulfill requirements of a higher SIL (3 or 4)  implementing SrF, and other risk reduction
assigned to the safety-related function an appatpri measures.

architecture of the E/E/EP system or SIS is to be
designed, e.g. 1002, 2003 or 2004. The highestysafe
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The risk model for a specific application will need  where: F, is the tolerable frequency of hazardous
be developed taking into account the specific manneevent (with protection),  C, is the consequence of
in which the necessary risk reduction is beinghazardous event (in units of consequences)
achieved by the E/E/PE implementing SrF and othepresumably reduced, i.e. lower thén
risk reduction measures. For a low demand mode of operation, the average
The risks indicated ifrigure 3 are as follows: probability of protection system failure on demand
— theEUC risk Ry, - the risk existing for specified (PFD,g) can be evaluated, assuming tiat= C,
hazardous event (no designated safety protectivérom the formula as follows
features are considered in the determination of
this risk); F,
— the tolerable risk R, - the risk which can be PFD,, < =
accepted in a given context based on the current "

societal values; . .
— the residual risk R - remaining risk for the Knowing the value oPFD,, the SIL of given SrF

specified hazardous events including the EUC implemented using the E/E/PE protection system can
: ’_,pe determined indicating relevant interval in the

second column oTable 1. For instance if PFR, =
é%xlO“, then from this table SIL3 will be obtained as
regards random failure of hardware. Requirements

®3)

with the addition of SrF implemented using
E/E/PE safety-related system, human factors an
other risk reduction measures.
Thus, the necessary risk reduction is achieved b)? _ : . e
a combination of all the safety protective features ImPlementing given function are specified in part 3

of IEC 61508.
| Frequency! | Risk 3. Verifying the safety integrity level of
1 of hazardous increasing : : .
| eventFr, | system implementing safety-related function
"""" T e . :
_,Fﬁzp_ ________________________ Zrll I\(/aef;g{'eré%gr‘]e glft 2% integrity level of a
_____________ Partial risk Jep >
| Consequence covered by Having the SIL the design the architecture of EEE/P
| of hazardous E/E/PE SR system is to be designed consisting of appropriate
\% subsystems of specified configuration (segure 2)
— with appropriate subsystems and channels/ elements.
E’:\gigﬂ; Then the SIL this system can be verified using
other risk appropriate probabilistic model of random failures
_B‘____V[_ reduction with regard to reliability data of hardware, potaht
— |r |\ measures) common cause failures (CCF), and human reliability.
‘ """""""""""""" Random hardware failure is a failure, occurring at

) ] ) a random time, that results from one or more of the
Figure 3. General concept of risk reduction for low possible degradation mechanisms in the hardware.
demand mode of operation Systematic failure is understood as a failure, related

_ _ in a deterministic way to a certain cause thatardn
The EUC riskRy, is to be evaluated from the pe eliminated by a modification of the design @ th

following formula manufacturing processes and quality management
system, operational procedures, and other relevant
Ry =F,C (1)  factors.

For the low demand mode of the E/E/PE system
where:F, is the frequency of hazardous event (noimplementing given SrF the average probability of
protection), i.e. the demand rate on the safegtedl  failure on demand is often calculated from followin
protection system when considered; & denotes formula
the consequence of hazardous event (in units of

a consequence). PFD,, (T)C @
The tolerable risk is defined as follows A B c
ISK 1 ' W PFD., (T,) + PFD? (T,) + PFDS, (T.)
R =FC, (2
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where: T is the testing period evaluated for the When multiple layers of protection are used to
E/E/PE system, e.g. highest value of the test gerio achieve a tolerable risk frequency there may be
T; of the subsystems A, B, and C. interactions between systems themselves and also
The probabilistic models developed for thesebetween systems and causes of demand. There are
subsystems should include the influence of CCF andlways concerns about common cause and dependent
the human factors introduced applying selectedfailures since these can be significant factorsrwhe
method of human reliability analysis (HRA) [15]. overall risk reduction requirements are high or rghe

If verified SIL is lower than required, the E/E/PE demand frequency is low [10], [15], [19].

system architecture must be redesigned to achievEvaluation of the interactions between safety Ilayer
higher SIL. Another issue is verifying of softwdoe and between safety layers and causes of demand can
designed SrF of determined SIL according to part 3be complex and may need developing a holistic

of IEC 61508 [10]. model to be based, for example, on a top down
approach with the top event specified as the tblera

3.2. Layer of protection analysis and hazard frequency.

dependency issue The model may include selected safety layers for

) ) ] calculating correct risk reduction and all causés o
Protection systems of hazardous industrial plarés a gemand for calculating the resulting frequency of

designed according to a concepidefense in depths  5ccident Eigure 5). This allows the identification of
using several barriers (protection layers). Designi - minimal cut sets for failure scenarios, reveals the
of a safety-related system is based on the riskyeak points (i.e. the shortest minimal cut setsglsi
analysis and assessment to determine requiredsafetyopje failures, etc.) in the arrangement of system

integrity level (SIL), which is then verified ineh 5,9 facilitate system improvement through
probabilistic modeling process. It is important {0 gangitivity analysis.

include in  probabilistic models  potential

dependencies between events representing equipment fle EUC control Human
failures and human failure events that depend on system factors
various factors [1]-[3], [12], [15]. Demandsfrom | Demandsfrom EUC | Demands from
Figure 4 shows typical layers of protection of in EUC yoontrol system | human factors
a hazardous industrial plant. A  simplified Total demand rate E on
methodology for preliminary risk analysis and | E/EIPE SRS< Lyear
safety-related decision-making is the layer of E/EIPE SIS #1:
. . S #1:
protection analysis (LOPA) methodology [20]. Probability of CCFS) ,1  PFDag(T)
According to the LOPA guidance thgrotection of common st ]
. n: I arp,
layer (PI__) should be: _ _ EIEIPE Srssn |
- effective in preventing the consequence when it E/EéFE)E SIS #2:
functions as designed, av2(T)
- independent of the initiating event and the Fy = FPFDagi(T) PEDaga(T)
components of any other PL already claimed for
the same scenario, i Accident frequency’ FooSE
H H H . . H i f . xCCFs X
- auditable, i.e. its effectiveness in terms of tFxccrsincluding CCFs

consequence prevention and probability of fa”u_reFigure 5. Including common cause and dependent
on demand (PFD) has to be capable of validation,jjres in probabilistic modelling of two E/E/PE
(by documentation, review, testing, etc.). systems for low demand applications

e —————— e ————— e ——————————

If the frequency of given accident scenaf is
calculated when causes and systems are assumed to
be independent, then following relation is fulfidle

(T) EPDFang (T) < FxCCFs (5)

where:F is the demand rate (frequenci?fDag(T)

is the average probability of system #1 failure on
_________________________________ - demand; PFD,(T) is the average probability of
system #2 failure on demanB;ccrs is the accident
scenario frequency when causes and systems are
assumed to be dependent.

\
1
I
I
I
I
I
! F, =F [(PDF
I
I
I
I
|
)

~N e

Figure 4. Typical protection layers in hazardous
industrial installation
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Thus, when potential dependencies are included is it is known the safe (S) or dangerous (D) falur

the probabilistic model a relation between risk can be detected (d) or undetected Kigure 6 shows

measures will b&ccrs > Rx. the elements of the failure intensity which can be
divided into safe (S) and danger (D) and furthafes

4. |ssuesraised in second edition of functional detected (Sd), safe undetected (Su), danger détecte

safety standards: generic and process sector (Dd), danger undetected (Du). In this figure FS is
L a safe failure fraction, and DC is diagnostic cager
4.1. Reliability data of dangerous failures. The diagnostic coverage for

In second edition of IEC 61511 [11] there is new S&fe failures is denoted & _
clearly formulated requirement that the reliability The failure intensity of interest can be easily
data used for quantifying the effect of random c_alculated with regard to the tree presenteq in
hardware failures shall becredible, traceable, Figure 6. For example the danger undetected failure
documented and justified. The reliability data should intensity can be calculated from the formula

be based on thé&eld feedback existing on similar

devices used in a similar operating environmenis Th 4o, =A@~ FS)(1-DC) (6)
includes user collected data, vendor/provider/user

data derived from data collected on devices, data (DCs9) Asd

from general field feedback reliability databasats,

In some cases, engineering judgement can be used to

assess missing reliability data or evaluate theachp

on reliability data collected in a different opénat

environment. The lack of reliability data refleciof A

)\Su

the operating environment is a recurrent shortcgmin Ao
of probabilistic calculations. End-users should

organize relevant device reliability data collengdo Ao

improve the implementation of the IEC61511 (1-DC) Apu

standard. The reliability data uncertainties slell , _ . o .
assessed and taken into account when calculating tHigure 6. Elements of failure intensity in analysis of

failure measure. the protection system components and subsystems
The following techniques can be used for calcutptin
the failure measures [11]: For the redundant safety-related systems two

— using the confidence upper bound (i.e., 70%) ofProbabilistic measures are often calculated, namely
each input reliability parameter instead of its the average probability of failure on deméaPDay
mean in order to obtainconservative point and the average probability of danger failure meirh
estimations of the failure measures. PFH. The probabilistic models proposed should

— using the probabilistic distributions functions of include parameters related to potential common
input reliability parameters or performing Monte cause failure. _ S
Carlo simulations to obtain an histogram The reliability data and their uncertainly issues
representing the distribution of the failure USeful for probabilistic modeling in functional eaf
measure and assess a conservative value from th@lysis are discussed in monograph [15]. More
distribution. details are given in the report [27].

On a pure statistical basis, the average of abiétia o

parameter can be estimated by using riesimum  4.2. Human factors and human reliability

likelihood estimate and the confidence boundsid, In part 1 of 2nd edition of IEC 61511 [11] there is

heood calculated for they? (Chi-square) function _ , oo
which is tabulated in statistical books. requirement concerning the specification of any

There is no clear indication in mentioned aboveaction necessary to achieve or maintain a safe stat
standard [10] about of thiailure mode, effect and  of the process in the event of fault(s) being detic

criticality analysis (FMECA) methods, especially for i, the SIS, taking into account of all relevant fam
new components in design, useful for evaluation of

typical parameters as diagnostic coverage (DC) an]c ctors.

other shown irFigure 6, necessary for probabilistic 1o gesign of the SIS shall take into account human
modeling of components used in functional Salfetycapabilities and limitations and be suitable foe th

systems. ) _
task assigned to operators and maintenance stedf. T
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alarm should be checked at the same twice-
per-year frequency as the SIS.

B) Pre-trip alarms that initiate operator action
prior to SIS action have the highest priority.

C) Use of BPCS operator interface features to
distinguish the different priority level alarms.

D) Use of pre-trip and trip alarms to help define
operator response requirements

design of operator interfaces shall follow good
human factors practice and shall accommodate the
likely level of training or awareness that operator
should receive.

Interfaces to the SIS can include, but are nottéichi

to the operator interface(s), maintenance/engingeri

interface(s), and communication interface(s). There d . | displaved
is requirement concerning the operator interface E) SIS lagnostic alarms are displayed on a
separate graphic in the HMI.

when the SIS operator interface is via the BPCSrhere are also requirements conceming the operator
operator interface. In such design should be takemesponse, i.e. the ability of the operator to respi
into account all credible failures that may occar i HSI initiated alarms requires the implementatioss a

the BPCS operator interface. follows: _
In part 2 of IEC 61511 there is a remark that human a) Use of sequence Of events (SOE) recordlng (the
factors do not need to be considered when normal scanning time of the BPCS provides

o true first-out alarm functionality),
determining hardware fault tolerance. However, p) Use of pre-trip alarms (the operator may take
addressing human factors (e.g., configuration,

corrective action before a trip occurs (e.g.,
calibration, testing) is required by the use ofed#nt adding shortstop to prevent runaway reaction).
personnel for checking and approval.

Thus, in these cases pre-trip alarms are provided.
. Pre-trip alarm and trip settings should take into
There are also remarks concerning human system :
, , _ account process dynamics and sensor response.
interfaces (HSIs). The logic solver (the SIS) ifasee |, part 2 of IEC 61511 there are also suggestions
capability should be designed to allow for a how to perform human reliability analysis (HRA) to
functionally safe interface to the BPCS for identify conditions that cause people to err and
shadowing, operator interface, alarming, diagnestic Provides estimates of error rates based on past
and interchange of specific values. The following statistics and behavioural studies. Some examgles o

. ) i human error contributing to chemical process safet
was implemented in the SIS interfaces to the BPCS: ..c\ include [11]: g P Y

- using of redundant HMI COﬂSOleS, — undetected errors in design;

— using of redundant communication links, — errors in operations (e.g., wrong set point);

— using of an internal communication watch-dog — improper maintenance (e.g., replacing a valve
timer for interfaces handling critical data (e.g.,,  With one having the incorrect failure action);

all data to the BPCS operator console). g{]rt%rjt figmcgl;r?{ﬂg%st;?:g-ng or Interpreting

The shutdown pushbutton shoul_d be mo_unted ONnoNe_ toiire to respond properly té an emergency.
of the HMI consol.es., and equipped with a pIaStICIn this standard there are suggested references
safety cover to avoid inadvertent shutdowns. concerning HRA, but some of them seem to be not
Factors to be considered in the design of the ¢pera fully up-to date. '
interface include:

A. Alarm management requirements, . -

B. Operator response needs, 4.3. Security related issues

C. Good ergonomics. A security risk assessment should highlight the
Changes to the application program (including tripthreats that could potentially exploit vulnerakgi
settings) of the SIS can only be made through tBe S and result in security events. The threat scenarios
engineering consoles with appropriate securitymay cover the following ones [11]:
measures. — External

Alarm management should ensure that problems and

potential hazards are presented to the operatar in

manner that is timely and easily identified and —

understood by using alarm prioritization. Alarm

prioritization reflects the site’s alarm management—

philosophy. Features implemented include [11]:
A) Alarms for which risk reduction credit is taken
in the LOPA have the highest priority. These

65

persons (spying, influence, targeted
attacks, denial of service, unauthorized
access/control, and malware infection, etc.);

Personnel, organizations and knowledge
(dissipation of the organization or a person);

Degradation of security mechanisms (firewalls,
weak passwords, insufficient authentication

mechanisms);
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— Hardware (improper use of an equipment, spyingenabling and disabling the read-write access dieall
on equipment, overuse of equipment, carried out only by aconfiguration management
deterioration of equipment, modification of process using the maintenance/engineering interface
equipment, loss of equipment, etc.); with appropriate documentation and security
Software, application programming, and datameasures.
(Improper use, analysis without modification, Supporting the access security and enhance cyber
overuse by exploiting security bugs, deletion bysecurity for the SIS should be provided, such that
mistake or intentionally, modification revision to BPCS functions or data do not impaet th
unauthorized/ erroneous modification of software, SIS, and also the means by which communications
disappearance if the software is not maintainedare made secure (e.g. cyber security measures). The
license has not been renewed); SIS logic solver embedded software provides file
Networks (passive interception of data, man insecurity by computing and checking the cyclic
the middle — the network is being snooped, dataedundancy checks on all data streams stored in the
are intercepted and modified, saturation, compound file structure of the application.
degradation, modification, etc.). For those devices (e.g., interface devices) whdge i
In part 1 of 29 edition of IEC 61511 [11] there are more difficult to control physical access, the oée
also new requirements concerning security-relatecadministrative procedures should be implemented.
aspects to be included in functional safety analysi  Some basic security approaches implemented were:
includes a security risk assessment that shall be- written approval with reasons for access with
carried out on the SIS and its associated elemints.  persons requiring access to be identified,
shall result in [11]: — definition of required training and/or familiarity
a) a description of the devices covered by thik ris  with the system before access is permitted,
assessment (e.g., SIS, BPCS or any other device- Definition of who is to have access to the system,
connected to the SIS); under what circumstances, and to perform what
b) a description of identified threats that could work; this includes the procedures needed to
potentially exploit vulnerabilities and result in control the use of maintenance bypasses.
security events (including intentional attacks on— SIS features that facilitate access control.
the hardware and related software, as well asThe use of programmable SIS introduced additional
unintentional attacks resulting from human error); security concerns because of the relative ease of
c) a description of the potential consequencesmaking changes in the application logic. For these
resulting from the security events and thesystems, additional features should be implemented
likelihood of these events occurring; including:
d) consideration of various phases such as desigr; restricting access to the maintenance/engineering
operation, and maintenance; interface;
e) the determination of requirements for additional— establishing administrative policies/procedures
risk reduction; that define the conditions under which the
f) a description of, or references to informatiam o maintenance interface may be connected to the
the measures taken to reduce or remove the system during normal operation;
threats. use of virus checking software and appropriate
The design of the SIS should be such that it pes/id program and file handling procedures in the
the necessary resilience against the identified engineering console to help avoid corruption of
security risks. the embedded and/or application logic;
The maintenance/engineering interface shall provide- the use of SIS utility software that tracks
the following functions with access security revisions in the application logic and allows the
protection to each [11]: determination (after the fact) of when a change
— SIS mode of operation, program, data, means of was made, who made the change, and what the

disabling alarm communication, test, bypass,
maintenance; —
SIS diagnostic, voting and fault handling services;
add, delete, or modify application program;

data necessary to troubleshoot the SIS;

change consisted of;
no external connections of the SIS or BPCS to the
internet or phone lines.

Smart sensors shall be write-protected to prevent
inadvertent modification from a remote location,

where bypasses are required they should beinless appropriate safety review allows the use of

installed such that alarms and manual
shutdown facilities are not disabled.
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read/write. The review should take into account
human factors such as failure to follow procedures.
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5. Cost-benefit analysis of functional safety where: L, is the coefficient of annual capital costs
improvement options [a], calculated for the peridd of the system lifetime
Taking into account the definition of risk and the and the d|scouht|ng rad? Ko, represgnt aggregated
equation (2) following formulas can be written for losses due to-th accident scenarioF, is the

the safety-related risk frequency j-th scenario without protections
considered.
R® = F'PFD)C; (7)  The aggregated justified investments costs for the

improving of the protection system can be evaluated
where: F! is kth annual frequency of a safety- as follows:
related initiating eventl, PFD, is a conditional
probability of failure on demand for given initiagj
eventl causing a consequence of categorie. C;,

expressed in units of consequence.g. a number of For the frequency of" accident evaluated without
harmed individuals, or aggregated economic lossegrotectionF; and two variants of protections: 1 and 2

In,j

AKF =3 AK (10)
i

in monetary units [15]; considered characterized by the average probability
and security-related risk of failure on demandPFD,, for two variants of
protection system for increasing SIL (lowering
R* =F"PFA’C’ (8) PFDavy: PFD;VQ‘j and PFD:VQ‘j (PFD:Vg_i<PFDalVg_i),

following relation is obtained for justified costs
where: F* is I-th annual frequency of a security- the protection system improvement for preventing

related event of an adversary (intentional) attegki Putative fatalities:
A, PFA’ is a conditional probability of failure mode

on attack (vulnerability) for given evert causing AK;‘U =k VPF [F, [JPFD}_ - PFD? 1IN, [, (11)
a consequence of categoyyi.e. C’, expressed in ' '

units of consequencg, e.g. a number of harmed _ _ _ _
individuals, or aggregated economic losses inwhere: VPF is a value of protecting fatality, e.g. 2
millions EUR [15]; k, is a coefficient k, >1) for

monetary units.
In the monograph [15] a cost-benefit analysis (CBA)evaluating the cost of preventing fatali9RF); N,

approach is proposed for supporting the safetyis number of fatalities ifth hazardous event.

related decision making as regards the SIL of gafet Example. Let VPF = EUR 2 000 000k = 15,F =
related functions to be implemented using theg q [ay N=1, Ly = 15.4 (for L=30 [a] and

E/E/PE'system or SIS of configu.rations.considereddiscouming rated = 0.05 [a], PFD: = 0.01
depending on specified SIL, with their relevant L NG .
investment and operation costs discounted in time. (Pessimistic value froriable 1 for SIL2), PFD,; =
this approach the consequences can be expressed %801 (SIL3).

the scope of potential fatalities in relation t®th The result from (11) isAK}“z EUR 41 600. It is
value of protecting fatality (VPF) or as aggregated
losses evaluated in monetary units for identified
accident scenarios.

For the frequency of" accident evaluated without _ |
protectionF; and two variants of protections: 1 and 2 individual risk R; .

considered characterised by the average probabilityf the value of fatalities for the accident consatk
of failure on demandPFD,,, for two variants of  would be N, =10, then according to the result is

protection system for increasing SIL (lowering AK}u: EUR 416 000. For such amount it is
PFD..g: PFD!_  and PFD?  (PFDZ?  <PFD:

avg,j /"’
following relation is obtained for justified invesént
costs of the protection system improvement:

rather questionable to improve the system from SIL2
to SIL3 for this amountRemark: ForN; = 1 in (11),
the relevant frequencieB; are equivalent to the

undoubtedly possible to improve the protection

system considered (higher HFT or higher SIL for

components of designed E/E/PE system).

Similar formulas to those of (9) and (10) can be

AKy <LK, (F.-F,)= o) derived for security related risks, although theada

LK, F (PFD., - PFD ) 9) are based in such cases much more on expert
' ' ' opinions with higher biases and uncertainty ranges.
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6. Conclusions

[7]

There are several issues and new methodological
challenges concerning functional safety as a plart o
general safety, which depends on reliable funatigni

of programmable control and/or protection system 8]
These systems perform nowadays crucial safe
functions ensuring that relevant risks are reduned
designing process and maintained at acceptablé leve
during operation of hazardous installation. [9]
These issues and challenges include: defining the
risk criteria, using reliability data in probabtlis
modelling based on théeld feedback existing on
similar devices used in a similar operating o]
environment, applying verified probabilistic models
for systems operating in high and/or low mode with

appropriate
particular common cause failures (CCFs).

in
[11]

treating of dependent failures,

The human factors analysis methods for designing
human system interfaces (HSI) and human reliability
analysis methods including cognitive aspects requir
further research effort. A relatively new issuetth§l?2]

require

additional research is security of

programmable control and protection systems.

Due to uncertainty involved applying the cost-bénef
analysis in safety and security-related decision
making for representative parameters in relevdaf]
models with sensitivity evaluations is proposed.

[14]
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