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Generator of pseudorandom bit sequence with increased cryptographic security, which is based on additive lagged Fibonacci generator, is developed.
The generator structure circuit and it work principle are described in the paper. There are also given two variants of it construction that are formed
on programmable logic device developed by Xilinx company. The main generator characteristics are researched, in particular: recurrence period, fast-
acting, statistical characteristics. In relation to the last the statistical portrait is presented, that was built with the help of NIST tests.
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Introduction

Development of means of data protection as well as com-
puting and measurement equipment has widened the realm
of application of random and pseudorandom sequence ge-
nerators.

Development of a pseudorandom sequence generator
(PRSG) that is reliable and of proper quality is considered
to be one of the paramount tasks of the present day applied
theoretical cryptography [1,2]. The PRSGs are widely used
for generation of keys and are the components of crypto-
graphic systems, digital signatures, ensure other random
parameters of cryptographic systems; they are also being
widely used in the realm of technical protection of data in
order to suppress the electromagnetic emissions, noise con-
tamination in the premises, as well as in the course of build-
ing noise generators, scramblers, and are components of
the mobile communication protection systems [3, 4].

Despite the fact that substantial developments have
been made in the realm of design and implementation of
such generators, a lot of unsolved issues remain that neces-
sitate the search for new algorithms of operation, new ap-
proaches to design, optimisation of the structures of
existing PRSGs, and improvement of their characteristics.

The study [5] focused upon the investigation of addi-
tive lagged Fibonacci generators with a delay. The main ad-
vantage of such generators as compared to other types of
pseudorandom generator systems is their high response
rate. Their statistical characteristics, however, are unsatis-
factory — and so is, hence, also their statistical reliability.
We have suggested a structure of a modified lagged Fi-

bonacci generator with enhanced statistical characteristics
(5,7, 8].

The goal of the present article is to investigate the tech-
nical characteristics of a modified additive Fibonacci gen-
erator with a delay that is using Xilinx computer-assisted
design (CAD) system.

Materials and methods

The modified additive lagged Fibonacci generator
(MALFG) (see Figure 1) is comprised of a coincidence type
adder 1, logical circuit 3, and memory registers 205 2150005

202 0 2
An MALFG operates in such manner that with every
timed pulse in the registers ranging 2, 21,..., 2P’ 2FD+1,. ..
ormed.

, 2, new values (magnitudes) of numbers are being
In the 2) register, the number that is being determined by
the input signal of the coincidence type adder 1, whereas
in the registers ranging 2]- (j=1,2,..., g), numbers that are
being determined by the input signals in the registers 2 o1

Timed pulse is necessary for the operation of a digital
device, in this case, MALFG. With each timed pulse in reg-
isters 2(y,..., 2, formed new value numbers.

At the output of the logical circuit 3, a signal is formed
in accordance with the logical equation:

a=b,®b ®..®b,, (1)

where ), (=0, 1,..., S) stand for the values of binary bits
of the number in the register 20, whereas S may obtain val-
ues ranging from 0 to -1, where m stands for the number
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Figure 1. Structural scheme of a modified additive lagged
Fibonacci generator: 1 - coincidence adder, 2 - registers,
3 - logical circuit

a change in the number of the device’s registers and the
change of the number of their binary bits.

A simulation was conducted using the Foundation Se-
ries 4.11 CAD system developed by Xilinx company and
an assessment was made of the basic technical characteris-
tics of the MALFG operating in accordance with the fol-
lowing expression

Qi = (Qi—3 + Qi—S +a) mod2' (3)

The basic configuration of the MALFG circuit is de-

picted on Figure 2.
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Figure 2. Basic configuration of a modified additive lagged Fibonacci generator (logical circuit — option 1)

of binary bits of each of the registers ranging 2y, 21,..., 2,,
2,15+ 2, Therefore, in the course of operation of tlfe
logical circait 3, any number of binary bits of register 2,
may be engaged, as determined by the value of the code
€»+-+»> €5, at the control inputs of the generator.

As the next timed pulse arrives at 2 register, the number
that is formed at the outputs of the coincidence type adder
1 is being recorded, in accordance with the expression

0,=(0., +0,,+a)mod2", )
where Q;, Qi‘P and Q. q stand for the numbers in the
memory registers 2(), 2 P’ and 2 q respectively.

Enhancement of statistical characteristics and an in-
crease in the recurrence period of the proposed generator
are confirmed by the results of the simulation described in
the referenced study [5-8]. The study was conducted with
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Figure 3. Logical circuit — option 2
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Figure 4. Results of the MALFG simulation using the Xilinx CAD system: a — option 1 of the logical circuit; b — option

2 of the logical circuit
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Figure 5. Statistical portrait of MALFG

Table 1. Basic technical characteristics

Technical characteristics Value
Number of MALFG bits 10
Number of coincidence type adder bits 10
Recurrence period of pseudorandom numbers >109
Modification of the logical circuit Option 1 | Option 2
Minimum period of timed pulses 16.8 ns 9.1 ns
. . 29.76 54.95
Maximum frequency of timed pulses MH; MHy

The studies have been conducted with various options
of alogical circuit — option 1 at Figure 2, option 2 at Figure
3.Figure 2 principle scheme represents structural PLD
scheme implementation introduced on Figure 1.

Two LC variants, mentioned on Figure 2 and 3 are dif-
fer in speed and construction simplicity. Second variant is
faster, but more complicated according high bits number.
Choosing one of these variants depends on the require-
ments regarding common generator characteristics.

Results and discussion

Using the time interval analyser that is included in the
CAD system package, an analysis was conducted of the
time interval characteristics MALFG programmable logic
device (PLD). In order to accomplish this, initially, using
the Implementation option, optimal situation of the ele-

ments inside the PLD was arranged and the tracking of
connections between them. The results of the MALFG
modelling are shown on Figure 4, whereas the technical
characteristics are provided in Table 1.

The minimum allowable duration of timed pulses was
determined according to the maximum time required to
complete the transition processes in the generator — that s,
according to the timed interval between the front of the
timed pulse and the front of the signal at the output of the
LC logical circuit (see Figure 4).

If we take a look at the results of the MALFG model-
ling, we can observe an almost 50% decrease of the mini-
mum duration of timed pulses caused by the application
of a logical circuit from option 2 which, accordingly, in-
creases the maximum frequency of timed pulses to a sub-
stantial degree. Assessment of the MALFG quality has been
conducted using a set of NIST statistical tests. The object
of the assessment was a sequence with a length of 10 bits
that is being formed at the output of the least significant
bit of the 2y register. The result of the test is shown at Fig-
ure 5 in the form of a statistical portrait.

As one may observe upon having examined the statisti-
cal portrait, all of the test values are within the 0.9805 —
0.9994 confidence range [6, 9] which testifies to the fact
that the MALFG possesses satisfactory statistical character-
istics. Thus, it may be concluded that the formed sequence
is satisfied to the requirements pertaining to randomness.

Conclusions

The obtained results of technical characteristics as well as
the results of the statistical assessment of the MALFG sat-
isfied to the requirements to which the PRSG developers
are subject and the said results may be applied in practice
in the applied tasks.
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