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Abstract

The general model of a critical infrastructure changing its safety structure, its components safety parameters
and its operation cost during the variable operation process and linear programming are applied to optimize the
critical infrastructure operation process in order to get the critical infrastructure operation cost optimal value.
The optimization problem allowing to find the optimal values of the transient probabilities of the critical
infrastructure operation process at the particular operation states that minimize the critical infrastructure
operation cost mean value in the safety states subset not worse than a critical safety state is presented. The
optimization of operation cost of the critical infrastructure is proposed with considering climate-weather change

process influence on the system safety.

1. Introduction

To tie the investigation of the critical infrastructure
safety together with the investigations of its
operation and climate-weather change impact,
the semi-Markov process can be used to describe this
critical infrastructure operation processes related to
the climate-weather change [Klabjan, Adelman,
2006], [Kolowrocki, 2014], [Kotowrocki, Soszynska-
Budny, 2011], [Kotowrocki, Soszynska-Budny,
2012a-b], [Kotowrocki, Soszynska-Budny, 2014].
The models of these two processes, under the
assumption on the critical infrastructure structure
multistate model [Xue, 229], [Xue, Yang, 1995] can
be used to construct the general safety model of the
multistate critical infrastructure changing its safety
structure and its components safety parameters
during variable operation process related to the
climate-weather change [Kotowrocki, Soszynska-
Budny, 2011], [Kotowrocki, Soszynska-Budny,
2012a-b]. Further, using this general model, it is
possible to find the critical infrastructure main safety
characteristics such as the critical infrastructure
safety function, the critical infrastructure mean

43

lifetimes in critical infrastructure safety subsets and
risk function [Kotowrocki, Soszynska-Budny, 2011],
[Kotowrocki, Soszynska-Budny, 2012a-b] and its
operation cost related to climate-weather change.
Having these characteristics it is possible to optimize
the critical infrastructure operation process related to
the climate-weather change to get their optimal
values [Kuo, Prasad, 2000], [Kuo, Zuo, 2003], [Tang
et al., 2007], [Vercellis, 2009]. To this, the linear
programming [Klabjan, Adelman, 2006], can be
applied for minimizing the critical infrastructure
operation cost.

2. Critical infrastructure operation process
related to climate-weather change process

We consider the critical infrastructure impacted by
the operation process related to the climate-weather
change process ZC(t), t e<0,0), in a various way at

this process states zc,, b=12,..v, 1=12..,w.

We assume that the changes of the states of operation
process related to the climate-weather change
process ZC(t), t e<0,0), at the critical infrastructure
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operating area have an influence on the critical
infrastructure safety structure and on the safety of the
critical infrastructure assets A, i=12,...,n, as well

[Kotowrocki et al., EU-CIRCLE Report D3.3-Part3,
2017].

We assume, as in [Kotowrocki et al., EU-CIRCLE
Report D3.3-Part3, 2017], that the critical
infrastructure during its operation process is taking
v,v e N, different operation states z,, z,,...,z,. We
define the critical infrastructure operation process
Z(t), te<0,+w0), with discrete operation states

from the set {z,z,,...,z }. Further, we assume that

we have either calculated analytically or evaluated
approximately by experts the vector

[p.)y, =[P P,-sp,] (1)

of limit values of transient probabilities (OPC1)
p,(t)=P(Z(t) = z,), te<0,4x), b=12,..v,

of the critical infrastructure operation process Z(t)
at the particular operation states z,, b=12,...,v.
Moreover, as in [Kotowrocki et al., EU-CIRCLE
Report D3.3-Part3, 2017], we assume that the
climate-weather change process C(t), t e<0,+x), at
the critical infrastructure operating area is taking w,
w € N, different climate-weather states c;, C,,..., Cy.
We assume that we have either calculated
analytically or evaluated approximately by experts
the vector

a1, =[9.9,...-.,] 2

of limit values of transient probabilities (C-WCPC1)
q,(t)=P(C(t) = ¢,), te<0,40), 1 =12,...,w,

of the climate-weather change process C(t) at the
particular climate-weather states ¢, I =1,2,...,w.

Under the above assumptions about the critical
infrastructure operation process Z(t), te<0,+wx),

and the climate-weather change process C(t), we
introduce the joint process of critical infrastructure
operation process and climate-weather change
process called the critical infrastructure operation
process related to climate-weather change marked by

ZC(t), t e<0,+00),
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and we assume that it can take wvw,v,weN,

different operation states related to the climate-
weather change

2C,,, 2Cyy, ..., 2C

Al

We assume that the critical infrastructure operation
process related to climate-weather change ZC(t), at

the moment te<O0,+00), is at the state zc,,
b=12,...,v, 1=12,..,w, if and only if at that
moment, the operation process Z(t) is at the
operation states z,, b=12,...,v, and the climate-

weather change process C(t) is at the climate-weather
state ¢, 1=12,...,w, what we express as follows:

(ZC(t)=1zc,)) = (Z(t) =z, nC(t) =c),
te<0,+x0), b=12,...,v, 1=12,...,w.

Further, the transient probabilities of the critical
infrastructure operation process related to climate-
weather change ZC(t) at the operation states zc,

b=12,...,v, I =12,...,w, can be defined by

pq, (t) =P(ZC(t)=zc,), t €<0,+w),
b=12,..,v, 1=12,...,w.

In the case when the processess Z(t) and C(t) are
independent the expession for the transient
probabilities can be expressed in the following way

pq, (t) = P(ZC(t) = z¢,) = P(Z(t) =z, "C(t) =c,)

=P(Z(t)=12,)-P(C(t)=c) =p,(1)-q),
te<0,+), b=12,...,v, 1 =12,...,w,

where p (t), b=12..,v, are the transient
probabilities of the operation process Z(t) at the
particular operation startes z b=12,...,v,and
q,(t), 1=12,...,w, are the trsansient probabilities of

the climate-weather change process C(t) at the
particular clmate-weather startes ¢, b=12,...,w.

Hence the limit values of the transient probabilities
of the critical infrastructure operation process related
to climate-weather change ZC(t) at the operation

states zc.,, b=12,...,v, 1 =12,...,w,

b

bl?

pq, =limpg, (1), b=12...v, I=12....w, (3)
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can be found from [Kotowrocki et al., EU-CIRCLE
Report D3.3-Part3, 2017]

PG4, = P,a> b=12..,v, I=12..,w, (4)

where p, b=12..,v, are the limit trsansient

probabilities of the operation process Z(t) at the
particular operation startes z,, b=12,...,v, and q,,

1=12,...,w, are the limit trsansient probabilities of

the climate-weather change process C(t) at the
particular cmate-weather startes ¢, b=12,...,w.

Other interesting characteristics of the critical
infrastructure operation process ZC,(t) are its total
sojourn times 6C,,, b=12,...,v, 1=12,...,w, at the
particular operation states zc,, b=12,..,v,
1=12,...,w, during the fixed sufficiently large
critical infrastructure operation time &. They have

approximately normal distributions with the expected
values given by

I\’/\”{Ibl = E[&im]: pqmgl b=]q2,...,V,
|=1,2,...,W, (5)

where pq,, b=12..,v, 1=12,..,w, are defined

by (3) and given by (4) in the case the processes Z(t)
and C(t) are independent.

3. Critical infrastructures operation cost
related to climate-weather change

We may introduce the instantaneous operation cost
of the critical infrastructure impacted by the

operation process ZC, (t), te<0,), related to the
climate-weather change process in the form of vector

Kt =11, K*'(tD) ..., K'(t,2)], te<0,00),
with the coordinates given by
K(tu) = 35 pa, [K*(t,u)]® for t e<0,),
b=1l=1
u=12,...,z, (6)

where pq,, b=12,..v, 1=12,..w, are the limit
transient probabilities at the states zc,, b=1,2,...,v,

1=1,2,..,w, of the operation process ZC(t),
te<0,0), related to the climate-weather change

defined by (3) and

KW, u=1.2..Db=12,.v1=12,.w,

are the coordinates of the critical infrastructure
conditional instantaneous operation costs in the
safety state subsets {u,u+1,...,z}, u=12,..z
impacted by the operation process ZC(t), t €<0,),
related to the climate-weather change process at the
states zC,, b=12,.,v, I =12,..,w, defined in the
form of the vector

KA1 =1, [K*tD)]™, ..., [K*(t, 2)]™],
te<0,00), b=1,2,.v,1=12,.w.

The dependency (6) can also be clearly expressed in
the linear equation for the mean value of the critical
infrastructure total unconditional operation costs in
the safety state subsets {u,u+1,...,z}, u=12,...,z,

KW =23 po, [ @I, u=12..2, (D)

where pq,, b=1.2,..v, 1=12,.,w, are the limit
transient probabilities at the states zc,,, b=1.2,...,v,

I=12,..,w, of the operation process ZC(t),
t €<0,0), related to the climate-weather change and

[KWI™, u=12,...,z, b=12,..v,1=1.2,...W,

are the mean values of the critical infrastructure total
conditional instantaneous operation costs in the

safety state subsets {u,u+1,...,z}, u=12,...,z, atthe
operation states zC b=12,..v, 1=12..w,

defined by

bl ?

EFNCD)

K@ =""7 [K‘tu®dt, u=12,...2,
b=12..v1=12. W, ®)

where [, u=12..z, b=12,..v
1=1,2,...w, are the mean values of the critical
infrastructure  conditional  lifetimes  [T*(u)]*",
u=12,...,z, b=12...,v, 1=12,...,w, in the safety
state  subset {u,u+1...,z} at the critical
infrastructure operating process related to the
climate-weather change state zC,, b=12...,v,
1=12,...,w, given by [Kotowrocki et al., EU-
CIRCLE Report D3.3-Part3, 2017]

[ @™ = [[S*(tw)]®dt, u=12,...7,
b=1,2, 1=1,2,...W, )
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and
[S*ewI™, u=12,...,z, b=12..v,1=12,..w,

are the coordinates of the critical infrastructure
impacted by the operation process related to the
climate-weather change process ZC(t), te<0,00),

conditional safety functions [Kotowrocki et al., EU-
CIRCLE Report D3.3-Part3, 2017]

[SA('[,-)](b'): [1, [34('[,1)](bl), " [34(t,2)](bl)],
te<0,00), b=1,2,.v,1=1.2,..W,

The mean values of the critical infrastructure total
conditional instantaneous operation costs in the
safety state subsets {u,u+1,...,z2}, u=12,...,z, at

the operation states zc,, b=12,..v, 1=12,.,w,

can be alternatively defined for the critical
infrastructure fixed operation time 8by

(K@) = TK @ u)™dy, u=12...2
b=12,..v,1=12,..w,

where MN,,, b=1.2,...v, 1=1,2,...,.w, are the mean

b=1,2,..yv,
I=12,..,w, at the particular operation states zcC,,

b=12,..,v,1=12,..,w, during the fixed sufficiently
large critical infrastructure operation time 6,
determined by (5).

bl?

values of the total sojourn times ééb,,

4. Critical infrastructures operation cost
related to climate-weather change
minimization

From the linear equation (3) we can see that the
mean value of the critical infrastructure total
unconditional operation cost K*(u), u=12,...,z, is
determined by the Ilimit values of transient
probabilities pq,, b=1.2,..v, I=12,.,w, of the
critical infrastructure operation process at the
operation states given by (3) and the mean values of
the critical infrastructure total conditional operation
costs  [K'(WI™, u=12..z b=12..v
1=1,2,..,.w, at the critical infrastructure operating
process related to the climate-weather change
process zC,, b=1,2,..,v,1=12,..,w, given by (8).

Therefore, the critical infrastructure total
unconditional operation cost optimization approach
based on the linear programming [Klabjan, Adelman,

2006], [Kotowrocki, Soszynska-Budny, 2011] can be
proposed. Namely, we may look for the
corresponding optimal values pq,, b=12,..,,
I=1,2,..,w, of the limit transient probabilities paq,,,
b=1.2,..v, 1=1.2,..w, of the critical infrastructure
operation process at the operation states zc,
b=1.2,..v,1=12,..,w, to minimize the mean value
Iz“(u), u=12,.., of the critical infrastructure
total unconditional operation cost in the safety state
subsets {u,u+1,...,z2}, u=12,..z2 under the
assumption that the mean values [K*(u)]™,
u=1.2,..2 b=12,..v, 1=12,..,w, of the critical
infrastructure total conditional operation costs in the
safety state subsets {u,u+1,...,z}, u=12,...,z, at the

operation states zc,, b=12..v, I=12,..w, are
fixed. As a special case of the above formulated the
critical infrastructure total unconditional operation
cost optimization problem, if r, r=212,...,z, is a
critical infrastructure critical safety state, we want to
find the optimal values pq,, b=12..v,
I=1,2,..,w, of the critical infrastructure operation
process limit  transient  probabilities  pq,,
b=12,..v, 1=12,..,w, at the operation states zc,,,
b=1.2,..v,1=12,..,w, to minimize the mean value
K*(r) of the critical infrastructure total
unconditional operation cost in the safety state subset
{r,r+1,...,z},under the assumption that the mean
values [#'(D]™, b=1,2,.v, 1=1,2,..w, of the
critical infrastructure total conditional operation
costs in the safety state subset {r,r+1,...,z} at the

operation states zc,, b=12..v, I=12,..w, are

fixed. More exactly, we formulate the optimization
problem as a linear programming model with the
objective function of the following form

KA(r) = 3 pa, LK (NI, (10)

for a fixed re{l2,...,z2} and with the following
bound constraints

pa, < pq, <pq,, b=12,..v,1=12,..w, (11)

i ﬁ pa, = 1, (12)

b=1

iN

where
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(KNI, [K*(NI™ >0, b=1,2,...,v,

1=1,2,..w, (13)

are fixed mean values of the critical infrastructure
conditional lifetimes in the safety state subset
{r,r+1...,2} and

pg,, 0<pg, <land pg,, 0<pq, <1,
pa, < pq,, b=12,..v,1=12,..w, (14)

are lower and upper bounds of the transient
probabilities pa,, b=12..v, 1=12..Ww,

respectively.

Now, we can obtain the optimal solution of the
formulated by (10)-(14) the linear programming
problem, i.e. we can find the optimal values pq,,

b=12,..,v, 1=12,..,w, of the transient probabilities
pg,, b=12..v, 1=12..w, that maximize the

objective function given by (6.10).
First, we arrange the critical infrastructure total

unconditional operation costs [u*(r)]*, b=1.2,...,v,
1=1,2,...,w, in non-decreasing order

[K* (1" < [K'NI™ <. < KA1,
where bl e{1,2,...,yw} for i =12,... .

Next, we substitute

X=p,  X=p,, Xx=p, fori=12,..w, (15)
and we maximize with respect to x, i=12,..,ww,

the linear form (6.10) that after this transformation
takes the form

K*'(n)=Sx K (T (16)

for a fixed r e{1,2,...,z} with the following bound
constraints

X <x <%, i=12..w, (17)
D=1 (18)
i=1

where

[KO1, [K4(O]™ =0, i=12,...w,
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are fixed mean values of the critical infrastructure
conditional lifetimes in the safety state subset
{r,r+1..,z} at the operation states zc,
b=12,..,v, 1=12,..,w, arranged in non-decreasing
order and

X, 0<x <land x, 0<X <1 X <X,

i=12,...,W, (19)

are lower and upper bounds of the unknown
probabilities x , i =12,...,»w, respectively.

To find the optimal values of x, i=12,..,wW, we
define

7<=§17< §=1-X (20)
and

X°=0, =0 and X' :ilx %! =i|§1>“<i

for 1 =1,2,...,mw. (21)

Next, we find the largest value | €{0,1,...,»w} such
that

X' —xX'<y (22)
and we fix the optimal solution that maximize (16) in

the following way:
i) if 1 =0, the optimal solution is

x =y+%x and x =x for i=12,..w, (23)
ii) if 0< I <w, the optimal solution is

x=x fori=12,..1, x,=9y-—x"+x"+X,,

and x, =x for i=1+21+3,..mw, (24)
iii) if 1 =ww, the optimal solution is

x =x fori=12,.. . (25)

Finally, after making the inverse to (15) substitution,
we get the optimal limit transient probabilities

quli :Xi for i=1121'-'1V‘N1 (26)

that minimize the mean value of the critical
infrastructure unconditional operation cost in the
safety state subset {r,r +1,...,z}, defined by the linear
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form (6.10), giving its minimum value in the
following form

K(r) = £3 pa, [K (0] (27)
forafixed re{l,2,...,z}.

Thus, considering (6), the coordinates of the optimal
instantaneous critical infrastructure operation cost in
the form of the vector

K*(t,)=[1, K‘tD), ..., K (t,2)], te<0,0),

are given by

K*(tu) = 33 pa, [K*(t,u)]® for t e<0,0),
b=11=1

u=12,...2, (28)

where pq,,, b=12,.,v, 1=12,..,w, are the optimal
limit transient probabilities at the states zc,,
b=12,..,v, 1=12,.,w,0f the operation process
ZC(t), te<0,), related to the climate-weather
change defined by (6.26) and

[K'Cu]™, u=1.2,.2b=12..v,1=12,...Ww,

are the coordinates of the critical infrastructure
conditional instantaneous operation costs in the
safety state subsets {u,u+1,...,z}, u=12,..z
impacted by the operation process ZC(t), t e<0,0),
related to the climate-weather change process at the
states zc,, b=12,.,v, 1 =12,..,w, defined in the
form of the vector

[K4(t,')](b')= [1, [KA(t,l)](bl), - [K4('[,Z)](b')],
te<0,00), b=1,2,.v,1=12,...

Replacing in (27) r by u, we get the expressions for
the optimal mean values of the critical infrastructure
unconditional operation costs in the safety state
subset {u,u+1,...,z},u=1,2,...,z, giving its minimum
value in the following form

K*(u) ;ééqul[]?“(u)](b'), {u,u+1,...,2},

u=1,2,..,.. (29)
The optimal solutions for the mean values of the
critical infrastructure unconditional operation costs
in the particular safety states are
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Ci ) = KU - K(u+1), u=12,..2-1,

Al

K'(2)=K(2), (30)

where K“(u), u=1.2,..z are given by (29).
Moreover, if we define the corresponding critical
operation cost function by

K*(t) = K*(t,r) te<0,), (31)

and the moment ¢ when the critical infrastructure
operation cost exceeds a permitted level x, by

7= K" (x), (32)

where K*(t,r) is given by (6.6) for u=r and
K“’l(}c) is the inverse function of the critical
operation cost function K*(t) given by (31), then the

corresponding optimal critical operation cost
function is given by
K*(t) = K*(t,r) te<0,), (33)

then the optimal moment { when the critical
infrastructure operation cost exceeds a permitted
level «,is given by

=K (), (34)
where K*(t,r) is given by for u—r and K* (), if
it exists, is the inverse function of the optimal critical
operation cost function K*(t) given by (30)

5. Cost analysis of critical infrastructure
operation impacted by climate-weather
change

We consider the multistate critical infrastructure
consisted of n components in its operation process
ZC(t), te<0,), related to climate-weather change

and we assume that the operation costs of its single
basic components at the operation state zc,,

b=12..v, 1=12..w, during the critical
infrastructure operation time ¢, 6>0, amount

K @O, b=12,.v,1=12,..w,b=12,..,
i=12,..n.

First, we suppose that the critical infrastructure is
non-repairable and during the operation time 6,
620, it has not exceeded the critical safety state r.
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In this case, the total cost of the non-repairable
critical infrastructure during the operation time 6,
6>0, is given by

K(6) = sz pa,, é[Ki @)1, 9>0, (35)

were pq,, b=12,..,v,1=12,.,w, are transient
probabilities defined by (3).

Further, we consider another case and we
additionally assume that the critical infrastructure is
repairable after exceeding the critical safety state r
and its renovation time is ignored and the cost of its

single renovation is constant and equal to K.

In this case, the total operation cost of the repairable
critical infrastructure with ignored its renovation
time during the operation time 6, 6 >0, amounts

Kin(0) = 2390, 2K, ()% + K H(@.1),

0>0, (36)

were pq,, b=12..v, I=12..w, are transient
probabilities defined by (3) and H(8,r) is the mean
value of the number of exceeding the critical safety
state r by the critical infrastructure operating at the
variable conditions during the operation time &
defined by (3.58) in [Kotowrocki, Soszynska-Budny,
2011] and in [Guze, Kotowrocki, EU-CIRCLE
Report D4.4-GMU, 2017].

Now, we assume that the critical infrastructure is
repairable after exceeding the critical safety state r
and its renewal time is non-ignored and have
distribution function with the mean value g, (r)and
the standard deviation o, (r) and the cost of the
critical infrastructure single renovation is K .
In this case, the total operation cost of the repairable
critical infrastructure with not ignored its renovation
time during the operation time 6, 6 >0, amounts

K, (0)= 25,00, SIK, (O 4K, HO.1)
0=0,
were PdQ,,

(37)
b=1.2,..v, 1=1.2,..w, are transient

probabilities defined by (3) and ﬁ(@,r) is the mean

value of the number of renovations of the critical
infrastructure operating at the variable conditions
during the operation time @ defined by
(3.92)[Kotowrocki, Soszynska-Budny, 2011] and in
[Guze, Kotowrocki, EU-CIRCLE Report D4.4-
GMU, 2017].
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The particular expressions for the mean values
H(9,r) and H(#,r) for the repairable critical
infrastructure  with ignored and non-ignored
renovation times existing in the formulae (6.45) and
(6.46), respectively defined by (3.58) and (3.92) in
[Kotowrocki,  Soszynska-Budny,  2011], are
determined in Chapter 3 [Kolowrocki, Soszynska-
Budny, 2011] for typical multistate repairable critical
infrastructure operating at the variable operation
conditions and in and in [Guze, Kotowrocki, EU-
CIRCLE Report D4.4-GMU, 2017].

After the optimization of the critical infrastructure
operation process related to climate-weather change,
the critical infrastructure operation total costs given
by (35)-(37) assume their optimal values.

The total optimal cost of the non-repairable critical
infrastructure during the operation time 6, >0,
after its operation process related to climate-weather
change optimization is given by

K(9) = bzé b, é[Ki @1, >0, (38)

were PQy, b=1.2,...,v,1=1.2,..w, are optimal
transient probabilities defined by (26).

The optimal total operation cost of the repairable
critical infrastructure with ignored its renovation
time during the operation time 6, 6>0, after its
operation process related to climate-weather change
optimization amounts

K (6) = 53 pa, SIK, (O + K, H(@.1),

0>0, (39)

were pq,, b=12..v, 1=12..w, are optimal

transient probabilities defined by (26) and H(8,r) is
the mean value of the optimal number of exceeding
the critical safety state r by the critical infrastructure
operating at the wvariable conditions during the
operation time @ defined by (29) [Kotowrocki,
Soszynska-Budny, 2011].

The total optimal operation cost of the repairable
critical infrastructure with non-ignored its renovation
time during the operation time &, 6 >0, after its
operation process related to climate-weather change
optimization amounts

Kn—ign (0) = Eé qul é[Kl (0)](bl) + Kn—ignﬁ(gl r)r

0>0, (40)
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were Pg,, b=12..v, 1=12..w, are optimal

transient probabilities defined by (26) and ﬁ(@, r) is

the  mean value of the optimal number of
renovations of the critical infrastructure operating at
the variable operation conditions during the
operation time & defined by (6.37) [Kotowrocki,
Soszynska-Budny, 2011].

The particular expressions for the optimal mean

values H(6,r) and H(O,r) for the repairable

critical infrastructure with ignored and non-ignored
renovation times existing in the formulae (6.48) and
(6.49), respectively defined by (6.29) and (6.37)
[Kotowrocki, Soszynska-Budny, 2011], may be

obtain by replacing the transient probabilities Pd,
by their optimal values pq, in the expressions for

H(&,r) and H(0,r) defined by (3.58) and (3.92) in
[Kotowrocki, Soszynska-Budny, 2011], that are
determined in Chapter 3 [Kolowrocki, Soszynska-
Budny, 2011], for typical multistate repaired critical
infrastructure operating at the variable operation
conditions.

The application of the formulae (35)-(37) and (38)-
(40) allow us to compare the costs of the non-
repairable and repairable critical infrastructure with
ignored and non-ignored times of renovations
operating at the variable operation conditions before
and after the optimization of their operation
processes.

6. Conclusions

The proposed optimization method presented in this
paper can be used in critical infrastructure operation
and safety optimization with considering climate-
weather change impact. The optimization method
application can be the basis for the elaboration of
practical procedures of critical infrastructure safety
improvement. The optimization model will be
applied in Case Study 2 supported by suitable
computer software that is placed at the GMU Safety
Interactive Platform http://gmu.safety.am.gdynia.pl/.
The GMU platform can be linked with CIRP and
SimlIClI platforms of EU-CIRCLE project.
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