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Abstract

The aim of this article is to identify and discussme issues of the safety systems’ design for augewer
plants equipped with the light water reactors ustngefence in depth (D-in-D) conception. Because th
functional safety solutions play nowadays an imguatrtole for the risk control, the basic requiretsefor the
instrumentation and control systems are specifiiglal r@gard to relevant international standards.tRerdesign
purposes the safety functions are categorized timtee categories. The I&C systems implementing ehes
functions are assigned to one of three classextmidorm to defined design, manufacturing and djcation
requirements. These systems are designed to imptefmections of relevant categories. Additional igas
requirements are discussed, including hardwaresaftivare aspects, to achieve and maintain the nexjui
reliability commensurate with the importance of saéety functions to be performed to reduce risk.

1. Introduction Considering the safety of nuclear power plants
(NPPs) at the design stage requires understanang t
relations between the safety objectives of givefPNP
and the requirements for the overall architecture o

The primary means for preventing and mitigating the
consequences of accidents is “defence in depth” (D

in-D) that is implemented primarily through the o 1gc systems important to safety as well as the
combination of a number of consecutive andeqirements concerning the individual systems.
independent levels of protection that would have t0g,me general issues and analyses to be undertaken
fail before harmful effects could be caused t0 20D jnc|yde: categorisation of functions and classtfara

or to' the envwonmem. of systems, separation of systems to become more
Theinstrumentation and contrdl&C) systems [14]  ,qenendent, hardware reliability and software
support each of mentioned above levels of defemce i 5gnects of computer-based systems, defence against
depth and each of the barriers identified. Ingenendent failures, e.g. common cause failures

traditional I&C designs, different sygtems often (CCFs), and the control room design including
supported each of the defence lines. Strongrelevant interfaces.

independenge sfhouldlbedprovided bet':vv_een Sc?fe%enerally, the protection systems are classified as
sy?temfs an saSety-re atﬁ systems. @hgineere preventiveandmitigatory safeguards that implement
safety feature¢ESF), such as actuation systems andg|eyant safety functions. Some examples of generic

re(:j?thpr tri% systemls, ugef diffgrentl %(.:tuati.on Is;gji)n safety functions are presented and discusseddater
a 'F'(;)no’lt ezlgnahandgnctlon:é versity apepe Jhe appropriate design of the I&C architecture
provided so that shared data and environment Would\apjes  structuring the HMI and the main control

not jeopardize multiple lines of defence. room, supplementary control points, local control
The design of compu_ter-b_ased 1&C systems facei)anels and the emergency control centre, with
now new problems which, if not properly dealt with, efined degree of redundancy and the user

may jeopardize independence between lines Oflriendliness necessary to accommodate the

dlefence o_rh. mdr_epen?zn;:e bet\r/]veen h_redtLlanda onstraints from plant operation and maintenance.
elements within a line of defence. The architectire 1 5im of this article is to identify and discuss

most computer-based I&C systems is f“ndamenta”yselected issues of the safetv svstems’ design for
different from that of traditional one [4]-[5]. y Y g
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nuclear power plants equipped with the light waterdesigns, different systems often supported each of

reactors in the framework of the D-in-D conception. the lines of defence. Strong independence should be
provided between the safety systems and safety-

2. Defence in depth in industrial hazardous related systems. Thengineered safety features

plants and main protection functions (ESF) actuation systems and reactor trip systems us
different actuation logics. In addition, signal and

In Figure 1the conception of defence in depth (D-in- fynctional diversity are to be provided so thatrstia

D) in hazardous plants is presented. The primaryyata and environment would not jeopardize multiple

means of preventing and mitigating the consequencegnes of defence.

of potential accidents is thus D-in-D that is The human system interfaq@iSl) and anoperator

implemented primarily through the combination of support systeniOSS) must be designed with regard

a number of consecutive and independent levels ofy relevant methods dfiuman factors engineering

protection that would have to fail before harmful (HFE) to be effective, reliable and safe [1]. Ire th

effects could affect the people or the environment,,gcess sector, the safety-related systems aredhame

Five lines of defence in depth are illustratedhis t the safety instrumented systei&S) [13] and in all

figure for realization of following general functi®  gectors the electric / electronic / programmable

[19], [23] to: _ electronic (E/E/PE) systems [12].

1) Prevent disturbances, system failures andrhe S|S can perform a safety functionesfiergency
deviations from normal operations, and keepshyt-down(ESD). The main control systems were
installation integrity. o named thebasic process control systenfBPCS)

2) Detect and intercept deviations from normal 13]. Thealarm systenfAS) can be designed within
operating states to prevent an_ticipated opera_ltion PCS or as a separated system having its own the
occurrences from escalating to accidentsensor subsystem, the logical subsystem and
conditions. _ _indicators within the HSI [20].

3) Control the consequences of accident conditions. The design of computer-based I&C systems faces

4) Confine toxic or radioactive material in the event now new problems which, if not properly dealt with,
of severe accidents. o may jeopardize independence between lines of

5) Mitigate the consequences of radioactive release. gyefence or independence between redundant

elements within a line of defence. The architectire
________________________ most computer-based 1&C systems is fundamentally
s Mitigate releases N different from that of traditional I&C [4]-[5].

In computer-based systems one or a few computers
sometimes process all signals for one channel if bo
reactor trip and engineered safety features actuati
functions. Furthermore, these components must

P

/7 Limit consequences Y\

e

Prevent process not only one signal that could induce
deviations,
keep integrity

P ——

the CCFs that require careful consideration.
Therefore, a failure of an individual component may
affect several functions and degrade operatiomef t

)
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: a failure, but many. It thus constitute a potenfisl
|
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NS~ b I&C supporting two or more lines of defence. The
J S I E—— scope of failures in computer-based systems may
1 therefore be greater than in traditional systenieasn
Automation t_. Reactor trip system the computer-based system is carefully designed to
Main control system ESD systems avoid this and analysed to identify potential
vulnerabilities and confirm that they have been
[ Operators — HSI }_‘Operators— HSI - 0SS appropriately addressed [4]'[5]-
Procedures, Diagnostic Procedures, Diagnostic Figure 2 shows a simplified functional overview of
BPCS, EE/PE I&C, E/E/PE, AS the 1&C in a NPP. To ensure a safe and reliablatpla

Operation and control Monitoring and protection operation under all plant conditions, the 1&C syste

have to monitor and control hundreds or thousahds o
plant parameters. Thus, nuclear power plant 1&C
systems are complex. Subdividing the plant’s 1&C
according to its functions facilitates understagdbf

the entire system. The important role plays the
human system interface (HIS) to make the planéstat

Figure 1.Conception of defense in depth in
hazardous plants

The instrumentation and control(I&C) systems

support each of the above levels of defence infdept
and each of the barriers identified. In traditiol&C
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supervision and control more effective and reliableequipment with complex electronic components

Human operators
Plant state supervision and control, diagnosisisets

by a team of human operators [3], [22].
!

Human System Interface (HSI)
Information, Alarms, Manual control, Decision Supp®ystem (DSS)

! !

Operational control Protection functions

— reactor power control — reactivity control

— turbine & generator control — heat removal

— water-steam cycle control — integrity of installations
— surveillance and diagnostics| — prevention of radiation relea

[ )

5

T l A — actuators T l
C - converters
c A M — measurements c ‘ A
EUC - equipment
1 i under Control ' *
O — operational
Mo EUGo S — safety-related Ms EUGs
{ Plant and processes to be monitored and controlled }

Figure 2.Main operational and protection functions
in a nuclear power plant

3. Selected topics of functional safety analysis
in nuclear power plants

3.1. General requirements concerning the
safety systems

Considering the safety of nuclear power plants
(NPPs) at the design stage requires to underskend t
relations between the safety objectives of the NP
and the requirements for the overall architecture o
the 1&C systems important to safety as well as th
requirements concerning the individual systems.
Some general issues and analyses to be undertak
include: categorisation of functions and classifaa

of systems, separation of systems to become mor

independent, hardware reliability and software
aspects of computer-based systems, defence agai
common cause and dependent failures, and th
control room design.

The I&C systems important to safety may be
implemented using conventional hard-wired
equipment, computer-based (CB) equipment or b
using both types of equipment (hybrid I&C systems)
[4]-[5], [14]. The 1&C systems may also use
electronic modules based on complex integrate
electronic components such as ASI@glication
Specific Integrated Circui}s or FPGAs Field-
Programmable Gate Arrays Depending on the
scope and functionality of these components, the
may be treated according to the guidance fo
conventional electronic equipment, or similar te th
CB equipment. A part of the guidance for CB
equipment is applicable also to the design of
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including e.g. re-using of pre-existing designs.

Thus, it is required to evaluate respectively ptdéén
design errors in software and complex hardware
designs. The scope of the I&C design and its
operation in life cycle includes [14]:

A. Specification of requirements for overall 1&C:
defining requirements for the 1&C functions, and
associated systems with equipment derived from
the safety analysis of the NPP, the categorisation
of I&C functions, the plant lay-out and
operational context; structuring the overall 1&C
architecture to divide it into a number of systems
that implement I&C functions; identifying of
criteria including those related to defence in tept
(D-in-D), and to minimise the potential for
common cause failure (CCFs); planning the
overall architecture of the individual I&C
systems.

Realisation and planning of the individual 1&C
systems, particularly the CB systems this
includes differentiation of requirements according
to the safety category of the I&C functions to be
implemented; the requirements on the system

B.

planning include some additional aspects
concerning:  quality, security, integration,
validation, installation, operation, and

maintenance.
C. Overall integration and commissioning.
D. Overall operation and maintenance.
Thus, the scope of required analyses includes some
basic elements of general functional safety concept
given in IEC 61508, however without clearly stated
requirements as regards determining the SILs of
safety functions and their verifying in probabilist
n , )
modelling process of safety systems. This can be
gxplained that the idea of I&C safety stems from th
plant safety design base and the plant design
fg?mework according to some widely accepted safety
rinciples, formulated in publications of the
hternational Atomic Energy Agency (IAEA) [3]-[8].
A number of individual safety principles have been
defined in several IAEA reports and documents
including: 75-INSAG-3 (integrated overall safety
pproach), INSAG-10 [3] (defence in depth in

nuclear safety), and IAEA NS-R-1 with regard to

doostulated initiating event@PIEs) to be considered

and successive physical barriers to keep radiation
exposure to workers, public and the environment
within specified limits [8].

Following such approach, the plant design base is

Br/specified with regard to appropriate quality and

safety level for the plant functions and systena th
are necessary to maintain the plant in anormal
operating state, and to ensure the correct resgonse
all defined PIEs, and to facilitate the long-terafiety
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management of the plant following an accident. TheFor category A functions the design of the I&C
I&C design process requires the following inputs architecture of systems and subsystems includes
from the plant safety design base [14]: asingle failure criterion (SFC) for all permitted

A. the defense in depth (D-in-D) concept of the plantconfigurations of the systems and the plant. The
and the groups of functions provided to addressspecification of overall requirements defines any
PIEs sequences in order to fulfill the safety potential dependency between functions which
objectives (in cases where the reliability of generate constrains on the assignment of functmns
a function is required to be very high, the I&C systems [14]. This includes:
requirements specification for the plant and the — the combination of functions to be monitored to
I&C stipulate different lines of defence for the  control protective actions;
same PIE); — the combination of functions ensuring defence in

B. the functional and performance requirements of depth;
the functions of the plant important to safety - the combination of functions which constitute
needed to meet the general safety requirements; a safety group.

C. the role of automation and prescribed operatorThe interfaces with the plant and interconnections
actions in the management of anticipatedpetween the 1&C systems are defined as part of the
operational ~ occurrences including  accidentarchitectural design in order to identify:
conditions; - sharing of measurement signals by different

D. the human operator task analysis with defining  fynctions important to safety;

which functions should be assigned to the _ e yoting of, and priority between, actuation
operators and which to machine (rather a safety- signals from different systems:

related system); o ;

E. the variables to be displayed for the operatoreto b Zﬁgﬂaﬁ%h%ran%;nquu;{)maecr][t];]g[n arfincctiirgrr]r;onir;[o
used in taking manual control actions; different lines of defence.

F. the priority principles between automatic and The appropriate design of the
manually initiated actions, taking into account
functional categories and relevant control rooms
or other locations.

In the design of 1&C some constrains are to benake

into account that concern [14]:

I&C architecture
enables structuring thétuman machine interface
(HMI) and the main control room, supplementary
control points, local control panels and the
emergency control centre, with defined degree of
redundancy and the user friendliness necessary to

~ issues of security; accommodate the constraints from plant operation

— operation and maintenance; and maintenance. It includes the priority principle

— in service testing and maintenance of the 1&C petween automatic signals and manually initiated
systems. control signals as well as the priority principles

The strategy of in service testing and maintenancgetween the different HMI systems during normal,
proposed can influence the level of redundanchén t abnormal, accident, and post accident operation. It
1&C systems, e.g. instead of 2003 the configurationyjll ensure that relevant information including
2004. characteristics of the HSI and time available te th
In Table 1 the categories of 1&C functions and gperator for manual control action is consisterthwi
classes of 1&C systems important to safety arethe requirements of the plant design base.
presented according to the standard IEC 61226:2008 Starting point for human-factor oriented
[11] (Nuclear power plants — Instrumentation and assessment is the analysis of operator tasks aird th
control important to Safety — Classification of performance requirementS, |eading to a proper
instrumentation and control functions integration of displays and controls, especially fo
tasks to be executed more frequently, under time
Table 1.Categories of 1&C functions and classes of pressure or with increased risk in case of human
1&C systems important to safety error. Issues of the human-centered design of aontr
room and safety goal oriented human actions based

Categories of 1&C functions Classes of on the task analysis are discussed in a work [22].
I1&C systems : .
The assignment of functions to systems should be
A (B) © 1 made in such a way to minimise the complexity of
class 1 systems. System complexity may be reduced
B ©) 2 >r : _
by considering the design approaches as follows:
c 3 — avoiding complex algorithms and processing that

cannot be clearly defined and validated,;
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- reducing the number of different functions that demonstrating the compliance with the requirements

are implemented in a system; of IEC 61513 and its daughter standards [9]-[11].
— using simple design features to limit the impact of The _safety requirements concerning software are
potential complex fault conditions. described also in standards [15]-[16].

However, any reduction in complexity should not
result in excessive negative design impacts, ssch a3.2. Requirements for the safety systems in
increased complexity in the overall I&C architeetur the context of systems’ classes

or reductions in safety-related functionality suh L -
A general safety objective for existing nuclear pow

the extent of self test coverage. In particular it o
concerns the reliability of the application funoiso plants (NPPs), expressed by a target I_|keI|hood for
the occurrence of severe core damage, is to bavbelo

In the standard IEC 61513 there are not given =, _ - .
quantitative reliability criteria, although theres i 10  Per plant operating year fa Implementation of

requirement of the reliability assessment (see itenflll Saféty principles for future NPPs may leadhie t
6.2.4.2 — Required analysis, in the standard [p4], acgleve_n;ents of an |mpr9ved goal of no more than
56). There is only a general statement that thel0~ [a’]. Severe accident management and
reliability of the application functions performéy ~ Mitigation measures should reduce the probabifity o
the system “shall be justified as adequate”, ard th & large off-site release requiring an off-site oree

the “rigour of the demonstration should be highuer f Dy @ factor of at least 10 (see IAEA 75-INSAG-3).
the functions of the highest category”. A major contribution to_the safety philosophy is
It is suggested also that the reliability-related Provided by the defence in depth concept [3]. _
demonstration would be based on deterministic® complementary application of this concept is
criteria completed (based on modelling of the syste Multiple backup of I&C systems [14]. To minimize
and/or expert judgement) when appropriate, and b);he mag_nltude of a disturbance and to achieve
quantitative reliability analysis with the estimatiof ~ defence in depth, more than one 1&C systems may be
the contribution of potential hardware failuresthe ~ USed, which act progressively as the controlled
reliability of the function that is determined by variable deviates from the desired value. At fiest,

probabilistic quantitative analysis with regardthe ~ the variable deviates from normal conditions, non
failure rates of components. classified control systems take action. Followihg t

The reliability analysis shall take into accoune th action of these control systems, one or more leskels
effects of single failures, CCFs, and potential @dditional control systems important to safety may
propagation of failures within systems contributing take action, prior to the actuation of the prottti

to the safety group considered. It is required thatSystem. If the event grows from a minor operational
a quality assurance plant will be established andlisturbance to a transient or to a significantsren.
implemented to cover each of the activities of the/At €ach stage, the purpose is to terminate theteven
system safety life cycle. The requirements for the@nd return the system to normal operation for minor
system quality assurance shall be delivered fronfvents and to shut down safely for events which

ISES GS-G-3.1 and ISO 9001 [7], [14]. become more serious. _ o
It is possible to take credit from evidence of The number of 1&C systems and their functionalgy i

qualification of the hardware and software Plant specific. Typical examples of the 1&C systems
components, established outside the framework ofmportant to safety are as follows:

aplant design or specific application context,. e.g A automation and control systems;
pre-qualification or generic qualification of COTS B. HMIsystems; _

(Commercial Off-The-Shlf products or of an  C. protection and safety actuation systems;
equipment family, so as to split essential partthef ~ D- emergency electrical power actuation systems.
qualification effort over several projects. Generic AS it was mentioned the 1&C systems implementing
qualification may be performed as a joint effort fo functions important to safety are assigned to dne o
several NPP projects, or by a vendor of an equipmerfirée classes that conform to defined design,
platform for safety-related applications. manufacturing and quallflca_tlon requirements, Whlph
Certification of COTS products to the safety intggr Make these systems suitable for implementing
level of SIL 1, 2 or 3 according to the IEC 61508 functions of one or more of the categories A, BCor

series [12] by an independent and accredited safet@f Unclassified.
assessor is an example of a form of pre-lypical classification of these systems based @b IE

quantification. Since the IEC 61508 is a generic61513 is presented ifable 2 The HMI system may

functional safety standard, such certification juleg D€ assigned to one of class 1, 2, 3 or not classifi

qualification of COTS products, and for
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a few critical indicators and push-buttons in the For some systems the reliability targets may not be
control room or emergency control room [14]. reached for given architecture of 1&C systems. In
The requirements for the function with highest such case it is necessary to ensure greater faattio
category determine the class of the system. Imreliability by using additional safety systems thas
Table 3some examples are presented that illustratecapable of performing the assigned safety function.
assigning thehardware fault toleranc HFT) and  Diversity and physical separation of safety systems
the safety integrity leve(SIL), concerning hardware reduce the possibility of common cause failurese Th
and software requirements, to categories of funstio standard IEC 61513 does not include methodology to
and classes of safety systems. deal with such problems. Therefore, adapting of the
methodology similar to the layer of protection
Table 2.Typical classification of I&C systems [14] analysis (LOPA) is of interest for this purpose][23

I&C systems | Class| Class| Class | NO.;E. 4| 4 Basic design issues of protection systems in
1 2 3 | classified| 1 clear power plants

Automation and X X X
control systems 4.1. Classification of safety functions,
HMI systems 2 X x x structures and safety systems
Protection and X The safety systems that implements various safety
safety actuation functions are named the protection systems. It was
systems explained how to improve the reliability or
Emergency X availability of these systems designing them as
electrical power redundant, e.g. using configuration of KooN and in
actuation systems some cases using diverse channels when required.
4 May be restricted to a few critical indicators aneh- Generally, the protection systems are classified as
buttons preventiveand mitigatory safeguards that implement

relevant safety functions [2], [6].

Table 3 Examples of requirements for I1&C systems The preventive safety functionare aimed at
preventing failures and abnormal operatioFhe

1&C I&C | Hardware | Safety integrity | mitigatory safety functiongre designed to control
function | system|  fault level (SIL) of abnormalities due to postulated initiating eventd a
category| class | tolerance | hardware and to mitigate consequences of potential hazardous

(HFT) software events. The role of preventive and mitigatory
A (B, C) 1 2 (D 479(3)" safeguards in the context of a hazardous situatioh
B (C) 2 £ (@) 32) then hazardous event is presenteBigure 3
C 3 f (Ob) 2 (1) Containment

and control Loss of control Regain control

2 Fulfilling requirement of single failure criterigqggFC) [or shutdown
that is necessary only for category A

® Justified when functional redundancy using another
system is available

°IEC 61226 sets a limit on the reliability that mzgy

or shut down
Deviation

Hazardous

Initiating
event factors

Mitigated
event

Losses

High integrity of

claimed for systems which incorporate softwareGd 1 bariers required H;f;gga’s gva;?tfdous -
(this value is on the border of intervals for Sliard 3) Iniiating Unmitigated
Vital protection systems, e.g. the reactor praoect cause 4
system, designed as hardwired Preventive Mitigatory
safeguards safeguards

When the safety integrity level (SIL) of I&C funoti  Figure 3.The role of preventive and mitigatory

would be determined based on the risk analysis angafeguards after an |n|t|at|ng cause (based on [2])
assessment then this level is to be verified in the

probabilistic modelling process. It includes theCl& pue to an initiating cause and potential initiating
systems and human reliability analysis to evaluateevent and a hazardous situation can occur. If
the human error probability(HEP) in a similar way  preventive safeguards operate as designed theotontr
how it was proposed for the LOPA methodology is regained or the installation has to be shut dtwn
[23]. Potential dependencies within safety systemsp safe state. If the preventive safeguards do not
including CCFs and required human actions shoulthperate as required, a hazardous event occur that
be taken into account. causes some consequences. The level of losses
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depend on operation of the mitigative safeguards th Table 4. Examples of generic safety functions
implement relevant safety functions. If they operat considered for light water reactors (based on [6])

as required the losses will be mitigated, if nbe t
losses can be major.

Safety functions*

Prevel-
tive

Mitiga
-tory

Examples of generic safety functions for the light
water reactors (PWR, BWR) are presented in

(1) to prevent unacceptable reactivi
transients

Y F1

Table 4 Three fundamental categories of the safet
functions are distinguished as follows [6]:
F1: control of reactivity;

(2) to maintain the reactor in a safe
shutdown condition after all shutdow
actions

n F1

F1

F2: removal of heat from the core; and

F3: confinement of radioactive material.
As it can be seen ifiable 4 some safety functions
can play role of both preventive and mitigatoryhwit
assigning them relevant category or categories (F1
F2 and/or F3).

(3) to shut down the reactor as
necessary to prevent anticipated
operational occurrences from leadin
to design basis accidents and to shu
down the reactor to mitigate the
consequences of design basis accid

g

tFl

ents

F1

The need to classify equipment in nuclear power
plants according to its importance to safety hanbe
recognized since the early days of the reactorgdesi
and operation. The existing methods for safety

(4) to maintain sufficient reactor
coolant inventory for core cooling in
and after accident conditions not
involving the failure of the reactor
coolant pressure boundary

F2

classification ofstructures, systems and component
(SSCs) have evolved thanks to lessons learnt durin
the design and operation of existing nuclear powe
plants, equipped mainly withight water reactors

(5) to maintain sufficient reactor
(Gtoolant inventory for core cooling in
[and after all postulated initiating
events considered in the design bas

S

F2

The purpose of safety classification in a nuclear
power plant is to identify and categorize the safet

(6) to remove heat from the core aft
a failure of the reactor coolant press|
boundary in order to limit fuel damag

er
ure
e

F2

functions and to identify and classify the related
SSCs items on the basis of their safety signifieanc
[6], [22].

This will ensure that appropriate engineering desig

(7) to remove residual heat in
appropriate operational states and
accident conditions with the reactor
coolant pressure boundary intact

F2

F2

rules are determined for each safety class, so tha
SSCs are designed, manufactured, constructec

8) to transfer heat from other safety
jsystems to the ultimate heat sink

F2

installed, commissioned, quality assured, mainthine
tested and inspected according to standard
appropriate to their safety significance. The
identification and categorization of safety funoso

(9) to ensure necessary services (s
Sas electrical, pneumatic, hydraulic
power supplies, lubrication) as a
support function for a safety system

UER, F2,
F3
Suppor

-ting

F1, F2,

Suppor
-ting

enable classification of related SSCs to ensure
required level of safety by meeting associajadlity
and reliability targetsor other specified requirements

2(10) to maintain acceptable integrity
the cladding of the fuel in the reacto
core

of
F3

F3

accordingly [6], [22].

(11) to maintain the integrity of the

F2, F3

It was assumed in the analysis that there arerf=satu

reactor coolant pressure boundary

F2, F3

of all nuclear power plants that are common to all* Three fundamental categories of safety functiortheflight

reactor types For example’ that all plants havéNater reactors (PWR, BWR): F1: control of reactivig;
removal of heat from the core; F3: confinementaafioactive

a series of physical barriers or other barrierstier
retention of the inventory of radioactive matedad

material

that all such barriers have to meet a set OfExampIes of engineering design rules and
requirements that govern the safe operation of therequirements imposed on the SSCs are presented in

plant [6]. o Table 5for preventive safety functions arfble 6
Furthermore, all plants are assumed to requira@icert ¢,. mitigatory safety functions.

physical processes to operate, including cooling Ofit js hostulated that the method for classifying th
the fuel, limitation of chemical degradation and gfery significance of items important to safetglsh
mechanical processes to prevent failures of thee pased primarily on deterministic methodologies
barriers retaining radioactive material, although i complemented where appropriate by probabilistic

different designs, each of these aspects may be Qfenogs, with account taken of following factork [6
different relative importance [6]. Some examples of 1) the safety function(s) to be performed by the
engineering design rules for SSCs is discussed “jiom:

further.
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(2) the consequences of failure to perform thetgafe - the period following a postulated initiating event

function; they will be required to perform (e.g. the time for
(3) the frequency at which the item will be called achieving a controlled state or safe shutdown
upon to perform a safety function; state).

(4) the time following apostulated initiating event The identification of SSCs or groups of SSCs that
(PIE) at which, or the period for which, it will be work together to perform the plant specific safety
called upon to operate. functions is also required.

The design should be such as to ensure that any

interference between items important to safetylshal

be prevented. In particular any failure of items
important to safety in a system classified in adow
class will not propagate to a system classified in

Review and definition of
postulated initiating events

A

higher safety class. Main steps in classifying SSCs Identification of the reactor typp
are illustrated irFigure 4 o o and plant specific safety functions
For a specific plant, prerequisites for classifyait — preventive and mitigative

SSCs according to their safety significance shbeld

based upon [6]: /

— a list of all postulated initiating events (PIEs) Categorisation of safety functiohs
considered in the plant design basis;

- the identification of the safety functions needed t
achieve the fundamental safety goals for the v

different plant states. Identification of SSCs or groups
The safety functions that prevent and mitigate éhes of SSCs for performing safety«
postulated initiating events should be derivedrat a functions

adequate level of detail in order later to identify
SSCs to perform these safety functions. Theseysafet
functions will be specific to each plant. Some plan
specific safety functions can be defined to cover
more than one postulated initiating event [6]. l

The plant specific safety functions which are — ___ : :
required in order to fulfil the fundamental safety | !dentification of engineering design rules for tresign,
functions duringnormal operationshould be also | Manufacturing, qualification, installation, commissing
identified. Thesepreventive plant specific safety and Opera:;(;?n(tgﬁgjndéggfgerséfazggiégsgescggn dbage
functionsare aimed at avoiding failures of SSCs that )

may cause initiating events and abnormal operationsrigure 4.Main steps in classifying SSCs [6]

and to maintainthe integrity of main confinement

barriers. The nature of the steps taken at each stage cgn var
The primarycauses of postulated initiating events according to regulatory requirements and the plant
may be credibleequipment failuresand operator  design process. Different methods for the safety
errors or human induced or natural eventSrouping  cjassification of SSCs have been used for different
or bounding of postulated initiating events shduéd  types of reactors and in different countries for
performed and assessed during the design priteto t gperating nuclear power plants and for new designs
safety classification process using deterministic[6]_ The differences in approaches have, for insan
safety analysis and where appropriate, probaluilisti |ed to a different number of classes or different
safety assessments [6], [8]. grouping of safety functions [5].

The plant specific safety functions are to be|n this work the classification was assumed to be
categorized into a limited number of categories onconsistent with the functional safety concept for
the basis of their Sa.fety Significance, with acdoun app|y|ng to nuclear power p|ants according to the

taken of aspects such as [6]: international standards IEC 61226 [11] and IEC
— the consequences of a potential failure of theg1513 [14].

safety function;

- the frequency of occurrence of the postulated
initiating events they prevent or mitigate;

- the time following a postulated initiating event at
which they will be required to perform;

A

Assignment of SSCs that per fg
safety functions to a safety clags
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Table 5 Examples of engineering design rules and req@nésnmposed on SSCs for implementing preventive

safety functions (based on [6])

Implementing preventive safety functions

Engineering design rules and
codes (requirements)

Safety class 1

Safety class 2

Safety class 3

Quality assurance

nuclear grade

nuclear grade

commercial gradeor
specific

Environmental qualification

harsh or mild

harsh or mild

harsh or mild

Pressure retaining components
(example coded)

high pressure: C1
low pressure: C2

high pressure: C2
low pressure: C3

high pressure: C3
low pressure: C4

Electrical components (IEEE) 1E 1E non 1E
Instrumentation and control (1&C

— category (IEC 61226) AorB BorC C

I&C — safety integrity level SIL

(IEC 61508) SiL4o0r3 SIL3or2 SIiL1
1&C — software quality (IEC for SIL 4 or 3 for SIL 3 or 2 for SIL 1
61508 and ISO/IEC 15504

models) SAFE+ SAFE+ SAFE
Seismic qualification seismic category 1 seismic category 1 specific

Table 6 Examples of engineering design rules and req@rgsnimposed on SSCs for implementing mitigatory

safety functions (based on [6])

Implementing mitigatory safety functions

Engineering design rules and
codes (requirements)

Safety class 1

Safety class 2

Safety class 3

Quality assurance

nuclear grade

nuclear grade

commercial gradeor
specific

Environmental qualification

harsh or mild

harsh or mild

harsh or mild

Pressure retaining components

high pressure: C2

C3 C4
(example codes) low pressure: C3
Electrical components (IEEE) 1E 1E non 1E
Instrumentation and control (1&C A B c
— category (IEC 61226)
I&C — safety integrity level SIL
(¢ 615083)’ gty SIL3 SIL 2 SiL1
1&C — software quality (IEC for SIL 3 for SIL 2 for SIL 1
61508 and ISO/IEC 15504
models) SAFE+ SAFE+ SAFE
Seismic qualification seismic category 1 seismic category 1 specific

! commercial grade practices need to demonstratettieatSSC is capable of performing its safety functommsistent with its
categorization

2Harsh or mild environmental conditions; SSCs neerktqualified for normal operation and for postedinitiating events, depending
on the environmental conditions at their locationhe plant

3C1 indicates quality level 1, for example level IASME Ill or RCC-M (e.g. reactor pressure bounda®;indicates quality level 2.
for example level 2 of ASME Ill or RCC-M (e.g. emengg core cooling system); C3 indicates quality |e8efor example level 3 of
ASME Ill or RCC-M (e.g. component cooling water sysfeessential service water system); C4 is a quelitys comprising non
nuclear grade pressure retaining components witttiap requirements (for example seismic design,lityuaequirements):
components in class C4 can be designed in accordeititeany pressure retaining component design cadtl, account taken of
special requirements (e.g. for the fire system)

4 Category A denotes functions that play a princijé in the achievement or maintenance of plangtgab prevent design basis
accidents from leading to unacceptable conseque@ategory B denotes functions that play a compleangmble to the category A
functions in the achievement or maintenance oftgafety, particularly functions
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4.2. Application of engineering rules for SSCs the importance of the safety functions to be
including 1&C performed.

Engineering design rules are related mainly to theéredundancyunderstood as the use of more than the
three  characteristics otapability, dependability  minjmum number of sets of equipment to accomplish
(reliability) androbustnes$6]: a given safety function, shall be employed for
— capability is the ability of an SSC to perform its jmproving the reliability and to meet the single-
designated safety function as required, withfajlure criterion in systems performing F1 functon
account taken of uncertainties; and certain F2 functions. Redundancy enables &ilur
— dependability(reliability) is the ability of an SSC  or unavailability of one set of equipment to be
to perform the required plant specific safety tolerated without loss of the function. For the
function with a sufficiently low failure rate purposes of redundancy, identical or diverse
consistent with the safety analysis; components may be used. The assessment of the
— robustnessinderstood as the ability of an SSC to degree of redundancy required should take account
ensure that no operational loads or loads causedf the requirements of the SFC, and of the
by postulated initiating events will adversely requirements resulting from the PSA results. The
affect the ability of the safety functional group t redundancy requirements fpassive systemmay be
perform a designated safety function. less than those for active systems. However, many
Quality —assurance or management systenpassive systems rely on the correct functioning of
requirements for the design, qualification, components such as check valves or batteries. The
procurement, construction, inspection, installation reliability of such components needs to be assessed
commissioning, operation, testing, surveillance andin determining redundancy requirements.
modification of SSCs should be assigned on thesbasi
of their safety class, in accordance with specifiedPrevention of common-cause failur¢SCFs), i.e.
requirements [6]-[7]. Examples of engineering failure of a number of devices or components to
design rules and requirements imposed on SSCs afgerform their functions may occur as a result of a
presented ifrable 5for preventive safety functions single specific event or cause. The event or cause
andTable 6for mitigatory safety functions. may be a design deficiency, a manufacturing
The environmental qualification of SSCs should bedeficiency, an operating or maintenance error, a
determined in accordance with the conditionsnatural phenomenon, a man-induced event,
associated with normal operation and for postulatedsaturation of signals, a change in ambient cormitio
initiating events where the SSCs may be calledbon tor an unintended cascading effect from any other
operate. At a minimum, environmental qualification operation or failure within the plant. Appropriate
should include consideration of humidity, measures should be taken as far as reasonably
temperature, pressure, vibration, chemical effectspracticable in the design to minimise such effects.
radiation, operating time, ageing, submergenceWhile no formal lower reliability limit is provided
electromagnetic  interference, radio frequencyfor CCF of non-diverse systems, the reliability
interference and voltage surges, as applicable [6].  required of a particular function will be an impant
The instrumentation and control (1&C) categories ar aspect of the overall assessment of the requirement
taken according to IEC 61226. It is proposed that t for diversity for probabilistic treatment of CCFh@
software quality in programmable control and examination for potential CCFs shall include passiv
protection systems will be achieved for developingfeatures that may be sensitive to less predictable
models with regard to requirements given inbehaviour. The potential causes of CCFs shall be
international standards IEC 61508 and ISO/IECexamined to determine wherelependencgehysical
15504. separationanddiversityare required.
It is proposed, that safety integrity level (SIL)
verification for the 1&C system of given class that Physical separation in theystem layout and design
implements defined safety function will be carried utilising the principles of physical separation lkba
out according to requirements given in [EC 61508. used as far as reasonably practicable to increase
assurance that independence will be achieved,

4.3. Design measures to achieve a high particularly in relation to certain CCF. These
reliability of safety functions principles include:
— separation by distance, arrangement, orientation

Appropriate design measures shall be used [17], [19
[22], if necessary in combination, to achieve and
maintain the required reliability commensurate with

etc.;
— separation by barriers;
— separation by a combination of these.
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The choice of means of physical separation willfail before harmful effects could be caused to feop
depend on the events to be considered in the desigor to the environment. These issues have been
basis, e.g. the effects of fires, chemical explosio discussed in the context of functional safety cphce
aircraft crashes, missiles, flooding, temperature presented in the generic standard IEC 61508, sector
humidity etc. standard IEC 61513 concerning nuclear power plants
and other related standards.
Autonomy in respect of electric power supply of theThe instrumentation and control(I&C) systems
control systems support each of the above levels of defence inhdept
The period of independence of the installation inand each of the barriers identified above. In
relation to external electrical power supplies khal traditional 1&C designs, different systems often
at least 72 hours; this appliesrtormal operationas  supported each of the lines of defence. Strong
well asincident conditionsaccidentconditionsand  independence should be provided between safety
design extension conditiofPEC). The period of 72 systems and safety-related systems. &hgineered
hours is defined as the longest period after which  safety feature4ESF) actuation systems and reactor
considered that at least one external high-powetrip systems use different actuation logics. In
source should have been re-established, irrespectivaddition, signal and functional diversity are to be
of the cause of the loss. This period applies both provided so that shared data and environment would
loss of external supplies in normal operation and t not jeopardize multiple lines of defence.
fault sequences with loss of external supplies. The design of computer-based 1&C systems faces
Where the plant relies on the safety category | ACnow new problems which, if not properly dealt with,
supplies, if thestation black outannot be shown to may jeopardize independence between lines of
be of sufficiently low frequency (i.e. <10per year), defence or independence between redundant
then the independence of the installation to suckelements within a line of defence. The architectfre
a loss should be such thatteria for limited impact ~ most computer-based I&C systems is fundamentally
(CLI) are not exceeded with a probability of 10 different from that of traditional 1&C.
per year, making reasonable assumptions about theonsidering the safety of nuclear power plants

timescale for the recovery of at least one AC power(NPPs) at the design stage requires understariaing t
source. The reliability and restoration time fordgr relations between the safety objectives of the NPP

supplies will be supplied by the utility for a give and the requirements for the overall architecture o

site. The batteries which are required to perforin F the I&C systems important to safety as well as the
functions shall be sized so that their expected’€quirements concerning the individual systems.
autonomy is at least 2 hours following adgsign ~ Some general issues and analyses to be undertaken
basis conditioDBC), without recharging. include: categorisation of functions and classtima

It is evident that most of specified above safetyOf systems, separation of systems to become more
related criteria and requirements for nuclear powedndependent, hardware reliability and software
plants based on the European Utility Requirementgjuality aspects of computer-based systems, defence
(EURs) are directly or indirectly related to the against common cause and dependent failures, and
protection systems that can be designed with regaréhe control room design including relevant inteefac

to functional safety principles given in internatid ~ Generally, the protection systems are classified as
standards [9]-[11], [14]-[15]. From the functional Preventiveandmitigatory safeguards that implement
safety point of view the SIL level of the 1&C cootr ~ relevant safety functions. Some examples of generic
and protection systems implementing the preventivesafety ~functions have been presented. The
or mitigatory safety functions is of interest (see appropriate design of the I&C architecture enables
Tables 5-6 and requirements concerning the structuring thehuman machine interfacgiMI) and
hardware and software). The analyses have showiie main control room, supplementary control points
that for category A the 1&C systems initiating local control panels and the emergency control
defined safety functions should be designed in mosgentre, with defined degree of redundancy and the

cases as the configuration of 2004. user friendliness necessary to accommodate the
constraints from plant operation and maintenance.
5. Conclusion The aim of this article was to identify and discuss

only selected issues of the safety systems’ design,
The primary means of preventing and mitigating themainly instrumentation and control systems (I&C)
consequences of accidentslefence in deptfD-in-  for nuclear power plants equipped with the light
D) that is implemented primarily through the \water reactors. These are relatively new issues, bu
combination of anumber of consecutive andvery important, because the technology of
independent levels of protection that would have toprogrammable control and protection systems are
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becoming of increasing interest in the design of
nuclear power plants. There are, however, stillesom
problems that require dealing with systematicatly i
further research.

An

important problem, which requires furthefl0]

research, is related to the necessity of integraio
the safety and security analyses in the design and

operation

of the programmable control and

protection systems of hazardous plants. The rdsearc
works have been undertaken and some propogals|
developed for understanding and solving these $ssue
[18]-[20]. New research efforts are also needed
aimed at developing the methods for verifying the

software quality and information security in
industrial computer systems and networks, [&42]
particular those performing safety functions in
nuclear power plants.
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