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Abstract

The paper presents a method of the GBNCIN operation and safety, with considering the climate-weather change
process, safety optimization. Basic characteristics of the critical infrastructure operation process related to climate-
weather change process are shown. Then, optimal transient probabilities of the GBNCIN Operation Process at
Operation States Related to Climate-Weather Change Process, and the GBNCIN optimal safety and resilience
indicators, are introduced. By defining unconditional multistate safety function of the GBNCIN, and
corresponding optimal risk function, the optimal coefficients of the operation process related to the climate-
weather change impact on the GBNCIN intensities of degradation, have been determined. Finally, optimal sojourn
times of the GBNCIN operation process at operation states, related to climate-weather change process and

operation strategy, are presented.

1. Introduction

Critical infrastructure systems protection has become
last years very important part of many public
institutions and entrepreneurs activities. This is coming
out of both: increasing menace of terrorist attacks
usually concentrated on critical infrastructures, and
increasing amount of different kinds of elemental
disasters taking place in the near past, that also caused
significant negative impact on critical infrastructure
systems [Dziula, 2015]. It is also predicted, forecasted
climate changes will significantly impact on critical
infrastructure assets, too. Thus, intensive works on
adapting  infrastructures to possible climate
fluctuations, have been processed for last couple of
years [European Commission, 2013].

The Baltic Sea area is a region significantly fitted with
various critical infrastructure systems. Additionally,
geographical conditions of the area, cause potential
failure of one of the systems, can lead to a massive
negative impact on natural environment and societies
located within and around. Also, predicted climate
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changes do have significant meaning for the Baltic Sea
and critical infrastructures located within: one of the
greatest (within Europe) increases in sea surface
temperature; decreasing trend in the Baltic Sea's ice
cover; falling level of the Baltic in the northern shores
and rising to the south; increased beach erosion due to
increased storminess in the eastern Baltic Sea; and
increasing eutrophication problems in coastal waters
[Dziula, 2015]. Main socio-economic implications
coming out of forecasted climate changes are: high
vulnerability of southern part of the Baltic coast to sea
level rise flooding; impact on sea-life and therefore on
fisheries and aquaculture of warmer, more acidic
seawater; increasing risks of inundation and erosion of
coastal road transport networks, causing disruptions in
the transport of goods and in the mobility of local
communities; energy production located in coastal
areas, threatened by climate change induced storm
surges, sea-level rise and flooding; impacts on
agriculture, resulting in extreme cases, a reduction in
suitable areas for cultivation in certain European
regions; and erosion and flooding of sensitive coastal
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ecosystems such as brackish waters and tidal pools
[European Commission, 2013].

2. The GBNCIN Operation Process Related to
Climate-Weather Change Process

We consider the Global Baltic Network of Critical
Infrastructure Networks (GBNCIN) impacted by the
operation process related to the climate-weather change

process ZCgpyey (t), t€<0,0), in a various way at

this process states zc,,, b=12,..,1, [=12,...,w. We
assume that the changes of the states of operation
process related to the climate-weather change process
ZCopney (), t€<0,), at the GBNCIN operating
area have an influence on the GBNCIN safety structure
and on the safety of particular BCIN networks
EZPNN i=12,...,n, as
Soszynska-Budny, 2011].

We assume, the GBNCIN during its operation process

well [Kotowrocki,

is taking 1,1e N, different operation states
Zy,25,...,2,. We define the GBNCIN operation
process  Zgpvew(t), t€<0,40), with discrete

operation states from the set {z,, z,,..., z,}.
Moreover, we assume the climate-weather change
process C(f), t €<0,+,), at the GBNCIN operating
area is taking w, w € N, different climate-weather states
c1, C2,..., . Climate-weather conditions can have also
influence on GBNCIN safety.

Then, the joint process of GBNCIN operation process
and climate-weather change process called the
GBNCIN operation process related to climate-weather
change is proposed and it is marked by ZCgpzyey (1),
t €<0,+o). Further, we assume that it can take
w,1,we N, different operation states related to the

climate-weather change zc,,, z¢c,,, ..., zc,,.

We assume that the GBNCIN operation process related
to climate-weather change ZC vy (1) , at the moment

te<0,+0), is at the state zc,, b=12,..1

[=12,..,w, if and only if at that moment, the
operation process Z;gycy (%) is at the operation states
z,, b=12,.,1, and the climate-weather change

process C(f) is at the climate-weather state c,,
[=1,2,..., w, can be expressed as follows:

(ZC ggnemy (1) = zcy ) = (Zggyew () = 2z, N C(F) =¢),
te<0,4,), b=12,..,1, [=12,.,w.

The transient probabilities of the GBNCIN operation
process related to  climate-weather  change
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ZCpney (t) at the operation states zc,,, b =1,2,...,1,
[=12,...,w, are defined as below:

PgSBYIN (1) = P(ZC ooy (1) = 2¢,,)), t €< 0,40),
b=12,.,1, [=12,.., w.

Further, the limit values of the transient probabilities of
the GBNCIN operation process related to climate-
weather change process ZC gy (f) at the operation

states zc,;, b=12,..,1, [=12,.,w, are given by

pquNCIN _ tli_)lgp(];?lBNCIN(t), b=12...1,

1=12,..,w, (1)
and in case when the processes Z vy (1) and C(7)

are independent, they can be found from [EU-CIRCLE,
2017]

GBNCIN GBNCIN
P4y =p, q,,b=12,.,1,1=12,...,w,(2)
where prNC[N ,b=12,..,1,are the limit transient

probabilities of the operation process Z gy (¢) at the
particular operation startes z,, b=12,..,z, and g,,
[=1,2,...,w, are the limit transient probabilities of the

climate-weather change process C(¢) at the particular
climate-weather states ¢,, [=12,...,w.

Other interesting characteristics of the GBNCIN
operation process ZCgpycy(t) are its total sojourn
times 6C GBNCIN' at the particular operation states zc,, ,
b=12,..,1,1=12,..,w, during the fixed sufficiently
large GBNCIN operation time 6&. They have
approximately normal distributions with the expected

values given by

MN,, = E[6C, 1= pq,,0, b=12,...1,
[=12,.,w, 3)
where pq,,, b=12,..,1, [=12,..,w, are defined by
(1) and given by (2) in the case the processes
Z cpven (1) and C(7) are independent.

3. Optimization of Operation and Safety of the
Global Baltic Network of Critical
Infrastructure Networks

3.1. Optimal Transient Probabilities of the
Global Baltic Network of Critical
Infrastructure Networks Operation Process at
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Operation States Related to Climate-Weather
Change Process

Considering that the coordinates of the unconditional
safety function of the GBNCIN impacted by the
operation process related to the climate-weather change
process ZC;pney (1), t €<0,0),

SéBNCIN (,)=[1, SéBNCIN @1),..., SéBNCIN t,2)],

t €<0,),

are given by

4 - w <  GBNCIN[ o4 bl
S eaneny (451) =bZ”ZiP%/ [SGBNCIN(tau)]( )

for t20, u=12,.., z,

4)
where

[8 taney 6], u=1,2,...,2, b=1.2,...,1,
1=12,..,w,

are the coordinates of the GBNCIN impacted by the
operation process related to the climate-weather change
process ZCggyen (), t€<0,0), conditional safety

functions [EU-CIRCLE, 2017]

[S éBNCIN ()] =

:[la[SéBNCIN (tal)](bl)ww[ségzvcnv (t,Z)](bl)]a
te<0,0),b=12,.,1,1=12,.,w,

and pquNCIN, b=12,.,1,1=12,.,w, the
operation process related to the climate-weather change
process ZC(f),t €< 0,), at the GBNCIN operating

arc

area limit transient probabilities at the states zc,,,

b=12,..,1, 1 =12,..,w, defined by (3), it is natural to
assume that the GBNCIN operation process has a
significant influence on the GBNCIN safety.

This influence is also clearly expressed in the equation

for the mean lifetime of the GBNCIN in the safety state
subset {u,u +1,...,z}, u=1,2,....,z, given by

:uéBNCIN (u) = J[SéBNCIN (¢, u)ldt
0

GBNCIN

- bz—zuglp%z [/uéBNC[N @], u=12,..z, (5
where [éaneny Uoaven 1™ u=12,..,z,
b=12,.,1, [=12,..,w, are the mean values of the
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GBNCIN  conditional lifetimes  [Tgyen )],
u=12,.,z, b=12,.,1, [=12,.,w, in the safety
state subset {u,u+1,...,z} at the GBNCIN operating
process related to the climate-weather change state

zc,,, b=12,.,1, 1 =12,..,w, given by

[,uéBNCIN )] = J[SéBNC[N (t,u)]"" dt,
0

u :1,2;..., z, b:l,Z,...,l, l:1,2,...,W (6)
From the linear equation

e (1) = Ellgp a - [sven @],

u= 1,2,..., z, (7)

we can see that the mean value of the GBNCIN
unconditional lifetime pgpyey (), u=12,..,z, is
determined by the limit values of transient probabilities
pgiPVN b =12,.,1, 1=1.2,..,w, of the GBNCIN
operation process at the operation states given by (3)
the mean values  [#¢gvemy (Fomvem )]
u=12,.,z, b=12,.,1, [=12,..,w, are the mean
values of the GBNCIN conditional lifetimes in the
safety state subset {u,u+1,..,z} at the GBNCIN

operating process related to the climate-weather change

and

process zC,,, b=12,.,1, [ =12,.,w, givenby (5).

Therefore, the GBNCIN lifetime optimization approach
based on the linear programming [Klabjan, Adelman,
2006] and [Kotowrocki, Soszynska-Budny, 2011] can
be proposed. Namely, we may look for the

corresponding optimal values pq,,GlBNCIN , b=12,..,1

1=12,...,w,
pquNCIN, b=12,..,1, [=12,..,w, of the GBNCIN
operation process at the operation states

of the limit transient probabilities

zc,,,
b=12,..,1 [=12,..,w, to maximize the mean value
Hlaven @), u=12..z  of the unconditional
b=12,..,lifetimes in the safety state subsets
{u,u+1,..,z}, u=12,..., z, under the assumption that

the mean values [#igveny @], w=12..,z,
b=12,.,1, [1=12,..,w, of the b=12,.1

conditional lifetimes in the safety state subsets
{u,u+1,....z}, u=1.2,.., z, are fixed. As a special case
of the above formulated GBNCIN lifetime optimization
problem, if 7opvenw > Yosvew = 1.2,-..,2, is a GBNCIN
critical safety state, we want to find the optimal values

paiPYN b =12,..,1, [=1.2,..,w, of the GBNCIN
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operation process limit transient probabilities
quG,BNCIN, b=12,.,1, [=12,.,w, at the operation

states zc,,, b=12,..,1, [ =12,..,w, to maximize the

4 ..
mean value #gpney (Foeveny) ©f the unconditional

GBNCIN lifetimes in the safety state subset
{rasnemy »Yesveny + L-w» 2}, under the assumption that

the mean values [#gpveny aven )]s b =121,
[=12,...,w, of the GBNCIN conditional lifetimes in
the safety state subset {rzvems7gevew + Lo 2}, are

fixed. More exactly, we formulate the optimization
problem as a linear programming model with the
objective function of the following form

4
Heevery Teavew)

- v < GBNCIN[ , 4 (bl)
=hz_l”§]9%1 Ltcavem (Toanem )]s

(8)
for a fixed rgzyy € {1,2,...,z} and with the following
bound constraints

~ GBNCIN GBNCIN _ = GBNCIN
P4y < Py < pqy ,b=12,..,1,

[=12,..,w, ©)

é:léquGIBNCIN 1, (10)
where

[”éBNC[N (Feanemv )](bl) ) [/‘égzvcuv (Peanemw )](bl) >0,

b=12,.,1, l:l,2,...,w, (11)

are fixed mean values of the GBNCIN conditional

lifetimes in the safety state subset
{resvem sToanew + 1,2}, and
— GBNCIN — GBNCIN ~ GBNCIN
Py > 0= pgy <l and pg, ",
~ GBNCIN — GBNCIN _ = GBNCIN
0< pqy <1, pq, < P4y >
b=12,..,1, [=12,....w, (12)

of the transient
b=12,..,1, [=12,...w,

are lower and upper bounds

GBNCIN

probabilities  pgq,; 5

respectively.

Now, we can obtain the optimal solution of the
formulated by (8)-(12) the linear programming

problem, i.e. we can find the optimal values pg"~",

b=12,..,1, [=12,..,w, of the transient probabilities

GBNCIN
P4y

objective function given by (7).

,b=12....1, [=12,..,w, that maximize the
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First, we arrange the GBNCIN conditional lifetime
4 bl

mean values  [#épvemy Cosven s b=12,....1,

[ =1,2,...,w, in non-increasing order

4 (bl,) 4 (bly)
[Ganemv Tosnew) " 2 [Mgevery Fopvem )] > 2 -
4 (®l, )
-2 [tgnem (Fopnem )]
where b/, € {1,2,...,iw} for i=12,....tw.

Next, we substitute

_ _GBNCIN =
X =Pn > X

i=L2,...w,

_ =GBNCIN =
i = P, >

_ ~GBNCIN

i = Ppi, for

(13)

and we maximize with respect to x,, i=1L2,...,ow, the

linear form (7) that after this transformation takes the
form

< bl,
Heven Taaven) = 2 X; [Gavem Toaven)™ (14)

i=1

for a fixed rggyey €11,2,...,z} with the following
bound constraints

X <x <X, i=12,...,m, (15)
Sx =1, (16)
i=1

where

My, Taavew)s Haavemy, Faaven) 2 05

i=12,...,m,

are fixed mean values of the GBNCIN conditional
lifetimes in the safety state subset
{raenemv > Yesvew + 1.z} arranged in non-increasing

order and

(17

are lower and upper bounds of the unknown
probabilities x,, i =1,2,...,iw, respectively.

To find the optimal values of x,, i=12,..,w, we
define
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F=3%, p=l-% (18)
i=1
and
=0, ' =0 and ¥’ =3 %, %' =3 %, for
i=1 i=1
1=12,..,w, (19)

Next, we find the largest value [ € {0,1,...,;w} such
that

=1

' -x' <y (20)

and we fix the optimal solution that maximize (13) in
the following way:

i) if 1 =0, the optimal solution is
x, =p+x, and X, =x, for i=12,...,m; (21)

i) if 0 <1 < ww, the optimal solution is

. o . . _a ~7 -7 -
x,=x,fori=12,.,1,x,, =y—-x +Xx +x,,

and x, =x,for i=1+2,1+3,...,w; (22)
ii1) if I =, the optimal solution is
x, =x, for i=12,...,m. (23)

Finally, after making the inverse to (12) substitution,
we get the optimal limit transient probabilities

. GBNCIN
P4y,

=x, for i=12,..,m, (24)
that maximize the GBNCIN mean lifetime in the safety
state subset {rgpvemw > 7oavew + - 2}, defined by the
linear form (7), giving its maximum value in the
following form

. 4
Henev Toanew)

~ v . GBNCIN[, 4 (o)
= bZ_El P4y, [canemy Topnem)]

(25)

for a fixed rgpyey € {1,2,..., 2}

3.2. The Global Baltic Network of Critical
Infrastructure Networks Optimal Safety and
Resilience Indicators

21

From the expression (25) for the maximum mean value
Lesven (Feaveny)  of the GBNCIN  unconditional
lifetime in the safety state subset
{raavemy > Yasveny + 15 2}, replacing in it the critical
safety state gy, by the safety state u, u=1.2,...,z,

we obtain the corresponding optimal solutions for the
mean values of the GBNCIN unconditional lifetimes in
the safety state subsets {u,u +1,...,z} of the form

/:léBNCIN (u) = I;gl P4, [/uéBNCIN (u)](bl)

for u=12,...,z. (26)

Further, according to (4), the corresponding optimal
unconditional multistate safety function of the
GBNCIN is the vector

SéBNCIN )=11, SéBNCIN @D, ..., SéBNCIN ,2)1,

>0, (27)

with the coordinates given by

St (1) = £ 3 gy [ dyneny (0] for

u=12,...,z. (28)

By applying (23) from [EU-CIRCLE, 2017], the
corresponding optimal values of the variances of the
GBNCIN unconditional lifetimes in the safety state
subsets are

. 2 © .
O-éBNCIN (u)=2]t SéBNCIN (¢, u)dt _[/JéBNCIN )],
0

u=12,..,z, (29)
where ftgvey () is given by (26) and 8 &gy (£, 1)
is given by (28).

And, by (25) from [EU-CIRCLE, 2017], the optimal
solutions for the mean values of the GBNCIN
unconditional lifetimes in the particular safety states
are

ﬁéBNCIN (u) = :L.IéBNCIN (u)—p éBNCIN (u+1),

u=l,..,z-1, ﬁéBNCIN (2)= /‘éBNC[N (2).

(30)

Moreover, considering (7) and (12) from [EU-
CIRCLE, 2017], the corresponding optimal risk
function of the GBNCIN and the optimal moment
when the risk exceeds a permitted level &g zycpy »

respectively are given by
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’;éBNCIN )=1- SéBNCIN (¢, rgavew )s 120, (3D
and

. . -1

TéBNCIN =T gBNCIN (OGenem ) (32)

where Sy (roaneny) 15 given by (28) for

-1
.4 e . . .
u=rggnery and Fogyey  (¢), if it exists, is the inverse

function of the optimal risk function 7y (£)-

The optimal intensities of degradation of the GBNCIN
/ the optimal intensities of GBNCIN departure from
the safety state subset {u,u+1,..,z}, u=12,..z

impacted by the operation process related to the
climate-weather change, i.e. the coordinates of the
vector

)‘“éBNCIN @) =10, iéBNC]N @0, ..., iéBNC]N (t,2) ],

t €<0,+0), (33)
are given by

_ dS &gnem (1)
4 dt

Agave (Hu) =—
4
S Ganeiv (t,u)

, u=12,..,z. (34)

The optimal coefficients of the operation process
related to the climate-weather change impact on the
GBNCIN intensities of degradation/ the coefficients
of the operation process related to the climate-weather
change impact on GBNCIN intensities of departure
from the safety state subset {u,u +1,...,z}, i.e. the

coordinates of the vector are given by

péBNCIN ) =10, péBNCIN @n, ..., péBNC[N (t,2) ],
t €< 0,+00), (35)
where

54 _ .4 0
Zeeney (GU) = Pegyey (61) - Agpyeny (£,1),

u=12,..,z, (36)
ie.
- A (t:10)
péBNClN (fa”)zM u=12,.,z, (37

0 b
Agene (£,1)
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and ngNC,N (t,u), te<0,40), u=12,..,z, are the
intensities of degradation of the GBNCIN without the
operation process related to the climate-weather change
impact, i.e. the coordinate of the vector [EU-CIRCLE,
2017]

}“gBNCIN - =10, )“CO?BNCIN @n,, ..., )“gBNCIN (t,2)],
t €< 0,400), (38)

And iéBNC,N(t,u), te<0,4o), u=12,..,z, are the
optimal intensities of degradation of the GBNCIN
impacted by the operation process related to the
climate-weather change, i.e. the coordinate of the
vector

iéBNCIN @) =10, iéBNCIN @D, ..., 'iéBNCIN (t,2) ],

t €<0,+00). (39)
The optimal indicator of the GBNCIN resilience to
operation process related to climate-weather change

impact is given by

1

-
RI oo (8 Topnen ) = —3 ,
Pésvey & Tapnew )

t €< 0,+0), (40)
where paaven (6 Tosven )» t €< 0,400), is the optimal
coefficients of operation process related to climate-
weather change impact on the GBNCIN intensities of
degradation given by (37) for u = rgzycp -

3.3. Optimal Sojourn Times of Global Baltic
Network of Critical Infrastructure Networks
Operation Process at Operation States Related
to Climate-Weather Change Process and
Operation Strategy

Assuming that the GBNCIN operation process and the
climate-weather change process are independent, i.e.

GBNCIN

pay, =pBVN g, b=12,1, [=12,...,w,

and replacing in (22) from [Kolowrocki, Soszynska-

Budny, 2011], the limit transient probabilities py >~

of the GBNCIN operation process at the operation
states by

. GBNCIN . GBNCIN

. GBNCIN _ P4y _ Py ‘41 . GBNCIN

b = = =Dy >
q, q,

b=12,.,1, 1=12,..,w,

(41)
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where

GBNCIN

Pqys =pININ g b=12,.1, [=12,...,W,

are the optimal values of transient probabilities

pquNCIN, b=12,..,1, [=12,.,w, found by the

equations (21) and the mean values M Z?BNC[N of the
unconditional sojourn times at the operation states z,,
b=12,..,1;, defined by (21) in [Kotowrocki,

Soszynska-Budny, 2011] by their corresponding

unknown optimal values M ,)GBNCIN maximizing the

mean value of the GBNCIN lifetime in the safety
states subset {rczvem > Yaavey + 1> 2} defined by (7),
we get the system of equations

1 GBNCIN
gavev _ oM,

) , b=12,..1 (42)

)4 .
GBNCIN
> M,
I=1

After simple transformations the above system takes
the form

- GBNCIN ‘f GBNCIN | - GBNCIN __ 'y GBNCIN
)2 -z M, + P, w,M, +...
- GBNCIN __ 3’y GBNCIN
ot Dy M, =0
- GBNCIN __ 3’y GBNCIN | ( - GBNCIN *r GBNCIN
P M, +(p, -z, M, +...
- GBNCIN __ 3’y GBNCIN
et Dy M, =0
- GBNCIN __ 3’y GBNCIN | - GBNCIN __ 3’y GBNCIN
P, M, + p, T,M, +...
- GBNCIN r GBNCIN
.+ (p, -z M, =0, (43)
't GBNCIN .
where M, are unknown variables we want to
. GBNCIN . . [T
find, p,? are optimal transient probabilities

determined by (41) and 7, are steady probabilities

determined by (23) in [Kotowrocki, Soszynska-Budny,
2011].

Since the system of equations (43) is homogeneous and
it can be proved that the determinant of its main matrix
is equal to zero, then it has nonzero solutions and

moreover, these solutions are ambiguous. Thus, if we

‘r GBNCIN
M,

fix some of the optimal values of the mean

GBNCIN
M,

values of the unconditional sojourn times at

the operation states, for instance by arbitrary fixing one
or a few of them, we may find the values of the
remaining once and this way to get the solution of this
equation.

23

Having this solution, it is also possible to look for the

optimal values M ;""" of the mean values M ;"""

of the conditional sojourn times at the operation states
using the following system of equations

l . .

GBNCIN GBNCIN GBNCIN _
Y, pGENCIN \y GBNCIN _ g GBNCIN 12,1,
=1

(44)

obtained from (21) given in [Kolowrocki, Soszynska-

Budny, 2011] by replacing M "™ by M "™ and
MG by M SNV were  piPNNare known

probabilities of the GBNCIN operation process
transitions between the operation states z, and z,,

b,l=12,....,1, b#l, defined by (2) in [Kotowrocki,
Soszynska-Budny, 2011].

The knowledge of the optimal values M ,,GBNC]N of the

'BNCIN
Mg

mean values of the unconditional sojourn

times at the operation states and the conditional the

optimal values M > of the mean values M >V

of the conditional sojourn times at the operation states
maximizing the mean value of the GBNCIN lifetime
in the safety states subset not worse than the critical
safety state can help in the planning better strategy in
the critical infrastructure networks operation processes
related to the climate-weather change resulting in
higher safety and safety of these critical infrastructure
networks operation.

Another very useful and much easier to be applied in
practice tool that can help in planning more reliable and
safe operation process of the critical infrastructure

networks are the optimal mean values of the total

A GBNCIN
0,

GBNCIN operation process sojourn times at

the particular operation states z,, b=1.2,...,7, during
the fixed GBNCIN operation time 0“*V“"Y | that can

be obtain by the replacing in the formula (24) from

[Kotowrocki, Soszynska-Budny, 2011], the transient
GBNCIN

probabilities p, at the operation states z, by
- GBNCIN

their optimal values p,

and resulting in the
following expression

“r GBNCIN _ 1-r AGBNCIN 1 _ + GBNCIN pGBNCIN
M, = E[0, 1=py 0 )

b=12,..,L (45)

Similarly, replacing in the formula (3) the transient

GBNCIN

probabilities pgq,, at the operation states z,, by

GBNCIN

their optimal values pq,, , we get the optimal
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mean values of the total GBNCIN operation process

: : A GBNCIN . :
sojourn times HC,g at the particular operation

states zc,,, b=12,...,1, [=12,..,w, during the fixed
GBNCIN operation time 8“*Y"Y | given by

“ X GBNCIN _ 1A~ GBNCIN 7 _ - GBNCIN pGBNCIN
MN = E[6Cy, 1= P4y 0

b

b=12,.,1, 1=12,..,w. (46)

The knowledge of the optimal values M "™ of the

mean values of the unconditional sojourn times and the

A GBNCIN
bl

optimal values of the mean values of the

conditional sojourn times at the operation states and the

~ GBNCIN
M,

optimal mean values of the total sojourn

times at the particular operation states z,, b=1.2,...,1,

and the optimal mean values MN gBNCIN of the total

sojourn times at the particular operation states related
to climate-weather change =zc,, b=L2,..,1

[=1,2,...,w, during the fixed GBNCIN operation time

may by the basis for changing the critical infrastructure
networks operation processes in order to ensure these
critical infrastructure networks operation more safe.
Their knowledge may also be useful in these critical
infrastructure networks operation cost analysis.

4. Conclusion

The tools presented in the article are useful for the
optimization of operation and safety of the GBNCIN,
operating at the varying conditions that have an
influence on changing its safety structures and its
components safety characteristics. Presented: optimal
transient probabilities of the GBNCIN operation
process at operation states related to climate-weather
change process, the GBNCIN optimal safety and
resilience indicators, and optimal sojourn times of the
GBNCIN operation process at operation states related
to climate-weather change process and operation
strategy, can be applied for different critical
infrastructure networks, including maritime transport
industry.
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