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S u m m a r y .  Information processes of modern 
enterprises are implemented on a set of elements of the 
IT infrastructure. The complexity of the interaction of 
elements of the IT infrastructure does not allow them to 
create adequate models without additional restrictions, 
tools and standards for the enterprise. System features 
elements of the IT infrastructure is not properly 
investigated. This paper presents vision, challenges, and 
system science elements for an IT-infrastructure. In this 
paper it is going to be discussed criteria for IT 
infrastructure optimization also. The main task of the IT 
infrastructure is, ultimately, the management of 
enterprises information. In this work we discuss causes 
and problems of building an effective IT infrastructure, 
and present a analysis of IT infrastructure elements such 
as a hardware, operating system and virtualization on 
different levels including data center level. Building a 
private cloud solutions will unify and standardize IT 
infrastructure to reduce capital (CAPEX) and operating 
(OPEX) costs. The conclusion is that the technologies 
and tools for building cloud solutions IT infrastructure 
will be implemented in subject to such trends as BYOD, 
Big Data and Collaboration tools. 
K e y  w o r d s : IT infrastructure, Cloud, Enterprise 
architecture, ITIL, MOF.

INTRODUCTION. THE DEVELOPMENT 
OF THE THEORY OF INFORMATION 

NETWORKS 

Evolutionary development of 
information processes and architectures of 
information networks has led to the emergence 

of new concepts, complementing and partially 
replacing the concept of the classical theory of 
information networks [20]. Central to the 
theory of information networks is the concept 
of the information process [14, 15]. The theory 
of information processes, as one of the areas of 
cybernetics, was developed in the service-
oriented architecture (SOA) [27]. In today's 
information networks, information processes 
are implemented by IT services. 

Information-processing network in the 
current conditions should be considered as a 
complex, distributed system in the corporate 
and territorial space that consisting of a set of 
local subsystems possessing computing 
software and hardware implementation of 
information processes. The necessary and 
sufficient conditions for the existence of 
information network is its belonging to a 
particular organization (enterprise) and/or 
territory, strong intra-communication, and 
standardized hardware and software. Moreover 
information-processing network is a subset of 
information network as it is in general, 
embodies a lot of information processes 
involving subsystems that is non-corporate and 
geographically specific. Proof of this is the use 
of cloud solutions like PaaS, IaaS and SaaS for 
the organization of information processes that 
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implement the business functions of the 
company. 

In practical terms, the trend in recent 
years is that the information networks became 
available to us in two implementations: local 
and distributed. Thus, the local network are 
typically distributed network subsystems. 
Classification of networks on a territorial basis 
(LAN, WAN, MAN) almost lost relevance in 
the present time. Due to the protocol stack 
TCP/IP and SMB protocol modern 
information networks have reached a very high 
degree of integration and convergence. In 
addition, we observe gradual abandonment 
from ring and bus topologies, the peak 
spreading have observed in 80-90 years. In a 
large, this transition is caused by objective 
evolutionary processes in the information 
society, in particular the improvement of 
networks (wired and wireless), the use of new 
communication media, the appearance of next-
generation networks (Next Generation 
Network [5] and the Software-Defined 
Networking) and intelligent networks [16], 
increasing transmission speed. 

Modern information networks and its 
subsystems have presented by higher level of 
abstraction than ten years ago. While the 
actual tasks were design and optimization of 
topological structures, data flow, access 
methods, determination of the routes of their 
static and dynamic characteristics. Some of 
them are now the subject of research [21, 23, 
24, 30-33]. However, at present most efficient 
and quasi-optimal solutions are standardized 
and marketed, inherited for use in new and 
existing information-processing networks. 
Thus, we distinguish two lines of research: 
theoretical, influencing the development of 
quantitative indicators of hardware and 
software, and the practical, used for research, 
design and optimization of the information-
processing networks. 

FROM INFORMATION-PROCESSING 
NETWORKS TO IT INFRASTRUCTURE 

Definitely practical results that obtained 
by vendors, have an impact on the theoretical 
study. Today the unthinkable to consider and 

study the computing (server) system separate 
from the networks. Local and wide area 
networks have become an integral component 
of any information and automated systems. 
Evolutionary processes of information 
technology led to the emergence of a new term 
in the theory of information networks - IT 
infrastructure. ITIL defines IT infrastructure as 
a term that includes all enterprise information 
technology, except people, processes and 
documentation [10]. The structure of 
information technology is hardware and 
software that implements the development, 
testing, provisioning, monitoring, management 
and support of IT services. Thus, in theory of 
information networks, IT infrastructure is a set 
of enterprise information technologies, which 
includes the hardware and software 
implementing the development, testing, 
provisioning, monitoring, management and 
support of IT services. Currently, the term IT 
infrastructure can be used instead of the 
outdated terms LAN, WAN or MAN. On the 
other hand, the concept of IT infrastructure 
includes local and wide area networks, 
corporate networks, computer networks, and 
other terms, the essential properties of which 
are multiple properties of information-
processing networks. It should also be noted 
that the IT infrastructure operates (is a part of) 
the automated systems and enterprise level 
systems, which are at a higher level in the 
hierarchy, and include the processes, 
personnel, and documentation. 

Research in the direction of improved 
performance, in terms of achieving optimal 
performance of some units and functioning of 
information systems are increasingly attributed 
to the purely theoretical, since modern 
information networks are built and scaled 
based on equipment from major vendors have 
already implemented protocol stacks and 
functionality. At the same time performance of 
the hardware, in most cases, exceed the real 
needs of an enterprise in terms of ensuring the 
functioning of the required IT services. 
Management and support of IT services now 
have performed at higher levels than the 
physical (signal level) or protocol (stack 
TCP/IP). It should also be note that the most 
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widely used transport networks are Ethernet 
and its high-speed implementations [29]. In 
the center of the system, except Ethernet, for 
connecting storages and computing systems 
are widely used also InfiniBand and FC. Thus, 
the market inherently affects the direction and 
topics of research in this subject area. Relevant 
studies have aimed not only to look for new 
technologies and methods of teleprocessing 
and telecommunications, but also taking into 
account the importance of the application. 

Significant indicator of architecture 
development of information networks is a 
client connection method. Taking into account 
the latest research results can be state that in 
the near future fiber, copper and wireless 
communication channels will be dominate. 
Wireless networks will dominate in remote 
access technologies, and copper - in the 
information networks of all sizes and 
application purposes. Client connection 
technology went its path from development of 
single-user and terminal connections with low 
speed performance up to fiber to the desk 
connection. Thus, by using different methods 
and approaches of structural optimization of 
networks, networks modeling and prediction 
should be taken into account some heuristics, 
such as a topological origin, standards 
limitations, interoperability [28]. 

At present, we are witnessing the 
consolidation of equipment and computing in 
the form of medium and large systems (often 
distributed), implemented as a set of data 
processing centers (Data Center) [8]. 
However, their design capacity has already 
been selected and prepared with a reserve to 
high availability, performance and fault 
tolerance. Thus, the aim of current study is the 
analysis of problem of simulation and 
optimization of the parameters of software and 
hardware virtualization technologies and cloud 
computing in the IT infrastructure. 

On the set of IT infrastructure elements 
two subsets are identified: a subset of the 
hardware (servers, storages, network 
equipment, client systems), and a variety of 
system and application software. In the first 
subset of the defined range of problems in 
synthesis, simulation and optimization, there 

are a number of models and software tools for 
their implementation, methods and research 
techniques often do not take into account the 
topology and protocol restrictions. For the 
second subset of items currently not enough 
attention is paid to the modeling, analysis and 
optimization techniques, theoretical base is 
underdeveloped, the main results obtained in 
the field of software engineering. 

IT INFRASTRUCTURE
OPTIMIZATION CRITERIA 

Corporate IT infrastructure is a set of 
enterprise information technologies, which 
includes hardware and software that 
implements the development, testing, 
provisioning, monitoring, management and 
support of IT services [9]. Reduce capital and 
operating costs for the IT is one of the most 
important and priority areas for modern 
enterprises. Experts and analysts have pointed 
out that, on average about 70% of the IT 
budget is spending on maintenance and 
support of existing software and hardware, and 
only 20-30% make expenses for the 
development, implementation and 
optimization of new technology and 
information processes. 

Because of the low level of automation 
of information and computing systems 
management increases the TCO, increases 
response time on incidents, reduces 
availability of services and their security. In 
such conditions, businesses are not ready to 
implement LOB applications, have a low ROI 
level, and often do not have a strategy for the 
development of corporate information 
technology.

The core of modern enterprise IT 
infrastructure exists as a physical server pools, 
physical server pools with partial virtualization 
and fully virtualized hypervisors based server 
resources. Now private cloud solutions, hybrid 
cloud solutions and public cloud solutions are 
widely used. Typically, evolving, the core of 
enterprise IT is in the permanent change 
process. The difference is in the amount of 
expenses incurred by the company during the 
transition to the new information technologies. 
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There are cases when the transition to the new 
version of the enterprise LOB applications 
have to perform a complete replacement of the 
hardware computing systems. In this case, 
back-end systems are quite unsuitable for use 
and must be replaced (virtualization, write-off, 
disposal).

With the rapid obsolescence of enterprise 
information technologies and lack of funding 
the actual direction is the research and 
development of IT infrastructure optimization 
criteria in its life-cycle in order to ensure 
business continuity. Currently, studies are 
performed in the direction of the network 
structure optimization criteria to minimize 
response time, availability, reliability and cost. 
There are also cost optimization criteria of 
upgrade hardware and software. Are also 
offering approaches to optimization in terms of 
"performance/cost" when implementing new 
network structures. Many of these approaches 
do not consider architectural features of the IT 
infrastructure, the levels of its maturity and 
evolving nature of the changes in information 
technology.

Microsoft identifies the following 
maturity levels of IT infrastructure: basic, 
standardized, rationalized and dynamic [4]. It 
does not specify what maturity levels are 
acceptable and recommended for small, 
medium and large size enterprises. In addition, 
the definition of the enterprise's size, 
depending on the number of client and server 
systems is subjective to a certain extent, and 
may be referring to expert estimates. IBM 
Corporation in the development of business 
solutions focus on making the data center, 
which defines four stages of maturity: Basic, 
Consolidated, Available and Strategic data 
center [3]. Because the basis of the IT 
infrastructure of large and medium-sized 
enterprises is the data center, the development 
of optimization techniques must take into 
account the levels and stages of maturity, 
proposed by vendors who are leaders in the 
development of cloud solutions and 
virtualization. 

EFFECTIVE INFORMATION 
MANAGEMENT IS THE MAIN TASK  

OF THE IT INFRASTRUCTURE 

The modern enterprise is a complex 
system processing big amount of information. 
Broadly speaking, an information is a data in 
specific context. The information includes 
business data, documents, images, audio, 
video [12]. 

The information in digital form has 
produced, consumed, handled, stored and 
disposed of with the use of information 
technology. Each year, the amount of 
information increases by more than 50%. This 
increases the requirements for IT infrastructure 
that provides efficient storage and retrieval of 
information. 

One of the main trends that determine the 
development of the IT market in 2013, 
according to Gartner, are hybrid IT systems, 
cloud computing and big data. In particular, it 
has reported that the variety and complexity of 
the data arrays, the need for their effective 
treatment, require a revision of the traditional 
approaches to handling data across the 
enterprise. In this case, the concept of a single 
enterprise data warehouse as part of ERP-
systems do not meet the requirements, and a 
more promising approach is the 
implementation of multi-level systems form 
logical enterprise data warehouses, which 
cover the physical storage systems, 
information management systems, specialized 
file systems, cloud environment. 

Storage systems are a key asset of the 
enterprise information technology that 
determines the safety, reliability, availability, 
and fault tolerance of IT infrastructure as a 
whole. The modern solutions are currently 
available from storage industry leaders EMC, 
IBM, NetApp, HP, HITACHI with the latest 
tools and technologies for big data analytics 
[7, 19, 25, 26]. 

When the implementation of business 
processes, the main influence on performance 
indicators has the level of structured 
information. Structured information is 
information in databases, in content 
management systems, in ERP-systems, in 
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document management systems. A lot of 
unstructured information are in data files 
(documents of file system, spreadsheets, 
presentations, multimedia, folders), a set of 
mail and instant messaging, set of voice 
messages and another figureless information. 

The greatest difficulty in information 
using and processing occur when working with 
unstructured information. Typically, the 
unstructured data several times more than 
structured. In 1998, Merrill Lynch analysts 
have suggested that approximately 80% of 
potentially useful business information can be 
extracted from unstructured data. As a result, 
the average employee spends 60% of time 
searching for the right information, and 40% 
for its use. By some estimates, 80% of the 
world's information is unstructured and its 
amount will increase by several tens of times 
faster than a structured. 

Let us consider the information processes 
of the modern enterprise of small and medium 
scale in more detail. The modern enterprise is 
characterized by information processes for 
handling heterogeneous unstructured 
information that relates to the manufacturing 
process, administration, research and 
development, social and humanitarian 
activities. Currently, information services 
support controllers and industrial networks, 
file portals, data from collaboration tools, 
documents from document management 
systems, data from ERP-systems warehouses 
[6]. 

Any changes in the direction of 
processability, economy and productivity of IT 
infrastructure are associated with the usage of 
efficient information storage and hardware 
platform. As an example, initiatives such as 
the transition to a new corporate information 
and ERP systems, implementation of 
information management systems, portal 
systems, terminal systems based on thin clients 
and VDI, which is actual for the modern 
enterprise [35] 

The main challenges of information 
management are [11]: 

- large number of separate 
information management systems, 

implemented at different stages of 
development, 

- presence of legacy systems that 
require replacement or upgrading, 

- poor information systems 
integration, 

- competition between information 
management systems, 

- lack of strategic direction of 
implementation of an integrated environment 
and open standards, 

- limited or partial acceptance of 
existing information systems by personnel, 

- poor quality of the information, 
including the lack of control of consistency, 
repeatability and obsolescence of information, 

- the lack of recognition and support 
of information management technologies from 
top management, 

- limited resources for deploying, 
managing and improving of information 
systems, 

- lack of enterprise-wide definitions 
of types and value of information (no 
taxonomy at the level of the enterprise), 

- a wide variety of business needs and 
problems to be solved, 

- lack of clarity in the definition of 
strategies and development, 

- difficulties in changing practices 
and work processes, 

- the impact of domestic policies on 
the ability to coordinate activities across the 
enterprise. 

In the analysis, development and 
implementation of new IT solutions should be 
considering the trends of world and Ukrainian 
market. A great influence on the architecture 
of future solutions have a trends BYOD, 
Virtual Desktops, Cloud-Hosted Technologies, 
Application Virtualization, Big Data, 
Collaboration tools. In the near future, more 
than half of all devices with which customers 
and employees have access to the services and 
enterprise information systems will be mobile 
(Fig.). Todays smartphones are 60 times faster 
than a CRAY-1 supercomputer of 1982 [17]. 
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Fig.  A new trend is the use of mobile devices in the enterprise. Source: Wells Fargo Securities, January 23, 2012 
“Fostering the People: The Shift to Engagement Apps” 

CLOUD TECHNOLOGIES AS A BASIS  
OF MODERN IT INFRASTRUCTURE 

The basis for the functioning of cloud 
solution is virtualized IT infrastructure of the 
data center. Building a cloud solution based on 
the use of the following components of 
information technology: server pool (including 
virtualized), storage systems, network 
infrastructure, and specialized software for 
cloud management. The idea of virtualization 
and sharing of computing resources is not the 
product of new technologies as well as the 
basic principles have been implemented in the 
era of mainframes and large computers. 
Academician V. M. Glushkov was a supporter 
of the idea of collective computing centers in 
the former Soviet Union. 

Currently in Ukraine put into operation 
many data centers, among which are the 
departmental (private) and public. The 
majority of commercial data centers in 
Ukraine do not meet the criteria of the 
standard "Telecommunications Infrastructure 
Standard for Data Centers" TIA 942 Tier III. 
Despite the construction and putting into 
operation of new Ukrainian data centers 
DeNovo (http://www.de-novo.biz/), «The 
park» (http://datacenter.ua/), BeMobile 

(http://bemobile . ua /), Datagroup, (a total of 
22 data center [2]) the state of affairs in the 
field of implementation of private and public 
cloud solutions, as noted at the conference 
IDC Cloud Computing Roadshow 2012 is 
unsatisfactory, the market is not mature. 

Forrester Research report said that up to 
70% of private cloud systems cannot be fully 
considered as complete cloud solution 
(definition of NIST [22]), despite the 
availability of virtualized desktops and 
virtualized servers, virtual resources 
management portal and storage systems. At 
present, a characteristic feature of the 
information technologies of enterprise is the 
heterogeneity of IT infrastructure, as well as 
having a "zoo" of software and hardware. 
Building a private cloud solution will unify 
and standardize IT infrastructure and reduce 
capital (CAPEX) and operating (OPEX) costs. 
Despite the highly uneven implementation of 
cloud technologies, according to some studies 
it is expecting that by 2014, 80% of cloud 
solutions will be private or hybrid, and by 
2016, 80% of servers will be virtualized. 

To build a private cloud is currently used 
software with similar functionality from 
different vendors, allowing to isolate the level 
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of service from the level of the hardware 
platform, while maintaining control and 
providing dynamic resource allocation on 
demand. However, there is a risk for 
companies become dependent on a single 
vendor to support their private cloud. 
Software-defined networks, based on the 
OpenFlow protocol, can partially or totally 
eliminate the dependence of the network 
infrastructure from a specific vendor's 
equipment; however, they have not widely 
used yet. 

The transition to the use of cloud 
services related with questions of integration, 
scalability, compatibility, security, as well as 
organizational issues. Is it possible to transfer 
data to another vendor's cloud solution in the 
transition to the new platform? Will it reach 
the necessary level of transparency and data 
protection? What will happen and what actions 
should be taken, if you happen to leak data? 
Do the companies know about information 
leak? Is it possible to store data, which the 
company operates in the public cloud? 

Considering the cloud technology as a 
necessary evolutionary stage of development 
of the IT infrastructure should be noted that 
dynamic optimization level could be achieved. 
A dynamic infrastructure allows full costs 
control, to automate processes of critical 
services management, to improve service 
levels, to achieve high competitiveness, to 
comply with service level agreements, to get 
rid of extensive development. 

Cloud solutions of three basic models: 
IaaS, PaaS and SaaS are widely used [1, 34]. 
In the class of IaaS models are widely used 
Amazon elastic Compute Cloud (EC2), 
Clever, Eucalyptus, GoGrid, FlexiScale, 
Linode, Nimbus, Open Nebula, PerfCloud, 
RackSpace Cloud, IBM SmartCloud, 
OpenStack, Terremark. PaaS model is 
implemented by technologies and providers 
Force.com, GoGridCloudCenter, Google 
AppEngine, Cloud Foundry, AppJet, Etelos, 
Qrimp, Windows Azure Platform. The leaders 
in the provision of SaaS solutions are 
GoogleApps, Oracle On Demand, 
SalesForce.com, SQL Azure, Microsoft 
Office365 and others. 

CONCLUSIONS

1. Modern information networks reached 
a very high degree of integration and 
convergence. Much of the protocols and rules 
of engagement are standardized. The main 
volumes of calculations carried over to the 
server side. System analysis of modern 
information networks has revealed new 
structures, the constituent elements and 
relationships between infrastructural elements. 
The exponential growth of information have 
being processed has led to the consolidation of 
the computing and storage systems in the form 
of a data center. The research, simulation, 
design and optimization of today's IT 
infrastructures with the use of methods of 
system analysis, simulation, operations 
research, forecasting and statistics are relevant 
to the current stage of development of the 
information networks. 

2. In this paper discussed an approach to 
optimizing IT infrastructure using a complex 
criterion that takes into account the structure 
and configuration of the communication 
equipment, the scale of the corporate network, 
the level of automation of information 
management processes and computing 
systems, the cost of ownership and return on 
investment. While solving the optimization 
problem taken into account the level of 
maturity of enterprise information technology 
at every stage of its life cycle. 

3. The factors and trends listed in this 
work point to the dynamic processes of 
enterprise informatization in the industry 
context. Information management problems 
have solved in part, or not resolved at all. 
Many small and medium-sized businesses 
variety of vertical markets of Ukraine are not 
ready to fully implement new solutions related 
to cloud technologies, mobile systems and 
virtualized environments [13]. Numerous 
attempts to match the level of international 
experience by retrofitting and transition to new 
platforms are not systemic and do not include 
of technological trends. More detailed analysis 
of platforms and examples of infrastructure 
solutions implementation in companies, as 
well as their classification, are complicated 
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and are available at the level of presentation, 
Case studies of IT market leaders and 
information messages of system integrators. 
As a result of analysis of implementation 
experience of the latest technology by 
Ukrainian enterprises that available from 
public sources, it can be concluded that the IT 
budget cannot ensure the business-continuity 
and scalability of enterprise information 
systems and its IT infrastructure. 

Under these conditions, we offer IT 
outsourcing at different levels of service (IaaS, 
PaaS, SaaS) based on system integrators, 
consortia and other industry associations of 
enterprises in Ukraine with the deployment of 
new or existing data centers, according to 
legal, organizational, regional and applied 
features of existing information processes. In 
this case, the more members of the consortium 
of IT outsourcing, the higher the level of 
consolidation, lower TCO, higher energy 
efficiency. One embodiment of such center 
have presented by technology parks, 
innovation centers and other regional research 
institutions. However, their regional identity, 
territorial scope, departmental subordination 
and focus on specific educational complex 
with its principles of organization and 
obedience does not allow to fully 
implementing the principles of IT outsourcing 
across some industries or vertical market. 

4. Cloud solutions will be spreading 
mainly in the direction of private and hybrid 
clouds. The transition to the use of private 
enterprise cloud solutions is a complex multi-
criteria problem, the solution of which have 
accompanied by the stages of analysis, 
forecasting, deployment and evaluation. 
Existing technologies and tools for building 
cloud solutions will be implemented taking 
into account the trends BYOD, Big Data and 
Collaboration tools. 
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