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S u m m a r y .  This paper investigates the 
implementation of information-analytical system 
component based on modern IT infrastructure to 
automate information interactions as an example of state 
power and local self-government with citizens and 
business entities, using digital signatures.  
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INTRODUCTION 

Nowadays in Ukraine there are no 
universal standards and mechanisms of 
electronic interaction between state authorities 
and local self-government with citizens and 
business entities. However, they are the main 
source of state (including social) budget and 
make the most of the information resources of 
public bodies to support the basic 
functionalities of these processes with the 
submission of electronic reporting. The lack of 
technological sophistication and uniformity of 
reporting operating systems, including ones in 
electronic form, provide full requirements 
neither to business reporting nor to state 
supervisory bodies, to which it is handed in. 
The submitting process of the majority of 
reports has not been automated. There is no 

single methodological guidance and 
coordination of electronic reporting on the 
state level. 

Insufficient attention has been paid to 
establishing a productive and secure IT 
infrastructure that is the basis of information 
services. One of the problems is the use of 
different software and hardware platforms for 
web-based services of public authorities. This 
leads to increased operating costs and the need 
to involve specialists and administrators for 
various products and systems. 

Nearly 1 million taxpayer’s entities and 
more than 3 million individual entrepreneurs 
have been registered as taxpayers by 1 January 
2014 in Ukraine. Almost all working-age 
population can be potential users of 
information resources of public authorities. 
There are various examples of electronic 
interaction between individuals and the state, 
using digital signatures: State Registration of 
Legal Entities and Individual Entrepreneurs 
[14, 17, 18], reporting, obtaining information 
and so on. 
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ANALYSIS OF RECENT RESEARCHES 
AND PUBLICATIONS, WHICH DISCUSS 

THIS ISSUE 

Practical application of electronic 
reporting has long roots in the United States 
and Europe and continues to win new 
positions. In countries of the CIS as Russia 
and Kazakhstan, the transition to the new 
report filing system gave positive results. 
Nowadays the taxpayers of these countries 
have completely switched to this reporting 
system. Every day electronic reporting is 
becoming more and more popular [5, 20].  

The laws on digital signature has been 
implemented in Germany, Austria, France, 
India, Ireland, the Republic of Korea, 
Lithuania, Poland, Finland, Estonia, Russia, 
Thailand, etc. Similar laws have been applied 
even in countries where there was a steady 
tradition of contractual jurisdiction to regulate 
discretionary economic activities between 
contractors, such as the UK and the U.S. The 
law on electronic document has been adopted 
in Belarus. 

Electronic signatures are widely used in 
the Republic of Estonia, which introduced ID-
card program that involves near 75 percent of 
the population. By means of an electronic 
signature in March 2007, elections had been 
held for the local parliament - the Riigikogu. 
400 thousand citizens used electronic signature 
while they were voting. In addition, by using 
digital signatures one may send a tax or a 
customs declaration and other forms to 
different local governments and state agencies. 
In large cities, using ID-card, citizens can 
purchase month bus tickets. This is done 
through a central civil portal. Estonian ID-card 
is mandatory for all citizens who are 15 years 
old residing temporarily or permanently in 
Estonia [2].  

Of course, each state has established a 
more or less liberal approach to regulating the 
use of cryptographic (technological) resources 
[3]. 

In addition, in modern publications the 
possibility of using cloud services for public 
information services has been analyzed. It is 
necessary to analyze the security problems of 

client data, as well as to ensure the acceptable 
response time from information services side. 
Mobile devices are surpassing desktops and 
notebooks. There is a need to reduce operating 
costs and optimize the use of computing 
resources [21]. 

The issues that are considered in this 
article are relevant, as evidenced by the 
publication of professionals who work directly 
in the industry, at conferences at various levels 
[8, 15, 16, 19]. 

ASPECTS OF UNSOLVED PROBLEM 

However, Nowadays along with the 
obligatory performance of statutory 
regulations problematic issues regarding the 
use of digital signatures of state and local 
governments to citizens and business entities 
remain unsolved. The lack of a unified 
submission process standard as for processing, 
use and report storage, the legislative, 
methodological, organizational and technical 
interoperability of stakeholders who are 
submitting electronic reports. Formulation of 
article goals (problem). 

We believe that finding the ways to 
perform statutory norms in electronic 
document organization of state institutions and 
local self-government authorities with citizens 
and business entities using digital signatures in 
accordance with the current legislation is 
relevant and timely. 

THE MAIN MATERIAL OF RESEARCH 
AND EXPLANATION OF SCIENTIFIC 

RESULTS 

For the first time the idea of receiving 
reports electronically in Ukraine originated on 
the verge of XX-XXI centuries. At that time, it 
was about the formation of electronic copies 
on magnetic or other media, and presenting 
them to the public authorities along with paper 
copies of reports. One of the prerequisites for 
the operation of this system provided that it 
should maintain the means of digital signature 
of all Certification Authorities operating in 
Ukraine in accordance to applicable law.  



IMPLEMENTATION OF AUTOMATED INFORMATIONAL INTERACTIONS  AS A PART OF INTEGRATED             231 

 

Composing and submission of electronic 
documents, electronic documents and digital 
signature overlay regulated by the Law of 
Ukraine "On electronic documents and 
document flow" dated 22.05.2003 № 851 "On 
electronic digital signature" from 22.05.2009 
№ 852 [12, 13]. 

Every day there are more and more 
reports submitted to the state electronically. 
For example, thousands of Ukrainian 
taxpayers, who have chosen this path, have 
already understood the convenience and 
efficiency of reporting electronically. First, the 
possibility of tax reports electronically will 
significantly reduce the time, and secondly, 
minimize the possibility of errors in reporting, 
and, thirdly, decidedly reduce paper-based 
operations. Also, there will be fewer 
documentary and counter checks as tax 
officers attention will be concentrated 
primarily on those taxpayers who avoid paying 
taxes. 

The system allow to automate the 
process of submission and acceptance of tax 
returns, avoiding queues and direct contacts 
between tax inspectors and officials of 
taxpayers, preventing malpractice in the 
process. In addition, it eliminates the 
possibility of error while transferring data 
from paper to electronic media report. 

2013 was the year of large-scale 
implementation of electronic services for the 
Ministry of Revenue and Duties of Ukraine 
(Ministry). As a result, today tax returns are 
handed in on-line by over 92% of taxpayers. 
82% of economic agents use features of 
electronic declaration of goods. 

During 2013, economic operators drew 
up 2.3 million electronic customs declarations. 
Compared with 2012 the number of electronic 
customs declarations had increased almost 4 
times. According to Ministry statistics, in 2012 
the number of electronic customs declarations 
constituted only 20% of the submitted 
documents. In 2013, this figure rose to 70% 
already. Taxpayers spent fulfilling their tax 
obligations for 100 hours this year less than 
the previous year. 

The unified social tax has also shifted to 
an electronic format to communicate with the 

public revenue and fees because all conditions 
have created. As a result, only in November-
December 2013 the number of electronic 
reports has increased from 38% to 60%. 
Moreover, this is not the limit.  

Citizens were able to declare income and 
assets over the Internet in 2013 for the first 
time. Largely due to this the number of handed 
in files has increased compared to the previous 
year by 7%, the amount of reported income - 
27%. 

Implementing of e-office of the payer 
was completed in 2013. This is a massive 
project that will not only enable to report on-
line, but also give users the ability to check 
payments to the budget remotely, to 
remember, when and which taxes must be 
paid. This is the first step to build a national 
One-stop shop system of electronic reporting, 
which will include other authorities. 

All this improvements were possible 
because of the Certification Authority of the 
Information Reference Department in the 
Ministry (hereinafter - CA IRD).  

For obtaining digital signatures one 
should apply to the offices of User 
Registration Center. There are 104 such points 
that operate in Ukraine today.  

868 thousand taxpayers who formed 
around 1333 thousand reinforced certificates 
are customers of CA IRD today. 

 

  

Fig. 1. Quantity of formed reinforced certificates 
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Over 50 thousand of payers turn to the 
Ministry to get free keys monthly that is twice 
more than last year. The most numerous 
category of the clients are individuals, the 
number of which is 73%.  

 

 

Fig. 2. Quantity of registered customers 

For 634 000 registered individuals and 
citizens in the center have issued 763,600 
signatures during 2013. Among the Customer 
Center entities there were 234,000 people who 
have ordered 569,400 keys at this period.  

Also, pay attention to the fact that Public 
Key Certificates on Ministry are formed for 
the period of two years since November 1, 
2013. This possibility of Certification 
Authority, which operates under the Ministry, 
received after the procedure of accreditation. It 
formed a new technology certificates and 
servers Center, which helped extend the digital 
signature. All reinforced certificates that were 
formed before the effective date of this order 
should be served to the end of their validity. 
That is, the certificates received by 
01.01.2014, are valid and will apply from the 
date of reception for 2 years. 

Key digital signature issued by CA IRD 
enable to report on-line not only to the 
Ministry, but also to the State statistics of 
Ukraine and the Pension Fund of Ukraine. 

From January 1, 2014 CA IRD switching 
to two Public Key Certificates. According to 
experts of the Center, a cryptographic message 
format will enhance the protection and safety 
of filing reports electronically using digital 
signature and provide a high level of security 
to protect confidential information. The digital 
signature implies that each user has its secret 

key which is used to create a signature (for 
data encryption) and private key 
corresponding to this public key that matches 
the public key certificate that is designed to 
decrypt the digital signature when obtaining 
report. Thus, on January 1 2014 to encrypt and 
decrypt information used by experts and 
customers Ministry need to use two separate 
certificates to prevent counterfeiting of keys 
and enhance the protection of information 
from unauthorized modification by 
unauthorized persons. 

These innovations have been provided by 
the Order of the State Service for Special 
Communication and Information Protection of 
Ukraine from 18.12.2012, № 739 "On 
Approval Requirements for Cryptographic 
Message Formats", registered with the 
Ministry of Justice of Ukraine 14.01.2013, 
№108/22640. 

Due to CA IRD innovations new forms 
of documents registration was developed, it 
can be downloaded from the official 
information resource http://acskidd.gov.ua. 

We emphasize that ACA IDD MD also 
provides free certificates to users and Uniform 
State Register of the Ministry of Justice of 
Ukraine. 

Accountability in electronic form 
includes already 224 thousand cash registers. 
That is the number of payment transactions on 
January 1, 2014 which was obtained from cash 
registers connected to the storage system and 
collected Cash and settlement operations data 
to Ministry. Less than 10% of vehicles 
remained disconnected among the total cash 
appliances. During retrofitting techniques 
people can use the State Register of 
transactions, where there are 86 certified 
devices. These cash registers meet current 
requirements and can transfer control and 
reporting information about income and 
charges in electronic form. A complete list of 
payment transactions that are included in the 
State Register, is available on the Ministry 
website http://minrd.gov.ua/dovidniki--reestri-
-perelik/reestri/94957.html 

With key digital signatures, a taxpayer 
has an opportunity not only to submit reports 
electronically but also to use a variety of 
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additional services. The following are some of 
them: 

- the updated website of the State Tax 
Service of Ukraine, 

- ministry Databases (Databases VAT 
payers, Cancelled Certificate of VAT, 
Address mass registration of taxpayers 
and others), 

- service "Information message about 
debts, dues", 

- the project "Electronic office". 
This service launched in beta in July 

2013. Large number of taxpayers had the first 
view of the services level, and since December 
2013 it is available for all categories of 
taxpayers.  

Electronic Office project – is a personal 
service a payer works with and he can access it 
from any computer connected to the Internet, 
after authorization. The advantage of the new 
service is filing tax reporting in real time. The 
payer will immediately see how the 
performance of his statements affected his 
settlement with the state budget. Tax report 
can be submitting as a package including 
declaration and all attachments. For each 
document received, a receipt of acceptance of 
the declaration will be issued. Electronic office 
will be expanded in the nearest future. For 
example, taxpayers will be able to view 
documents issued by Ministry, to fill out 
vouchers to pay taxes, to calculate penalties, to 
apply for registration of individual tax payer, 
to receive counseling services and more.  

Electronic office can be accessing at the 
Ministry portal http://knp.minrd.gov.ua/ 
Publish /PublishedApp.aspx or on the Ministry 
portal with authorization by digital signatures. 

System "E-card". 
A payer will be able to conduct certain 

transactions electronically with a personal 
cabinet online using digital signature: 
Submission of data, filing, reporting, getting 
information about the status of payments to the 
budget and so on. Implementation of the 
system will last in 2012-2016 years.  

Realizing the importance of the tax 
system in society, TAX Ukraine for the first 
time among the state executive bodies 
identified strategic mission of the activity - the 

transformation of the tax service in a fiscal 
instrument of fiscal revenue in highly skilled 
customer service with taxpayer service by 
implementing electronic services that may be 
obtaining by using the key digital signatures. 

All reports to the central government will 
be submitted through a special "One-Stop 
Shop" on-line and a single unified standard 
soon. A concept of creation and operation of 
automated system "One-Stop Shop filing 
electronic filing" has approved in August 2013 
by the Government. The concept implies that 
citizens and businesses will be able to apply 
accounting data once and remotely instead of 
making a large number of identical accounting 
data for different authorities and different 
standards. Information exchange will adjusted 
automatically between the central government 
bodies for quick access to the accounting data 
necessary to perform their duties. 

According to Ministry experts, which 
acted as the initiator of this issue, the 
implementation of "One-Stop Shop" will allow 
citizens and businesses to save time and 
reduce material costs for the preparation and 
filing, and governments - to its acceptance and 
processing. In addition, just as importantly, 
this will abandon paper-based operations and 
reduce the role of the human factor: the 
presence of errors in reports, subjectivity, 
corruption and so on. 

Generally, a "One-Stop Shop" - is an 
important component of e-government, the 
implementation of which will improve the 
business environment and investment climate. 
It has expected that this concept will be 
implemented in three stages: the first - the 
unification of electronic reports to be 
submitting to central government in electronic 
form, the second - the introduction of common 
standards for the formation and filing 
electronically, the third - the introduction of 
commercial operation. Implementation of the 
system will provide some benefits. 
1. For subjects reporting: 

- simplification of procedures for 
preparing and submitting reports 
electronically (especially for 
businesses that are reported in a large 
number of regulatory bodies), 
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including reducing the time and cost 
of preparing and submitting reports, 

- possibility of remote submission of 
all reports to any supervisory 
authorities through a single point, 

- operational feedback from regulatory 
authorities, implementation of related 
services that provide a new quality of 
relations between these authorities 
and reporting entities, 

- simplification in general business 
conditions and economic activity. 

2. For supervisory authorities and the 
state as a whole: 

- reporting to regulatory authorities 
process optimization and 
systematization, including the 
introduction of a single unified 
regulatory Default information and 
interagency information exchange, 

- reduce the time for processing 
statements, reducing the associated 
errors, subjective effects of "human 
factor", 

- gradual costs reduction associated 
with the administration of the process 
of reporting to regulatory authorities, 

- improving the efficiency of the tax 
system, the system of compulsory 
social insurance, other public 
institutions, increase revenues to the 
budgets of all levels and social funds. 

Recall Concept creation and operation of 
automated systems "One-Stop Shop filing 
electronic filing" developed by the Ministry of 
income and fees pursuant to the National 
Action Plan for 2013 to implement the 
program of economic reforms for 2010-2014 
years "Prosperous Society, Competitive 
Economy, Effective State", approved Decree 
of the President of Ukraine on 12 March 2013. 

In the implementation of the Cabinet of 
Ministers of Ukraine № 809 [2] to enable the 
formation of reporting to the Pension Fund of 
Ukraine, the State Statistics Service of Ukraine 
and the Ministry of the proceeds and fees of 
Ukraine, as well as the imposition of digital 
signature and encryption of electronic 
documents, the Ministry of Ukraine of income 
and charges introduced into trial operation 

complemented software "Specialized client 
software for the development and submission 
of reports to the "One-Stop Shop of electronic 
submission of reports". In this formation the 
software implements reporting to the State 
Statistics Service of Ukraine and the Ministry 
of income and charges of Ukraine, as well as 
the imposition of digital signature and 
encryption of electronic records. 

According to the Limited Liability 
Company "Sihnis" from September 17, 2013 
in software "SONATA" (hereinafter - 
Software "SONATA") the support is reliable 
by means of digital signature of Ministry CA 
IRD. Thus, customers of Ministry CA IRD  
can use software "SONATA" for submitting 
reports electronically to the Ministry 
authorities (228 forms), the Pension Fund of 
Ukraine (8 reports and 29 forms ) and the State 
Statistics Service of Ukraine (28 forms). 
Forms are automatically updating. Their 
number is constantly increasing. More 
information regarding the software 
"SONATA" is available on the website 
http://sonata.biz.ua 

Online service allows customers of 
iFinZvit CA IRD to sign and submit to the 
regulatory agencies electronic reporting of 
Ministry, the Pension Fund and the State 
Statistics Service of Ukraine free of charge. 
More information regarding the online service 
iFinZvit is available on the website 
https://zvit.ifin.ua. 

PERFORMANCE AND SECURITY 
ASPECTS 

To implement "One-Stop Shop" system 
governmental agency must follow the 
recommendations of ITIL providing a proper 
service strategy, service design, service 
transitions, service operations and continual 
service improvement, which comes in support. 
Users of the system create thousands of 
transactions per second, so you need to ensure 
a sufficient level of performance. Also, please 
note that the load varies over a wide range and 
at nighttime, the resources will be uncalled. In 
such circumstances, it is preferable to use of 
hybrid cloud services that reduce operating 
costs and provide a good level of scalability, 
efficient use of allocated resources. By 
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creating a private cloud, we can effectively 
eliminate the provisioning bottleneck present 
in the datacenter virtualization model while 
preserving cost savings as the same many-to-
one relationship exists between VMs and 
physical hosts. 

There are several areas of consideration 
that should guide system architect evaluate 
hybrid cloud for "One-Stop Shop" system 
needs: 

- workload and infrastructure 
interaction, 

- security compliance, 
- reduced network latencies, 
- resources cost and bandwidth 

consumption. 
Current trends are that users are 

increasingly using their personal devices in the 
workplace, which increases the efficiency in 
solving enterprise tasks. The growing number 
of consumer gadgets is changing the system 
architecture, creating not only important 
opportunities but also massive risks for 
customers. Mobile trend has defined by 
several factors.  

Modern smartphones and tablets can 
perform workplace IT-operations and 
customers are demanding to use them for work 
and play. Smartphone and tablet sales have 
already surpassed PC sales. But these mobile 
devices were built for the consumer world and 
lack enterprise-grade security capabilities.  

Customers want to use their mobile 
devices for solving different work and 
personal tasks. Many researches indicate that 
over 80 percent of workers use a personal 
device for work-related functions and more 
than 60 percent of organizations enable "Bring 
Your Own Device" (BYOD) policy. 

Mobile computing is becoming central to 
the way people interact, work, learn and 
communicate. The benefits of using consumer 
mobile technologies for the tax paying are 
very important, including increased agility, 
improved productivity, and reduced costs. 

Governmental agency should encourage 
their users to follow certain rules of use with 
mobile devices. This concerns use protocols, 
password policies and additional software 
installation. According to AOL Government 

Mobility Study security is the greatest barrier 
to supporting mobile technology especially to 
defense employees. 

CONCLUSIONS 

1. Using digital signatures to automate 
information interaction of state and local 
governments with citizens and business 
entities is an important segment of 
interrelations, the style of XXI century, which 
is an integrated information processing system. 
Still there is a lot of work in this area to 
develop as for natural and legal persons and 
state. 

2. a free key digital signatures issuing by 
Ministry CA IRD has been established. It is 
the only state accredited. Practically only in 
our country there has been developed and is 
supported a free tax software, while it is not 
always actual and difficult to use. 

3. Automated system "One-Stop Shop 
submission of electronic reports" should 
provide support to the means of digital 
signature of all Certification Authority 
operating in Ukraine in accordance with 
applicable law. Other formats (standards), the 
structure of digital documents, providing 
electronic submission of reports will be placed 
and kept up to date at no charge to users based 
on publicly available information resources. 

4. Automated system of "One-Stop Shop 
submission of electronic reports" has become 
one of the most important elements. It has 
practically implemented as a nationwide 
system of e-government that will continue 
effective implementation in all spheres of 
public life. Taking into account the principles 
of construction of the system, it is advisable to 
provide other services ("United State Portal of 
administrative services" http://poslugy.gov.ua 
at present under development and testing). 

5. Applying digital signatures will create 
a comfortable environment for business 
operation, will establish non-contact way of 
information interaction of state and local 
governments with citizens and business 
entities, will minimize the role of human 
factors, and thus avoid corruption. Moreover, 
this is a true European approach. 
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6. Governmental agency should 
encourage their customers to follow certain 
rules of mobile devices usage. This concerns 
the use of protocols, password policies and 
additional software installation. A private 
cloud has recommended to implement the 
"One-Stop Shop" system, which must meet the 
requirements of: workload and infrastructure 
interaction, security compliance, reduced 
network latencies, resources cost and 
bandwidth consumption. 
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ВНЕДРЕНИЕ АВТОМАТИЗИРОВАННОГО 
ИНФОРМАЦИОННОГО ВЗАИМОДЕЙСТВИЯ 
КАК СОСТАВЛЯЮЩЕЙ ИНТЕГРИРОВАННОЙ 

ИНФОРМАЦИОННО-АНАЛИТИЧЕСКОЙ 
СИСТЕМЫ 

Михаил Самоздра, Эдуард Жариков,  
Оксана Самоздра 

А н н о т а ц и я .  В статье исследована реализация 
информационно-аналитической системы на базе 

современной ИТ-инфраструктуры для 
автоматизированного информационного 
взаимодействия на примере органов 
государственной власти и органов местного 
самоуправления с гражданами и субъектами 
хозяйствования, в том числе с использованием 
электронно-цифровой подписи. 
К лю ч е в ы е  с л о в а .  Автоматизация, 
информационное взаимодействие, интегрированная 
информационно-аналитическая система, ИТ-
инфраструктура, информационная инфраструктура, 
электронные сервисы, отчетность, электронно-
цифровая подпись. 
 
 

 

 
 
 


