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The problem of cyberterrorism is global and critical issue in today's information society. Leading world states are in-

creasingly focused on critical infrastructures. In civil aviation criticality level is amplified by communication and interaction 

between ground systems and aircrafts. Modern information and communication technology implementation in one hand in-

creases civil aviation operation efficiency and in the other hand generates a set of new vulnerabilities and potential threats. 

Existed solutions aren’t according to civil aviation specific and modern requirements from regulatory aviation security docu-

ments generally. Accordingly, basic model for cybersecurity requirements definition based on regulatory international aviation 

security documents were proposed. 

 

INTRODUCTION 

The large-scale implementation of modern information and 
communication technologies (ICT) in all spheres of human activities 
in one hand brings new opportunities and in other hand generates 
new vulnerabilities and potential threats. The most sensitive for 
these changes is critical information infrastructure of the state. For 
instance in civil aviation the criticality level of information infrastruc-
ture is considerably amplified by high degree of connectivity and 
interaction between ground and aircraft systems (Fig. 1). Malicious 
interference into mentioned systems puts at threats passengers, 
crew and ground staff security. Unauthorized access to so-called 
critical aviation information system (CAIS) is very crucial and it may 
have serious and tragic consequences (hundreds of passengers’ 
lives, significant financial losses etc). CAIS combines interconnect-
ed components representing informative, personnel and material 
resources, processes and technologies which are of crucial im-
portance for providing security in the process of gathering, pro-
cessing, converting, storing and transmitting information in aviation. 
Accordingly the CAIS cybersecurity [1] is a very actual and im-
portant problem [2]. 

Modern scientific papers don`t take into account requirements 
declared in control documents of aviation security and civil aviation 
specific. Therefore the main task of this paper is model development 
for cybersecurity requirements definition in civil aviation based on 
aviation security control documents.CYBERSPACE SECURITY IN 
CIVIL AVIATION 

1.1. Cyberattacks in civil aviation 

Modern threats to information security (cybersecurity) [1,2,4] 
are asymmetric and flexible. Cyberattacks has long ceased to be an 
end in itself and become an effective means to achieve a wide 
range of purposes; their variety is limited only by the imagination 
and fantasy of violator. All existed cyberattacks can be differentiated 
into 3 categories: attacks adversely affecting on confidentiality, 
integrity and availability on the information. All other types are de-
rived from these. It should be noted that confidentiality, integrity and 
availability (so-called CIA-triad) are the main features of information 
security (and consequently cybersecurity). In [4] cyberspace was 
defined as the complex environment resulting from the interaction of 
people, software and services on the Internet by means of technol-
ogy devices and networks connected to it, which does not exist in 
any physical form. In [1] the multi-criteria analysis was carried out 
and the following conceptual definitions were proposed:  
– Cyberspace is virtual space resulting from the interaction of 

users, software, hardware and network technologies (including 
Internet) for information (electronic information resources) trans-
formation processes on purpose of ensuring the information 
needs of society. 

– Cyberterrorism is kind of terrorism that is a conscious and pur-
poseful application of information system resources to imple-
ment terrorist acts in cyberspace and also to achieve other re-
lated purposes in terrorist groups’ interests. 

 
Fig. 1. National Airspace System’s Transition to Modern ICT [3] 
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– Cyberattack is an attempt or realization of security threats in 
cyberspace aimed at its components (in particular confidentiali-
ty, integrity and availability) considering its vulnerabilities. 
Cyberattacks and acts of cyberterrorism [1] are very crucial for 

critical infrastructure of any state, because these may have serious 
and tragic consequences. For instance in civil aviation any unau-
thorized access to control system calls into shot hundreds and 
thousands of passengers’ lives. Civil aviation is moving away from 
traditional radar systems in favor of more modern digital tools con-
nection – the problem is that new technologies potentially allow 
attackers get stuck between the pilot and dispatcher.  

Many tools to take control of aircraft in the air were created and 
tested successfully. During The Fourth HITB Annual Conference 
(was held in Amsterdam, 2013) the practical demonstration on how 
to remotely attack and take full control of an aircraft was carried out. 
The attack performed will follow the classical methodology, divided 
in discovery, information gathering, exploitation and post-
exploitation phases. The complete attack will be accomplished 
remotely, without needing physical access to the target aircraft at 
any time, and a testing laboratory will be used to attack virtual air-
planes systems. ADS-B (Automatic Dependent Surveillance – 
Broadcast) and ACARS (Aircraft Communications Addressing and 
Reporting System) protocols will be used during the discovery and 
information gather phases, but none of those protocols are the 
objective of this research, it will just use to plot and analyze the 
potential targets from viewpoint of information security. Very basic 
information on such protocols will be displayed as well as additional 
references for further reading. The real target of the attacks will be 
some on-board systems, complex enough to be vulnerable to (al-
most) common vulnerability research and exploitation techniques. 
Different post-exploitation vectors will finally be considered in order 
to gain better aircraft control. 

Today we know many examples of attacks on civil aviation 
throughout the world (e.g. Malaysia, Turkey et al), but most of these 
cases are not advertised. This is the purpose of hidden blocking 
vulnerabilities, but appearance of unwanted consequences can 
make the world community in a loud voice to talk about cyberterror-
ism in aviation and respond in the short term. 

1.2. Critical aviation information systems 

Similar cybersecurity requirements for civil aviation are de-
clared in [6-9]. However, there are still a lot of unsolved problems 
related to CAIS identifying, its criticality assessment and develop-
ment of methods to provide its cybersecurity. But these document 
don’t consist full set of CAIS, than combine following information 
systems (described in detail in [10]):  
– Computer Reservation System;  
– Global Distribution Systems;  
– Property Management Systems;  
– Billing and Settlement Plan;  
– Departure Control System;  
– Surveillance Data Processing and Distribution;  
– ATM suRveillance Tracker And Server;  
– Surveillance Networks (e.g. RADNET);  
– Surveillance Data Distribution equipment (e.g. RMCDE); 
– PSR;  
– SSR Mode A/C;  
– SSR Mode S; 
– Surface Movement Radar / Aerodrome Surface Detection 

Equipment;  
– Wide Area Multilateration Systems;  
– Multilateration Systems; 
– Automatic Dependent Surveillance;  

– AFTN;  
– Controller-Pilot Data Link Communications;  
– Flight Management System; 
– many others from inside / outside aircraft systems (Fig. 2) to 

customers provide systems (Fig. 3-5) [5, 10]. 
 

 
Fig. 2. Aircraft Diagram Showing Internet Protocol Connectivity 
Inside and Outside of Aircraft [5] 

 

 
Fig. 3. The Customer Travel Process and Providing Systems [5] 

 

 
Fig. 4. GDS Architecture [10] 

 

 
Fig. 5. DCS SITA System [10] 
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2. MODEL FOR REQUIREMENTS DEFINITION 

To form state cybersecurity system in civil aviation a list of re-
quirements must be fulfilled. These requirements are declared in 
different control aviation security documents (standards, guidance 
and national programs). For requirements definition model devel-

opment let’s form basic plurality of all requirements :R  
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where i R R  ( 1,i n ) – pluralities of control authorities sets,  
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where 
ijR ( 1,i n , 1, ij m ) – pluralities of i -th control authori-

ties sets;  

im  – number of i -th control authorities requirements. 

Taking into account (2) formula (1) can be presented in follow-
ing form: 
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Pluralities of requirements sets 
ij iR R  can be defined as: 
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where 
ijkR  ( 1,i n , 1, ij m , 1, ijk r ) – requirements from 

plurality 
ijR , 

ijr  – number of requirements in every plurality of ij -th set. 

Then formula (3) with consideration of (4) can be presented 
in following form: 
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Then, based on [6-9] (Tab. 1) sequential using of (2), (3), (4) 

and (5) in case of 1,i n , 1, ij m , 3n  , 1 4m  , 2 1m  , 

3 2m  ,
 11 31 5r r  , 12 32 4r r  , 13 7r  , 14 6r  , 21 13r   

(for example, 3n   ICAO, ECAC and NATIONAL requirements) 

following formula can be given (cybersecurity requirements for civil 
aviation of Ukraine): 
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where 111R =
11ICAOR = 1AR , 112R =

12ICAOR = 2AR , …, 115R = 

=
15ICAOR = 5AR , 121R =

21ICAOR = 1VR , 122R =
22ICAOR = 2VR , …, 
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24ICAOR = 4VR , 131R =

31ICAOR = 1PC , 132R =
32ICAOR = 2PC , 

…, 137R =
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41ICAOR = 1ATC , 142R =
42ICAOR = 

= 2ATC , …, 146R =
46ICAOR = 6ATC , 211R =
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=
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=
24NATIONALR = 4TR  – elements of basic plurality that describe re-

quirements for cybersecurity providing in Ukraine (for example).  
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Tab. 1. List of cybersecurity requirements [11] 

Plurality (subplurality) Plurality of requirements Elements of plurality 
Articles & 
chapters 

Member 

ICAO1 

DOC 8973/8 
18.1.6.a 

Administrative Regulation 
(AR) 

Security standards, policy and procedures 18.1.6.a.1 AR1 

Staff selection, training and retraining 
(including managerial positions and top management) 

18.1.6.a.2 AR2 

Threats and risk assessment for CAIS vulnerabilities 
and cyberattack probability defining 

18.1.6.a.3 AR3 

Quality of service control (for CAIS) 18.1.6.a.4 AR4 

Supply chain security for software and hardware 18.1.6.a.5 AR5 

ICAO2 

DOC 8973/8 
18.1.6.b 

Virtual Regulation 
(VR) 

Network security means implementation 18.1.6.b.1 VR1 

Cryptographic security for critical data 18.1.6.b.2 VR2 

IDS / IPS implementation for CAIS 18.1.6.b.3 VR3 

Antivirus security and malware systems 18.1.6.b.4 VR4 

ICAO3 

DOC 8973/8 
18.1.6.c 

Physical Control 
(PC) 

Hardware security and access control 18.1.6.c.1 PC1 

Legitimate users authentication in CAIS 18.1.6.c.2 PC2 

Users limitation to CAIS resources access 18.1.6.c.3 PC3 

Strong pass entry system 18.1.6.c.4 PC4 

Access control and management in CAIS 18.1.6.c.5 PC5 

Autonomy reserve systems exploitation 18.1.6.c.6 PC6 

Registration logs for operations and exploitation parameters 18.1.6.c.7 PC7 

ICAO4 

DOC 9985/1 
Annex В 

Air Traffic Control 
(ATC) 

CAIS defining Annex.В.3.2 ATC1 

CAIS security against unauthorized access Annex.В.3.3 ATC2 

Intrusion prevention in CAIS Annex.В.3.3 ATC3 

Cyberattacks detection in CAIS Annex.В.3.3 ATC4 

Risk assessment procedures Annex.В.3.5 ATC5 

Vulnerabilities assessment and failure results in CAIS Annex.В.3.6 ATC6 

ECAC1 
14.1 

Security Control 
(SC) 

Security measures implementation for CAIS 14.1.1 SC1 

CAIS including for general threats assessment 14.1.2 SC2 

CAIS and public networks separation 14.1.3 SC3 

Connection minimizing and access control in CAIS 14.1.3 SC4 

Operators selection, training and retraining for CAIS 14.1.4 SC5 

CAIS security and other aviation security means correlation 14.1.4 SC6 

Security means for new projected CAIS 14.1.5 SC7 

Security means for existed CAIS 14.1.5 SC8 

Security measures for CAIS software and hardware 14.1.6 SC9 

Supply chain security for software and hardware 14.1.6 SC10 

Remote access security for CAIS 14.1.7 SC11 

Suppliers access blocking after CAIS sale 14.1.7 SC12 

Cyberattack recording and assessment 14.1.8 SC13 

NATIONAL1 
174 

Organizational Requirements 
(OR) 

State policy defining on civil aviation cybersecurity 174.а1 OR1 

State monitoring and control on CAIS cybersecurity 174.а2 OR2 

CAIS including in civil aviation threats assess 174.а3 OR3 

CAIS identifying, data gathering and generalization 174.а4 OR4 

Selection, training and retraining system implementation 
for civil aviation cybersecurity 

174.а5 OR5 

NATIONAL2 
175 

Technical Requirements 
(TR) 

Full set of CAIS defining 175.а1 TR1 

Threats model development for every CAIS 175.а2 TR2 

Technical security for CAIS 175.а3 TR3 

Efficiency control for security measures 175.а4 TR4 

CONCLUSIONS 

Summarize, in this paper model for cybersecurity requirements 
definition in civil aviation was proposed. This model consists of 
basic requirements plurality from control aviation security docu-
ments and according pluralities characterizing basic plurality (plurali-
ties of requirements sets of all control authorities and pluralities of 
requirements sets of i-th control authority). It gives a possibility to 
formalize full requirements plurality for civil aviation cybersecurity 
and fullness evaluation (using some additional method) of these 
requirements providing. 
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Model wymagań cyberbezpieczeństwa  
w lotnictwie cywilnym 

Problem cyberterroryzmu jest globalnym problem w dzi-

siejszym społeczeństwie informacyjnym. W lotnictwie cywil-

nym poziom cyberzagrożeń jest wzmacniany poprzez komuni-

kację i współdziałanie systemów naziemnych i powietrznych. 

Nowoczesne technologie informacyjne i komunikacyjne z 

jednej strony zwiększają wydajność pracy w lotnictwie cywil-

nym, ale z drugiej generują szereg nowych luk w zabezpie-

czeniach. W związku z powyższym, zaproponowano podsta-

wowy model definicji wymagań cyberbezpieczeństwa opar-

tych na międzynarodowych dokumentach prawnych w zakre-

sie ochrony lotnictwa. 
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