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The paper presents the problem of protection of smart houses against electromagnetic 
disturbances. The technology associated with intelligent buildings was explained in 
detail. Attention was drawn to possibility of using specific technologies installed in 
different places. Electromagnetic disturbances that may affect the operation of sensitive 
electronic of intelligent building were characterized. The spread way of these 
disturbances and their methods of reduction were described. 
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1. INTRODUCTION 
 

 Rapid technological developments observed since the second half of the 
twentieth century contributed to a significant increase in the number of electrical 
appliances used by humans in everyday life. The variety of modern equipment 
caused that the electrical installation in buildings has become more expanded 
and thus complicated. There are currently on the market many electrical systems 
that allow one to control, inter alia, heating, lighting, ventilation, air 
conditioning, blinds etc. [3]. 
 Using the term "intelligent building", we mean the object that has the ability 
to control the aforementioned systems independently. In addition, it allows easy 
expansion or reconfiguration of further systems got in the future. It is a specific 
combination of the latest technological developments and minimization of the 
cost of exploitation of the building. 

Intelligent building is a house, equipped with a large amount of electronic 
devices sensitive to electromagnetic disturbances. Therefore, it is necessary to 
protect these devices from damage or malfunction. It is also important to check 
whether the installation does not interfere with other devices which are working 
close. 
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2. INTELLIGENT BUILDING 
 

 Intelligent building, also known as smart house, is it a highly technically 
advanced building with automatic, very flexible management system. Intelligent 
building has a system of sensors and detectors, and a single integrated system 
management of all located in the building installations. With the information 
from different parts of the system, it allows the reaction to changes in the 
environment inside and outside the building. It also allows to maximize 
functionalism, comfort and safety and to minimize operating costs and 
modernization. An exemplary diagram of the smart house is shown in Fig. 1. 
 

 
 

Fig. 1. Scheme of intelligent building [6] 
 

The most widespread is the KNX system, which is based on the experiences 
and solutions used in computer networks. The intelligent system is a 
decentralized control system used for switching, regulation and supervision of 
technical equipment in the building. In traditional electrical system to realize 
each function it is required the conduct of a separate cable and each control 
system has its own separate network. Separation of controlling and monitoring 
occurs in KNX system. 
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The most commonly used is the SELV network (Safety Extra Low Voltage) 
with nominal voltage 24V DC, which is a source of information and power for 
systems operating in the KNX system and responsible for signal transmission. 
Each element is equipped with its own microprocessor electronic system that 
allows to implement distributed intelligence functions [1]. 

 
 

Fig. 2. Construction of KNX system [8] 
 

The devices connected to the bus can be divided into sensors and actors. 
Such division is shown in Fig. 2. Sensors are responsible for detecting changes 
in certain physical quantities occurring in the building, and actors perform the 
tasks assigned to them on the basis of instructions from the sensors. Sensors can 
be devices such as buttons on-off control, power controllers, sensors, light 
intensity, temperature, humidity and control elements for example temperature 
controller or visualization panel [1]. 

 
3. ELECTROMAGNETIC COMPATIBILITY  

OF INTELLIGENT INSTALLATIONS 
 

Designing intelligent building installation, it is important to take into account 
the electromagnetic compatibility. Electronic devices and systems, especially 
with a high degree of integration, have a low immunity against electromagnetic 
disturbances [4].  

A system is electromagnetically compatible with its  environment if it 
satisfies three criteria [6]: 
1. It does not cause interference with other systems. 
2. It is not susceptible to emissions from other systems. 
3. It does not cause interference with itself. 
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Designing for EMC is not only important for desired functional 
performance; the device must also meet legal requirements in virtually all of the 
world before it can be sold. The legal aspects are regulated by Electromagnetic 
Compatibility Directive [2] and the standards summarized in Table 1. 

 
Table 1. Condensed statement of standards for electromagnetic compatibility 

 
Type of 

standard Title of standard 

Electromagnetic 
emissivity 

IEC 55022 - Information technology equipment - Radio 
disturbance characteristics - Limits and methods of measurement.  
IEC 61000-4-2- Electromagnetic compatibility (EMC) - Part 4-2: 
Testing and measurement techniques - Electrostatic discharge 
immunity test. 
IEC 61000-4-3 - Electromagnetic compatibility (EMC) - Part 4-3: 
Testing and measurement techniques - Radiated, radio-frequency, 
electromagnetic field immunity test. 
IEC 61000-4-4 - Electromagnetic compatibility (EMC) - Part 4-4: 
Testing and measurement techniques - Electrical fast transient/burst 
immunity test. 
IEC 61000-4-5 - Electromagnetic compatibility (EMC) - Part 4-5: 
Testing and measurement techniques - Surge immunity test . 
IEC 61000-4-6 - Electromagnetic compatibility (EMC) - Part 4-6: 
Testing and measurement techniques - Immunity to conducted 
disturbances, induced by radio-frequency fields. 
IEC 61000-4-8 - Electromagnetic compatibility (EMC) - Part 4-8: 
Testing and measurement techniques - Power frequency magnetic 
field immunity test. 

Electromagnetic 
immunity 

IEC 61000-4-9:1998 - Electromagnetic compatibility (EMC) - Part 
4-9: Testing and measurement techniques - Pulse magnetic field 
immunity test. 

 
In the considerations relating to the electromagnetic compatibility both 

intelligent electrical installation and the traditional, the important issue are the 
methods of the spreading of electromagnetic disturbances. These include [5]: 
 conduction along the wires connecting the device to the environment, 
 direct capacitive coupling, 
 direct inductive coupling, 
 radiation by electromagnetic fields. 

Basic types of coupling mechanisms are shown exemplary in Fig. 3, for case 
of two current circuits [5]. 

Galvanic coupling between the two circuits occurs when the currents flow 
through the common impedance. While the cause of the presence of capacitive 
coupling, are the parasitic capacitance and of the inductive coupling circuit 
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condition is the presence of parasitic magnetic flux. The cause of the impact of 
radiation are electromagnetic waves emitted from the power circuit. 

All types of electromagnetic disturbances shown in Fig. 3 can occur in the 
intelligent buildings. Hence, it is very important to test each intelligent system 
separately, in the installation site, primarily for immunity to electromagnetic 
disturbances. 

 
 

Fig. 3. Basic types of coupling mechanisms [5] 
 

4. CONCLUSIONS 
 
All electrical and electronic equipment put on the European market must be 

tested and certified (CE mark) by certified EMC laboratories. However, the 
certification of individual devices does not guarantee that the fully complete, 
mounted installation is electromagnetically compatible. This is due to the fact 
that each installation operates in specific  conditions, and  is exposed to various 
disturbances (it is possible that more than one disturbance influence the device 



Dorota Typańska, Wojciech Machczyński 
 
 

100 

at the same time). Particularly sensitive to the electromagnetic interference are 
intelligent systems, for example presented in the second chapter, the KNX 
installation equipped with electronic systems. 

At the moment, electromagnetic compatibility tests of mounted installations 
in buildings are not carried out. The EMC Directive [2] requires the testing of 
such systems, however, it does not specify how this should be done. At the 
moment only electromagnetic disturbances reduction using for example ground-
mass installations, electromagnetic compatibility filters and electromagnetic 
shields is in use. 

 
REFERENCES 

 
[1] Brylińska A.: “Intelligent building”(in Polish), Master of science thesis, 2006. 
[2] Directive  2004/108/WE - Electromagnetic compatibility. 
[3] Holuk M.:”Intelligent building -  Home control capabilities in the XXI 

century”(in Polish), Scientific Bulletin of  Chełm, Section of Technical Sciences 
,No. 1/2008. 

[4] Kachel L., Kelner J., Laskowski M., Przybysz A. : „ EMC problem in an  
intelligent building”(in Polish), Telecommunication overview vintage LXXXII 
and  telecommunication news vintage LXXVIII (in Polish), no. 8-9/2009. 

[5] Machczyński W.: „Introduction to electromagnetic compatibility”(in Polish), 
Poznan University of Technology publishing house, Poznan 2010. 

[6] Paul C.:”Introduction to electromagnetic compatibility”, published by John 
Wiley and Sons , Inc., Hoboken, New Jersey, 2006. 

[7] http://www.iqsystem.net.pl/grafika/int.inst.bud.jpg 
[8] http://www.energoelektronika.pl/do/ShowNews?id=2220 
 


