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Abstract. Many sectors require the use of dedicated ICT systems to collect data from 

dispersed and oftentimes moving measurement systems. This is associated with the 

increasingly-common use of unmanned vehicles, mostly flying ones, carrying various 

measurement systems, such as concentration sensors detecting selected gases. The 

measurement data can be transmitted wirelessly to a central server. The article presents 

the architecture of a universal ICT tool that, owing to its flexible application 

programming interface, can be used for integrating, archiving and visualising data 

coming from a heterogeneous network of measurement devices in real time.  

Keywords: telemetry, dispersed measurement systems, data visualisation, unmanned 

vehicles 
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1. INTRODUCTION 

 
The development of measurement techniques and data transmission 

systems permits us to increase our capabilities in the field of telemetry – or 

remote measurement – especially with the use of measurement devices installed 

on carriers such as unmanned vehicles. Owing to new technological solutions in 

various fields, collecting data from multiple measurement devices moving in 3D 

spaces and with complex trajectories is becoming possible, and visualising the 

measurement results requires consideration of the history of the data collected, 

the locations on the map, along with the altitude, as measurements may be 

carried out using unmanned aerial vehicles (UAV), including using fleets of 

miniature vehicles of this type [1]. Such measurements with the use of land and 

flying vehicles may be carried out to support the security of long, multiple-

subject rescue operations [2], critical infrastructure protection [3], or the 

detection of chemical leaks [4-6], e.g. hydrocarbon leaks from transportation 

networks or liquid and volatile fuel storage sites [7-9]. It must be noted, 

however, that performing a measurement is only the beginning of success, as 

effective telemetry management and data visualising require dedicated 

algorithms [10] and software integrating data coming from various sources.   

The aim of the conducted research is to determine the potential scope of 

using ICT technologies, mobile sensors, and unmanned vehicles to aid safety 

surveillance and labour protection in areas where hazardous substances may 

appear, with particular consideration of the employees’ safety at sites where 

uncontrolled leaks may appear (e.g. hydrocarbons at fuel storage sites).  

Achieving the above goal requires designing a complex danger 

surveillance aid system for dangers including chemical hazards, which is 

capable of creating contamination maps, and performing air surveillance, as 

well as data collection, management and visualisation. This system will be 

usable at sites where dangers such as contamination resulting from various 

events such as natural or construction disasters, or device malfunction, have 

appeared or may appear. 

 

2. DATA TRANSMISSION AND ARCHIVING SYSTEM 

 
The computer system – an ICT tool – should work on its own to the 

greatest extent possible, in order to minimise the workload and render the 

progression of rescue or preventive action more efficient. An important part of 

the system is the database application aiding the management of the collected 

data, included its analysis and measurement planning (the inter-element data 

transmission diagrams are presented on Figure 1).  
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Fig. 1. General inter-element data transmission diagram. The system's users may access 

the data (such as that pertaining to the drone flight trajectories or measurement values) 

using an online browser 

 

The server, which may be accessed by multiple users at once, will make it 

possible to collect data from multiple units at the same time in order to ensure 

better concentration mapping over a larger area than is possible with a single 

sensor or measurement point with multiple sensors. 

What will be stored in the database in particular is the information on the 

UAV flight trajectories, as well as the results of the UAV’s sensor readings at 

given times and locations.  
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This allows for the creation of 3D maps of the measurements obtained 

from multiple points at once, as well as transmitting them in real time to any 

number of units of users connecting with the central server via a thin-client 

application using the Internet.  

In addition, by repeating the measurements, it will be possible to monitor 

the movement of the contamination zone by visualising it using the web or 

mobile application.  

In the data transmission diagram (Fig. 1), two parts can be distinguished. 

The first concerns measurement data transmission. The measurement results 

may be sent to the central server automatically by multiple units. Those units 

may be mounted on various carriers: unmanned aerial, land, or water vehicles, 

manned vehicles, as well as humans and animals. Every device of this type has 

its own, unique identifier, owing to which it is possible to identify the data 

source and visualise the movement trajectory of a given carrier. The data is sent 

to the central server after logging in using the encrypted https protocol, using 

the POST method. This way, a JSON file containing all of the data is sent. It is 

subsequently interpreted by the ICT tool’s software in order to update the 

database. The received data is analysed in order to avoid attempts at performing 

incorrect operations (e.g. assigning the data to a non-existent carrier) or saving 

too frequently. It has been assumed that this data would be sent to the central 

server via a computer downloading the data from the carrier. In the case of 

unmanned vehicles (especially aircraft), this data will most commonly be sent 

via a dedicated wireless data transmission connection. In such cases, the 

software on the PC side must download the data (e.g. via a COM port from  

a dedicated electronic device), interpret it, convert it to JSON, then send it to the 

central server. It is worth noting that the functioning of the central server’s 

software is possible in other arrangements as well, e.g. a computer transmitting 

data using the https protocol may be placed directly on the carrier and 

connected to the sensor using wires. A mobile-based measurement station may 

be created this way as well, with a sensor attached to a phone via a USB cable, 

the phone itself sending data to the central server via the Internet. It is also 

possible to build simple electronic systems equipped with a sensor, a GPS 

module, and a GSM module to collect the data. The prepared ICT tool software 

is flexible enough to collect data from very different sources whose architecture 

is completely divergent between one another. All that is required is to ensure 

that the given device sends properly-formatted JSON files. 

The second part of the data transmission diagram is the communication 

between the system's users via the https protocol in order to browse and analyse 

the data. In order to facilitate access to the service’s functionality, it has been 

decided that a thin-client browser application would be used. Thanks to this, the 

users do not need to install a dedicated application and always have access to 

the newest version of the interface.  
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An additional advantage of such an approach is the fact that the system will 

work independent of the type of the device (stationary computers, mobile 

computers, mobile devices, TVs, etc.) and operating system (Windows, Linux, 

MacOS, iOS, Android, etc.). All that is required is for the user is to have access 

to an online browser.  

Three user groups have been individuated: 1) Administrators, with access 

to all functionalities, including system user management, 2) users with limited 

access, but with the ability to introduce selected changes, such as adding new 

carriers, maps, and the rescue actions performed, into the database, 3) users with 

no ability to introduce changes, and with reading access limited to viewing the 

measurement results on the map.  

Additionally, the ICT tool is equipped with an application programming 

interface (API), enabling interaction with other software (such as that 

transmitting the measurement data and the data on the location of the drones) 

through JSON files. The prepared interface is secured against unauthorised 

attempts at inputting new data. Changes, even automatic ones, performed by 

dedicated software, may be introduced only by the selected users of the system. 

This means that the user must input their login data (login and password) in 

order to permit their software to automatically stream measurement data to the 

ICT tool. The API’s two most important functions concern: 1) updating the 

location of a chosen object, such as a UAV; in such cases, the data on the 

current geographical longitude and latitude are given along with the object’s 

identifier and timestamp; 2) transmitting measurement data; in such cases, apart 

from the timestamp and geographical longitude and latitude, as well as the 

altitude of the measurement performed, the obtained value is transmitted along 

with the identifier of the sensor used for performing the reading (one UAV-type 

vehicle may have multiple different sensors mounted on it).  
 

3. DATABASE STRUCTURE 

 
A key component of the relational database is the table containing the 

information on the forces (various resources) available for measurements 

(“forces” table – Fig. 2). Data such as that on the carriers bearing the sensors 

must be stored in the database. Apart from the type, name, and text description, 

it is also possible to store snapshots, in order to recognise a given carrier more 

efficiently. It is assumed that the basic types of carriers would be drones, both 

land and air. The attributes of this table have the most associations with the 

other tables.  

The sensor-bearing carriers may change their location, therefore this 

information (longitude and latitude) is also saved in the database in the onmap 

table (Fig. 2). 
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This table contains the reference identifier for the given carrier 

corresponding to the selected location and time signature. This way, it is 

possible to visualise the movement trajectory of every carrier (e.g. drone) in  

a given timeframe. In order to optimise the database's functioning, a second 

table (onmapnow) has been added, containing the newest (i.e. most-recently 

saved) information on the location of a given carriers.  

 

 
 

Fig. 2. Database structure 

 

Queries pertaining to the carrier locations are expected to be very frequent 

(i.a. due to the automatic map refreshing with the AJAX tool), therefore it was 

decided to reproduce the most recent location data in a separate table. Searching 

this table should be multiple times faster than searching for the most recent data 

in one containing all of the historical data on the trajectories of a given carrier. 

Additionally, a security measure against saving data likely to result from 

measurement noise coming from the GPS system has been added in the API. 

The new location is only saved when the distance between it and the previous 

entry is greater than 5 meters (the value is adjustable). 
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The database stores information on the actions performed (the action table) 

for later analysis. The data saved regards the beginning and end of operations, 

geographical longitude and latitude, name, as well as a description. For each of 

those activities, multiple various carriers (such as drones) may be used, 

therefore the association between the action and forces is implemented with the 

use of the auxiliary objectinaction table containing the identifiers of particular 

actions and the identifier of the carrier (drone) used.  

The same database, with an appropriate interpretation of the forces table 

attribute type, may be used to store information on the people who took part in 

the rescue actions (personal data not stored in the database being described is 

another matter).  

Each carrier may bear a varying number of sensors. Because of this, the 

information on sensors is stored in another table (sensor), so that one element 

from the forces table may be assigned to multiple elements from the sensor 

table. In order to avoid the need to copy the data pertaining to the name and 

description of the sensor multiple times, it is stored in a separate table, while the 

sensor table only contains a link to the sensortype table.  

Measurement results are assigned to the sensor (saved in the measurement 

table). Apart from the sensor’s identifier, the table stores data on the place and 

time of performing the measurement (geographical longitude and latitude, as 

well as altitude). Such a database structure has been chosen because of the fact 

that the sensors mounted on the carrier may perform measurements at varying 

speeds, therefore the location and the time may depend on the sensor type. 

While this approach is the most flexible one, it must be kept in mind that this 

flexibility comes at the price of the database’s size (if all sensors work 

synchronously, the data on the time and location is repeated).  

The database contains tables not associated with the others as well. The 

first one is the users table with the user list, containing, i.a., information on the 

role of a given user, and therefore also the functionalities this particular user has 

access to. The second table that does not have to be associated with the data 

stored in the other tables is the maps table. It contains the information on the 

maps added by the system's users. The information stored is the name and 

description of the map, the image file, and the location (geographical latitude 

and longitude) of the map's corners.  

 

4. USER DATA ACCESS 
 

The application meant for the system’s users makes it possible to, i.a., (a) 

view the map with the dangerous areas and the current location of the device’s 

(such as a smartphone or a tablet) user marked on it, (b) relay information on 

the hazard type, (c) send notifications (alerts) on entering a danger zone or 

staying in one for too long. 



A. Grabowski, P. Zawadzki 86 

The system administrator will have access to a broader range of 

functionalities, associated with, among others: (a) defining the danger zones on 

the map manually, including determining their parameters, such as the time one 

is allowed to stay inside the zone before an alert is sent, (b) visualising the 

locations of all system users, (c) sending messages to selected system users (e.g. 

those approaching the danger zone), (d) adding their own maps and viewing the 

movement trajectories of selected objects (UGV drones, UAV drones, Mobile 

Command and Control and other system users) – Fig. 3. 

 

 
 

Fig. 3. Elements of the module for managing maps and movement trajectories of the 

selected users of the system. On the left, a form allowing for adding your own maps can 

be seen; on the right, the movement trajectories of various elements of the system is 

shown (rescue workers or drones) 
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In its current version, the online-based software has the following 

components: (1) Log-in module, (2) User management module, (3) Equipment 

management module (3 types of devices have been distinguished: UGV, UAV, 

Mobile Command and Control, (4) Rescue worker management module, (5) 

Management module for the rescue actions being performed, (6) Map module, 

and (7) Map management module.  

 

5. CONCLUSIONS 

 
The work presents questions pertaining to the use of ICT systems for 

aggregating, archiving and visualising data coming from measurement systems 

of various types, including sensors mounted on UAVs moving in 3D 

trajectories. The system architecture of the client-server type is presented; it 

enables visualising the collected measurement data, including the movement 

trajectories of the selected vehicles on a map, using the https protocol and a thin 

client in the form of an Internet browser. People authorised to do so can manage 

the information on the system users, rescue actions performed, and the data on 

the measurement system carriers. An important characteristic of the system is 

the ability to add one's own maps visible to all of the system’s users, which 

enables one to e.g. visualise changes that have not been considered by the 

default map supplier.  

The ICT system can receive and archive measurement data for later 

analysis via the API. Additionally, the current locations of all carries, including 

unmanned vehicles, are viewable in real time. 
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Narzędzie teleinformatyczne do wizualizacji i archiwizacji 

danych pomiarowych zbieranych za pomocą 

przemieszczających się sensorów 

 
Andrzej GRABOWSKI, Paweł ZAWADZKI 
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Streszczenie. W wielu dziedzinach niezbędne jest zastosowanie odpowiednich 

systemów teleinformatycznych do zbierania danych pochodzących z rozproszonych  

i często przemieszczających się systemów pomiarowych. Jest to związane z coraz 

powszechniejszym stosowaniem bezzałogowych pojazdów, głównie latających, które są 

nośnikiem różnych układów pomiarowych, w tym sensorów stężeń wybranych gazów. 

Dane pomiarowe mogą być przesyłane drogą bezprzewodową do centralnego serwera. 

W artykule przedstawiono architekturę uniwersalnego narzędzia teleinformatycznego, 

które poprzez elastyczny interfejs programowania aplikacji może być zastosowane  

do integracji, archiwizacji i wizualizacji w czasie rzeczywistym danych pochodzących  

z heterogenicznej sieci urządzeń pomiarowych. 

Słowa kluczowe: telemetria, rozproszone systemy pomiarowe, wizualizacja danych, 

pojazdy bezzałogowe  
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