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Abstract. The task of ship Immune system is to differentiate self objects, i.e. objects that are not 
dangerous to our ship, from other objects that can be a potential threat. To identify objects, the system 
uses specially constructed detectors. Each detector imitates a non-self object. If an object is similar to at 
least one detector it is considered to be non-self one. otherwise, it is treated as self one. The detectors 
can be represented in the form of real or integer valued vectors. In the paper, the latter solution is 
discussed. To test ship Immune system, equipped with integer valued detectors, experiments were 
carried out. In the experiments, the task of the system was to differentiate self ship radio stations from 
non-self ones. results of the experiments are presented at the end of the paper. 
 Keywords: identification, artificial immune system

1. Introduction

The “friend or foe” identification is a very important problem during a war. 
To date, mistakes occur on a battlefield, when self units are destroyed by other self 
units. at sea, the problem is to identify a submerged submarine. Wrong identification 
of the ship can have two serious consequences. First, the ship can be self however 
regarded as non-self. as a result, it can be destroyed by self submarine killers. 
second, the ship can be non-self but considered to be a self. In this case, it can be 
unpunished in fighting against our fleet. 

Existing military “friend or foe” systems work in the active way. Thus, to 
identify a ship an exchange of the information between ships is necessary. The paper 
suggests another solution. The solution proposed is based on the idea adapted from 
artificial immune systems (aIs) [1, 3, 4, 6, 7, 9] and for that reason it was called ship 
Immune system (sIs) [11]. In sIs, a ship is identified in the passive way. moreover, 
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the identification is performed based on a signature of a ship which can be treated as 
fingerprints very difficult to counterfeit. The next advantage of sIs is its construction. 
sIs is built with a set of detectors imitating alien ships. The detectors are generated 
at random and to verify them exclusively signatures of self ships are used. To build 
the system, the information about alien ships is not necessary. The system should 
detect all that differs from signatures of self ships memorized in the system. The 
next beneficial feature of sIs is its adaptability to changing conditions. This means 
that any change in the own fleet does not entail necessity to build a new system. 
The set of detectors should always adjust to changing signatures of self ships.

In sIs, ships are represented in the form of real valued vectors (e.g. radio 
signals generated by ships, sound generated by ship devices). To identify ships, 
represented in such a way, real valued detectors are the most natural. The experiments 
presented in [13] showed that sIs equipped with such detectors (sIs(r)) is quite 
effective tool to identify warship radio stations. It appeared to be better than such 
identification methods as Probabilistic Neural Network (PNN) [15] and k nearest 
neighbour method (kNN). However, the same experiments also showed that correct 
identification of ships represented by means of radio signals is not easy. The best 
variant of sIs(r) tested in the experiments, made 16.7% of mistakes when identifying 
radio signals. The greatest problems were with non-self radio signals which were 
very often misclassified. In the case of the best variant of sIs(r), as much as 31.9% 
of the mentioned radio signals were wrongly identified, i.e. they were considered 
to be self ones. For a military system, working in real conditions, such result is 
definitely unacceptable. 

a vaccination was a next step in research on sIs. In a vaccinated variant of 
sIs [12], a small number of signatures of non-self ships is available to the system. 
The mentioned signatures form the so-called vaccine. The vaccine is used to generate 
detectors able to detect ships similar to these from the vaccine. The experiments 
presented in [12] showed that the vaccination improves effectiveness of sIs(r). 
However, the improvement itself appeared to be rather insignificant. The difference 
in performance between the system with and without the vaccination amounted 
only to 2.5% (14.29% of all mistakes and 29.38% of incorrectly identified non-self 
ships; as before, ships were represented by radio signals). 

since, for the military system this result is still unsatisfactory, other solutions 
which can enhance the performance of sIs have to be found. Particularly significant 
is to decrease the number of wrongly identified non-self ships. It seems that there are 
two reasons for often misclassifications of these ships. First, real valued signatures 
representing ships include too few information to differentiate self ships from 
non-self ones (for detectors in the form of real valued vectors, signatures cannot be 
too long because there are problems with generating random detectors that would 
be although slightly similar to any signature of a ship). In consequence, a part of 
signatures representing self and non-self ships are mingled with each other making 
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the identification of ships very difficult. second, real valued detectors are very 
difficult to generate in all areas where signatures of non-self ships can appear. This 
way, a part of signatures of non-self ships is always outside the area of responsibility 
of all detectors and in consequence is undetected. 

It seems that one of the solutions which can improve the situation may be using 
detectors and signatures in the form of integer valued vectors. Using such vectors 
should facilitate covering all the signature space with detectors. moreover, such 
solution should also make it possible to apply longer signatures of ships (it is much 
easier to generate a random detector similar to integer valued signature of a ship than 
to generate a detector similar to real valued signature). such signatures may mean 
more information about ships (unfortunately, the reduction of real valued signatures 
to integer ones also causes the loss of a part of the information about ships), greater 
differences between ships, and in consequence easier identification of ships. 

In order to test sIs, equipped with integer valued detectors (sIs(i)), experiments 
were carried out. In the experiments, the task of sIs(i) was to detect alien ship radio 
stations. The results achieved during the experiments were compared to the best 
results of sIs(r), PNN and kNN achieved during previous experiments [13]. 

The paper is organized as follows: section 2 outlines aIs; section 3 presents 
the concept of sIs and describes mechanisms used in sIs(i); section 4 reports the 
experiments, and section 5 summarizes the paper. 

2. Artificial Immune System

The task of the natural immune system is to protect us from large variety of 
viruses, bacteria, and other infectious organisms called collectively antigens [4, 9]. 
In order to perform this mission, the immune system must be able to distinguish self 
cells and molecules, which should be protected, from foreign antigens, which should 
be eliminated. a pathogen is detected if it binds to a receptor of some antibody (in 
fact, the natural immune system consists of large variety of different class of cells and 
molecules, e.g. B-cells, T-cells and antibodies). Binding is a chemical process that 
depends on a shape of antibody and receptors of the pathogen (the receptors of the 
pathogen are called epitopes). The more similar both receptors are, the greater chance 
their owners to bind. once pathogens are detected, the immune system eliminates 
them in some manner. Usually, aIs models both self and foreign molecules and 
cells as binary strings of some fixed length. chemical binding between the strings is 
implemented as a partial matching between them. There are many different matching 
rules that are used in various models of the immune system, e.g. Hamming distance, 
edit distance, n-grams, r-chunks and r-contiguous-bits rule [4].

Generally, aIs consists of three sets of binary strings. The first set includes 
mature detectors imitating antibodies from the natural immune system. The task 
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of the mature detectors is to detect all dangerous objects different from self objects. 
The detection is performed by means of matching rules mentioned above. The second 
set includes immature detectors generated at random. The immature detectors do 
not take part in the detecting process. Each immature detector is tested whether 
it identifies self objects as non-self ones. If yes, the detector is eliminated. If no, 
the detector becomes mature. The last set contains binary strings representing self 
objects. The set is used to test the immature detectors. 

3. The concept of SIS

Generally, sIs works as aIs. That is, at first the set of signatures of self ships is 
created. The signatures from this set are used to create the set of mature detectors 
of non-self ships. once the set of self signatures is created, the system starts to 
generate immature detectors. The immature detectors are generated at random. 
Each immature detector is compared to all self signatures. To survive and to become 
mature an immature detector has to be different from all self signatures. otherwise, 
it is eliminated and replaced with other randomly generated immature detector. 
The process of generating immature detectors is continued during all the “life” of 
sIs. This makes it possible to adapt the system to continuous changes of signatures. 
Immature detectors which passed the test become mature detectors. The mature 
detectors participate in the identification of objects. To detect non-self objects, the 
mature detectors use detecting schemes (or matching rules) measuring similarity 
between the detector and the signature of an unknown object. The process of 

Fig. 1. model of sIs
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detecting non-self objects by means of the mature detectors, in detail, is described 
in the following section. The lifetime of the mature detectors, like their immature 
counterparts, is not infinite. The mature detectors can also be eliminated. This can 
happen in two situations. First, when they are responsible for misclassification 
of a number of objects in turn. second, once they are selected for replacement. 
The replacement of mature detectors with new immature detectors is performed 
periodically and it is necessary for the set of mature detectors to include, all the 
time, up-to-date detectors. The detectors for replacement are selected at random, 
based on their lifetime, or based on frequency of detections performed by detectors. 
The simplified model of sIs is presented in Fig. 1.

3.1.  Generating signatures in SIS(i)

In sIs(i), both detectors and signatures are in the form of integer valued vectors. 
The detectors are generated at random whereas the signatures are transformed from 
real valued signatures used in sIs(r). In order to create integer valued signatures, 
the set of values of the real valued signatures is divided into n disjoint subsets of any 
length. The subsets obtain consecutive numbers from 0 to n-1. converting a real 
valued signature into an integer, one consists in exchanging values from the real 
valued signature for numbers of subsets to which the values belong (Fig. 2). 

Fig. 2. Forming integer valued detectors from real valued ones

 3.2.  Detection schemes

In sIs, and generally in all types of aIs, an object is considered to be non-self 
if is similar to at least one detector. To measure the similarity between objects 
and detectors, different detection schemes can be used. The most popular binary 
detection schemes are Hamming distance (Hd) and r-contiguous-bits (rcb) rule [3]. 
In slightly modified form, the mentioned schemes are also used in sIs(i). In addition 
to Hd and rcb, sIs(i) also uses the scheme in which detectors have construction 
similar to classifiers from Learning classifier systems (Lcs) [2, 5, 8]. The detectors 
in this scheme include integer values and the so-called don’t cares denoted as ‘#’. 
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Each don’t care is interpreted as any integer value. all detection schemes used in 
sIs(i) are defined below:

1. Detection scheme no. 1 (adaptation of Hd to integer valued vectors):

  
( ) ( )1M , ,Id r ⇔ ≤x y x y   (1) 
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2. Detection scheme no. 2 (adaptation of rcb to integer valued vectors):
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Fig. 3. (a) example real valued signature; (b)-(d) example integer valued signatures generated from 
signature presented in point (a), for n = 10, 5, and 2, respectively
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3.3.  Generating detectors

The key problem in aIs is a way of generating detectors. The detectors 
have to cover all the area where signatures of non-self objects can be situated. 
The experiments reported in [14] showed that detector generators generating fully 
random detectors are completely ineffective. They spread detectors over the whole 
space of ship signatures whereas real signatures of ships usually occupy not large 
fragments of the space. In consequence, most of the detectors are active in areas 
where they are unnecessary. The same experiments showed that a better solution is 
when detectors are deformations of signatures of self objects. such solution turned 
out to be more effective because in this case the detectors were not spread over the 
whole space; they were generated only in places where the chance to encounter 
signatures of ships was. 

In sIs(i), signatures are in the form of integer valued vectors. In consequence, 
the space of signatures is not as large as in sIs(r), particularly for the small n. 
as a result, sIs(i) can use both fully random generators and generators using 
signatures to produce detectors. Generator no. 1 is the first generator used in 
sIs(i). It is completely random and is used to form detectors when n ≥ 2. Detectors 
created by means of generator no. 2 are randomly changed signatures of self objects. 
Generator no. 2 is used to create detectors for n ≥ 3. Generator no. 3 is completely 
random and it generates detectors including don’t cares. The last generator used in 
sIs(i) is generator no. 4. Like generator no. 2, it creates detectors through random 
changes in signatures of self objects. It is exclusively used to form detectors when 
n = 2 (binary detectors). Pseudocode of all the generators described above and 
example detectors generated by them are presented in Figures 5-12. 

Fig. 4. Using detectors including “#”

Fig. 5. Pseudocode for generator no. 1
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Fig. 7. Pseudocode for generator no. 2

Fig. 6. Example detector created by generator no. 1 for n = 5

Fig. 8. (a) signature of self object used to create detector presented in point (b); (b) example detector 
generated by generator no. 2 for parameter = 5 and for n = 5 
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Fig. 9. Pseudocode for generator no. 3

Fig. 10. Example detectors generated by generator no. 3 for n = 5; (a) parameter = 2; (b) parameter 
= 5 (value -1 means ‘#’)

Fig. 11. Pseudocode for generator no. 4

Fig. 12. (a) signature of self object used to create detector presented in point (b); (b) example detector 
generated by generator no. 4 for parameter = 5
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4. Experiments

The main goal of the experiments was to test whether sIs(i), equipped with 
integer valued detectors, can be effective tool for detecting alien ships. In the 
experiments, ships were represented by radio stations. accordingly, the task of 
sIs was to differentiate self radio stations from non-self ones. The results achieved 
during the experiments were compared to the best results of sIs(r), PNN and kNN 
achieved during the previous experiments [13]. 

4.1.  Signatures of ships

In the experiments, ships were represented in the form of encoded radio 
signals coming from warship radio stations. The frequency of signals was from 
1.6 to 30 mHz. Before the signals were used to represent the ships, first they had 
been subjected to a feature extraction process. Initially, a discrete spectrum of each 
signal was fixed. To this end, a discrete Fast Fourier Transform (FFT) was used. 
Next, the central sample (Sc) of the most informative part of each spectrum was 
determined:
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where: fi is the intermediate frequency; 
  fs is the sampling frequency (4000 Hz-200 kHz);
  Ns is the number of samples in radio signals (32768). 

In the following step, normalized vectors including 600 samples to the left and 
600 samples to the right from the central sample Sc were created. The vectors were 
then reduced in size to the vectors including 100 or 200 samples. To obtain shorter 
vectors, hind fragments of the longer ones were trimmed away. In experiments 
reported in [13], also other vector reduction methods were tested, however, the 
method mentioned above appeared to be the most effective one. 

The last operation to obtain integer valued signatures was the modification 
of vectors of size 100 or 200 according to the procedure described in section 3.1. 
In order to test the influence of n on the performance of sIs(i), the signatures 
were created for four different values of this parameter, i.e. for n = 2, 3, 5, and 
10. moreover, for each n, many different assignments of real values to integers 
were tested, for example: n = 2 (binary signatures): <0, 0.5>→0, (0.5, 1>→1; n = 3:  
<0, 0.3>→0, (0.3, 0.6>→1, (0.6, 1>→2; n = 5: <0, 0.2>→0, (0.2, 0.4>→1, (0.4, 0.6>→2, 
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(0.6, 0.8>→3, (0.8, 1>→4; and n = 10: <0, 0.1>→0, (0.1, 0.2>→1, (0.2, 0.3>→2,  
(0.3, 0.4>→3, (0.4, 0.5>→4, (0.5, 0.6>→5, (0.6, 0.7>→6, (0.7, 0.8>→7, (0.8, 0.9>→8, 
(0.9, 1>→9.

Fig. 13. (a) example real valued signature of size 1200; (b) real valued signature of size 100 generated 
from signature presented in point (a)

In the experiments, three sets of radio signals were used. The first set (set no. 1) 
contained 919 learning signals representing three self warships. It was used to learn 
sIs(i), that is, to generate mature detectors. The next set (set no. 2) included 900 
signals representing the same three self warships. The set was used to test sIs(i). 
The last set (set no. 3) was composed of 791 signals generated by three next warships 
considered to be non-self ones. This set was also used to test sIs(i).

4.2.  Experimental results

In the experiments, different variants of sIs(i) were tested. The individual 
variants differed in:

 detection scheme (detection scheme no. 1, 2, or 3);
 detector generator (detector generator no. 1, 2, 3, or 4);
 value of n (n = 2, 3, 5 or 10);
 length of signatures and detectors (l = 100 or 200).
Before real tests, first each variant had been optimized. The optimization 

consisted in running a variant many times, each time for the different r and for 
a different value of the parameter of the detector generator. In the experiments, for 
each detector generator, the following values of the parameter were used: 2, 3, 5 for 
generator no. 2 and 4, and 2, 3, 4 for generator no. 3. With regard to the parameter r, 
its value was always experimentally adjusted to a tested variant of sIs(i) and to the 
value of the parameter of the detector generator. once the variant was optimized, 
it was then run thirty times. In each run, the most effective combination of r and 
generator parameter, found previously, was used. In all the experiments, regardless 
of the variant tested, sIs(i) always consisted of 5000 detectors. The main cause to 
use such a number of detectors was the result achieved in the experiments with 
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sIs(r) [13]. In the mentioned experiments, variants of sIs(r) with 2000 or 5000 
detectors were usually more effective than variants with 10 000 detectors. 

Generally, the experiments with sIs(i) showed two things. First, it appeared 
that sIs, regardless of the form of detectors, in definite conditions, can be more 
effective than such well-tried methods as kNN and PNN (kNN — 18.2%, PNN 
— 19.8% of misclassifications). second, the experiments also showed that integer 
valued detectors are more effective solution than real valued ones (Fig. 14). The best 
variant of sIs(i) made 15.6% mistakes when identifying ship radio stations, whereas 
the best variant of sIs(r), in the same conditions, achieved the result of 16.7% of 
incorrectly identified ships. 

Fig. 14. comparing sIs(i) with other methods (results of sIs(r), kNN, and PNN taken from [13])

Table 1
comparison of detection schemes (the table includes the best results for each scheme; % of false 
positives — self form set no. 2 considered to be non-self; % of false negatives — non-self form set  

no. 3 considered to be self; % of all mistakes — wrong identifications of signals from set no. 2 and 3)

% of false positives % of false negatives % of all mistakes

scheme no. 1 15.3% 16.5% 15.6%

scheme no. 2 6.6% 29.0% 17.5%

scheme no. 3 16.5% 20.3% 18.1%

In the experiments, scheme no. 1 appeared to be the best out of all the schemes 
tested — 15.6% of all misclassifications. For the scheme mentioned, important is 
also the result of wrongly identified non-self ships: 16.5% of false negatives. It is 
almost twice fewer mistakes than in the case of the best variant of sIs(r): 31.9% of 
false negatives. The remaining schemes used in sIs(i) turned out to be somewhat 
less effective than scheme no. 1. scheme no. 2 made 17.5% mistakes whereas 
scheme no. 3 18.1% mistakes when identifying ships. These results are worse 
than the result of the best variant of sIs(r), however, they are still better than the 
results accomplished by the methods compared to sIs. The best configuration of 
sIs(i) with scheme no. 2 had the most problems with the correct identification of 
non-self ships. since, in scheme no. 2, the detection takes place when two vectors 
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match on at least r contiguous positions, it was very difficult, even for the small r, 
to generate detectors on the one hand different from all signatures of self ships but 
on the other hand similar to signatures of non-self ships. as it turned out, most of 
the detectors generated for scheme no. 2 were usually different from signatures of 
both self and non-self ships (small number of false positives and large number of 
false negatives). as for scheme 3, it seems that the main cause of its worse results 
was the construction of generator no. 3, i.e. the only generator used in combination 
with scheme no. 3. The generator mentioned was one of two generators in which 
detectors were completely random whereas the experiments showed that such 
generators yield, in general, worse results than generators introducing random 
perturbations to selected signatures of self ships (tab. 2 and 3).

Table 2
Using different generators to generate binary detectors (the table includes % of all mistakes)

generator no. 1 generator no. 3 generator no. 4

scheme no. 1 38.5% X 15.9%

scheme no. 2 19.3% X 18.8%

scheme no. 3 X 33.4% X

Table 3
Using different generators to generate detectors for n ≥ 2 (the table includes % of all mistakes)

generator no. 1 generator no. 2 generator no. 3

scheme no. 1 18.3% 15.6% X

scheme no. 2 17.7% 17.5% X

scheme no. 3 X X 18.1%

With regard to n, it appeared that optimal values of this parameter depend on 
a detection scheme. For scheme no. 1, smaller values of n are more beneficial than 
the larger ones. In this case, n = 3 was the optimal value. scheme no. 2 was the 
most effective for n = 5. In scheme no. 3 unlike in scheme no. 1 larger values of n 
were more advantageous. In this case, like in scheme no. 2, n = 5 was the optimal 
value. Generally, the experiments showed that extreme values of n, i.e. n = 2 and 
n = 10, regardless of the scheme, are not optimal solution to sIs(i). In the case of 
n = 2, it seems that we deal with too large reduction of the information included 
in real valued signatures of ships. This reduction hinders identification of ships 
and it does not allow sIs(i) to work in more effective manner. In turn, the case 
with n = 10 makes integer valued vectors used in sIs(i) similar to the real valued 
ones used in sIs(r). However, in sIs(r), all detection schemes are adjusted to the 
form of compared vectors. Each of them takes into consideration the fact that even 
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similar vectors can be somewhat different in all positions. Unfortunately, in sIs(i), 
detection schemes are not robust to such situations. 

Table 4
Using different n (the table includes % of all mistakes)

n = 2 n = 3 n = 5 n = 10

scheme no. 1 15.9% 15.6% 18.3% 21.4%

scheme no. 2 18.8% 17.8% 17.5% 18.8%

scheme no. 3 33.4% 29.6% 18.1% 19.9%

The influence of the length of detectors and signatures l on the performance 
of sIs(i) was the last element examined in the experiments. The tests showed (tab. 
5) that detectors and signatures of the length l = 100 are the most advantageous 
to sIs(i). Extending signatures and detectors to 200 samples turned out to lower 
the quality of sIs(i). The main goal to use longer signatures and detectors was to 
facilitate a division of signature space into self and non-self part. It seemed that extra 
samples should increase a dose of the information included in the signatures and 
thereby make their identification simpler. However, it was not the case. It appeared 
that the influence of the extra samples is rather negative than the positive. Because 
of better results of sIs(i) for l = 100 than for l = 200, the decision was made to test 
the system also for l = 50 and l = 20. The extra experiments were made exclusively 
for the best variant of sIs(i) tested for l = 100 (scheme no. 1, n = 3, generator no. 
2). In the experiments mentioned, it appeared, however, that reduction of l below 
100 does not cause further improvement in the performance of the system (l = 50: 
16.1% of all mistakes, l = 20: 17.8% of all mistakes). 

Table 5
Using detectors of different length (the table includes % of all mistakes)

l = 100 l = 200
scheme no. 1 15.6% 17.3%
scheme no. 2 17.5% 19.8%
scheme no. 3 18.1% 24.1%

5. Summary

In the paper, sIs(i), i.e. the variant of sIs equipped with integer valued detectors 
is presented. To test sIs(i), experiments were carried out. In the experiments, the 
task of the system was to differentiate self warships from non-self ones. To represent 
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warships, radio signals were used. Generally, the experiments showed that sIs(i) 
is more efficient identification method than sIs(r), kNN, and PNN. moreover, the 
experiments also made it possible to define the most effective variant of sIs(i). 
It appeared that the variant mentioned should be prepared for n = 3 and l = 100 
and it should use scheme no. 1 and generator no. 2. 

In the further experiments, next variants of sIs called sIsLcs and sIsaNN will 
be tested. sIsLcs will be a combination of sIs and Lcs. While in the current version 
of sIs detectors are generated at random, in sIsLcs the genetic algorithm (Ga) 
will be used for the same purpose. Ga will be responsible not only for generating 
detectors but also for determining their parameters. In sIsaNN, detectors will be 
generated as in the classic version of sIs, i.e. at random. However, the parameters 
of detectors will not be fixed experimentally by a man. This task will be carried 
out by an artificial Neural Network (aNN). Each detector will be presented to 
the aNN whose task will be to determine detection scheme and parameters for 
the detector.

The vaccination of sIs(i) is a next direction of future research. In the case of 
sIs(r), the vaccination improved the results by 2.5%. The same improvement in 
the case of sIs(i) would yield the result of 13% of misclassifications. It seems that 
such result could be accepted even for military systems. 
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T. Praczyk

Użycie detektorów całkowitoliczbowych w Okrętowym  
Systemie Immunologicznym

Streszczenie. zadaniem okrętowego systemu Immunologicznego jest odróżnianie obiektów wła-
snych, czyli takich, które nie stanowią zagrożenia dla naszej jednostki, od wszystkich pozostałych 
obiektów określanych jako obiekty obce. Do identyfikacji obiektów używane są detektory z których 
każdy imituje jeden obiekt obcy. W przypadku kiedy niezidentyfikowany obiekt jest podobny do 
co najmniej jednego detektora, traktowany jest on przez system jako obiekt obcy, w przeciwnym 
przypadku uznaje się, że mamy do czynienia z obiektem własnym. Detektory systemu mogą być 
reprezentowane w postaci wektorów rzeczywistoliczbowych lub całkowitoliczbowych. W niniejszym 
artykule zaprezentowano drugie z wymienionych rozwiązań. W celu zbadania efektywności systemu 
immunologicznego wyposażonego w detektory całkowitoliczbowe przeprowadzono eksperymenty 
w trakcie których identyfikacji podlegały radiostacje okrętowe. Wyniki eksperymentów zaprezen-
towano w artykule. 
Słowa kluczowe: identyfikacja, sztuczny system immunologiczny


