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Methods of preventing the manipulations 
of digital tachographs used in road transport

The tachograph is the oldest recording device, which belongs to the Group of ORD (On Board Re-
cording Devices). It was introduced in the USA in 1939. Digital tachograph, the new advanced type of 
recording device in road transport, was introduced by Council Regulation No 2135/98 of 24 September 
1998 with the beginning of May 2006, in the area of the European Union. “In contrast to its analogue 
predecessors the digital tachograph was introduced to facilitate the control of rest and driving times 
and to prevent manipulation attempt” [1]. In order to prevent abuse, it has been made the system of 
cryptologic keys and certifi cates stored in cards and devices, allowing to create an explicit laws of 
users and authentic data recorded in, cards and devices. Despite the usage of the most advanced keys 
and protection systems, it has been observed that, in relation to the elements of the digital tachograph 
system, there are many ways to register invalid data. The European Union has taken action to prevent 
them, however, they must be implemented in daily life. 
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Introduction
The tachograph, also known as a recording equ-

ipment, shall be installed and used in vehicles in 
order to register the driving time, other periods of 
work or of availability, breaks from work and daily 
rest periods of the driver. This recording equipment 
is also used for recording the distance travelled by 
the vehicle and speed of the vehicle. Tachograph 
should be installed in all motor vehicles registered 
in European Union, which are used for the carria-
ge of passengers (in vehicles which are construc-
ted or permanently adapted for carrying more than 
nine persons including the driver and are intended 
to this purpose) or goods by road (where the ma-
ximum permissible mass of the vehicle, including 
any trailer, or semi-trailer, exceeds 3,5 tonnes).

The time caesura of the introduction of recording 
equipment and tachograph, is the year 1939, sin-
ce when it has been stated the obligation of in-
stallation and usage of analogue tachograph in 
the United States of America (USA). In Europe, 
the tachograph is used for more than 60 years [2]. 
In Germany the obligation of the installation the 
tachograph in vehicles was introduced in 1952, 
and in buses in 1953. For more than 30 years in 
the Member States of the European Union it has 
been commonly used the analogue tachographs, 
which have recorded data at the time of driving on 
cardboard sheets designed to accept and retain 
recorded data, commonly known as record sheets.

The multiannual application of analogue tacho-
graph showed that the construction of these devi-
ces allows numerous abuses by the interference 
with their proper functioning. Increasingly, there 

have been cases of manipulation in analogue ta-
chograph records. These experiences become a 
contributory factor to the quest for a device that 
would prevent falsifi cation of records of the recor-
ding equipment in road transport. These require-
ments was to meet the digital tachograph, as a 
device to ensure unambiguous assessment at-
tempts to make changes to comply with the rules 
relating to the working time of a driver and speed 
limits. To be more precise it should be pointed that 
digital tachograph is only the part of the whole di-
gital tachograph system, which consists of three 
main elements: the motion sensor, the digital ta-
chograph and tachograph smartcards [3].

1. Control of digital recording devices
Introduction of the digital tachograph in road 

transport had undeniably ensure:
 – improving the effi ciency and effectiveness of 
control of road haulage companies in road 
transport,

 – the relevant standards in the fi eld of social legi-
slation and its harmonization in all the Member 
States of the European Union,

 – strengthening the principles of fair competition,
 – improving safety in road traffi c.
The digital tachograph is an very important 

on-board device, used in road transport, due to 
control possibilities and enforcement of complian-
ce with the legal provisions concerning the con-
ditions of transport and social rules for drivers. 
Control of the road carriage (road transport and 
non-commercial carriage by road) it is the statu-
tory task of the Road Transport Inspection (Article 
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50 of the Act of 6 September 2001 on road trans-
port, Law Journal 2007, No 125, position 874, with 
changes). Additionally, police offi cers, Customs 
offi cers, border police inspectors and inspectors 
of the National Labour Inspection are also enti-
tled to conduct the control of road haulage in area 
of the installation of tachographs in vehicles and 
the registration of the working time of drivers. The 
procedure of control on compliance with the pro-
visions on periods of driving, minimum breaks and 
rest periods in road transport (both during roadsi-
de checks and checks in permission), as well as 
the required standard equipment of controlers and 
the list of basic elements which must be checked 
are determined by the regulation of Minister of In-
frastructure of 2 September 2009 on the control 
of the carriage of goods by road (Law Journal No 
145, position 1184). This regulation implements 
the directive 2006/22/EC of the European Par-
liament and of the Council of 15 March 2006 on 
minimum conditions for the implementation of Co-
uncil Regulations (EEC) No 3820/85 and (EEC) 
No 3821/85 concerning social legislation relating 
to road transport activities and repealing Coun-
cil Directive 88/599/EEC (Offi cial Journal L 102 , 
11/04/2006 P. 0035 – 0044).

According to these acts checks must be organi-
zed in such a way that:
 – at least 3% of days worked by drivers of vehic-
les falling within the scope of Regulation (EEC) 
No 3821/85 and Regulation (EC) No 561/2006 
are checked,

 – not less than 30% of the total number of wor-
king days shall be checked at the roadside and 
not less than 50% of the total number of wor-
king days shall be checked at the premises of 
undertakings.
When performing inspection operations re-

garding compliance with the rules on periods of 
driving, minimum breaks and rest periods the in-
spectors shall be equipped with the following de-
vices able to:
 – copy data from the digital tachograph installed 
in the vehicle and the driver card,

 – read the downloaded data and its analysis or 
transmit the results of reading data to the offi ce 
to make the analysis,

 – make checks and detailed analysis of the con-
fi rmation of the digital signature attached to the 
data,

 – analyze in order to determine the specifi c profi le 
of the speed before the inspection of the registe-
red equipment,

 – check the sheets.
Optional equipment of the inspector includes 

especially devices able to make photocopies and 
photographic documentation.

The list of basic points which should be covered 
by roadside checks was defi ned in annex 5 to the 
mentioned above regulation of the Minister of In-

frastructure on the control of road  carriage and it 
includes the following elements:
 – daily driving periods, breaks and daily rest 
periods,

 – weekly driving periods and weekly rest periods,
 – sheets from previous days, which should be in 
the vehicle in accordance with article 15, para-
graph 7 of Council Regulation (EEC) No 3821/85 
or data from the same period on the driver card, 
in memory of the digital tachograph or print with 
this device,

 – cases exceeded the permitted speed of the 
vehicle,

 – instantaneous speed reached by the vehicle, 
saved by the digital tachograph by not more 
than the previous 24 hours of use of the vehicle,

 – correctness of operation and use of analogue 
equipment and digital recording equipment or 
record sheets or driver card.
In addition to elements during roadside check, at 

the premises of undertakings should be checked:
 – weekly rest periods and driving times between 
these rest periods;

 – observance of the two-weekly limitation of dri-
ving times;

 – record sheets, vehicle unit and driver card data 
and printouts.
Nevertheless, to the control of vehicle unit, dri-

ver card data and printouts of the digital tacho-
graph shall apply the provisions of § 10 of the 
regulation of the Minister of Internal Affairs and 
Administration of 18 July 2008 on the control of 
road traffi c (Offi cial Journal No 132, position 84, 
with changes). Inspector should check data in 
the memory of the digital tachograph and driver 
card through the insertion of the control card to 
the digital tachograph, and then display and vie-
wing them, print or download using devices for 
copy the information. If the driver does not have 
a driver card or it is unable to use due to the da-
mage, the inspector checks the data contained in 
the memory of the digital tachograph on the basis 
of the printout. The driver is required for writing on 
copy of printout, made by the inspector, his name 
and surname, driver card or driving licence num-
ber and signature (tab. 1).

Transport undertaking is liable for infringement 
dealt with obligation of installation and usage of di-
gital tachograph, found by inspections. The penalty 
is imposed on the transport undertaking by admini-
strative decision. Amount of fi nes for such infringe-
ment are set out in the annex no 3 to the Act on road 
transport. Part 6 of annex no 3 specifi es 15 infrin-
gements dealt with digital tachograph and assigned 
them a penalty ranging from 100 to 5.000 PLN. Be-
low is a modifi ed extract from the annex no 3 to the 
Act on road transport for infringements of the provi-
sions on the use of the digital tachograph.

It must be underlined that the driver is also lia-
ble for infringement dealt with improper usage of 
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digital tachograph. The infringements and penal-
ties are described in annex no 1 to the Act on road 
transport. For instance, for performing carriage by 
road using vehicle with digital recording equip-
ment with illegal additional device infl uenced on 
incorrect function of digital tachograph the driver 
should be punished fi ne of 2000 PLN. 

The ratio of issued decisions on the imposition 
of a penalty payment to the number of checked 
vehicles in the year 2010 equals 15.4% (14,4% 
according to inspections of vehicles registered 
in Poland and 17,6% – vehicles registered abro-
ad). In view of the comparison of the results of 
the checks carried out by the Road Transport 
Inspection from the beginning of its existence, it 
should be underlined the systematic decline in the 
number of checks with the imposition of the pe-
nalty by administrative decision in proportion to 
the number of controlled vehicles. The following 
chart shows the increase in compliance with the 
provisions of the transport by carriers, which co-
vers the period from the beginning of activity of 
the Road Transport Inspection by 2010 (fi g. 1).

The results of the roadside checks carried out by 
inspectors of the Road Transport Inspection indicate 
a statement of more than 172 000 infringements (in 
accordance with the annex to the Act on road trans-
port). Approximately 70% of infringements were 
related to the provisions concerning driving and 
mandatory breaks and rest periods of drivers, over 
15% of infringements were related to improper use 

of the recording equipment, while 10% constituted 
a violation of the requirements for the possession 
of the required licenses, certifi cates of accomplish-
ment of the non-commercial, or documentation of 
drivers. Violations related to not paying by carriers 
the mandatory tolls on national roads is about 2% 
of the total number of infringements. The structure 
of infringements shows the fi g. 2.

Of the total number of approximately 65 000 of 
infringements related to the non-observance of 
rules on social legislation for drivers in road trans-
port, the most common is not allowed reduction of 
daily rest periods and driving time without requ-
ired break. A detailed list of the number of infrin-
gements noted in respect of the working time of 
drivers shows the fi g. 3.

According to infringements referred to com-
pliance by the drivers and traders with the provi-
sions concerning the use of recording equipment 
very common are cases of incorrect use of the 
recording equipment or the incorrect use of recor-
ded sheets. A detailed list of the number of infrin-
gements noted in the use of the recording equip-
ment shows the fi g. 4.

Violations of the standards of the working time 
of drivers will also rise to the liability of the driver 
in the form of fi nes levied by the criminal mandate. 
This responsibility is independent of the respon-
sibility of transport undertaking and aims to more 
effective compliance with the provisions concer-
ning the standards of driving and mandatory bre-
aks (fi g. 5).

Position Infringement Penalty [PLN]
6.1.1 Performing carriage by road using vehicle that does not have the digital recording equipment 3.000
6.1.2. Performing carriage by road using vehicle with a digital recording device, which does not register all requ-

ired elements
2.000

6.1.3. Performing carriage by road using vehicle with digital recording device, which does not register, at the same 
time, data dealt with periods of activities of all drivers who drive the vehicle in checked period

1.000

6.1.4. Performing carriage by road using vehicle with digital recording equipment without the required periodical 
check, control check or calibration

1.000

6.1.5. Performing carriage by road vehicle with digital recording equipment, by the driver without his own, valid 
card

1.000

6.1.6. Performing carriage by road by driver without the required print of the tachograph driver card in case of 
damage, failure or its lack-for each missing print

100

6.2.1. The digital tachograph does not register on driver card speed of vehicle, activity of driver and distance of 
travel 

5.000

6.3.4. Using the same driver card by more than one driver 3.000
6.3.5 Using the same driver card by more than one driver in the same time 1.000
6.3.7. Showing during check in premises of undertaking data from driver card, digital tachograph or document 

confi rming the fact of not driving the vehicle – for each day
500

6.3.9. Showing during check in premises of undertaking incomplete data on the periods of driver activity – for 
each day

300

6.3.11. Not making a copy of data from driver card – for each driver 500
6.3.12. Not making a copy of data from digital tachograph – for each vehicle 500
6.3.13. Not showing during check in premises of undertaking data copied from digital tachograph and driver card, 

stored in undertaking – for each day 
300

6.3.14. Interference with the data written in digital recording equipment, driver card and undertaking card 5000

Tab. 1. The catalog of infringements dealt with digital tachograph according to Polish Act on road transport
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Fig. 1. The increase in compliance with the provisions of the transport
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rvance by the drivers of the provisions concerning 
driving and mandatory breaks and rest periods, 
but approximately 1% were infringements refer-
red  to the violation of the requirements for the 
possession of the required licenses, certifi cates of 
accomplishment of the non-commercial, or docu-
mentation of drivers. The detailed structure of the 
defi ciencies identifi ed as a result of the checks on 
the premises of the transport undertakings shows 
the following chart.

As a result of the checks carried out in enter-
prises engaged in road transport in 2010 it was 
issued 2077 administrative decisions on the impo-
sition of fi nes total 25 000 000 PLN. 

As a result of checks carried out at the premises 
of undertakings, inspectors of the Road Transport 
Inspection claimed more than 243 000 infringe-
ments. More than 62% of the infringements concer-
ned the incorrect use of the recording equipment, 
36% of infringements related to the non-obse-
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Fig. 4. The number of infringements in road transport in light of using recording equipment
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2. Guidelines for prevention of 
tampering with a digital recording 
devices during roadside checks

One of the most important conditions of effective 
roadside checks is to ensure the proper training 
and full equipment for enforcement offi cers. “The 
digital tachograph is much like a burglar alarm in 
that the attacker only has to destroy confi dence in 
it, by making it appear to be unreliable, in order to 
defeat it” [4]. For that reason the inspectors sho-
uld have a control card, and the appropriate tools 
to copy data from a memory on-board unit and the 
memory of driver card and analysis of these data 
or printouts, in combination with record sheets 
and any other documents relating to working time 
for drivers. Offi cers should also be provided with 
the necessary software enable quick and easy 
analysis of such data.

Regardless of whether the checks are carried 
out on the roadside, or in the premises and whe-
ther that they are related to compliance with pe-
riods of rest and driving, the roadworthiness or 
other aspects, offi cers of the control services co-
uld also be able to test the proper functioning and 
proper use of the equipment to detect cases of 
manipulation of these devices.

To achieve such tasks Member States should 
make the appropriate methodology and circum-
stances of conducting such additional checks. 
Therefore, the scope of these checks might be 
included in the national control strategy. Such 
methods as: method of two check points with 
the analysis of speed or distance, method of one 
check point with a detailed analysis of data or the 
method of one check point based on the technical 
inspection, increase the effectiveness of control. 
Ultimately, the offi cer could immediately order to 
carry out other vehicle inspection in the workshop.

The method of two check points with the ana-
lysis of the actual speed or distance. Using this 
method of inspection, offi cers could measure ac-
tual speed of the vehicle at a specifi c point using 
portable or installed in some place cameras, befo-
re stopping the vehicle. Then, they could copy fi le 
containing details of speed over the last 24 hours 
from on-board  memory unit and compare registe-
red speed in a given point with the speed measu-
red several kilometres before. At the checkpoint, 
this method requires only the comparison of two 
numbers after reading a fi le containing details of 
speed over the last 24 hours.

Using the method of distance in time control, 
it is important to remember to select the point of 
inspection, located in a known distance from the 
specifi c place where offi cers have other means 
(bills of collected tolls, camera records, the proto-
cols of border inspections) that enable to specify 
the moment, when a vehicle stopped in this place 
or not. Then, offi cers could copy a fi le containing 

details of the speed of vehicle for the last 24 ho-
urs from memory of on-board unit, and compare 
these data with the average vehicle speed, based 
on the known distance and time needed to reach 
the checkpoint. 

Signifi cant differences between read data and 
measured or calculated speed it is possible that 
the manipulation of the tachograph has been 
made. In that situation the vehicle could be direc-
tly checked in the workshop, without the need for 
additional inspection in the checkpoint.

In case of data read from the memory of on-
-board unit, it should be underlined that data was 
included with a digital signature, originally gene-
rated by the digital recording equipment or driver 
card in order to verify the authenticity and integrity 
of the data.

Method of one checkpoint with a detailed ana-
lysis of the copied data. In order to confi rm the 
suspicions as to the presence of a device to ma-
nipulate, offi cers should compare data on dri-
ver’s activity, copied from the memory of driver 
card and on-board unit with any documents in the 
vehicle and the driver’s statement. Inconsisten-
cies between these data could form the basis for 
suspicion and further action. In the next stage, it 
should be analyzed information about events and 
faults, including attempting to breach security, in-
terruptions in power outage, move or sensor fault, 
especially registered within the last 5 days. 

In addition, it should be analyzed the informa-
tion including technical data, with particular regard 
to data concerning time adjustment or calibration 
data. The last group of data can be predominan-
tly useful in fi nding too many cases of calibration, 
what may indicate that they have been carried out 
using the workshop card, which has been stolen 
or lost. Control offi cers should check the status of 
identifi ed workshop cards, including their validity 
in days, when they have been used for the cali-
bration of digital recording equipment.

If control offi cers continue to suspect irregulari-
ties after analysis of all the data, they could per-
form the copying fi le from the memory on-board 
unit, containing detailed data on speed for the 
last 24 hours and using specialized software to 
check whether there were unrealistic increases 
or decreases the acceleration of the vehicle, and 
whether the profi le order is consistent with other 
documents in the vehicle, together with the state-
ments of the driver (the number of breaks, speed 
in mountainous region or in urban areas).

Presented methods of inspection with obtained 
evidences may justify the suspicion of the use of 
the device in order to manipulate the indications 
of the digital recording equipment. 

Method of one checkpoint with a special analy-
sis of copied data requires disposal at the check-
point an appropriate software to generate legible 
indications of speed changes in time, identify ab-
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normal fl uctuations in increasing speed and indi-
cate automatically unrealistic rises or falls of the 
acceleration of the vehicle and any suspicious ca-
libration of the recording equipment or any inter-
ruption of power.

Method of one checkpoint based on the tech-
nical control of seals. If it would be possible, offi -
cers should inspect the seals. If there is no seal 
or it is destroyed (damaged), then the driver sho-
uld explain this fact. If the driver does not have a 
credible explanation, this may constitute the in-
fringement and it is recommended to make direc-
tly an inspection of the vehicle in an authorised 
workshop.

Vehicle or data inspection in premises of under-
taking. It is recommended that the competent au-
thorities of the Member States use the possibility 
of controlling vehicles and on-board units, drivers 
with the cards drivers in the premises of transport 
undertaking. Data managed by the entity, must be 
kept for at least one year and must be available for 
inspection, on every request of control offi cers. For 
that reason, it could be checked any vehicle, which 
is located in the premises of transport undertaking. 
Additionally, it could be done any appropriate te-
sts and activities, limiting to a minimum any de-
lay, which driver could be exposed. Such controls 
could also cover the possibility of preparing and 
equipping control offi cers with suitable devices to 
enable verifi cation of the recording equipment, in 
conformity with UE regulations [5] and [6].

3. Guidelines for prevention of 
manipulation of digital recording 
equipment during technical 
examination

If, after roadside check using the procedures of 
technical inspection, there is suspicion that it has 
been installed the device used to manipulate the 
indications of digital recording equipment, control 
offi cers would direct the vehicle to an authorised 
workshop. National authorities of the Member 
States may authorise to instruct the authorised 
workshop to make specifi c research to detect de-
vices for manipulation.

In most cases, detailed examinations would 
enable the detection of erroneous pairing of the 
motion sensor and on-board units, which may 
indicate the presence of a device or equipment 
for manipulation. Such studies should include the 
control of seals and tablets of installation, testing 
a reference and an analysis of the copied data 
from the memory on-board unit.

In the case of detection of such devices, re-
gardless whether they were actually used by the 
driver or not, the recording equipment should be 
removed from the vehicle and used as evidence. 
In addition, authorised workshops should be au-
thorized to carry out the technical inspection for 

correct operation, correct recording and storage 
of data, and whether the calibration parameters 
are correctly set.

After all technical inspection and lack of detec-
tion of equipment used to manipulation of the in-
dications, the recording equipment shall be sub-
jected to a complete calibration and should be 
endorsed with a new measurement table together 
with the new seals, under the supervision of the 
regulatory authorities.

Detection of cases of the use of devices for the 
manipulation of the digital tachograph system and 
the prevention of their use is a continuous pro-
cess, which requires constant engagement. With 
technological progress the quantity of possible 
interference in the system and possible risks in-
crease. Consequently, all entities involved in en-
suring the safety of the digital tachograph system, 
including control offi cers, authorized workshop, 
drivers and transport undertakings are very im-
portant in process of preventing the manipulation 
of digital tachograph.

Member States should aim to raise as much 
information and to develop their own strategies, 
threats, and also to provide a clear support in the 
dissemination of acquired knowledge, while a Eu-
ropean Commission should be informed about 
new threats to the digital tachograph system.

4. Permissible errors of the digital 
tachograph

Periodic inspections is the combination of activi-
ties performed in order to verify that the recording 
equipment works properly and that its settings 
correspond to the parameters of the vehicle. Pe-
riodic checking should be carried out in case of:
 – the repair of the recording equipment,
 – the change of characteristic values of the 
vehicle,

 – the change of value of the effective circumferen-
ce of the wheel tyres,

 – when the UTC (universal time coordinated) time 
device differs from the UTC time by more than 
20 minutes,

 – the change of registration number, VRN (vehicle 
registration number) and RMS,

 – the loss of the plaque of the digital recording 
equipment,

 – the expiration of 24 months from the time of the 
last periodic inspection.
Periodic inspection of the vehicle unit shall be 

carried out in order to verify that the recording 
equipment works properly and that its settings 
correspond to the vehicle parameters (tab. 7.1). It 
is performed in the following cases:
 – to check whether it is maintained compliance 
with the requirements concerning the maximum 
tolerances on installation,

 – to check whether the device has got the sign of 
type homologation,
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System device to automate the recording of the 
daily journey start and end location, a remote 
(wireless) communications function to provide a 
signal, only on request, to allow an enforcement 
offi cer to assess whether to stop the vehicle for 
further checks and a harmonised interface to 
allow the use of Intelligent Transport Systems 
(ITS) with the tachograph;

 – a requirement to ensure enforcement offi cers 
are appropriately trained, establishing the me-
thodology for initial and continuing training.
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range from 20 to 180 km/h and the characteristic 
coeffi cient of the vehicle „with” contained within 
the limits of from 4,000 to 25 000 imp/km (± 1 km/h) 
speed, the error of the coeffi cient „w” (± 1 km/h), 
the error on the circumference of the wheels to 
„l”, as well as other factors. Permissible error of 
distance during the 2 year service is ± 4% and due 
to the accuracy of the calibration frequencies in 
the speed range from 20 to 180 km/h and the cha-
racteristic coeffi cient of the vehicle „with” contained 
in range from 4000 to 25000 imp/km, the error ve-
locities resulting from the characteristic coeffi cient 
of the vehicle „in”.

The measurement of errors on installation and 
during use shall be carried out under conditions, 
which are a normal test conditions:

vehicle without goods,
 – tyres pressures in accordance with the manu-
facturer’s instructions,

 – tyres wear within the limits allowed,
 – the movement of the vehicle.

Summary
Appropriate functioning of all elements of the 

system of digital tachographs enable to achieve 
the intended purpose. In general, the guarantee 
of security of the whole digital tachograph system 
is the closest cooperation of all elements of these 
system and the most correct functioning of each 
element. However, it must be underlined that in or-
der to prevent the manipulation of the digital tacho-
graph, fi rst of all it is very important to provide for:
 – a range of technical measures – the tachograph 
to be connected to a Global Navigation Satellite 

Speed Distance Time
Measuring range 0-220 km/h Measuring range 0-9 999 999,9 km

Scope of the UTC 
is the date and 
time.
Change the local 
time by increments 
of toll. 
Accuracy of the 
±2s/24 h. 
Resolution of the 
±s/24 h

Measuring range with defi ned accuracy 20-180 km/h – –
The accuracy of measurement before instal-
lation for the factor „in” from the scope of the 
4000-25000 imp/km

±1 km/h Accuracy before 
installation

±1%

Accuracy after installation and calibration ±2 km/h Accuracy after installation ±2%
Accuracy during service, taking into account 
changing tyres

±6 km/h Accuracy during service ±4%

Resolution ±1 km/h Resolution ±0.1 km
Dynamic measurement 2s stability after 

acceleration 
or braking 

advertising spots 
shall not exceed 

2 m/s2

– –

Tab. 2. Requirements for speed, distance and time measurement [6]
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Metody przeciwdziałania manipulacjom tachografów cyfrowych
używanych w transporcie drogowym 

Tachograf jest najstarszym urządzeniem rejestrującym, które należy do Grupy ORD (On Board Re-
cordign Devices). Zostało to wprowadzone w USA w 1939. Tachograf cyfrowy, nowy zaawansowany 
typ urządzenia rejestrującego w transporcie drogowym, został przedstawiony przez rozporządzenie 
Komisji nr 2135/98 z 24 września 1998, a wprowadzony z początkiem maja 2006, w obszarze Unii Eu-
ropejskiej. „W odróżnieniu od jego poprzedników tachografów analogowych z tachografem cyfrowym 
zaproponowano wyższy poziom nadzoru nad odpoczynkiem i czasami związanymi z prowadzeniem 
i nie niedopuszczeniem do próby manipulacji” [1]. Aby nie dopuszczać do nadużycia zastosowano sys-
tem kluczy kryptologicznych i świadectw zapisanych w kartach i urządzeniach. Jednocześnie pozwa-
lając stworzyć wyraźne granice dla użytkowników i autentycznych danych zarejestrowanych  w kar-
tach i urządzeniach. Pomimo wykorzystania najbardziej zaawansowanych kluczy i systemów ochrony, 
został zauważony, w stosunku do elementów cyfrowego systemu tachografu, że jest wiele sposobów 
manipulacji zapisywanych danych. Unia Europejska podjęła działania by uniemożliwić powyższe czyn-
ności, jednakże muszą być one wprowadzone w życie.

Słowa kluczowe: karta do tachografu, kontrola, tachograf cyfrowy, manipulacja, kontrola techniczna
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