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In this paper, I focused particular attention on the relationship between the structure and dynamics of complex 
networks. I am convinced of importance of measuring the structural properties of evolving networks in order to 
characterize how the connectivity of the investigating structures changes in time. Network measurement are 
therefore essential in my investigation. I intend to test how the non-stability of structure properties can be 
viewed as a factor that show abnormal state of the system (e.g. increasing of terrorism activity) modeled by 
complex networks.  
Complex networks are commonly modeled by means of simply or directed graphs. In some cases the use of 
graph to represent complex networks does not provide a complete description of the real-world systems under 
investigation. Consequently, I will formally introduce the hypernetwork concept as generalization for 
representing complex networks and will call them complex hyper-networks. 
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1. Introduction
 
Research in complex networks became a focus 
of special attention. The main reason for this was 
the discovery that real networks have 
characteristics which are not explained by 
uniformly random connectivity. Apparently, 
networks derived from real data (most often 
spontaneously growing) have “six degree of 
separation”, power low degree distributions, 
hubs occurring and many other interesting 
feature. Complex networks has Scale Free, 
Small Word and Clustering properties what 
make them accurate model of networks such as 
social networks in particular terrorist 
organization with features mentioned above. 
 
2. Social networks 
 
This part of our work is strongly connected with 
social network. Social network analysis is a 
collection of mainly statistical methods to 
support the study of communication relations in 
groups, kinship relations, or the structure of 
behavior, to mention a few application areas. 
This methodology assumes that the way the 
members of a group can communicate with each 
other affect some important properties of  
that group.  

We use social network analysis in anti-
terrorism applications and indicate both 
usefulness and some limitations of social 

network analysis as a basis for quantitative 
methods for situation awareness and decision-
making in law-enforcement applications. 
Figuring out nested connections across a known 
set of individuals or organizations is one 
example of social network analysis. Since not all 
people who have had contacts with a terrorist are 
criminal themselves, there is a need for 
techniques which can filter out those who have 
frequent contacts with known or suspected 
individuals, or with any member of a known or 
suspected group of terrorists from a large 
database of contacts. Such people become more 
or less suspect themselves, thereby potentially 
spreading the suspicion to even more 
individuals. One issue thus becomes how one 
can automatically estimate which people among 
a very large community, who have been 
“transitively” in contact with each other, need to 
be investigated further and who do not. We 
explore such methods of social networks 
analysis using complex networks as a model of 
terrorist organization. 

Now we are able to transform any semantic 
network into a set of complex networks by 
choosing the ontology which is important for as 
at the moment of analysis. 
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3. Complex network representation 
 
The main problem is to choose the way how to 
represent the structure of interest complex 
network and what set of measurements of 
topological feature are the best network 
characterization described on the net 
components (nodes and edges). 
 

 
Figure 1. Mapping from CN into a feature vector 

 
We are convinced that the vector of 

significant characteristics have to  numerous. 
Now we consider to use following significant 
characteristics of a given network: 
 sc1   C – clustering coefficient 
 sc2    L – average path length 
 sc3    l  – shortest longest path 
 sc4   D – diameter 
 sc5   <k> – average node degree 
 sc6   kmax – maximum node degree 
 sc7   P(k) – node degree distribution 
 sc7   PA – preferential attachment 
 

Another problem we consider is to use the 
obtained structural properties (measurements) in 
order to identified different categories of 
structures, which is directly related to the area of 
pattern recognition. Each class of networks 
presents specific topological features which 
characterize its connectivity and highly influence 
the dynamics of processes executed on the 
network. The analysis, discrimination, and 
synthesis of networks (in particular complex 
networks) therefore rely on the use of 
measurements capable of expressing the most 
relevant topological features. 
 
4. Complex network evolution 
 
We focused particular attention on the 
relationship between the structure and dynamics 
of complex networks. We are convinced of 
importance of measuring the structural 
properties of evolving networks in order to 
characterize how the connectivity of the 
investigating structures changes in time. This 
can help to identify some odd events in modeled 
system. 

 
 

Figure 2. Evolving of a given network and changing 
of a feature vector 

 
The vector of significant characteristics can 

should be updated at each !T along the network 
growth/decline. Figure 2 shows instances of 
evolving network and respective measures. This 
imply very important question how to choose the 
most appropriate measures for a given system. 
The answer must reflect the specific interest and 
it is still under our investigation. 

Network measurement are therefore essential 
in our investigation. Now we can calculate 
significant characteristics of complex network 
mention above and observe its changing in time. 
We intend to test how the non-stability of 
characteristics mentioned above (collected 
measures) can be viewed as a factor that show 
abnormal state of the system (e.g. increasing of 
terrorism activity) modeled by complex 
networks. 

Important related issues covered in our work 
compromise the representation of the evolution 
of complex networks in terms of trajectories in 
several measurement spaces, the analysis of the 
correlations between some of the most 
traditional measurements, perturbation analysis, 
as well as the use of multivariate statistics for 
feature selection and network classification. 
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Figure 3. Trajectories in the 'phase space' defined 
on the basis of feature vector changing 

 
Figure 3 presents the sample trajectory 

defined in one of the possible measures (phase) 
spaces involving three possible significant 
characteristic sci(t), sci+1(t) and sci+2(t). In such a 
way, the evolution of the network can be 
investigate in terms of a trajectory in a “phase 
space” using chaos theory for example.  
 
5. Complex network vizualization 
 
The ultimate purpose of the project is simulate 
and additionally visualize various scenarios of 
attack and defense to investigate bottlenecks in 
security system. Visual representation of 
information can be used to demystify data and 
reveal otherwise hidden patterns by leveraging 
human visual capabilities to make sense of 
completely abstract information. 
 

Figure 4. Visualization and Interactive Link Analysis 
 

 
Figure 5. Visualization, Interactive Link Analysis, 

adding nodes/edges, searching nodes 
 
6. Concept of complex hyper-networks 
 
Complex networks are commonly modeled by 
means of simply or directed graphs that consist 
of sets of nodes representing the objects under 
investigation, joined together in pairs by links if 
the corresponding nodes are related by some 
kind of relationship. 
Formally graph is a vector G=<X,U,P> where: 
 X={x1, x2, …, xi, ..., xI} – a set of nodes, 
 U={u1, u2, …uj, ..., uJ}  – a set of edges, 
 P ! X × U × X          – an incident relation. 
 

In some cases the use of graph to represent 
complex networks does not provide a complete 
description of the real-world systems under 
investigation. For instance, in terrorist 
organization net represented as a simple graph 
we only know whether terrorists are connected, 
but we cannot model strength of these 
connection or rank of individual terrorist. 
Despite the fact that complex weighted networks 
have been covered in some detailed in the 
literature, there are no report on the use of 
formal networks to represent complex networks.  
Formally network is a vector S= <G,{ i},{!j}> 
where: 
 G=<W,U,P> – a graph, 
 { i}= { 1,...,  I} – a set of functions define 

on nodes  i: X " R, i=1...I, 
 {!j}= {!1,...,!J} – a set of functions define 

on edges !j: U " R, j=1...J. 
Using this definition of networks we are able to 
model real-world networks much more 
precisely. 

Take the matter further, in some cases even 
using network to represent complex networks is 
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not sufficient. For instance, in collaborated 
network represented as a simple graph or 
network we only know whether terrorists have 
collaborated or not, but we cannot know whether 
three or more terrorists linked together were 
cooperated to carry out some attacks. A possible 
solution to this problem is to represent the 
collaboration terrorist net as a bipartite graph in 
which a disjoint set of nodes represents attacks 
and another disjoint set represents terrorists. In 
this case the ‘homogeneity’ in the definition of 
nodes is lost. In the study of connectivity, 
clustering and other topological properties, this 
distinction between two classes of nodes with 
completely different interpretation may lead to 
artifacts in the data. 

A natural way of representing these systems 
is to use a generalization of graphs known as 
hypergraphs. In a graph a link relates only a pair 
of nodes, but the edges of the hypergraph can 
relate groups of more than two nodes. Thus, we 
can represent the collaboration network as a 
hypergraph in which nodes represent terrorists 
and hyper-edges represent the groups of 
terrorists that have collaborated to carry out 
attacks together. 
Formally hypergraph is a vector HG=<X,U,P> 
where: 
 X={x1, x2, …, xi, ..., xI} – a set of nodes, 
 U={u1, u2, …uj, ..., uJ}  – a set of 

hyperedges, 
 P ! UX t × U         – a generalized incident 

relation. 
 

Consequently, we will formally introduce 
the hypernetwork concept as generalization for 
representing complex networks and will call 
them complex hyper-networks.  
Formally hyper-network is a vector HS= 
<HG,{ i},{!j}> where: 
 HG=<X,U,P> – a hypergraph, 
 { i}= { 1,...,  I} – a set of function define 

on nodes  i: X " R, i=1...I, 
 {!j}= {!1,...,!J} –a set of function define 

on hyperedges  !j: U " R, j=1...J. 
 

The hypernetwork concept includes, as 
particular cases, a wide variety of other 
mathematical structures that are appropriate for 
the study of complex networks. We will 
subsequently define several topological 
parameters for the study of complex hyper-
networks and will apply them to the study of 
real-world complex hyper-networks. 
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