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ABSTRACT
In  accordance with the requirements of the CSM (Common Safety Methods) in terms of risk evaluation and 
assessment, a company which changed the railway system and recognized this change as significant as regards security 
can use one of the three risk acceptability principles. Change can be technical, operational and organizational. This 
can be done through the codes of conduct, similar reference system(s) or explicit risk assessment. If the system is new 
and  can generate new risks,  the method of explicit risk assessment should be used. In this type of risk evaluation is 
necessary to identify scenarios and the related safety measures. The article presents a review of methods for explicit 
risk assessment and their critical analysis in terms of their efficiency in the process of qualifying risk acceptability in 
the event of a significant change in the rail system. The article focuses on assessing the effectiveness of using one of 
the risk acceptance principles, namely explicit risk assessment.
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1. Introduction 
In accordance with the requirements of the CSM (Common 

Safety Methods) in terms of risk evaluation and assessment, a 
company which made technical, operational or organizational 
change in the rail system and recognized the change as significant in 
terms of safety can use one of the three risk acceptability principles. 
This can be done through the codes of conduct, similar reference 
systems or explicit risk assessment. If the system is new and therefore 
can generate risks, which are difficult to relate to the relevant codes 
of conduct or principles of operation of a comparable system, which 
has already been permitted to be operated, the method of explicit 
risk assessment should be applied. As regards this type of risk 

assessment, it is necessary to determine the scenarios and related 
safety measures. In the case of quantitative methods, it is necessary 
to estimate risk by determining the frequency of threats and their 
degree of seriousness, and then to compare them with the criteria 
and make a decision on risk acceptability. As regards qualitative 
methods, the established procedure is more subjective. As a result, 
the selection of appropriate methods of explicit risk assessment 
should depend on the type of change, its substantive aspects and 
its impact on rail traffic safety. The explicit risk assessment has a 
number of drawbacks, therefore in the case of an independent 
assessment of the correctness of a risk management process, the 
adequacy of the method used should be specifically verified, as 
well as its effectiveness and the ability to obtain reliable assessment 
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results, which can be the basis for decisions on risk acceptability. 
This is crucial to ensure rail traffic safety after a change to the rail 
system has been made. The article presents a review of methods 
for explicit risk assessment and their critical analysis in terms of 
their efficiency in the process of qualifying risk acceptability in 
the event of a significant change in the rail system.. It is presented 
from the point of view of the activities of accredited inspection 
bodies in terms of experience with the assessment reports of the 
risk estimation. The article also focuses on assessing effectiveness 
and substantive implications of using one of the risk acceptability 
principles, namely explicit risk assessment.

2. An independent assessment 
of the risk management 
process in rail transport

Risk management in rail transport is of key importance in the 
context of ensuring systemic solutions to achieve the desired level 
of safety. Technical safety devices are not sufficient to achieve the 
expected results in terms of safety and therefore, in recent years the 
strong emphasis has been put on the development of management 
methods and techniques focused on a proactive approach to 
safety management. In order for a rail system to be safe, it must be 
monitored, which should also take into account situations when 
the system is subjected to change. Because changes in the rail 
system are common, their management should be efficient and 
effective. According to European Union regulations regarding the 
aspects of risk management in the context of changes, technical, 
operational and organizational changes can be distinguished. These 
three types of changes should be assessed as regards their impact 
on the rail system safety [4]. Within the framework of a systemic 
approach to risk management, it is necessary to ensure the expected 
safety requirements. Safety requirements -  means the safety 
characteristics (qualitative or quantitative, or when needed, both 
qualitative and quantitative) necessary for the design, operation 
(including operational rules) and maintenance of a system in order 
to meet legal or company safety targets [3]. Because the process 
of making changes to rail systems affecting safety should be 
supervised, currently in Europe, when such changes are made, 
a key role is played by independent inspection bodies accredited 
for compliance with ISO / IEC 17020: 2012. ISO/IEC 17020:2012 
specifies requirements for the competence of bodies performing 
inspection and for the impartiality and consistency of their inspection 
activities. It applies to inspection bodies of type A, B or C, as 
defined in ISO/IEC 17020:2012, and it applies to any stage 
of inspection. The task of an inspection body is to evaluate the 
adequacy of the risk management process in the event of a change 
recognized as significant as regards safety in rail transport. The tasks 
of inspection bodies and problems in conducting independent 
assessments are described in more detail in [2]. The principles for 
the preparation of safety assessment reports are described in [10]. 
Since 21May 2015, when the Regulation 402/2013 was introduced, 
ASBO inspection bodies have been operating. An assessment 
body carries out an independent assessment of the suitability of 

both the application of the risk management process as set out in 
Annex I and of its results. This assessment body meets the criteria 
listed in Annex II. Where the assessment body is not already 
designated by existing Union or national legislation, the proposer 
appoints its own assessment body at the earliest appropriate stage 
of the risk assessment process.

To perform the independent assessment, the assessment body 
must:

• ensure it has a thorough understanding of the significant 
change based on the documentation provided by the proposer;

• conduct an assessment of the processes used for managing 
safety and quality during the design and implementation of the 
significant change, if those processes are not already certified 
by a relevant conformity assessment body;

• conduct an assessment of the application of those safety and 
quality processes during the design and implementation of 
the significant change.

Having completed its assessment, the assessment body delivers 
the safety assessment report provided for in Article 15 and Annex 
III [4]. The key milestones of this assessment is to verify the 
accuracy of the description of the rail system undergoing change 
with regard to its scope, functions and associated interfaces. 
It is also necessary to assess whether the  review of the system 
definitions is correct in terms of specific safety requirements. The 
next step is to identify the risks of the implemented changes in 
terms of answers to the questions: What can happen? When? 
Where?, and How?. At a further stage of an evaluation, the manner 
in which a railway undertaking has classified risks is verified, it 
is shown how these risks are important as regards rail transport 
safety. It is important for an independent assessment of the risk 
management process to analyze whether a person making the 
evaluation and the assessment of risk associated with the change 
introduced decided whether the risk is acceptable. If it is not, the 
principles of risk acceptability must be selected, based on the codes 
of conduct, similar reference systems and explicit risk assessment. 
Then an assessment body checks the degree of adequacy of the 
adopted principles of risk acceptability in relation to the type of 
change, the level of innovation of the solution, an impact on the 
rules of rail traffic, the rules of rail traffic control, organization 
of work, etc. A key aspect of the risk management assessment 
process is the proper classification of safety requirements. The 
correctness of the assumptions underlying the decision on 
risk acceptability is another aspect assessed by an assessment 
body. The final activities of an assessment body is to assess the 
correctness of the safety requirements applied, their compliance 
with safety requirements and risk management in the life cycle of 
the rail system. An important aspect of an independent evaluation 
is the aforementioned assessment of the correctness of explicit risk 
assessment, if it is applicable. In this regard, railway undertakings 
make many mistakes, not only because they do not exercise due 
diligence but because of the imperfect methods of explicit risk 
assessment.
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3. Explicit risk assessment 
methods - critical analysis

When this method of risk acceptability is applied, a railway 
undertaking determines the scenarios and the related safety measures. 
In this respect, qualitative and quantitative methods are used. The 
main pillar of the methods of explicit risk assessment is to estimate 
the frequency and the degree of risk seriousness. As a result, risk is 
assessed. As far as the number of explicit risk assessment methods is 
concerned, there are relatively a lot of them. These methods have been 
widely covered by IEC / ISO 31010 standard [7]. This International 
Standard is a supporting standard for ISO 31000 [8] and provides 
guidance on selection and application of systematic techniques for 
risk assessment. ISO 31000:2009, Risk management – Principles 
and guidelines, provides principles, framework and a process for 
managing risk. It can be used by any organization regardless of 
its size, activity or sector. Using ISO 31000 can help organizations 
increase the likelihood of achieving objectives, improve the 
identification of opportunities and threats and effectively allocate 
and use resources for risk treatment.  However, ISO 31000 cannot 
be used for certification purposes, but does provide guidance for 
internal or external audit programmes. Organizations using it can 
compare their risk management practices with an internationally 
recognised benchmark, providing sound principles for effective 
management and corporate governance [6]. Risk assessment carried 
out in accordance with standard IEC/ ISO 31010 contributes to 
other risk management activities. Some of the principal benefits of 
performing risk assessment include: 

• Understanding the risk and its potential impact upon objectives, 
• Providing information for decision makers, 
• Contributing to the understanding of risks, in order to assist 

in selection of treatment options,
• Identifying the important contributors to risk and weak links 

in systems and organizations,
• Comparing of risks in alternative systems, technologies or 

approaches,
• Communication risks and uncertainties,
• Assisting with establishing priorities,
• Contributing towards incident prevention based upon post-

incident investigation,
• Selecting different forms of risk treatment,
• Meeting regulatory requirements,
• Providing information that will help evaluate whether the risk 

should be accepted when compared with pre-defined criteria,
• Assessing risks for end –of-life disposal [7]. 

There are many approaches to the classification of risk assessment 
methods and techniques. That IEC/ISO 31010 standard indicates 
the following types of techniques. As regards risk assessment steps, 
the methods can be described in the context of the following areas:

• Risk identification,
• Risk analysis – consequence analysis, 
• Risk analysis – qualitative, semi-quantitative or quantitative 

probability estimation,
• Risk analysis – assessing the effectiveness of any existing 

controls,

• Risk analysis – estimation the level of risk,
• Risk evaluation. 

The first table shows the list of tools and techniques used for 
risk assessment. For each step in the risk assessment process, the 
application of the method is described as being either strongly 
applicable, applicable or not applicable.

Table 1. Applicability of tools used for risk assessment [7]
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Brainstorming SA1 NA2 NA NA NA
Structured or semi-

structured interviews SA NA NA NA NA

Delphi SA NA NA NA NA
Check-lists SA NA NA NA NA

Primary hazard analysis SA NA NA NA NA

Hazard and operability 
studies (HAZOP) SA SA A3 A A

Hazard Analysis and Critical 
Control Points (HACCP) SA SA NA NA SA

Environmental risk 
assessment SA SA SA SA SA

Structure “What if?” 
(SWIFT) SA SA SA SA SA

Scenario analysis SA SA A A A
Business impact analysis A SA A A A

Root cause analysis NA SA SA SA SA
Failure mode effect analysis SA SA SA SA SA

Fault tree analysis A NA SA A A
Event tree analysis A SA A A NA

Cause and consequence 
analysis A SA SA A A

Cause-and-effect analysis SA SA NA NA NA
Layer protection analysis 

(LOPA) A SA A A NA

Decision tree NA SA SA A A
Human reliability analysis SA SA SA SA A

Bow tie analysis NA A SA SA A
Reliability centred 

maintenance SA SA SA SA SA

Sneak circuit analysis A NA NA NA NA
Markov analysis A SA NA NA NA

Monte Carlo simulation NA NA NA NA SA
Bayesian statistics and 

Bayes Nets NA SA NA NA SA

FN curves A SA SA A SA
Risk Indices A SA SA A SA

Consequence/probability 
matrix SA SA SA SA A

Cost/benefit analysis A SA A A A
Multi-criteria decision 

analysis (MCDA) A SA A SA A

1 Strongly applicable
2 Not applicable
3 Applicable
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Based on the list in Table 1, the methods of explicit risk assessment, 
namely qualitative, semi-quantitative or quantitative probability 
estimation can be distinguished. These include Environmental 
risk assessment, Structure „What if ” (SWIFT), Root cause analysis, 
Failure mode effect analysis – FMEA, Fault tree analysis, Cause and 
consequence analysis, Decision tree, Human reliability analysis, 
Bow tie analysis, Reliability centred maintenance, FN curves, Risk 
indices, and Consequence/probability matrix. Wskazano te, które w 
aspekcie probability wykazane zostały jako strongly applicable. Such 
tools have been indicated that were recognized as strongly applicable 
in terms of probability. This group includes Scenario analysis, 
despite the fact that the authors of the standards did not show it 
as strongly applicable, but when an explicit risk is assessed, the 
identification of scenarios is an obligatory, as well as very effective 
method , in terms of estimating the partial probability and final 
adverse events, namely the Event Tree Analysis (ETA). The above 
methods have different positive and negative features but specific 
ones and with a varying degrees of reliability and subjectivity. It 
should be noted that the advantage of these methods is that they 
are based on statistical data referred to the expert categories to 
select individual weights or causes, or the possibility of detecting a 
risk, or the effects of an incident. Very often railway undertakings 
do not have a sufficient number of statistical data, especially when 
a solution is new. This refers to changes to rail systems where 
these statistical data are either impossible to gather or are very 
limited. Then the only method of risk assessment is a method of 
explicit risk assessment and here their weakness in terms of the 
subjectivity of the evaluation is shown and in this situation, it is the 
lack of the required statistical data. The condition of neutralizing 
the phenomenon of low reliability of the methods used is the 
optimal selection of staff responsible for explicit risk assessment. 
The team should be interdisciplinary but in particular, it should 
be a collection of carefully selected experts in the field where a 
change is introduced so that all potential hazards can be identified.

4. Innovation in rail transport 
and risk acceptability

Explicit risk assessment is mainly used when rail systems 
implemented are new and innovative. Very often they are based 
on the assumptions of knowledge and technology transfer [1]. 
Innovation used in implementing the change includes solutions for 
both the entire rail sector, as well as the organization implementing 
the change. When innovative solutions are implemented in the 
rail system, so called safe integration should be ensured. Safe 
integration means action aimed to ensure that the inclusion of an 
element (e.g. a new type of a vehicle, network design, subsystem, 
part, component, software, procedures, and organization) to the 
larger system does not result in unacceptable risks in relation to the 
resulting system [5]. This is particularly important in the context 
of determining the principles for risk acceptability. In accordance 
with the Regulation 402/2013, the acceptability of the risk related 
to a significant change should be examined by at least one of the 
following risk acceptability principles: the application of the code of 
conduct, a comparison with similar elements of the rail system or an 

explicit risk assessment. All of these principles are used successfully 
in a number of railway applications, in other types of transport 
and other industries. The principle of “explicit risk assessment” is 
often used for complex or innovative changes. It is an applicant 
that should bear responsibility for selecting a principle used. It can 
be observed, therefore, that the legislator clearly indicated that the 
methods of explicit risk assessment relate in particular to complex 
or innovative changes. Thus, the implementation of innovative 
solutions in the rail system in terms of a safety criterion is not easy 
and certainly very responsible. The disadvantages of  qualitative-
quantitative or semi-quantitative probability estimation methods 
show how to responsibly make a decision authorizing the system 
to operate in the context of technical, operational or organizational 
changes introduced. According to the Regulation 402/2013, risks 
arising from hazards should be assessed either quantitatively or 
qualitatively, taking into account existing safety measures. The 
acceptability of the risks assessed is evaluated by means of risk 
acceptability criteria, which derive from the requirements of EU 
legislation or national rules, or are based on these requirements. 
Depending on risk acceptability criteria, risk acceptability can be 
evaluated either individually for each related hazard or collectively 
for the combination of all hazards examined in the explicit risk 
assessment. If the risk assessed is not acceptable, additional safety 
measures must be identified and implemented to reduce the risk to 
an acceptable level. If the risk associated with one or a combination 
of several hazards is considered as acceptable, the identified safety 
measures are registered in the hazard register. If hazards arise from 
the failures of technical systems that are not covered by the codes 
of conduct or cannot be used in the case of a reference system, the 
following risk acceptability criterion [4] applies for the design of 
the technical system. In each situation safety requirements must 
be met. Safety requirements mean safety characteristics (qualitative or 
quantitative, or, if necessary, qualitative and quantitative) necessary for 
the design, operation (including the rules of use) and maintenance of 
the system in order to comply with legal or company safety objectives 
[3]. Thus, regardless of the type of change and its innovative 
solutions, safety requirements must be fulfilled, and the risk must be 
acceptable. Risk mitigation is crucial here, which is a set of activities 
aimed at minimizing the effects of risk materialization and the 
probability of its occurrence.

5. The experience of the 
evaluation of the reports of 
the assessment of safety in the 
use of explicit risk assessment 
methods

Based on the review of reports of the safety assessment in 
one of the leading ASBO assessment bodies in Poland in terms of 
an independent assessment of the risk management process, the 
degree of the application of the explicit risk assessment methods 
in the application of the principles of risk acceptability was 
analysed. Several dozens of reports prepared by the body between 
21 May 2015 and 31 December 2016 were evaluated. The changes 
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that were considered significant by the applicants required the 
preparation of reports on risk assessment, and they were prepared 
by companies, which introduced a change affecting rail transport 
safety. As regards the evaluation of reports, the study of secondary 
data was used by means of a qualitative methods of analytic 
induction, which involves capturing some features or general 
phenomena - patterns, typologies, structures, systems, and models 
by reducing diversity, i.e. a large number of cases are collated and 
organized by a limited number of types or patterns. Based on the 
study, the following synthetic conclusions can be presented:

• Methods appropriate for explicit risk assessment were used 
for technical and operational changes. 

• In most cases, the method used to assess explicit risk was FMEA 
- Failure mode effect analysis; only in one case, the Structure - 
What if? (SWIFT) method was used.

• In a small number of reports, risks identified, for which the 
explicit risk assessment method was applied, were covered in 
part by the codes of conduct.

• Errors occurred in the application of the FMEA method, mainly 
in terms of the criteria related to the estimated frequency of 
events.

• A weakness of the risks identified as regards the explicit risk 
assessment method was a small number of risks related to a 
human factor – the methods for assessing human reliability 
were not used at all.

• The method of event tree analysis (ETA) was not used, either, 
which is an analysis technique for identifying and evaluating 
the sequence of events in a potential accident scenario following 
the occurrence of an initiating event.

• In some cases, the FMEA method used did not ensure the 
fully effective mitigation of risk - mitigation well done means 
a properly mitigated risk. 

• There is a need to adapt explicit risk assessment methods to 
the types of risks and the scope of changes so that a process of 
risk mitigation is efficient.

6. Conclusion
The results of research and analysis presented clearly indicate 

that in order to assess explicit risk, railway undertakings that 
introduce a significant change, that is a change affecting rail traffic 
safety, use simple, universal methods, usually a FMEA method 
- Failure mode effect analysis. Explicit risk should be assessed 
only when other risk acceptability principles such as the codes of 
conduct and similar reference systems are not applicable. However, 
applicants often use these methods, even if there are the appropriate 

codes of conduct, which can cover the identified risk. In addition, 
there is also a need to disseminate knowledge of other methods than 
FMEA among railway undertakings to ensure the greater efficiency 
of the risk mitigation process. The proper selection of explicit risk 
assessment methods for changes in the rail system is a challenge for 
railway undertakings that manage  significant changes. The issue is 
based on learning through experience, therefore there is a need for 
further research and studies on the issue that is so important to rail 
transport.
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