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INFORMATION SECURITY SYSTEMS ON THE RUSSIAN RAILWAYS:  

DETERMINING THE SECURITY CLASS 

 

In this article, the authors considered the concept and methods of determining the security class of the information system. 

They also examined the main types of information security systems on Russian railways and defined their security classes. 

 

INTRODUCTION 

The strategy of the RZD holding for the period until 2030 says 
that it is necessary to introduce a system of integrated diagnostics 
and remote monitoring of infrastructure, railway automation and 
telemechanics systems on a microprocessor-based element base 
with enhanced functionality, modular digital radio communication sys-
tems standard GSM-R, DMR, carrying out measures to improve en-
ergy efficiency, optimize technology standards, etc. 

The transition of railway automation and telemechanics systems 
to a microprocessor element base with enhanced functionality opens 
the way for hackers to use this kind of negative impact on the tech-
nological process of transportation, like cyberattacks. In this regard, 
it is necessary to ensure the proper level of cybersecurity of these 
systems. 

An important role in determining the protection degree of an in-
formation system is to classify it in one of the security classes of the 
information system. 

1. THE NOTION OF SECURITY CLASS OF INFOR-
MATION SYSTEM 

The security class of any information system in the Russian Fed-
eration is determined by the Ministerial Order February 11, 2013 N17 
of the Federal Service for Technical and Export Control (FSTEC of 
Russia) "ABOUT APPROVING REQUIREMENTS FOR INFOR-
MATION PROTECTION NOT INSTITUTING STATE SECRETS 
CONTAINED IN STATE INFORMATION SYSTEMS". 

Three security classes of the information system are estab-
lished, which determine the security levels of the information con-
tained in it. The lowest class - the third, the highest - the first.  

The security class of the information system is determined in ac-
cordance with Appendix No. 1 of these Requirements. 

The security class is defined for the information system as a 
whole and, if necessary, for its individual segments (component 
parts). The requirement for a security class is included in the technical 
task for the creation of an information system and (or) the technical 
task (a private technical task) for the creation of a system for protect-
ing the information system information, developed taking into account 
GOST 34.602 "Information technology. Set of standards for auto-
mated systems. Terms of Reference for the creation of an automated 
system" (hereinafter - GOST 34.602), GOST R 51583 and GOST R 
51624. 

The security class of the information system is subject to revision 
when the scale of the information system changes or the significance 
of the information processed in it. 

The results of the information system are formalized by an act of 
classification. 

2. DETERMINING THE SECURITY CLASS  
OF THE INFORMATION SYSTEM 

The security class of the information system (first class (K1), sec-
ond class (K2), third class (K3)) is determined depending on the sig-
nificance level of information (SL) processed in this information sys-
tem and the scale of the information system (federal, regional, local). 

 
Security class (K) = [significance level of information; 

scale of the system] 
(1) 

 
The significance level of information is determined by the degree 

of possible damage to the owner of the information (customer) and 
(or) the operator from violation of confidentiality (unlawful access, 
copying, provision or distribution), integrity (improper destruction or 
modification) or accessibility (unlawful blocking) of information  
(Fig. 1). 
 

 
Fig. 1.  Security classes of the information system 
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SL = [(confidentiality, degree of damage) (integrity, de-
gree of damage) (accessibility, extent of damage)], 

(2) 

 
where the degree of possible damage is determined by the owner of 
the information (the customer) and (or) the operator independently by 
expert or other methods and can be: 
– high, if as a result of violation of one of the properties of infor-

mation security (confidentiality, integrity, accessibility), there may 
be significant negative consequences in social, political, interna-
tional, economic, financial or other fields of activity and (or) the 
information system and (or) the operator (holder of information) 
can not perform the functions assigned to them; 

– medium, if due to violation of one of the properties of information 
security (confidentiality, integrity, accessibility), moderate nega-
tive consequences in the social, political, international, economic, 

financial or other fields of activity and (or) the information system 
and (or) the operator (holder of information) can not perform at 
least one of the functions assigned to them; 

– low, if as a result of violation of one of the properties of information 
security (confidentiality, integrity, accessibility), there may be mi-
nor negative consequences in the social, political, international, 
economic, financial or other fields of activity and (or) the infor-
mation system and (or) the operator) can perform the functions 
assigned to them with insufficient efficiency or perform functions 
only with the use of additional forces and resources. 
 
Information has a high level of significance (SL 1), if at least one 

of the properties of information security (confidentiality, integrity, ac-
cessibility) determines a high degree of damage. Information has an 
medium level of significance (SL 2) if at least one of the properties of 

 
Fig. 2.  Classification of traffic control systems by security classes 

 



I Bezpieczeństwo i ekologia 
 

 

   

12/2017 AUTOBUSY 475 
 

information security (confidentiality, integrity, accessibility) deter-
mines the medium degree of damage and there is no property for 
which a high degree of damage is determined. Information has a low 
level of significance (SL 3), if all the properties of information security 
(confidentiality, integrity, accessibility) are determined by low levels 
of damage. 

When processing two or more types of information in the infor-
mation system (official secret, tax secret and other types of restricted 
information specified by the legislation of the Russian Federation), 
the significance level of information (SL) is determined separately for 
each type of information. The final significance level of the information 
processed in the information system is established according to the 
highest values of the degree of possible damage determined for the 
confidentiality, integrity, availability of information of each type of in-
formation. 

The information system has a federal scale if it operates in the 
territory of the Russian Federation (within the federal district) and has 
segments in the subjects of the Russian Federation, municipalities 
and (or) organizations. 

The information system has a regional scale if it operates in the 
territory of a constituent entity of the Russian Federation and has seg-
ments in one or more municipal entities and (or) subordinate and 
other organizations. 

The information system has an local scale if it operates at the 
facilities of one federal public authority, a state authority of a constit-
uent entity of the Russian Federation, a municipal formation and (or) 
an organization and does not have segments in territorial bodies, rep-
resentative offices, branches, subordinate and other organizations. 

The content of information security measures and their basic 
sets for the corresponding class of security of the information system 
is determined by the following components: 
– Identification and authentication of access entities and access 

objects; 
– Control access to access objects; 
– Restricting the software environment; 
– Protection of computer storage media; 
– Security Event Logging; 
– Antivirus protection; 
– Intrusion detection; 
– Control (analysis) of information security; 
– Ensuring the integrity of the information system and information; 
– Ensuring accessibility of information; 
– Protecting the Virtualization Environment; 
– Protection of technical means; 
– Protection of the information system, its facilities, communication 

and data transmission systems. 

3. DETERMINING THE SECURITY CLASS  
OF THE INFORMATION SYSTEM  
ON THE RUSSIAN RAILWAYS 

In this article, the authors analyzed several information systems 
on Russian railways in order to determine their security class (Fig. 
2).. 

In particular, the following systems were analyzed: 
– Microprocessor centralization system - a system for controlling 

the movement of trains and shunting units at the station, provid-
ing high throughput with unconditional traffic safety; 

– Department of Traffic Safety - organizes control over compliance 
with the rules of railways technical operation and the instructions 
requirements concerning departmental tasks; 

– Dispatching centralization is a combination of auto-locking with 
relay centralization of arrows and signals from stations, a section 

controlled from one point by the train controller. All operations on 
the reception and departure of trains from the stations are made 
by the dispatcher, and the regulation of the trains is automatically 
performed by the signals of the automatic blocking; 

– Operational-technological telephone network is intended for the 
organization of instant connection with subscribers of system for 
the control over technological process and regulation of objects 
activity; 

– Repair-operative radio communication on the basis of GSM 
standard is designed to provide employees of JSC «RZD» with 
mobile radiotelephone technological communication, organized 
on the basis of communication networks of cellular operators. 
RORC GSM provides the services of a technological communi-
cation network for voice and data transmission, as well as addi-
tional services; 

– Technological communication network GSM-R is a safe platform 
for voice communication and data transfer between operational 
railway personnel, including locomotive drivers, dispatchers, 
shunting group workers, train support specialists and station su-
pervisors. Such GSM-R functionality as group calls, voice trans-
mission, connection with a subscriber based on its location, as 
well as the release of a line for urgent calls, significantly improve 
the quality of communications and provide ample opportunities 
for joint work and traffic safety management of trains and person-
nel; 

– Digital technological radio communication DMR ensures: the ful-
fillment of the functional requirements for the communication or-
ganization between locomotive drivers and other types of rolling 
stock in accordance with the Rules for the Technical Operation of 
the Railways of the Russian Federation in accordance with cur-
rent algorithms; organization of individual and group calls and in-
teractions; when moving locomotives (locomotive radio stations) 
between radio communication zones of different stationary radio 
stations (repeaters), automatic switching to the radio frequency 
channels of these radio stations without interrupting the commu-
nication channel; the possibility of forming virtual dynamic groups 
to provide group interactions during the movement of the locomo-
tive, in particular for group connections with the station attendant; 
the possibility of organizing the radio communication of the sta-
tion attendant within the zone of one or several fixed radio sta-
tions (repeaters); the possibility of introducing priorities in the es-
tablishment of connections, the formation of emergency calls; the 
organization of a conference call for negotiations between the 
train dispatcher and the duty officer at the station with train drivers 
and others; 

– Information-Computing Complex for the Accounting and Control 
of Electric Power is a distributed hardware and software complex 
that is implemented at several hierarchy levels that provides ac-
counting and control of electrical energy; 

– The system of selling train tickets organizes a network for the sale 
of transportations, other additional services of carriers participat-
ing in the Settlement System for Transport; 

– Traffic Control Center - provides centralized dispatch control of 
the transportation process; develops and organizes the imple-
mentation of the regulatory traffic schedule and the plan for the 
formation of trains; develops and organizes the implementation 
of technical plans for operational work; 

– Audio communication system and videoconferencing system pro-
vides preparation and conduct of network and road selector meet-
ings, videoconferences, conferences using the telephone com-
munication of JSC Russian Railways, and also describes the pro-
cedure for interaction between subdivisions of the management 
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apparatus, branches and other structural subdivisions of JSC 
«Russian Railways». 

– Documentary registration system of office negotiations allows in 
an automated mode to record, archive and subsequently repro-
duce (on request) negotiations, conducted on the networks of 
technological communication by the participants in the transpor-
tation process; 

– Unified monitoring and administration system - corporate auto-
mated information management system JSC «RZD». It provides 
effective management of the technological communication net-
work of JSC «Russian Railways», operational personnel during 
repair and restoration works on the communication network and 
execution of the technological process schedule, adequate and 
timely response to emergencies, performs an operative central-
ized control of the status of network equipment and services pro-
vided. 

– Automated system of commercial electricity metering provides 
commercial accounting of electricity (capacity). Commercial ac-
counting of electrical energy (power) is the process of measuring 
the amount of electrical energy and determining the amount of 
power, collecting, storing, processing, transmitting the results of 
these measurements and forming, including by calculation, data 
on the amount of electricity and power produced and consumed 
for purposes mutual settlements for supplied electric energy and 
capacity, as well as for services related to these supplies; 

– Systems of technical diagnostics and monitoring allows to collect, 
process, store and display information about the status of control 
objects. The main objectives of creating this system: obtaining 
timely, complete and reliable information about the devices of the 
railway automation and telemechanics system through continu-
ous monitoring of their technical condition; increase the reliability 
of the devices due to the timely detection of pre-failure states and 
prevention of failures. 

 
Based on the analysis of information systems existing in Rus-

sian Railways and the definition of their security class, it can be con-
cluded that: 

 
The most critical elements: 

– Automated workplaces; 
– Server; 
– Network equipment; 
– Channel-forming equipment. 

Critical information: 
– Configuration settings for system and application software; 
– Authentication data of users and system administrators; 
– Diagnostic information about the condition of the equipment un-

der control. 

CONCLUSION  

In conclusion, it should be noted that the definition of the security 
class of any information system plays an important role not only for 
the purposes of classification and simplification of administration, but 
first of all it helps to identify the most important systems from the se-
curity point of view, modernization and maintenance of which should 
occur first. 
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Systemy bezpieczeństwa informatycznego  
na kolejach rosyjskich: oznaczanie klasy bezpieczeństwa 

Artykuł zawiera rozważania dotyczące koncepcji i metod 

określania klasy bezpieczeństwa systemu informatycznego. 

Przeanalizowano także główne typy bezpieczeństwa systemów 

informatycznych na kolejach rosyjskich i zdefiniowano ich 

klasy bezpieczeństwa. 

 
Autorzy: 
mgr  Anton Ushakov – Russian University of Transport (RUT - 
MIIT), Russian Federation 
prof. dr hab. inż. Zbigniew Łukasik – Uniwersytet Technologiczno-
Humanistyczny w Radomiu, Wydział Transportu i Elektrotechniki

 


